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1.

Overvi ew

"Tree Engineering for Bit Index Explicit Replication" (BIER-TE) is
based on the (non-TE) BIER architecture, terninology, and packet
formats as described in [ RFC8279] and [ RFC8296]. This docunent
describes BIER-TE, with the expectation that the reader is famliar
with these two docunents.

Bl ER- TE i ntroduces a new senmantic for "bit positions" (BPs). These
BPs indi cate adjacencies of the network topol ogy, as opposed to (nhon-
TE) BIER in which BPs indicate "Bit-Forwarding Egress Routers”
(BFERs). A BIER-TE "packets BitString" therefore indicates the edges
of the (loop-free) tree across which the packets are forwarded by
BIER-TE. Wth BIER-TE, the "Bit |Index Forwardi ng Tabl e" (BIFT) of
each "Bit-Forwarding Router" (BFR) is only populated with BPs that
are adjacent to the BFR in the BIER-TE topology. Oher BPs are enpty
in the BIFT. The BFR replicates and forwards Bl ER packets to

adj acent BPs that are set in the packets. BPs are normally al so

cl eared upon forwarding to avoid duplicates and | oops.

Bl ER-TE can | everage BIER forwarding engines with little or no
changes. It can also co-exist with BIER forwarding in the sane
domain -- for exanple, by using separate Bl ER subdonains. Except for
the optional routed adjacencies, BlIER-TE does not require a BIER
routing underlay and can therefore operate w thout depending on a
routing protocol such as the "Interior Gateway Protocol"” (I1GP).

This docunent is structured as foll ows:

* Section 2 introduces BIER-TE with two forwardi ng exanpl es,
followed by an introduction to the new concepts of the BIER TE
(overlay) topology, and finally a summary of the rel ationship
bet ween Bl ER and BI ER- TE and a di scussi on of accel erated hardware
f orwar di ng.

* Section 3 describes the conponents of the Bl ER- TE architecture:
the multicast flow overlay, the BIER TE | ayer with the BIER TE
control plane (including the BIER-TE controller), the BIER TE
forwardi ng plane, and the routing underl ay.

* Section 4 specifies the behavior of the BlIER TE forwardi ng pl ane
with the different types of adjacencies and possible variations of
Bl ER- TE f orwar di ng pseudocode, and finally the nandatory and
optional requirenents.

* Section 5 describes operational considerations for the BIER TE
controller, primarily how the Bl ER-TE controller can optinize the
use of BPs by using specific types of BIER-TE adjacencies for
different types of topological situations. It also describes how
to assign bits to avoid | oops and duplicates (which, in BlERTE,
does not cone "for free"). Finally, it discusses how " Set
Identifiers" (SIs), "subdonains" (SDs), and BFR-ids can be managed
by a BIER-TE controller; exanples and a sunmary are provided.

* Appendi x A concludes this docunent; details regarding the
rel ati onshi p between BI ER-TE and "Segnent Routing" (SR) are
di scussed.

Note that rel ated work [ CONSTRAI NED- CAST] uses Bloomfilters

[Bl oon70] to represent |eaves or edges of the intended delivery tree.
Bloomfilters in general can support |arger trees/topologies with
fewer addressing bits than explicit BitStrings, but they introduce
the heuristic risk of false positives and cannot clear bits in the
BitStrings during forwarding to avoid | oops. For these reasons,

BIER- TE, like BIER, uses explicit BitStrings. Explicit BitStrings as
used by BIER-TE can al so be seen as a special type of Bloomfilter,



and this is how other related work [1 CC] describes it.
2. Introduction
2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2.2. Basic Exanples

Bl ER-TE forwarding is best introduced with sinple exanples. These
exanmpl es use formal ternms defined later in this document (Figure 4 in
Section 4.1), including forward_connected(), forward routed(), and

| ocal _decap().

Consi der the sinple network in the Bl ER-TE overvi ew exanpl e shown in
Figure 1, with six BFRs. pl...pl5 are the bit positions used. Al
BFRs can act as a "Bit-Forwarding I ngress Router" (BFIR); BFRLl, BFR3,
BFR4, and BFR6 can al so be BFERs. "Forward_connected()" is the name
used for adjacencies that represent subnet adjacencies of the
network. "Local decap()" is the nane used for the adjacency that
decapsul at es Bl ER- TE packets and passes their payl oad to higher-I|ayer
processi ng.

Bl ER- TE Topol ogy:

Di agram
p5 p6
--- BFR3 ---
p3/ p13 \ p7 p15
BFRL ---- BFR2 BFR5 ----- BFR6
pl p2 p4\ pl4 /p10 pl1 pl2
--- BFR4 ---
p8 P9

(sinplified) BIER TE Bit |ndex Forwarding Tables (BIFTs):

BFR1: pl -> |l ocal _decap()
p2 -> forward _connected() to BFR2

BFR2: pl -> forward _connected() to BFRL
p5 -> forward_connected() to BFR3
p8 -> forward_connected() to BFR4

BFR3: p3 -> forward _connected() to BFR2
p7 -> forward_connected() to BFR5
pl3 -> | ocal _decap()

BFR4: p4 -> forward_connected() to BFR2
pl0 -> forward_connected() to BFR5
pl4 -> | ocal _decap()

BFR5: p6 -> forward connected() to BFR3
p9 -> forward_connected() to BFR4
pl2 -> forward_connected() to BFR6

BFRG: pll -> forward _connected() to BFR5
pl5 -> | ocal _decap()

Figure 1: BIER- TE Basi c Exanpl e



Assume that a packet from BFRL should be sent via BFR4 to BFR6. This
requires a BitString (p2, p8, pl0, p12, pl5). Wen this packet is

exam ned by Bl ER-TE on BFR1, the only bit position fromthe BitString
that is also set in the BIFT is p2. This will cause BFRL to send the
only copy of the packet to BFR2. Similarly, BFR2 will forward to
BFR4 because of p8, BFR4 to BFR5 because of pl0, and BFR5 to BFR6
because of pl2. pl5 finally nmakes BFR6 receive and decapsul ate the
packet .

To send a copy to BFR6 via BFR4 and al so a copy to BFR3, the
BitString needs to be (p2, p5, p8, pl0, p12, p13, pl5). When this packet

i s exam ned by BFR2, p5 causes one copy to be sent to BFR3 and p8 one
copy to BFR4. Wen BFR3 receives the packet, pl13 will cause it to
recei ve and decapsul ate the packet.

If instead the BitString was (p2, p6, p8, pl0, pl12, p13, p15), the packet
woul d be copi ed by BFR5 towards BFR3 because of p6 instead of being
copi ed by BFR2 to BFR3 because of p5 in the prior case. This
demonstrates the ability of the Bl ER TE topol ogy, as shown in
Figure 1, to nake the traffic pass across any possible path and be
replicated where desired.

Bl ER- TE has various options for mnimzing BP assignhnents, many of
whi ch are based on out-of -band know edge about the required nulticast
traffic paths and bandw dth consunption in the network, e.g., from
pr edepl oynent pl anni ng.

Figure 2 shows a nodified exanmple, in which Rir2 and Rir5 are assuned
not to support BIER-TE, so traffic has to be unicast encapsul ated
across them To explicitly distinguish routed/tunneled forwardi ng of
Bl ER- TE packets from Layer 2 forwarding (forward_connected()), these
adj acencies are called "forward routed()" adjacencies. herwi se,
there is no difference in their processing over the aforenentioned
forward_connect ed() adjacenci es.

In addition, bits are saved in the follow ng exanple by assum ng that
BFRL only needs to be a BFIR -- not a BFER or a transit BFR

Bl ER- TE Topol ogy:

Di agram
pl p3 p7
> BFR3 < p5
................ >
BFR1 (Rtr2) (Rtrb5) BFR6
................ > p9
....> BFR4 <.... p6
p2 p4 p8

(sinmplified) BIER-TE Bit |Index Forwarding Tabl es (BIFTs):

BFR1: pl -> forward routed() to BFR3
p2 -> forward_routed() to BFR4

BFR3: p3 -> local decap()
p5 -> forward_routed() to BFR6

BFR4: p4 -> local _decap()
p6 -> forward routed() to BFR6

BFRG: p7 -> forward routed() to BFR3
p8 -> forward routed() to BFR4
p9 -> local decap()

Figure 2: BIER-TE Basic Overlay Exanple



To send a BIER-TE packet from BFRL via BFR3 to be received by BFR6,
the BitString is (pl,p5,p9). A packet fromBFRL via BFR4 to be
received by BFR6 uses the BitString (p2,p6,p9). A packet from BFRL
to be received by BFR3, BFR4 and from BFR3 to be received by BFR6 uses
(pl, p2, p3, p4,p5,p9). A packet fromBFRL to be received by BFR3, BFR4
and from BFR4 to be received by BFR6 uses (p1l,p2, p3,p4,p6,p9). A
packet from BFRL to be received by BFR4, then from BFR4 to be
received by BFR6, and finally fromBFR6 to be received by BFR3, uses
(p2, p3, p4, p6, p7,p9). A packet fromBFRL to be received by BFR3, then
fromBFR3 to be received by BFR6, and finally fromBFR6 to be

recei ved by BFR4, uses (pl, p3, p4, p5, p8, p9).

2.3. BIER-TE Topol ogy and Adj acenci es

The key new conponent in Bl ER TE conpared to (non-TE) BIER is the
Bl ER- TE t opol ogy as introduced through the two exanples in

Section 2.2. It is used to control where replication can or should
happen and how to m nim ze the required nunber of BPs for

adj acenci es.

The BI ER- TE t opol ogy consists of the BIFTs of all the BFRs and can

al so be expressed as a directed graph where the edges are the

adj acenci es between the BFRs | abeled with the BP used for the

adj acency. Adjacencies are naturally unidirectional. A BP can be

reused across nmultiple adjacencies as long as this does not lead to
undesi red duplicates or |oops, as explained in Section 5. 2.

If the BIER-TE topol ogy represents (a subset of) the underlying
(Layer 2) topology of the network as shown in the first exanple, this
may be called an "underlay"” BI ER-TE topol ogy. A topol ogy consisting
only of "forward routed()" adjacencies as shown in the second exanpl e
may be called an "overlay" BIER-TE topology. A BIER-TE topology with
both forward_connected() and forward _routed() adjacencies nmay be
called a "hybrid" BIER-TE topol ogy.

2.4. Relationship to BIER

BIER-TE is designed so that its forwarding plane is a sinple
extension to the (non-TE) BIER forwardi ng plane, hence allowing it to
be added to BIER depl oynents where it can be benefi ci al

BIER-TE is al so intended as an option to expand the BIER architecture
i nto depl oynents where (non-TE) BIER nmay not be the best fit, such as
statically provisioned networks that need path steering but do not
want distributed routing protocols.

1. BIER-TE inherits the follow ng aspects from Bl ER unchanged:

1l.a The fundanental purpose of per-packet signaled replication
and delivery via a BitString.

1.b The overall architecture, which consists of three |ayers:
the flow overlay, the BIER(-TE) | ayer, and the routing
under | ay.

1.¢ The supported encapsul ati ons [ RFC8296].

1.d The semantics of all BIER header el enents [ RFC8296] used by
the BIER-TE forwardi ng pl ane, other than the semantic of the
BP in the BitString.

1l.e The BIER forwarding plane, except for how bits have to be
cleared during replication

2. BIER-TE has the followi ng key changes with respect to Bl ER



2.b

2.d

In BIER, bits in the BitString of a Bl ER packet header
indicate a BFER, and bits in the BIFT indicate the BIER
control plane’'s cal culated next hop towards that BFER In
BIER-TE, a bit in the BitString of a Bl ER packet header

i ndi cates an adj acency in the BIER-TE topol ogy, and only the
BFR that is the upstream of that adjacency has its BP

popul ated with the adjacency in its BIFT.

In BIER, the inplied reference options for the core part of
the BIER | ayer control plane are the BIER extensions for
distributed routing protocols. These include I1S-1S and OSPF
extensions for BIER, as specified in [ RFC3401] and

[ RFC8444], respectively.

The reference option for the core part of the BIER TE
control plane is the BIER-TE controller. Nevertheless, both
the BIER and BI ER-TE BI FTs’ forwardi ng pl ane state coul d
equal |y be popul ated by any mechani sm

Assumi ng the reference options for the control plane, BlIER
TE repl aces in-network autononous path cal culations with
explicit paths cal cul ated by the BIER TE controller

The foll owi ng el enents/functions described in the BIER
architecture are not required by the BIER-TE architecture:

3.a

3.b

3.d

"Bit I ndex Routing Tables" (BIRTs) are not required on BFRs
for Bl ER-TE when using a BIER-TE controller, because the
controller can directly populate the BIFTs. In BIER BIRTs
are popul ated by the distributed routing protocol support

for BIER, allowing BFRs to populate their BIFTs locally from
their BIRTs. Oher BIERTE control plane or nmanagenent

pl ane options may introduce requirenents for BIRTs for Bl ER-
TE BFRs.

The BI ER-TE | ayer forwardi ng pl ane does not require BFRs to
have a uni que BP; see Section 5.1.3. Therefore, BFRs may
not have a uni que BFR-id; see Section 5.3.3.

I dentification of BFRs by the BIER-TE control plane is

out side the scope of this specification. Wereas the BlIER
control plane uses BFR-ids in its BFR-to-BFR signaling, a
Bl ER-TE control |l er may choose any form of identification
deened appropri ate.

Bl ER- TE forwardi ng does not require the BFIR-id field of the
Bl ER packet header.

Co-exi stence of BIER and BIER-TE in the sanme network requires the
fol | owi ng:

4. a

4. b

The Bl ER/ Bl ER- TE packet header needs to allow the addressing
of both BIER and Bl ER-TE Bl FTs. Dependi ng on the
encapsul ati on option, the same SD may or may not be reusable
across BIER and BIER-TE. See Section 4.3. |In either case,
a packet is always forwarded only end to end via BIER or via
BI ER-TE ("ships in the night" forwarding).

Bl ER- TE depl oynments will have to assign BFR-ids to BFRs and
insert theminto the BFIR-id field of BIER packet headers,
as does BI ER, whenever the depl oynment uses (unchanged)
conponents devel oped for BIER that use BFR-ids, such as

mul ticast flow overlays or BIER |layer control plane

el ements. See also Section 5.3.3.



2.5. Accel erated Hardware Forwardi ng Conpari son

Bl ER-TE forwarding rules, especially BitString parsing, are designed
to be as close as possible to those of BIER with the expectation
that this eases the programing of BIER-TE forwardi ng code and/or

Bl ER- TE forwardi ng hardware on platforms supporting BIER The
pseudocode in Section 4.4 shows how existing (non-TE) BIER/ BI FT
forwarding can be nodified to support the required Bl ER-TE forwarding
functionality (Section 4.5), by using the BIER BIFT's "Forwardi ng Bit
Mask" (F-BM: only the clearing of bits to avoid sending duplicate
packets to a BFR s nei ghbor is skipped in Bl ER-TE forwardi ng, because
it is not necessary and coul d not be done when using a Bl ER F-BM

Whet her to use BIER or BIER-TE forwarding is sinply a choice of the
node of the BIFT indicated by the packet (BIER or BlIER-TE BI FT).
This is determined by the BFR configuration for the encapsul ati on;
see Section 4. 3.

3. Conponents

Bl ER- TE can be thought of as being conposed of the same three |ayers
as BIER the "nmulticast flow overlay", the "BIER |layer", and the
"routing underlay". Figure 3 also shows how the BIER | ayer is
composed of the "Bl ER- TE forwardi ng pl ane” and the "Bl ER-TE contro
pl ane" as represented by the "BIER-TE controller".

<------ BGP/PIM---->
|<-1GW/PIM> multicast flow <-PIMIGWP->|
overl ay

BIER-TE [BIER TE Controller] <=> [BIER TE Topol ogy]
N

control A A
pl ane / | \ Bl ER- TE control protoco
| | | (e.g., YANG NETCONF/ RESTCONF
| | | PCEP/ .. .)
v v v
Src -> Rtrl -> BFIR----- BFR- - -- - BFER -> Rtr2 -> Rcvr
IR >|

Bl ER- TE forwardi ng pl ane

| <- BI ER-TE dormai n->

Rout i ng under| ay
Figure 3: BIER TE Architecture
3.1. The Multicast Flow Overlay

The nulticast flow overlay has the sane role as that described for
BIER in [ RFC8279], Section 4.3. See also Section 3.2.1.2.

When a BIER-TE controller is used, it mght also be preferable that
mul ticast flow overlay signaling be performed through a central point
of control. For BGP-based overlay flow services such as "Milticast
VPN Using Bit Index Explicit Replication (BIER)" [RFC8556], this can
be achi eved by naking the BIER-TE control |l er operate as a BGP Route
Refl ect or [ RFC4456] and conbining it with signaling through BGP or a
different protocol for the BIER-TE controller’s cal cul ated
BitStrings. See Sections 3.2.1.2 and 5. 3. 4.

3.2. The BIER-TE Control Pl ane

In the (non-TE) BIER architecture [ RFC8279], the BIER layer is
summari zed in Section 4.2 of [RFC3279]. This sunmary includes both



3.

2

the functions of the BIER-|1ayer control plane and forwardi ng plane,

wi t hout using those terms. Exanple standardi zed options for the BIER
control plane include I1S-1S and OSPF extensions for BIER, as
specified in [ RFC8401] and [ RFC8444], respectively.

For BIER-TE, the control plane includes, at a mninmm the follow ng
functionality.

1. BIER-TE topology control: During initial provisioning of the
net wor k and/ or during nodifications of its topol ogy and/or
services, the protocols and/or procedures to establish BIER-TE
Bl FTs:

l.a Determine the desired BlI ER-TE topol ogy for BlIERTE
subdonmi ns: the adjacencies that are assigned to BPs.
Topol ogy di scovery is discussed in Section 3.2.1.1, and the
various aspects of the BIER TE controller’s determ nations
regardi ng the topol ogy are discussed throughout Section 5.

1.b Determine the per-BFR BIFT fromthe Bl ER-TE topol ogy. This
is achieved by sinply extracting the adjacencies of the BFR
fromthe BIER-TE topol ogy and populating the BFR s BIFT with
t hem

l1.c Optionally assign BFR-ids to BFIRs for later insertion into
Bl ER headers on BFIRs as BFIR-ids. Alternatively, BFIR-ids
in Bl ER packet headers nay be managed solely by the flow
overlay layer and/or be unused. This is discussed in
Section 5.3.3.

1.d Install/update the BIFTs into the BFRs and, optionally, BFR-
ids into BFIRs. This is discussed in Section 3.2.1.1

2. BIER-TE tree control: During network operations, protocols and/or
procedures to support creation/change/renoval of overlay flows on
BFI Rs:

2.a Process the BIER-TE requirenents for the nmulticast overlay
flow BFIRs and BFERs of the flow as well as policies for
the path selection of the flow This is discussed in
Section 3.5.

2.b Deternmine the BitStrings and, optionally, entropy.
BitStrings are discussed in Sections 3.2.1.2, 3.5, and
5.3.4. Entropy is discussed in Section 4.2.3.

2.¢c Install state on the BFIR to i nmpose the desired Bl ER packet
header (s) for packets of the overlay flow. Different
aspects of this point, as well as the next point, are
di scussed throughout Section 3.2.1 and in Section 4.3. The
mai n conponent responsible for these two points is the
mul ti cast flow overlay (Section 3.1), which is
architecturally inherited from Bl ER

2.d Install the necessary state on the BFERs to decapsul ate the
Bl ER packet header and properly dispatch its payl oad.

1. The BIER-TE Controller

This architecture describes the BIER-TE control plane, as shown in
Figure 3, as consisting of:

* A BIER-TE controller.

* BFR data nodel s and protocols to comuni cate between the
controller and BFRs in support of BIER-TE topol ogy control (see



the list under "BIER-TE topol ogy control "), such as YANG NETCONF/
RESTCONF [ RFC7950] [ RFC6241] [ RFCB040] .

*  BFR data nodel s and protocols to conmuni cate between the
controller and BFIRs in support of BIER-TE tree control (see
Section 3.2, point 2.), such as BlI ER-TE extensions for [RFC5440].

The single, centralized BIER-TE controller is used in this docunent
as the reference option for the BIER TE control plane, but other
options are equally feasible. The BIER TE control plane could
equal Iy be inplenmented without autonmated configuration/protocols, by
an operator via a CLI on the BFRs. |In that case, operator-configured
| ocal policy on the BFIR woul d have to determ ne how to set the
appropri ate Bl ER header fields. The BIER-TE control plane could al so
be decentralized and/or distributed, but this document does not

consi der any additional protocols and/or procedures that would then
be necessary to coordinate its (distributed/ decentralized) entities
to achi eve the above-described functionality.

3.2.1.1. BIERTE Topol ogy Di scovery and Creation

The first itemlisted for BIER-TE topol ogy control (Section 3.2,
point 1.a.) includes network topol ogy di scovery and Bl ER- TE t opol ogy
creation. The latter describes the process by which a controller
determ nes which routers are to be configured as BFRs and the

adj acenci es between them

In statically managed networks, e.g., industrial environnents, both
di scovery and creation can be a nmanual /offline process.

I n other networks, topology discovery may rely on such protocols as
those that include extending an I GP based on a |ink-state protoco
into the BIER-TE controller itself, e.g., BG-LS [ RFC7752] or YANG
t opol ogy [ RFC8345], as well as nethods specific to BIER-TE -- for
exanple, via [BIER- TE-YANG . These options are non-exhausti ve.

Dynami c creation of the BlIER- TE topol ogy can be as easy as mappi ng
the network topology 1:1 to the Bl ER-TE t opol ogy by assigning a BP
for every network subnet adjacency. In larger networks, it likely
i nvol ves nore conpl ex policy and optim zation deci sions, including
how to minim ze the nunber of BPs required and how to assign BPs

across different BitStrings to minimze the nunber of duplicate

packets across |inks when delivering an overlay flow to BFERs using
different SIs:BitStrings. These topics are discussed in Section 5.

When the BI ER- TE t opol ogy has been deternined, the BIER TE controller
pushes the BPs/adjacencies to the BIFT of the BFRs. On each BFR
only those Sls:BPs that are adjacencies to other BFRs in the BIER TE
topol ogy are popul at ed.

Comuni cati ons between the BIER-TE control |l er and BFRs for both Bl ER-
TE topol ogy control and BIER-TE tree control are ideally via

st andardi zed protocols and data nodel s such as NETCONF/ RESTCONF/ YANG
PCEP. A vendor-specific CLI on the BFRs is also an option (as in
many ot her " Software-Defined Network" (SDN) sol utions |acking
definitions of standardi zed data nodel s).

3.2.1.2. Engineered Trees via BitStrings

In BIER, the sane set of BFERs in a single subdomain is always
encoded as the sane BitString. In BIERTE, the BitString used to
reach the same set of BFERs in the sanme subdomain can be different
for different overlay flows because the BitString encodes the paths
towards the BFERs, so the BitStrings fromdifferent BFIRs to the sane
set of BFERs will often be different. Likewi se, the BitString from
the sane BFIR to the same set of BFERs can be different for different



overlay flows if different policies should be applied to those
overlay flows, such as shortest path trees, Steiner trees (mninmm
cost trees), diverse path trees for redundancy, and so on

See al so [ Bl ER- MCAST- OVERLAY] for an application |everaging Bl ER TE
engi neered trees.

3.2.1.3. Changes in the Network Topol ogy

If the network topol ogy changes (not failure based) so that

adj acencies that are assigned to bit positions are no | onger needed,
the BIER-TE controller can reuse those bit positions for new

adj acencies. First, these bit positions need to be rempved from any
BFIR fl ow state and BFR BIFT state. Then, they can be repopul at ed,
first into the BIFT and then into the BFIR

3.2.1.4. Link/Node Failures and Recovery

When |inks or nodes fail or recover in the topol ogy, Bl ER-TE coul d
qui ckly respond with "Fast Reroute" (FRR) procedures such as those
described in [BlI ER TE- PROTECTI ON], the details of which are out of
scope for this docunent. |t can also nore slowy react by

recal culating the BitStrings of affected nulticast flows. This
reaction is slower than the FRR procedure because the Bl ER- TE
controll er needs to receive |ink/node up/down indications,
recal cul ate the desired BitStrings, and push them down into the
BFIRs. Wth FRR, this is all perforned locally on a BFR receiving
the adjacency up/down notification

3.3. The BIER-TE Forwarding Pl ane
The Bl ER-TE forwardi ng pl ane consists of the follow ng conponents:

1. On a BFIR, inposition of the BIER header for packets from overl ay
flows. This is driven by state established by the BIER TE
control plane, the nulticast flow overlay as explained in
Section 3.1, or a conbination of both.

2. On BFRs (including BFIRs and BFERs), forwarding/replication of
Bl ER packets according to their SD, SI, "BitStringLength" (BSL),
BitString, and, optionally, entropy fields as explained in
Section 4. Processing of other BIER header fields, such as the
"Differentiated Services Code Point" (DSCP) field, is outside the
scope of this docunent.

3. On BFERs, renoval of the BIER header and dispatching of the
payl oad according to state created by the BIER-TE control pl ane
and/ or overlay |ayer.

When the BIER-TE forwardi ng pl ane receives a packet, it sinply |ooks
up the bit positions that are set in the BitString of the packet in
the BI FT that was popul ated by the BIER TE controller. For every BP
that is set in the BitString and has one or nore adjacencies in the
BI FT, a copy is made according to the types of adjacencies for that
BP in the BIFT. Before sending any copies, the BFR clears all BPs in
the BitString of the packet for which the BFR has one or nore

adj acencies in the BIFT. Cdearing these bits prevents packets from
| oopi ng when a BitString erroneously includes a forwardi ng | oop

When a forward_connected() adjacency has the "DoNotCl ear" (DNC) flag
set, this BP is reset for the packet copied to that adjacency. See
Section 4.2.1.

3.4. The Routing Underl ay

For forward_connected() adjacencies, BlIER TE sends Bl ER packets to
directly connected Bl ER-TE nei ghbors as L2 (unicast) BIER packets
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wi thout requiring a routing underlay. For forward_routed()

adj acenci es, BIER-TE forwardi ng encapsul ates a copy of the BIER
packet so that it can be delivered by the forwarding plane of the
routing underlay to the routable destination address indicated in the
adj acency. See Section 4.2.2 for details on forward_routed()

adj acenci es.

BIER relies on the routing underlay to cal cul ate paths towards BFERs
and derive next-hop BFR adjacencies for those paths. These two steps
commonly rely on Bl ER-specific extensions to the routing protocols of
the routing underlay but may al so be established by a controller. In
Bl ER-TE, the next hops for a packet are determ ned by the BitString
through the BIER-TE control |l er-established adjacencies on the BFR for
the BPs of the BitString. There is thus no need for BFR-specific
routing underlay extensions to forward Bl ER packets with Bl ER- TE
semanti cs.

Encapsul ati on paraneters can be provisioned by the Bl ER-TE controller
into the forward_connected() or forward_routed() adjacencies directly
wi thout relying on a routing underl ay.

If the BFR intends to support FRR for BIER-TE, then the BIER-TE
forwardi ng pl ane needs to receive fast adjacency up/down
notifications: |ink up/down or neighbor up/down, e.g., from

"Bi directional Forwarding Detection” (BFD). Providing these
notifications is considered to be part of the routing underlay in
thi s docunent.

Traffic Engi neering Considerations

Traffic Engineering [ TE- OVERVI EW provi des performance optim zation
of operational |IP networks while utilizing network resources
economically and reliably. The key elenents needed to effect Traffic
Engi neering are policy, path steering, and resource nanagenent.

These el enents require support at the control/controller |evel and

wi thin the forwarding plane.

Policy decisions are nade within the Bl ER-TE control plane, i.e.,
within BIER-TE controllers. Controllers use policy when conposing
BitStrings and BFR BIFT state. The mapping of user/IP traffic to
specific BitStrings / BIER-TE flows is made based on policy. The
specific details of BIER TE policies and how a controller uses them
are out of scope for this docunent.

Path steering is supported via the definition of a BitString.
BitStrings used in BIER-TE are conposed based on policy and resource
managenment considerations. For exanple, when conposing Bl ER TE
BitStrings, a controller nmust take into account the resources
avai l abl e at each BFR and for each BP when it is providing
congestion-1oss-free services such as Rate-Controlled Service

Di sciplines [RCSD94]. Resource availability could be provided, for
exanmpl e, via routing protocol information but may al so be obtai ned
via a BIER TE control protocol such as NETCONF or any other protoco
commonly used by a controller to understand the resources of the
network on which it operates. The resource usage of the Bl ER TE
traffic admtted by the BIER TE controller can be solely tracked on
the BIER-TE control |l er based on | ocal accounting as long as no
forward routed() adjacencies are used (see Section 4.2.2 for the
definition of forward_routed() adjacencies). Wen forward_routed()
adj acenci es are used, the paths selected by the underlying routing
protocol need to be tracked as well.

Resour ce managenent has inplications for the forwarding plane beyond
the Bl ER- TE-defined steering of packets; this includes allocation of
buffers to guarantee the worst-case requirenents for adnmitted RCSD
traffic and potentially policing and/ or rate-shapi ng nmechani smns,



typically done via various forms of queuing. This |evel of resource
control, while optional, is inportant in networks that wish to
support congesti on nanagenent policies to control or regulate the
offered traffic to deliver different levels of service and alleviate
congestion problens, or those networks that wish to control |atencies
experienced by specific traffic fl ows.

4. Bl ER-TE Forwar di ng
4.1. The BIER-TE Bit Index Forwardi ng Table (BIFT)

The BIER-TE BIFT is equivalent to the (non-TE) BIER BIFT. It exists
on every BFR running BIER-TE. For every BIER "subdomai n® (SD) in use
for BIER-TE, the BIFT is constructed per the exanple shown in

Figure 4. The BIFT in the figure assumes a BSL of 8 "bit positions”
(BPs) in the packets BitString. As in [RFC8279], this BSL is purely
used as an exanple and is not a BSL supported by Bl ER/ Bl ER- TE
(mnimum BSL is 64).

A BIER-TE BIFT is conpared to a BIER BIFT as shown in [RFC8279] as
fol |l ows.

In both BIER and BIER-TE, BIFT rows/entries are indexed in their
respective Bl ER pseudocode ([ RFC8279], Section 6.5) and Bl ER-TE
pseudocode (Section 4.4) by the BIFT-index derived fromthe packet’s
SI, BSL, and the one bit position of the packets BitString (BP)
addressing the BIFT row. BIFT-index = SI * BSL + BP - 1. BPs within
a BitString are nunbered from1l to BSL -- hence, the - 1 offset when
converting to a BIFT-index. This docunent also uses the notion
"Sl:BP" to indicate BIFT rows. [RFC8279] uses the equival ent notion
"Sl:BitString", where the BitString is filled with only the BPs for
the BIFT row.

In Bl ER, each BIFT-i ndex addresses one BFER by its BFR-id = BI FT-
index + 1 and is popul ated on each BFR with the next-hop "BFR
Nei ghbor" (BFR-NBR) towards that BFER

In BIlER-TE, each BIFT-index and, therefore, Sl:BP indicates one or,
in the case of reuse of SI:BP, nore than one adjacency between BFRs
in the topology. The SI:BP is populated with the adjacency on the
upstream BFR of the adjacency. The BIFT entries are enpty on al

ot her BFRs.

In BIER, each BIFT row also requires a "Forwarding Bit Mask" (F-BM
entry for BIER forwarding rules. |In BIER-TE forwarding, an F-BMis
not required but can be used when inplenenting Bl ER-TE on forwarding
hardware, derived from BI ER forwardi ng, that nust use an F-BM  This
is discussed in the first variation of BlIER TE forwardi ng pseudocode
shown in Section 4.4.

| BIFT-index | | Adj acenci es: |
| (SI:BP) | (F--BM| <enpty> or one or nore per entry |

| Bl FT indices for Packets with SI=0 |

| 1 (0:2) | ... | forward_connected(interface, nei ghbor{, DNC}) |
| | ... | forward_connected(interface, nei ghbor{, DNC}) |

| 5 (0:6) | ... | forward_routed({VRF, }I 3-neighbor) |



| BI FT indices for BitString/ Packet with SI=1 |

Figure 4: BIER-TE Bit I ndex Forwarding Table (BIFT) with
Di fferent Adjacencies

The BIFT is configured for the BIER-TE data plane of a BFR by the

Bl ER-TE control |l er through an appropriate protocol and data nodel.
The BIFT is then used to forward packets, according to the procedures
for the BIER-TE forwardi ng plane as specified in Section 3. 3.

Note that a BIFT-index (SlI:BP) nay be populated in the BIFT of nore
than one BFR to save BPs. See Section 5.1.6 for an exanple of how a
Bl ER-TE controller could assign BPs to (logical) adjacencies shared
across multiple BFRs, Section 5.1.3 for an exanple of assigning the
same BP to different adjacencies, and Section 5.1.9 for genera

gui del i nes regarding the reuse of BPs across different adjacencies.

{VRF} indicates the Virtual Routing and Forwardi ng context into which
the BIER payload is to be delivered. This is optional and depends on
the multicast flow overl ay.

4.2. Adjacency Types
4.2.1. Forward Connected

A "forward_connected()" adjacency is an adjacency towards a directly
connected BFR-NBR using an interface address of that BFR on the
connecting interface. A forward_connected() adjacency does not route
packets; only L2 forwards themto the nei ghbor

Packets sent to an adjacency with "DoNotC ear"” (DNC) set in the BIFT
MUST NOT have the bit position for that adjacency cl eared when the
BFR creates a copy for it. The bit position will still be cleared
for copies of a packet made towards other adjacencies. This can be
used, for exanmple, in ring topologies as explained in Section 5.1.6.

For protection against |oops caused by nisconfiguration (see
Section 5.2.1), DNCis only pernissible for forward_connected()

adj acencies. No need or benefit of DNC for other types of

adj acencies was identified, and associated risks were not anal yzed.

4.2.2. Forward Routed

A "forward_routed()" adjacency is an adjacency towards a BFR that
uses a (tunneling) encapsulation that will cause a packet to be
forwarded by the routing underlay towards the adjacent BFR indicated
via the | 3-nei ghbor paraneter of the forward routed() adjacency.
This can | everage any feasibl e encapsul ati on, such as MPLS or
tunneling over |P/IPv6, as long as the BIER-TE packet can be
identified as a payload. This identification can rely on either the
Bl ER/ Bl ER- TE co- exi st ence nechani sns described in Section 4.3 or
explicit support for a BIER TE payl oad type in the tunneling
encapsul ati on.

Forward_routed() adjacencies are necessary to pass BIER-TE traffic
across routers that are not Bl ER TE capable or to mininize the nunber
of required BPs by tunneling over (BIER- TE-capable) routers on which



neither replication nor path steering is desired, or sinply to

| everage the routing underlay’'s path redundancy and FRR towards the
next BFR  They nmay al so be useful to a multi-subnet adjacent BFR for
| everaging the routing underlay ECMVMP independently of Bl ER-TE ECVP
(Section 4.2.3).

4.2.3. ECW

(Non-TE) BIER ECVMP is tied to the BIER BI FT processing semantic and
is therefore not directly usable with Bl ER-TE

A BI ER-TE "Equal - Cost Multipath" (ECMP()) adjacency as shown in
Figure 4 for BIFT-index 7 has a list of two or nore non- ECVP()

adj acenci es as paraneters and an optional seed parameter. Wen a
Bl ER- TE packet is copied onto such an ECMP() adjacency, an

i mpl ement ati on-specific so-called hash function will select one out
of the list’s adjacencies to which the packet is forwarded. |If the
packet’ s encapsul ation contains an entropy field, the entropy field
SHOULD be respected; two packets with the same val ue of the entropy
field SHOULD be sent on the same adjacency. The seed paraneter
permits the design of hash functions that are easy to inplenent at
hi gh speed without running into polarization issues across multiple
consecutive ECMP hops. See Section 5.1.7 for details.

4.2.4. Local Decap(sul ation)

A "l ocal decap()" adjacency passes a copy of the payload of the BlIER
TE packet to the protocol ("NextProto") within the BFR (I1P/1Pv6

Et hernet,...) responsible for that payload according to the packet
header fields. A |ocal_decap() adjacency turns the BFR into a BFER
for matchi ng packets. Local decap() adjacencies require the BFER to
support routing or switching for NextProto to determ ne how to
further process the packets.

4.3. Encapsulation / Co-existence with BIER

Speci fications for BIER-TE encapsul ation are outside the scope of
this docunment. This section gives explanations and gui deli nes.

The handling of "Maxi mum Transmi ssion Unit" (MIU) linmitations is

out side the scope of this docunent and is not discussed in [ RFC8279]
either. Instead, this process is part of the Bl ER TE packet
encapsul ati on and/or flow overlay; for exanple, see [RFC3296],
Section 3. It applies equally to BIER-TE and BI ER

Because a BFR needs to interpret the BitString of a Bl ER TE packet
differently froma (non-TE) BIER packet, it is necessary to

di stingui sh Bl ER packets from Bl ER- TE packets. In BlIER encapsul ation
[ RFC8296], the BIFT-id field of the packet indicates the BIFT of the
packet. BIER and Bl ER-TE can therefore be run sinultaneously, when
the BIFT-id address space is shared across BIER Bl FTs and Bl ER- TE
BIFTs. Partitioning the BIFT-id address space is subject to BIER TEH
Bl ER control plane procedures.

VWhen [ RFC38296] is used for BIER with MPLS, BIFT-id address ranges can
be dynanmically allocated from MPLS | abel space only for the set of
actually used SD:BSL Bl FTs. This also permits the allocation of non-
overl apping | abel ranges for BIFT-ids that are to be used with Bl ER-
TE BI FTs.

Wth MPLS, it is also possible to reuse the same SD space for both
Bl ER-TE and BIER, so that the sane SD has both a BIER BIFT with a
correspondi ng range of BIFT-ids and disjoint BIER TE BIFTs with a
non-overl appi ng range of BIFT-ids.

Assume that a fixed mapping fromBSL, SD, and SI to a BIFT-id is



used, which does not explicitly partition the BIFT-id space between
Bl ER and BI ER-TE -- for exanple, as proposed for non-MPLS forwarding
wi th Bl ER encapsul ati on [ RFC8296] in [ NON- MPLS- Bl ER- ENCODI NG ,
Section 5. In this case, it is necessary to allocate disjoint SDs to
Bl ER and BI ER-TE BI FTs so that both can be addressed by the BIFT-ids.
The encodi ng proposed in Section 6 of [NON- MPLS-BIER- ENCODI NG does
not statically encode the BSL or SD into the BIFT-id, but the

encodi ng permts a mappi ng and hence coul d provide the sane freedom
as when MPLS is being used (the same SD, or different SDs for BlIER
Bl ER- TE) .

Forward_routed() requires an encapsul ation that permits directing
uni cast encapsul ated Bl ER-TE packets to a specific interface address
on a target BFR Wth MPLS encapsul ation, this can sinply be done
via a | abel stack with that address’s | abel as the top |abel,

foll owed by the | abel assigned to the (BSL,SD,SI) BitString. Wth
non- MPLS encapsul ation, some form of |P encapsul ati on woul d be
required (for exanple, |P/ GRE).

The encapsul ation used for forward routed() adjacencies can equally
support existing advanced adjacency information such as "l oose source
routes" via, for exanple, MPLS | abel stacks or appropriate header
extensions (e.g., for |Pv6).

4.4. BIER- TE Forwardi ng Pseudocode

The pseudocode for BIER-TE forwarding, as shown in Figure 5, is based
on the (non-TE) BIER forwardi ng pseudocode provided in [ RFC8279],
Section 6.5, with one nodification.

voi d Forwar dBit MaskPacket wi t hTE (Packet)

S| =Get Packet Sl ( Packet ) ;
O fset=SI*BitStringlLength;
for (Index = GetFirstBitPosition(Packet->BitString); |ndex ;
I ndex = Get NextBitPosition(Packet->BitString, |Index)) {
F-BM = BI FT[ | ndex+Of f set ] - >F- BM
if (!F-BM continue; [ 3]
BFR- NBR = BI FT[ | ndex+Of f set ] - >BFR- NBR;
Packet Copy = Copy(Packet);
Packet Copy->BitString & F-BM [ 2]
Packet Send( Packet Copy, BFR-NBR);
/1 The follow ng must not be done for BIER TE:
/1 Packet->BitString & ~F-BM [ 1]

}

Figure 5: BIER-TE Forwardi ng Pseudocode for Required Functions,
Based on Bl ER Pseudocode

In step [2], the F-BMis used to clear one or nore bits in

Packet Copy. This step exists in both BIER and Bl ER-TE, but the F-BMs
need to be populated differently for BIER-TE than for BIER for the
desired cl earing.

In BIER, multiple bits of a BitString can have the sane BFR- NBR

When a received packets BitString has nore than one of those bits
set, BIER s replication logic has to prevent nore than one Packet Copy
frombeing sent to that BFR-NBR ([1]). Likew se, the Packet Copy sent
to a BFR-NBR nust clear all bits inits BitString that are not routed
across a BFR-NBR. This prevents BIER s replication logic from
creating duplicates on any possible further BFRs ([2]).

To solve both [1] and [2] for BIER the F-BM of each bit index needs
to have all bits set that this BFR wants to route across a BFR-
NBR. [2] clears all other bits in Packet Copy->BitString, and [1]



clears those bits from Packet->BitString after the first Packet Copy.

In BIER-TE, a BFR-NBR in this pseudocode is an adjacency --

forward _connected(), forward routed(), or |local _decap(). There is no
need for [2] to suppress duplicates in the same way that Bl ER does,
because in general, different BPs woul d never have the sane

adj acency. |If a BIER TE controller actually finds sone optimzation
in which this would be desirable, then the controller is also
responsi ble for ensuring that only one of those bits is set in any
Packet->BitString, unless the controller explicitly wants duplicates
to be created.

The foll owi ng points describe how the F-BM for each BP is configured
in the BIFT and how this inpacts the BitString of the packet being
processed with that BIFT:

1. The F-BMs of all BIFT BPs w thout an adjacency have all their
bits clear. This will cause [3] to skip further processing of
such a BP.

2. Al BIFT BPs with an adjacency (with the DNC flag cl ear) have an
F-BM that has only those BPs set for which this BFR does not have
an adj acency. This causes [2] to clear all bits from
Packet Copy->BitString for which this BFR does have an adj acency.

3. [1] is not perfornmed for BIER-TE. Al bit clearing required by
BIER-TE is perfornmed by [2].

Thi s forwardi ng pseudocode can support the required Bl ER-TE
forwardi ng functions (see Section 4.5) -- forward_connected(),
forward_routed(), and | ocal _decap() -- but cannot support the
recomrended functions (DNC flag and nul ti ple adjacencies per bit) or
the optional function (i.e., ECMP() adjacencies). The DNC fl ag
cannot be supported when using only [1] to mask bits.

The nodified and expanded forwardi ng pseudocode in Figure 6 specifies
how to support all BIER-TE forwarding functions (required,
recomended, and optional):

1. This pseudocode elimnates per-bit F-BMs, therefore reducing the
size of BIFT state by SI*BSL"2 and elininating the need for per-
packet -copy BitString maski ng operations, except for adjacencies
with the DNC fl ag set:

l.a AdjacentBits[SI] are bit positions with a non-enpty |ist of
adj acencies in this BFR BIFT. This can be conputed whenever
the BIER-TE control |l er updates (adds/renoves) adjacencies in
the BIFT.

1.b The BFR needs to create packet copies for these adjacent
bits when they are set in the packets BitString. This set
of bits is calculated in PktAdjacentBits.

l1.c Al bit positions for which the BFR creates copies have to
be cleared in packet copies to avoid loops. This is done by
masking the BitString of the packet with ~AdjacentBits[SI].
When an adj acency has DNC set, this bit position is set
again only for the packet copy towards that bit position

2. BIFT entries may contain nore than one adjacency in support of
specific configurations, such as a hub and nultiple spokes
(Section 5.1.5). The code therefore includes a | oop over these
adj acenci es.

3. The ECWMP() adjacency is also shown in the figure. |Its paraneters
are a seed and "ListO Adj acenci es", from which one is picked.



4. The forward_connected(), forward_routed(), and | ocal _decap()
adj acenci es are shown with their paraneters.

voi d Forwar dBit MaskPacket wi t hTE (Packet)

{
SI = Get Packet SI (Packet);
Ofset = SI * BitStringlLength;
/1 Determ ne adjacent bits in the packets BitString
Pkt Adj acentBits = Packet->BitString & AdjacentBits[SI];
/1l Cear adjacent bits in the packet header to avoid | oops
Packet->BitString & ~AdjacentBits[SI];
/1 Loop over PktAdjacentBits to create packet copies
for (Index = GetFirstBitPosition(PktAdjacentBits); |ndex ;
I ndex = Get Next BitPosition(PktAdjacentBits, Index)) ({
for adjacency in BIFT[Index+O fset]->Adj acenci es {
i f(adj acency.type == ECMP(Li st Of Adj acenci es, seed) ) {
I = ECMP_hash(si zeof (Li st Of Adj acenci es),
Packet - >Ent r opy, seed) ;
adj acency = ListO Adj acencies[I];
}
Packet Copy = Copy(Packet);
swi t ch(adj acency.type) {
case forward_connected(interface, nei ghbor, DNC) :
i f (DNC)
Packet Copy->BitString | = 1<<(Il ndex-1);
SendToL2Uni cast ( Packet Copy, i nt er f ace, nei ghbor) ;
case forward_routed({VRF, }I 3-nei ghbor):
SendTolL3( Packet Copy, { VRF, }| 3- nei ghbor) ;
case | ocal _decap({VRF}, nei ghbor):
DecapBi er Header ( Packet Copy) ;
PassTo( Packet Copy, { VRF, } Packet - >Next Pr ot 0) ;
}
}
}
}

Figure 6: Conpl ete Bl ER-TE Forwardi ng Pseudocode for Required,
Recommended, and Optional Functions

BFR Requi rements for Bl ER- TE Forwar di ng

BFRs that support BIER-TE and BI ER MJUST support a configuration that
enabl es BI ER-TE i nstead of (non-TE) BIER forwarding rules for all
Bl FTs of one or nore Bl ER subdomains. Every BP in a BIER-TE BI FT
MUST support having zero or one adjacency. BIER TE forwardi ng MJST

support the adjacency types forward _connected() with the DNC fl ag not

set, forward routed(), and |local _decap(). As explained in
Section 4.4, these required Bl ER-TE forwarding functions can be

i mpl emented via the sanme forwardi ng pseudocode as that used for BIER
forwardi ng, except for one nodification (skipping one masking with an

F-BM) .

Bl ER- TE f orwardi ng SHOULD support forward_connected() adjacencies
with the DNC flag set, as this is very useful for saving bits in
rings (see Section 5.1.6).

Bl ER- TE forwardi ng SHOULD support nore than one adjacency on a bit.
This allows bits to be saved in hub-and-spoke scenarios (see
Section 5.1.5).

Bl ER- TE forwardi ng MAY support ECMP() adjacencies to save bits in



ECMP scenarios; see Section 5.1.7 for an exanple. This is an
optional requirenment, because for ECMP depl oynents using Bl ER-TE one
can al so | everage the routing underlay ECMP via forward_routed()

adj acenci es and/or mght prefer to have nore explicit control of the
pat h chosen via explicit BPs/adjacencies for each ECMP path
alternative.

Bl ER- TE Control |l er Qperational Considerations
.1. Bit Position Assignnments

Thi s section describes how the BIER-TE controll er can use the
different BIER-TE adj acency types to define the bit positions of a
Bl ER- TE donai n.

Because the size of the BitString limts the size of the BIER TE
domai n, many of the options described here exist to support |arger
topol ogies with fewer bit positions.

.1.1. P2P Links

On a "point-to-point" (P2P) link that connects two BFRs, the sanme bit
position can be used on both BFRs for the adjacency to the

nei ghboring BFR. A P2P link therefore requires only one bit
posi ti on.

.1.2. BFERs

Every non-leaf BFER is given a unique bit position with a
| ocal _decap() adjacency.

.1.3. Leaf BFERs

A leaf BFER is one where incom ng Bl ER-TE packets never need to be
forwarded to another BFR but are only sent to the BFER to exit the
Bl ER- TE domain. For exanple, in networks where "Provider Edge" (PE)
routers are spokes connected to Provider (P) routers, those PEs are
| eaf BFERs, unless there is a U-turn between two PEs.

Consi der how redundant disjoint traffic can reach BFERL/ BFER2 as
shown in Figure 7: when BFERL/ BFER2 are non-|eaf BFERs as shown on
the right-hand side, one traffic copy would be forwarded to BFER1
from BFRL, but the other one could only reach BFERL via BFER2, which
makes BFER2 a non-|eaf BFER  Likew se, BFERL is a non-Ileaf BFER when
forwarding traffic to BFER2. Note that the BFERs on the |eft-hand
side of the figure are only guaranteed to be | eaf BFERs by correctly
appl ying a routing configuration that prohibits transit traffic from
passi ng through the BFERs, which is conmmonly applied in these

t opol ogi es.

BFR1(P) BFR2(P) BFRL(P) BFR2(P)
|\ 7 | I
L o
BFERL(PE) BFER2( PE) BFERL( PE) - - - - BFER2( PE)

N U-turn link

Leaf BFER / Non- | eaf BFER /
PE router PE router

Figure 7: Leaf vs. Non-Leaf BFER Exanpl e
In nost situations, |leaf BFERs that are to be addressed via the sane

BitString can share a single bit position for their |ocal _decap()
adj acency in that BitString and therefore save bit positions. On a



non-| eaf BFER, a received Bl ER-TE packet may only need to transit the
BFER, or it may al so need to be decapsul ated. Wether or not to
decapsul ate the packet therefore needs to be indicated by a unique
bit position populated only on the BIFT of this BFER with a

| ocal _decap() adjacency. On a |leaf BFER, packets never need to pass
t hrough; any packet received is therefore usually intended to be
decapsul ated. This can be expressed by a single, shared bit position
that is populated with a | ocal _decap() adjacency on all |eaf BFERs
addressed by the BitString.

The possible exceptions to this |eaf BFER bit position optimzation
scenari o can be cases where the bit position on the prior BlIER TE BFR
(which created the packet copy for the | eaf BFER in question) is

popul ated with nultiple adjacencies as an optim zation -- for

exanpl e, as described in Sections 5.1.4 and 5.1.5. Wth either of
these two optimnzations, the sender of the packet could only contro
explicitly whether the packet was to be decapsul ated on the | eaf BFER
in question, if the | eaf BFER has a unique bit position for its

| ocal _decap() adjacency.

However, if the bit position is shared across a | eaf BFER and packets
are therefore decapsulated -- potentially unnecessarily -- this my
still be appropriate if the decapsul ated payl oad of the Bl ER- TE
packet indicates whether or not the packets need to be further
processed/received. This is typically true, for example, if the
payload is I P multicast, because IP nulticast on a BFER woul d know
the nmenbership state of the I P nmulticast payload and be able to
discard it if the packets were delivered unnecessarily by the BlIER-TE
layer. |f the payload has no such nmenbership indication and the BFIR
wants to have explicit control regarding which BFERs are to receive
and decapsul ate a packet, then these two optim zati ons cannot be used
together with shared bit position optinization for a | eaf BFER

5.1.4. LANs

In a LAN, the adjacency to each neighboring BFR is given a unique bit
position. The adjacency of this bit position is a

forward _connected() adjacency towards the BFR, and this bit position
is populated into the BIFT of all the other BFRs on that LAN.

BFRL
[ pl
LANL- 4= +- - - 4- - - - - +
p3| p4| p2|
BFR3 BFR4 BFR7

Fi gure 8: LAN Exanpl e

If bandwi dth on the LAN is not an issue and nost BIER-TE traffic
shoul d be copied to all neighbors on a LAN, then bit positions can be
saved by assigning just a single bit position to the LAN and

popul ating the bit position of the BIFTs of each BFR on the LAN with
a list of forward_connected() adjacencies to all other neighbors on

t he LAN.

This optim zation does not work in the case of BFRs redundantly
connected to nore than one LAN with this optim zation. These BFRs
woul d receive duplicates and forward those duplicates into the other
LANs. Such BFRs require separate bit positions for each LAN t hey
connect to.

5.1.5. Hub and Spoke
In a setup with a hub and nultiple spokes connected via separate P2P

links to the hub, all P2P adjacencies fromthe hub to the spokes
links can share the same bit position. The bit position on the hub’s



BIFT is set up with a list of forward_connected() adjacencies, one
for each spoke.

This option is sinilar to the bit position optimzation in LANs:
redundantly connected spokes need their own bit positions, unless
they are thensel ves | eaf BFERs.

This type of optinized BP could be used, for exanple, when all
traffic is "broadcast" traffic (very dense receiver sets), such as
live TV or many-to-many telenmetry, including situational awareness.
This BP optimnization can then be used to explicitly steer different
traffic fl ows across different ECMP paths in data-center or

br oadband- aggregati on networks with mni mal use of BPs.

5.1.6. Rings

In L3 rings, instead of assigning a single bit position for every P2P
link inthe ring, it is possible to save bit positions by setting the
"DoNot Cl ear” (DNC) flag on forward_connected() adjacencies.

For the ring shown in Figure 9, a single bit position will suffice to
forward traffic entering the ring at BFRa or BFRb all the way up to
BFR1, as foll ows.

On BFRa, BFRb, BFR30,... BFR3, the bit position is populated with a
forward _connected() adjacency pointing to the cl ockw se nei ghbor on
the ring and with DNC set. On BFR2, the adjacency also points to the
cl ockwi se nei ghbor BFR1, but without DNC set.

Handling DNC this way ensures that copies forwarded fromany BFRs in
the ring to a BFR outside the ring will not have the ring bit
position set, therefore mnimzing the risk of creating | oops.

v v
I I
L1 | L2 | L3
e BFRa ---- BFRD --------cccmmmeeeo o \
I I
\- BFRL - BFR2 - BFR3 - ... - BFR29 - BFR30 -/
I I L4 I
p33| p15]
BFRd BFRc

Figure 9: Ring Exanple

Note that this exanple only permts packets intended to nmake it all
the way around the ring to enter it at BFRa and BFRb. Note al so that
packets will always travel clockw se. |If packets should be all owed
to enter the ring at any of the ring’s BFRs, then one would have to
use two ring bit positions, one for each direction: clockw se and
count ercl ockw se

Both woul d be set up to stop rotating on the sane link, e.g., L1
When the ring’s BFIR creates the cl ockwi se copy, it will clear the
countercl ockwi se bit position because the DNC bit only applies to the
bit for which the replication is done (likew se for the clockw se bit
position for the countercl ockwi se copy). As a result, the ring s
BFIR will send a copy in both directions, serving BFRs on either side
of the ring up to L1.

5.1.7. Equal -Cost Miltipath (ECWP)

An ECMP() adjacency allows the use of just one BP to deliver packets
to one of N adjacencies instead of one BP for each adjacency. |In the
common exanpl e case shown in Figure 10, a link bundle of three links
L1,L2,L3 connects BFRlL and BFR2, and only one BP is used instead of



three BPs to deliver packets from BFRL to BFR2.

BFRL --L2----- BFR2

BI FT entry in BFR1:

| 0:6 | ECMP({forward_connected(Ll, BFR2), |
| | forward_connect ed(L2, BFR2), |
| | forward_connected(L3, BFR2)}, seed) |

| 0:6 | ECMP({forward_connected(Ll1l, BFR1), |
| | forward _connected(L2, BFR1), |
| | forward_connected(L3, BFR1)}, seed) |

Fi gure 10: ECWP Exampl e

Thi s docunent does not standardi ze any ECMP al gorithm because it is
sufficient for inplenmentations to docunent their freely chosen ECWP
algorithm Figure 11 shows an exanpl e ECMP al gorithm and woul d
doubl e as its docunentation: a BIER-TE controller could determ ne
whi ch adj acency is chosen based on the seed and adj acenci es
paraneters and on packet entropy.

forward(packet, ECMP(adj(0), adj(1),... adj(N1), seed)):
i = (packet (bi er-header-entropy) XOR seed) % N
forward packet to adj (i)

Figure 11: ECWVP Al gorithm Exanpl e

In the exanple shown in Figure 12, all traffic from BFRL towards
BFR10 is intended to be ECWP | oad-split equally across the topol ogy.
This exanple is not meant as a likely setup; rather, it illustrates
that ECMP can be used to share BPs not only across |ink bundl es but
al so across alternative paths across different transit BFRs, and it
expl ains the use of the seed paraneter.

BFRL (BFIR)
/L11 \L12
/ \
BFR2 BFR3
/L21 \L22  /L31 \L32
/ \ / \
BFR4 BFR5 BFR6 BFRY
\ / \ /
\ / \ /
BFRS BFRO
\ /
\ /
BFRL0 ( BFER)

BI FT entry in BFR1:

| 0:6 | ECMP({forward connected(L1l, BFR2), |
| | forward _connected(L12, BFR3)}, seedl) |



BI FT entry in BFR2:
| 0:7 | ECMP({forward_connected(L21, BFR4), |
| | forward_connected(L22, BFR5)}, seedl) |

| 0:7 | ECMP({forward _connected(L31, BFR6), |
| | forward_connected(L32, BFR7)}, seedl) |

| 0:9 | forward_connected(Lxx, BFRL0) |xx differs on BFR8/BFR9|

Fi gure 12: Pol ari zation Exanpl e

Note that for the follow ng discussion of ECMP, only the BI FT ECVP()
adj acenci es on BFR1, BFR2, and BFR3 are relevant. The reuse of BPs
across BFRs in this exanple is further explained in Section 5.1.9
bel ow.

Wth the ECWP setup shown in the topol ogy above, traffic would not be
equal ly load-split. Instead, links L22 and L31 would see no traffic
at all: BFR2 will only see traffic fromBFRL, for which the ECMP hash
in BFRL selected the first adjacency in the Iist of two adjacencies
given as paraneters to the ECMP: |ink L11-to-BFR2. BFR2 again
performs ECMP with two adjacencies on that subset of traffic using
the sane seedl and will therefore again select the first of its two
adj acenci es: L21-to-BFR4. Therefore, L22 and BFR5 see no traffic

(l'i kewi se for L31 and BFRG).

This issue in BFR2/BFR3 is called "polarization'. It results from
the reuse of the sane hash function across nultiple consecutive hops
in topologies like these. To resolve this issue, the ECVP()

adj acency on BFR1 can be set up with a different seed2 than the
ECMP() adj acenci es on BFR2/BFR3. BFR2/BFR3 can use the same hash
because packets will not sequentially pass across both of them
Therefore, they can also use the sane BP (i.e., 0:7).

Note that ECMP sol utions outside of BIER often hide the seed by auto-
selecting it fromlocal entropy such as unique |ocal or next-hop
identifiers. Allowing the BIER-TE controller to explicitly set the
seed gives the BIER-TE controller the ability to control the

sel ection of the sane path or different paths across nultiple
consecutive ECVMP hops.

5.1.8. Forward Routed Adjacencies
5.1.8.1. Reducing Bit Positions
Forward_rout ed() adjacencies can reduce the nunber of bit positions

required when the path steering requirement is not hop-by-hop
explicit path selection but rather is |oose-hop selection



Forward_rout ed() adjacencies can also permt BlIER-TE operation across
i ntermedi at e-hop routers that do not support BlIER TE

Assunme that the requirenment in Figure 13 is to explicitly steer
traffic flows that have arrived at BFRL or BFR4 via a path in the
routing underlay "Network Area 1" to one of the follow ng next three
segnents: (1) BFR2 via link L1, (2) BFR2 via link L2, or (3) via BFR3
and then not caring whether the packet is forwarded via L3 or L4.

.BFR1--. .. ...--L1-- BFR2..
... .Routers. ...--L2--/
. BFR4--. .. ...--L3-- BFR3..
C R - Sy
............... |
LO

Network Area 1
Figure 13: Forward Routed Adjacencies Exanple

To enable this, both BFRL and BFR4 are set up with a forward_routed()
adj acency bit position towards an address of BFR2 on link L1, another
forward_routed() bit position towards an address of BFR2 on link L2,
and a third forward_routed() bit position towards a node address LO
of BFRS.

5.1.8.2. Supporting Nodes without BIER TE

Forward_rout ed() adjacencies also enable incremental depl oyment of
BIER-TE. Only the nodes through which BIER TE traffic needs to be
steered -- with or without replication -- need to support BlIER-TE
Where they are not directly connected to each other, forward_routed()
adj acenci es are used to pass over nodes that are not BIER TE enabl ed.

5.1.9. Reuse of Bit Positions (wthout DNC)

BPs can be reused across multiple BFRs to minimze the nunber of BPs
needed. This happens when adjacencies on nultiple BFRs use the DNC
flag as descri bed above, but it can also be done for non-DNC
adj acencies. This section only discusses this non-DNC case.

Because a given BP is cleared when passing a BFR with an adj acency

for that BP, reusing BPs across nultiple BFRs does not introduce any
problenms with duplicates or |oops that do not al so exi st when every
adj acency has a unique BP. Instead, the chall enge when reusing BPs
is whether the desired Tree Engi neering goals can still be achieved.

A BP cannot be reused across two BFRs that woul d need to be passed
sequentially for sone path: the first BFRwill clear the BP, so those
pat hs cannot be built. A BP can be set across BFRs that would only
occur across (A) different paths or (B) different branches of the
sane tree

An exanple of (A) was given in Figure 12, where BP 0:7, BP 0:8, and

BP 0:9 are each reused across multiple BFRs because a single packet/
pat h woul d never be able to reach nore than one BFR sharing the sane
BP.

Assunme that the exanple was changed: BFR1 has no ECMP() adjacency for
BP 0:6 but instead has BP 0:5 with forward_connected() to BFR2 and BP
0:6 with forward_connected() to BFR3. Packets with both BP 0:5 and
BP 0: 6 woul d now be able to reach both BFR2 and BFR3, and the still-
exi sting reuse of BP 0:7 between BFR2 and BFR3 is a case of (B) where
reusing a BP is perfect because it does not lint the set of usefu
path choices, as in the foll ow ng exanpl e.



If instead of reusing BP 0:7 BFR3 used a separate BP 0:10 for its
ECMP() adj acency, no useful additional path steering options would be
enabled. |If duplicates at BFRLO were undesirable, this would be done
by not setting BP 0:5 and BP 0:6 for the sane packet. |f the
duplicates were desirable (e.g., resilient transm ssion), the
additional BP 0:10 would al so not render additional val ue.

Reuse may al so save BPs in |arger topol ogies. Consider the topol ogy
shown in Figure 14

areal
BFRla BFRIlb
/ \
Core
| / \ / \

BFR2a BFR2b BFR3a BFR3b BFR6a BFR6b
[------- \ R \ [-------- \
| area2 | | area3 | | area6 |
| ring | | ring | | ring |
\-ee- - / L / \--mea - - - /
more BFRs more BFRs more BFRs

Figure 14: Reuse of BPs

A BFI R/sender (e.g., video headend) is attached to area 1, and the
five areas 2...6 contain receivers/BFERs. Assunme that each area has
a distribution ring, each with two BPs to indicate the direction (as
expl ai ned before). These two BPs coul d be reused across the five
areas. Packets would be replicated through other BPs fromthe core
to the desired subset of areas, and once a packet copy reaches the
ring of the area, the two ring BPs cone into play. This reuse is a
case of (B), but it Iimts the topology choices: packets can only
flow around the sanme direction in the rings of all areas. This may
or may not be acceptabl e based on the desired path steering options:
if resilient transmssion is the path engineering goal, then it is
likely a good optim zation; however, if the bandw dth of each ring
were to be optimzed separately, it would not be a good limtation.

5.1.10. Sunmary of BP Optim zations

In this section, we reviewed a range of techniques by which a BIER TE
controller can create a BIER-TE topology in a way that mninizes the
nunber of necessary BPs.

W thout any optimzation, a BIER-TE controller would attenpt to map
the network subnet topology 1:1 into the BI ER-TE topol ogy, every
adj acent nei ghbor in the subnet would require a forward_connected()
BP, and every BFER would require a | ocal decap() BP

The optim zations described in this docunent are then as follows:
1. P2P links require only one BP (Section 5.1.1).

2. Al leaf BFERs can share a single |ocal _decap() BP
(Section 5.1.3).

3. A LANwith NBFRs needs at nost N BPs (one for each BFR). It
only needs one BP for all those BFRs that are not redundantly
connected to multiple LANs (Section 5.1.4).

4. A hub with P2P connections to multiple non-leaf BFER spokes can
share one BP with all of the spokes if traffic can be flooded to
all of those spokes, e.g., because of no bandw dth concerns or
dense receiver sets (Section 5.1.5).



5. Rings of BFRs can be built with just two BPs (one for each
direction), except for BFRs with nultiple ring connections --
simlar to LANs (Section 5.1.6).

6. ECWMP() adjacencies to N neighbors can replace N BPs with one BP
Mul ti hop ECMP can avoid pol arization through different seeds of
the ECVWP al gorithm (Section 5.1.7).

7. Forward routed() adjacencies pernit "tunneling" across routers
that are either BIER TE capabl e or not Bl ER TE capabl e where no
traffic steering or replications are required (Section 5.1.8).

8. A BP can generally be reused across a set of nodes where it can
be guaranteed that no path will ever need to traverse nore than
one node of the set. Depending on the scenario, this may limt
the feasible path steering options (Section 5.1.9).

Note that this list of optimzations is not exhaustive. Further
optim zations of BPs are possible, especially when both the set of
required path steering choices and the possible subsets of BFERs that
shoul d be able to receive traffic are linited. The hub-and-spoke
optinmization is a sinple exanple of such traffic-pattern-dependent
optim zati ons.

5.2. Avoiding Duplicates and Loops
5.2.1. Loops

Whenever Bl ER-TE creates a copy of a packet, the BitString of that
copy will have all bit positions cleared that are associated with
adj acencies on the BFR  This prevents packets fromlooping. The
only exceptions are adjacencies with DNC set.

Wth DNC set, |ooping can happen. Consider in Figure 15 that link L4
fromBFR3 is (inadvertently) plugged into the L1 interface of BFRa
(instead of BFR2). This creates a |oop where the ring’ s cl ockw se
bit position is never cleared for copies of the packets traveling

cl ockwi se around the ring.

% %
I I
L1 | L2 | L3
f---eme-- BFRa ---- BFRD --------------------- \
I : I
|l Wong link wiring |
I : I
\- BFRlL - BFR2 BFR3 - ... - BFR29 - BFR30 -/
| | L4 | |
p33| p15|
BFRd BFRc

Figure 15: Mswired R ng Exanple

To inhibit looping in the face of such physical m sconfiguration,
only forward_connected() adjacencies are permtted to have DNC set,
and the link layer port unique unicast destination address of the

adj acency (e.g., "Media Access Control" (MAC) address) protects

agai nst closing the loop. Link layers w thout port unique |ink |ayer
addresses should not be used with the DNC fl ag set.

5.2.2. Duplicates
Dupl i cat es happen when the graph expressed by a BitString is not a

tree but is redundantly connecting BFRs with each other. In
Figure 16, a BitString of p2,p3,p4,p5 would result in duplicate



packets arriving on BFER4. The BIER-TE controller nust therefore
ensure that only BitStrings that are trees are created.

BFI R1
/ \
[/ p2 \' p3
BFR2 BFR3
\ p4 /| p5
\ /
BFER4

Fi gure 16: Duplicates Exanple

When links are incorrectly physically reconnected before the Bl ER-TE
controller updates BitStrings in BFIRs, duplicates can happen. Like
| oops, these can be inhibited by link |ayer addressing in
forward_connect ed() adjacenci es.

If interface or | oopback addresses used in forward_routed()

adj acencies are noved fromone BFR to another, duplicates are equally
likely to happen. Such readdressing operations nust be coordi nated
with the BIER-TE controller.

5.3. Managing Sls, Subdomains, and BFR-ids

When the nunber of bits required to represent the necessary hops in
the topol ogy and BFERs exceeds the supported "BitStringLength" (BSL),
mul tiple SI's and/or subdonmains nust be used. This section discusses
how this is done.

Bl ER- TE forwardi ng does not require the concept of BFR-ids, but
routing underlay, flow overlay, and Bl ER headers may. This section
al so di scusses how BFR-i ds can be assigned to BFI Rs/ BFERs for Bl ER-
TE.

5.3.1. Wy SIs and Subdonai ns?

For (non-TE) BIER and BI ER-TE forwardi ng, the nost inportant result
of using nultiple SIs and/or subdormains is the sanme: nulticast flow
overlay packets that need to be sent to BFERs in different Sls or
subdorai ns require nultiple BlIER packets, each one with a BitString
for a different (S|, subdomain) conbination. Each such BitString uses
one BSL-sized SI block in the BIFT of the subdomain. W call this a
BI FT: SI (bl ock).

SI's and subdomai ns have different purposes in the BIER architecture
and al so the BIER-TE architecture. This inpacts how operators nanhage
them and especially how fl ow overlays will likely use them

By default, every possible BFIR'BFER in a Bl ER network woul d Iikely
be given a BFR-id in subdomain O (unless there are > 64k BFI Rs/
BFERS) .

If there are different flow services (or service instances) requiring

replication to different subsets of BFERs, then it will likely not be
possi ble to achieve the best replication efficiency for all of these
service instances via subdomain 0. |Ildeal replication efficiency for

N BFERs exists in a subdomain if they are split over no nore than
ceiling(NBitStringlLength) SIs.

If service instances justify additional BIER SI state in the network,
addi ti onal subdomains will be used: BFIRs/BFERs are assigned BFR-ids
in those subdomai ns, and each service instance is configured to use
the nost appropriate subdomain. This results in inproved replication
efficiency for different services.



Even if creation of subdomai ns and assignnent of BFR-ids to BFIRs/
BFERs in those subdomains is automated, it is not expected that

i ndi vi dual service instances can deal with BFERs in different
subdormai ns. A service instance may only support configuration of a
singl e subdomain it should rely on

To be able to easily reuse (and nodify as little as possible)

exi sting BIER procedures (including flow overlay and routing

underl ay), when BIER-TE forwarding is added, we therefore reuse Sls
and subdormins logically in the sane way as they are used in Bl ER

all necessary BFIRs/BFERs for a service use a single BIER TE BI FT and
are split across as many Sls as necessary (see Section 5.3.2).
Different services may use different subdomains that primarily exi st
to provide nore efficient replication (and, for BIER TE, desirable
path steering) for different subsets of BFI Rs/BFERs.

5.3.2. Assigning Bits for the BIER-TE Topol ogy

In BIER, BitStrings only need to carry bits for BFERs; this leads to
the nodel where BFR-ids nap 1:1 to each bit in a BitString.

In BIER-TE, BitStrings need to carry bits to indicate not only the
recei ving BFER but also the internediate hops/links across which the
packet nust be sent. The maxi num nunber of BFERs that can be
supported in a single BitString or BIFT:SI depends on the number of
bits necessary to represent the desired topol ogy between them

"Desired" topology neans that it depends on the physical topology and
the operator’s desire to

1. permt explicit path steering across every single hop (which
requires nore bits), or

2. reduce the nunber of required bits by exploiting optimnzations
such as unicast (forward_routed()), ECMP(), or flood (DNC) over
"uni nteresting" sub-parts of the topology, e.g., parts where, for
path steering reasons, different trees do not need to take
di fferent paths.

The total nunber of bits to describe the topology vs. the number of
BFERs in a BIFT:SI can range wi dely based on the size of the topol ogy
and the anobunt of alternative paths init. 1In a BlIER TE topol ogy
crafted by a BI ER-TE expert, the higher the percentage of non-BFER
bits, the higher the likelihood that those topol ogy bits are not just
Bl ER- TE overhead wi t hout additional benefit but instead will allow
the expression of desirable path steering alternatives.

.3.3. Assigning BFR-ids with BIER-TE

Bl ER- TE forwardi ng does not use BFR-ids, nor does it require that the
BFIR-id field of the Bl ER header be set to a particul ar val ue.
However, other parts of a BlIER TE depl oynent may need a BFR-id --
specifically, nulticast flow overlay signaling and nmulticast flow
overl ay packet disposition; in that case, BFRs need to al so have BFR-
ids for Bl ER TE SDs.

For exanple, for BIER overlay signaling, BFIRs need to have a BFR-id,
because this BFIR BFR-id is carried in the BFIR-id field of the BIER
header to indicate to the overlay signaling on the receiving BFER
whi ch BFIR originated the packet.

In BIER, BFR-id = SI * BSL + BP, such that the SI and BP of a BFER
can be calculated fromthe BFR-id and vice versa. This also nmeans
that every BFRwith a BFR-id has a reserved BP in an SlI, even if that
is not necessary for BIER forwarding, because the BFR nay never be a
BFER (i.e., will only be a BFIR).



In BIER-TE, for a non-leaf BFER, there is usually a single BP for
that BFER with a | ocal decap() adjacency on the BFER The BFR-id for
such a BFER can therefore be determ ned using the sanme procedure as
that used for (non-TE) BIER BFR-id = SI * BSL + BP

As explained in Section 5.1.3, |leaf BFERs do not need such a unique

| ocal _decap() adjacency. Likewi se, BFIRs that are not al so BFERs may
not have a uni que | ocal decap() adjacency either. For all those

BFI Rs and (|l eaf) BFERs, the controller needs to determ ne uni que BFR-
ids that do not collide with the BFR-ids derived fromthe non-I eaf
BFER | ocal _decap() BPs.

Wil e this docunent defines no requirenments on how to allocate such
BFR-ids, a sinple optionis to derive it fromthe (SI,BP) of an

adj acency that is unique to the BFR in question. For a BFIR this
can be the first adjacency that is only populated on this BFIR, for a
| eaf BFER, this could be the first BP with an adj acency towards that
BFER.

5.3.4. Mapping fromBFRs to BitStrings with BIER TE

In BIER, applications of the flow overlay on a BFIR can cal cul ate the
(Sl,BP) of a BFER fromthe BFR-id of the BFER and can therefore
easily determne the BitStrings for a Bl ER packet to a set of BFERs
wi th known BFR-ids.

In BIERTE, this mapping needs to be equally supported for flow
overlays. This section outlines two core options, based on what type
of Tree Engineering the BIER-TE controller needs to performfor a
particul ar application.

"I ndependent branches": For a given flow overlay instance, the
branches froma BFIR to every BFER are cal cul ated by the BIER TE
controller to be independent of the branches to any other BFER
Shortest path trees are the nbpst comon exanples of trees with
i ndependent branches.

"I nterdependent branches": Wen a BFER is added to or deleted froma
particular distribution tree, the BIER TE controller has to
recal cul ate the branches to other BFERs, because they nay need to
change. Steiner trees are exanpl es of interdependent branch
trees.

I f "independent branches" are used, the BIER TE controller can signa
to the BFIR flow overlay for every BFER an SI:BitString that
represents the branch to that BFER. The flow overlay on the BFIR can
then, independently of the controller, calculate the SI:BitString for
all desired BFERs by ORing their BitStrings. This allows flow
overlay applications to operate independently of the controller
whenever they need to deternine which subset of BFERs needs to
receive a particul ar packet.

If "interdependent branches" are required, an application would need
to query the SI:BitString for a given set of BFERs whenever the set
changes.

Note that in either case (unlike the scenario for BIER), the bits may
need to change upon |ink/node failure/recovery, network expansion, or
networ k resource consunption by other traffic as part of achieving
Traffic Engineering goals (e.g., reoptimzation of lower-priority
traffic flows). Interactions between such BFIR applications and the
Bl ER-TE controller do therefore need to support dynanic updates to
the SIs:BitStrings.

Conmruni cati ons between the BFIR fl ow overlay and the BI ER-TE
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controller require some way to identify the BFERs. |f BFRids are
used in the deploynment, as outlined in Section 5.3.3, then those are
the "natural" BFR-ids. |If BFR-ids are not used, then any other

uni que identifier, such as a BFR s BFR-prefix [ RFC8279], coul d be
used.

5. Assigning BFR-ids for BlIER TE

It is not currently determined if a single subdonmain could or should
be allowed to forward both (non-TE) BIER and Bl ER- TE packets. |f
this shoul d be supported, there are two options:

A. BIER and BIER-TE have different BFR-ids in the sane subdomai n.
This allows higher replication efficiency for BlIER because the
Bl ER BFR-i ds can be assigned sequentially, while the BitStrings
for BIER-TE will al so have to assign the additional bits for the
topol ogy adj acencies. There is no relationship between a BFR
BIER BFR-id and its BIER-TE BFR-i d

B. BIER and BIER-TE share the sanme BFR-id. The BFR-ids are assigned
as expl ai ned above for BIER-TE and sinply reused for BIER The
replication efficiency for BPER will be as low as that for BIER-
TE in this approach.

6. Exanple Bit Allocations

5.3.6.1. Wth BIER

Consi der a network setup with a BSL of 256 for a network topol ogy as
shown in Figure 17. The network has six areas, each with 170 BFERs,
connecting via a core with four (core) BFRs. To address all BFERs
with BIER, four Sls are required. To send a BIER packet to all BFERs
in the network, four copies need to be sent by the BFIR On the
BFIR, it does not matter how the BFR-ids are allocated to BFERs in
the network, but it does matter for efficiency further down in the
net wor k.

areal area? area3
BFRla BFRlb BFR2a BFR2b BFR3a BFR3b
|\ / \ [
................. Cb}é...........
R ) ....... i....) ........ i....
BFR4a BFR4b BFR5a BFR5b BFR6a BFRG6b
area4d areab areab

Figure 17: Scaling BIER-TE Bits by Reuse

Wth random al | ocation of BFR-ids to BFERs, each receiving area would
(rmost likely) have to receive all four copies of the BlI ER packet
because there would be BFR-ids for each of the four Sls in each of
the areas. Only further towards each BFER woul d this duplication
subsi de -- when each of the four trees runs out of branches.

If BFR-ids are allocated intelligently, then all the BFERs in an area
woul d be given BFR-ids with as few different Sls as possible. Each
area would only have to forward one or two packets instead of four

G ven how networks can grow over tine, replication efficiency in an
area will then also go down over tine when BFR-ids are only all ocated
sequentially, network wide. An area that initially only has BFR-ids
in one SI mght end up with nany Sls over a |onger period of growth.
Allocating Sls to areas that initially have sufficiently many spare
bits for growh can help alleviate this issue. Alternatively, BFERs
can be renunbered after network expansion. |In this exanple, one may



consi der using six Sls and assignhing one to each area.

Thi s exanple shows that intelligent BFRid allocation within at |east
subdormai n 0 can be hel pful or even necessary in BlIER

5.3.6.2. Wth BIER-TE

In BIER-TE, one needs to determ ne a subset of the physical topology
and attached BFERs so that the "desired" representation of this
topol ogy and the BFERs fit into a single BitString. This process
needs to be repeated until the whole topology is covered.

Once bits/Sls are assigned to the topol ogy and BFERs, BFR-ids are
just a derived set of identifiers fromthe operator / BIER TE
control |l er as expl ai ned above.

Whenever different subtopol ogi es have overlap, bits need to be
repeated across the BitStrings, increasing the overall amount of bits
required across all BitStrings/Sls. In the worst case, one assigns
random subsets of BFERs to different SIs. This will result in an

out cone much worse than in (non-TE) BIER it naxinizes the amount of
unnecessary topol ogy overlap across Sls and therefore reduces the
number of BFERs that can be reached across each individual S
Intelligent BFER-to-SI assignnent and sel ecting specific "desired"
subt opol ogi es can minim ze this probl em

To set up BIER-TE efficiently for the topol ogy shown in Figure 17,
the followi ng bit allocation nethod can be used. This nethod can
easily be expanded to other, similarly structured | arger topol ogies.

Each area is allocated one or nore SlIs, depending on the nunmber of
future expected BFERs and the nunber of bits required for the
topology in the area. In this exanple, six Sls are used, one per
ar ea.

In addition, we use four bits in each Sl
bia: (b)it (i)ngress (a)
bib: (b)it (i)ngress (b)
bea: (b)it (e)gress (a)
beb: (b)it (e)gress (b)

These bits will be used to pass Bl ER packets fromany BFIR via any
combi nation of ingress area a/b BFRs and egress area a/b BFRs into a
specific target area. These bits are then set up with the right
forward_routed() adjacencies on the BFIRs and area edge BFRs as

foll ows.

On all BFIRs in an area, j|j=1...6, bia in each BIFT:SI is popul ated
with the sane forward_routed(BFRj a) and bib with
forward_routed(BFRjb). On all area edge BFRs, bea in

Bl FT: Sl =k| k=1...6 is popul ated with forward_routed(BFRka) and beb in
Bl FT: Sl =k wi th forward_rout ed( BFRkb) .

For BIER-TE forwardi ng of a packet to a subset of BFERs across al
areas, a BFIR would create at nobst six copies, with SI=1...SI=6. In
each packet, the BitString includes bits for one area and the BFERs
in that area, plus the four bits to indicate whether to pass this
packet via the ingress area a or b border BFR and the egress area a
or b border BFR, therefore allow ng path steering for those two
"unicast" legs: 1) BFIR to ingress area edge and 2) core to egress
area edge. Replication only happens inside the egress areas. For
BFERs that are in the same area as the BFIR these four bits are not
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used.
7. Summary

Bl ER-TE can, |like BIER, support nultiple Sls within a subdomain

This allows application of the mapping BFR-id = SI * BSL + BP. This
al so permits the reuse of the BIER architecture concept of BFR-ids
and, therefore, minimzation of BIER TE-specific functions in
possi bl e BIER | ayer control plane nmechanisns with Bl ER-TE, including
flow overl ay nethods and Bl ER header fi el ds.

The nunber of BFIRs/BFERs possible in a subdomain is smaller than in
Bl ER because Bl ER-TE uses additional bits for the topol ogy.

Subdomai ns in BIER-TE can be used as they are in BIER to create nore
efficient replication to known subsets of BFERs.

Assigning bits for BFERs intelligently into the right SI is nore
inmportant in BIER-TE than in Bl ER because of replication efficiency
and the overall anmount of bits required.

Security Considerations

If "Encapsul ation for Bit Index Explicit Replication (BIER) in MPLS
and Non- MPLS Networ ks" [RFC8296] is used, its security considerations
al so apply to BIER-TE

The security considerations of "Multicast Using Bit | ndex Explicit
Replication (BIER)" [RFC8279] also apply to BIER-TE, with the
foll owi ng overriding or additional considerations.

Bl ER-TE forwardi ng explicitly supports unicast "tunneling" of BIER
packets via forward routed() adjacencies. The BIER donain security
nmodel is based on a subset of interfaces on a BFR that connect to
other BFRs of the same BIER donmain. For BIER- TE, this security nodel
equal ly applies to such unicast "tunnel ed" BIER packets. This not
only includes the need to filter received unicast "tunnel ed" BIER
packets to prohibit the injection of such "tunnel ed" Bl ER packets
fromoutside the BIER donain but also the need to prohibit

forward routed() adjacencies fromleaking Bl ER packets fromthe BIER
domain. It SHOULD be possible to configure interfaces to be part of
a Bl ER donmain solely for sending and receiving uni cast "tunnel ed"

Bl ER packets even if the interface cannot send/receive Bl ER
encapsul at ed packets.

In BIER, the standardi zed nethods for the routing underlays are | GPs
with extensions to distribute BFRids and BFR-prefixes. [RFC38401]
specifies the extensions for IS-1S, and [ RFC8444] specifies the
extensions for OSPF. Attacking the protocols for the BIER routing
underlay or (non-TE) BIER | ayer control plane, or the inpairnment of
any BFRs in a domain, nay |ead to successful attacks against the
informati on that BIER-TE | earns fromthe routing protocol (routes,
next hops, BFR-ids, ...), enabling DoS attacks agai nst paths or the
addressi ng (BFR-ids, BFR-prefixes) used by BIER

The reference nodel for the BIER TE | ayer control plane is a BIERTE
controller. Wen such a controller is used, the inpairnment of an

i ndi vidual BFR in a donmai n causes no inpairnent of the BlIER-TE
control plane on other BFRs. |If a routing protocol is used to
support forward_routed() adjacencies, then this is still an attack
vector as in BIER but only for Bl ER TE forward_routed() adjacencies
and not other adjacenci es.

Whereas | GP routing protocols are nost often not well secured through
crypt ographi ¢ authentication and confidentiality, comunications
between controllers and routers such as those to be considered for



the BIER-TE controller / control plane can be, and are, much nore
commonly secured with those security properties -- for exanple, by
usi ng "Secure Shell" (SSH) [RFC4253] for NETCONF [ RFC6242]; or via
"Transport Layer Security" (TLS), such as [RFC8253] for PCEP

[ RFC5440] or [RFC7589] for NETCONF. BIER-TE controllers SHOULD use
security equal to or better than these nmechani smns.

When any of these security mechani sns/ protocols are used for
conmuni cati ons between a Bl ER- TE controller and BFRs, their security
considerations apply to BIER-TE. In addition, the security

consi derations of "A Path Conmputation El enment (PCE)-Based
Architecture" [RFC4655] apply.

The nost inportant attack vector in BIER-TE is m sconfiguration
either on the BFRs thenselves or via the BIER-TE controller
Forwardi ng entries with DNC could be set up to create persistent

| oops, in which packets only expire because of TTL. To mnimnize the
i mpact of such attacks (or, nore likely, unintentiona

m sconfi guration by operators and/or bad BIER TE controller
software), the BIER-TE forwarding rules are defined to be as strict
in clearing bits as possible. The clearing of all bits with an

adj acency on a BFR prohibits a | oopi ng packet fromcreating
addi ti onal packet anplification through the msconfigured | oop on the
packet’s second tinme or subsequent times around the | oop, because all
rel evant adjacency bits woul d have been cleared on the first round
through the loop. As a result, |ooping packets can occur in BlER TE
to the same degree as is possible with unintentional or malicious
loops in the routing underlay with BIER, or even wth unicast
traffic.

Depl oyments where BIER-TE woul d |ikely be beneficial may include
operational nodels where actual configuration changes fromthe
controller are only required during non-production phases of the
network’s life cycle, e.g., in enbedded networks or in manufacturing
networ ks during such activities as plant reworking or repairs. In
these types of depl oynents, configuration changes could be | ocked out
when the network is in production state and could only be
(re-)enabl ed through reverting the network/installation to non-
production state. Such security designs would not only allow a

depl oynent to provide additional |ayers of protection against
configuration attacks but would, first and forenost, protect the
active production process fromsuch configuration attacks.

7. | ANA Consi derations
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Appendi x A.  BIER-TE and Segnment Routing (SR

SR [ RFC8402] ains to enable |ightweight path steering via |oose
source routing. For exanple, conpared to its nore heavywei ght
predecessor, RSVP-TE, SR does not require per-path signaling to each
of these hops.

Bl ER- TE supports the sane design philosophy for nulticast. Like SR
Bl ER- TE

* relies on source routing (via a BitString), and

* only requires consideration of the "hops" either (1) on which
replication has to happen or (2) across which the traffic should
be steered (even without replication).

Any ot her hops can be skipped via the use of routed adjacencies.

BIER-TE "bit positions" (BPs) can be understood as the Bl ER-TE

equi val ent of "forwarding segnents" in SR, but they have a different
scope than do forwardi ng segnments in SR Wereas forwardi ng segnents
in SR are global or local, BPs in BlER-TE have a scope that is

conmpri sed of one or nore BFRs that have adjacencies for the BPs in
their BIFTs. These segnments can be call ed "adjacency-scoped”
forwardi ng segnents.

Adj acency scope coul d be global, but then every BFR woul d need an

adj acency for a given BP -- for exanple, a forward routed() adjacency
with encapsul ation to the global SR "Segnent Identifier" (SID) of the
destination. Such a BP would always result in ingress replication,
though (as in [RFC7988]). The first BFR encountering this BP woul d
directly replicate traffic on it. Only by using non-gl obal adjacency
scope for BPs can traffic be steered and replicated on a non-BFIR

SR can naturally be conmbined with BIER-TE and can help optim ze it.
For exanple, instead of defining bit positions for non-replicating
hops, it is equally possible to use SR encapsul ations (e.g., SR MLS
| abel stacks) for the encapsulation of "forward routed()"

adj acenci es.

Note that (non-TE) BIER itself can also be seen as being simlar to
SR, BIER BPs act as gl obal destination Node-SIDs, and the BIER



BitString is sinply a highly optimzed nechanismto indicate multiple
such SIDs and | et the network take care of effectively replicating
the packet hop by hop to each destination Node-SID. BlIER does not
all ow the indication of internmediate hops or, in ternms of SR the
ability to indicate a sequence of SIDs to reach the destination. On
the other hand, BIER-TE and its adjacency-scoped BPs provide these
capabilities.
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