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1. Introduction

As Segnent Routing over |IPv6 (SRv6) [RFC8402] sinply adds a new type
of Routing Extension Header, existing |IPv6 OAM nmechani sms can be used
in an SRv6 network. This docunent describes how the existing | Pv6
mechani sns for ping and traceroute can be used in an SRv6 networKk.

This includes illustrations of pinging an SRv6 Segnent |dentifier
(SID) to verify that the SIDis reachable and is |ocally progranmed
at the target node. This also includes illustrations for

tracerouting to an SRv6 SID for hop-by-hop fault |ocalization as well
as path tracing to a SID.

Thi s docunment al so i ntroduces enhancenments for the OAM nechani sm for
SRv6 networks that allow controllable and predictable flow sanpling
from segnent endpoints using, e.g., the IP Flow I nformati on Export
(I'PFI X) protocol [RFCr7011]. Specifically, the docunent specifies the
OAMflag (O-flag) in the SRH as a marking bit in the user packets to
trigger telenetry data collection and export at the segnent

endpoi nts.

Thi s docunent al so outlines how the centralized OAMtechni que in

[ RFC8403] can be extended for SRv6 to performa path continuity check
bet ween any nodes within an SRv6 domain. Specifically, the docunent
illustrates how a centralized nonitoring systemcan nonitor arbitrary
SRv6 pat hs by creating | oopback probes that originate and term nate
at the centralized nmonitoring system

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

1.2. Abbreviations
The foll owing abbreviations are used in this docunent:
SID:  Segnent ldentifier
SL: Segnents Left

SR Segment Routing



SRH: Segnment Routing Header [RFC8754]
SRv6: Segnent Routing over |Pv6 [ RFC8402]
PSP: Penul ti mate Segnent Pop [ RFC3986]
USP: U timte Segnent Pop [ RFC8986]

| CMPv6: Internet Control Message Protocol for the Internet Protoco
versi on 6 [ RFC4443]

IS 1S Internediate Systemto Internediate System
OSPF:  (Open Shortest Path First [RFC2328]

IGP. Interior Gateway Protocol (e.g., OSPF and |S-1S)
BGP-LS: Border Gateway Protocol - Link State [ RFC3571]
.3. Termnol ogy and Reference Topol ogy

The term nol ogy and sinple topology in this section are used for
illustration throughout the docunent.
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Figure 1: Reference Topol ogy
In the reference topol ogy:
* Node j has an | Pv6 | oopback address 2001: db8:L:j::/128.
*  Nodes N1, N2, N4, and N7 are SRv6-capabl e nodes.

* Nodes N3, N5, and N6 are | Pv6 nodes that are not SRv6-capabl e
nodes. Such nodes are referred to as "non- SRv6-capabl e nodes"

* CEl1 and CE2 are Custoner Edge devices of any data plane capability
(e.g., IPv4, 1Pv6, and L2).

* A SIDat node j with locator block 2001: dbh8: K::/48 and function U
is represented by 2001:db8: K:j: U:

* Node N100 is a controller.

* The I Pv6 address of the nth link between nodes i and j at the i
side is represented as 2001:db8:i:j:in::. For exanple, in
Figure 1, the I Pv6 address of |ink6 (the second |ink between nodes
N3 and N4) at node N3 is 2001:db8:3:4:32::. Sinilarly, the IPv6
address of link5 (the first |ink between nodes N3 and N4) at node
N3 is 2001: db8: 3: 4: 31::

* 2001:db8:K:j:Xin:: is explicitly allocated as the End. X SID at
node j towards nei ghbor node i via the nth link between nodes i
and j. For exanple, 2001:db8: K:2:X31:: represents End. X at node
N2 towards node N3 via link3 (the first |link between nodes N2 and



N3). Similarly, 2001:db8:K:4:X52:: represents the End. X at node
N4 towards node N5 via |inkl0 (the second |ink between nodes N4
and N5). Please refer to [RFC8986] for a description of End. X
SI D.

* ASIDIist is represented as <S1, S2, S3>, where Sl is the first
SIDto visit, S2 is the second SIDto visit, and S3 is the | ast
SIDto visit along the SR path.

* (SA DA) (S3, S2, S1; SL)(payload) represents an | Pv6 packet with:

- | Pvbe header with source address SA, destination address DA, and
SRH as the next header

- SRHwith SIDIlist <S1, S2, S3> with SegnentslLeft = SL

Note the difference between the < > and () synbols: <S1, S2,
S3> represents a SID1ist where S1 is the first SIDand S3 is
the last SIDto traverse. (S3, S2, Sl; SL) represents the sane
SID list but encoded in the SRH format where the rightnost SID
inthe SRHis the first SID and the leftnost SIDin the SRHis
the last SID. Wen referring to an SR Policy in a high-Ievel
use case, it is sinpler to use the <S1, S2, S3> notation. Wen
referring to an illustration of the detail ed packet behavi or,
the (S3, S2, Sl1; SL) notation is nore convenient.

- (payl oad) represents the payl oad of the packet.
2.  OAM Mechani sms
This section defines OAM enhancenents for SRv6 networks.
2.1. OAMFlag in the Segnent Routing Header

[ RFC8754] describes the Segment Routing Header (SRH) and how SR-
capabl e nodes use it. The SRH contains an 8-bit Flags field.

Thi s docunent defines the following bit in the SRH Flags field to
carry the Oflag:

01234567
i S S

19 |

R e s i i e
Wher e:
Oflag: OAMflag in the SRH Flags field defined in [ RFC8754].
2.1.1. OAM Fl ag Processing

The Oflag in the SRH is used as a marking bit in user packets to
trigger telemetry data collection and export at the segnent
endpoi nt s.

An SR domai n ingress edge node encapsul ates packets traversing the SR
domai n as defined in [RFC8754]. The SR dommin ingress edge node MAY
use the Oflag in the SRH for marking the packet to trigger the
telemetry data collection and export at the segnent endpoints. Based
on local configuration, the SR domain ingress edge node may inpl ement
a classification and sanmpling nechanismto mark a packet with the
Oflag in the SRH Specification of the classification and sanpling
met hod is outside the scope of this docunent.

Thi s docunent does not specify the data el enents that need to be
exported and the associated configurations. Simlarly, this docunent



does not define any formats for exporting the data el ements.
Nonet hel ess, without the | oss of generality, this docunent assunes
that the IP Flow Informati on Export (IPFIX) protocol [RFC7011] is
used for exporting the traffic flow information fromthe network
devices to a controller for nonitoring and analytics. Simlarly,

wi thout the | oss of generality, this document assunes that requested
informati on el enents are configured by the managenent plane through
data set tenplates (e.g., as in I PFl X [RFC7012]).

I mpl enentation of the Oflag is OPTIONAL. |f a node does not support
the Oflag, then it sinply ignores it upon reception. |f a node
supports the Oflag, it can optionally advertise its potential via
control plane protocol(s).

The followi ng is appended to line SO1 of the pseudocode associ ated
with the SIDS (as defined in Section 4.3.1.1 of [RFC8754]) when N
receives a packet destined to S, Sis alocal SID, and the Oflag is
pr ocessed.

S01.1. IFthe Oflag is set and local configuration pernits
O flag processing {
a. Make a copy of the packet.
b. Send the copied packet, along with a tinmestanp,
to the OAM process for telenetry data collection
and export. 7, Refl

Ref 1: To provide an accurate tinestanp, an inplenentation should
copy and record the tinestanp as soon as possible during packet

processing. Timestanp and any other netadata are not carried in

the packet forwarded to the next hop

Pl ease note that the O flag processi ng happens before execution of
regul ar processing of the local SIDS. Specifically, line S01.1 of
t he pseudocode specified in this docunent is inserted between |lines
S01 and S02 of the pseudocode defined in Section 4.3.1.1 of

[ RFC8754] .

Based on the requested information el ements configured by the
managenent plane through data set tenplates [ RFC7012], the OAM
process exports the requested information elenments. The infornmation
el ements include parts of the packet header and/or parts of the
packet payload for flow identification. The QAM process uses
information el enents defined in | PFl X [ RFC7011] and Packet Sanpling
(PSAMP) [ RFC5476] for exporting the requested sections of the

m rrored packets.

If the penultimte segnment of a segnment list is a PSP SID, telenetry
data fromthe ultimte segnment cannot be requested. This is because,
when the penultimate segnent is a PSP SID, the SRH is renoved at the
penul timate segnent, and the Oflag is not processed at the ultimate
segnent .

The processing node MJUST rate-linit the nunber of packets punted to
the OAM process to a configurable rate. This is to avoid imnpacting
the performance of the OAM and telemetry coll ecti on processes.
Failure to inplement the rate limt can lead to a denial -of-service
attack, as detailed in Section 3.

The OAM process MJUST NOT process the copy of the packet or respond to
any Upper-Layer header (like ICMP, UDP, etc.) payload to prevent
mul ti pl e eval uati ons of the datagram

The OAM process is expected to be |ocated on the routing node
processing the packet. Although the specification of the OAM process
or the external controller operations are beyond the scope of this
docunent, the OAM process SHOULD NOT be topol ogically distant from



the routing node, as this is likely to create significant security
and congestion issues. How to correlate the data collected from
different nodes at an external controller is also outside the scope
of this docunment. Appendix Aillustrates use of the Oflag for

i mpl ementing a hybrid OAM nechani sm where the "hybrid"
classification is based on [ RFC7799].

2.2. OAM Qperations

| Pv6 OAM operations can be perfornmed for any SRv6 SI D whose behavi or
al | ows Upper-Layer header processing for an applicabl e OAM payl oad
(e.g., ICw, UDP).

Ping to an SRv6 SIDis used to verify that the SIDis reachable and
is locally programmed at the target node. Traceroute to a SIDis
used for hop-by-hop fault | ocalization as well as path tracing to a
SID. Appendix Aillustrates the | CWPv6-based pi ng and UDP-based
traceroute nechani sns for ping and traceroute to an SRv6 SID.

Al t hough this docunment only illustrates | CMPv6-based ping and UDP-
based traceroute to an SRv6 SID, the procedures are equally

appl i cable to other OAM nechani sns that probe an SRv6 SID (e.g.,

Bi di rectional Forwarding Detection (BFD) [RFC5880], Seam ess BFD
(S-BFD) [RFC7880], and Sinple Two-way Active Measurement Protocol
(STAMP) probe message processing [ STAMP-SR]). Specifically, as |ong
as local configuration allows the Upper-Layer header processing of
the applicabl e OAM payl oad for SRv6 SIDs, the existing | Pv6 OAM
techni ques can be used to target a probe to a (renote) SID.

| Pv6 OAM operations can be performed with the target SIDin the | Pv6
destination address without an SRH or with an SRH where the target
SIDis the last segnment. 1In general, OAM operations to a target SID
may not exercise all of its processing depending on its behavior
definition. For exanmple, ping to an End. X SI D [ RFC8986] only
validates the SIDis locally programmed at the target node and does
not validate switching to the correct outgoing interface. To

exerci se the behavior of a target SID, the OAM operation should
construct the probe in a manner simlar to a data packet that
exercises the SID behavior, i.e. to include that SID as a transit SID
in either an SRH or I Pv6 DA of an outer |Pv6 header or as appropriate
based on the definition of the SID behavior.

3. Security Considerations

[ RFC8754] defines the notion of an SR donmmi n and use of the SRH
within the SR domain. The use of OAM procedures described in this
docunent is restricted to an SR donain. For exanple, simlar to SID
mani pul ation, Oflag mani pulation is not considered a threat within
the SR domain. Procedures for securing an SR domain are defined in
Sections 5.1 and 7 of [RFC8754].

As noted in Section 7.1 of [RFC8754], conpromi sed nodes within the SR
domai n may nount attacks. The O flag may be set by an attacking node
attenpting a denial -of-service attack on the OAM process at the
segment endpoint node. An inplenentation correctly inplementing the
rate limting described in Section 2.1.1 is not susceptible to that
deni al -of -service attack. Additionally, SRH flags are protected by
the Hashed Message Authenticati on Code (HVAC) TLV, as described in
Section 2.1.2.1 of [RFC8754]. Once an HVAC is generated for a
segrment list with the Oflag set, it can be used for an arbitrary
anount of traffic using that segnent list with the Oflag set.

The security properties of the channel used to send exported packets
mar ked by the Oflag will depend on the specific OAM processes used.
An on-path attacker able to observe this OAM channel coul d conduct

traffic analysis, or potentially eavesdroppi ng (dependi ng on the OAM
configuration), of this telemetry for the entire SR domain from such



a vant age point.

Thi s docunent does not inpose any additional security challenges to
be consi dered beyond the security threats described in [ RFC4884],
[ RFC4443], [RFC0792], [RFC8754], and [ RFC8986].

4. Privacy Considerations

The per-packet marking capabilities of the O flag provide a granul ar
mechanismto collect telenetry. Wen this collection is depl oyed by
an operator with the know edge and consent of the users, it wll
enable a variety of diagnostics and nmonitoring to support the QAM and
security operations use cases needed for resilient network
operations. However, this collection mechanismw |l also provide an
explicit protocol nmechanismto operators for surveillance and

pervasi ve nonitoring use cases done contrary to the user’s consent.

5. | ANA Consi derati ons
I ANA has registered the following in the "Segnment Routing Header

Fl ags" subregistry in the "Internet Protocol Version 6 (I|Pv6)
Par anet ers" registry:

[ ool oo b el s oo 1}

| Bit | Description | Reference |

[ Sl ety e ety

| 2 | Oflag | RFC 9259 |

+----- I I +
Table 1
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Appendi x A.  Illustrations

Thi s appendi x shows how sone of the existing | Pv6 OAM nechani sns can
be used in an SRv6 network. It also illustrates an OAM nechani sm for
performng controll able and predictable flow sanmpling from segnent
endpoints. How the centralized OAM techni que in [ RFC8403] can be
extended for SRv6 is al so described in this appendi x.

A.l. Ping in SRv6 Networks

The existing mechanismto performthe reachability checks, along the
shortest path, continues to work w thout any nodification. Any |IPv6
node (SRv6-capable or non-SRv6-capable) can initiate, transit, and
egress a ping packet.

The foll owi ng subsections outline sonme additional use cases of | CWPv6
ping in SRv6 networKks.

A.1.1. Pinging an I Pv6 Address via a Segnent List

If an SRv6-capabl e ingress node wants to ping an | Pv6 address via an
arbitrary segment list <S1, S2, S3>, it needs to initiate an | CMPv6
ping with an SR header containing the SIDIlist <S1, S2, S3> This is
illustrated using the topology in Figure 1. The user issues a ping
fromnode N1 to a | oopback of node N5 via segnent |ist
<2001: db8: K: 2: X31::, 2001: db8: K: 4: X52::>. The SID behavior used in
the exanple is End. X, as described in [RFC8986], but the procedure is
equal ly applicable to any other (transit) SID type.

Figure 2 contains sanple output for a ping request initiated at node
N1 to a | oopback address of node N5 via segnent |ist
<2001: db8: K: 2: X31::, 2001: db8: K: 4: X52: : >.

> ping 2001:db8:L:5:: via segnment |ist 2001: db8: K: 2: X31: :,
2001: db8: K: 4: X52:

Sendi ng 5, 100-byte |ICVMPv6 Echos to B5::, tineout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max = 0.625
/0.749/0.931 ns

Figure 2: Sanple Ping Qutput at an SRv6- Capabl e Node

Al transit nodes process the echo request nessage |ike any other
data packet carrying an SR header and hence do not require any
change. Simlarly, the egress node does not require any change to
process the | CMPv6 echo request. For exanple, in the exanple in
Fi gure 2:

* Node Nl initiates an | CMPv6 ping packet with the SRH as foll ows:
(2001: db8: L:1::, 2001: db8: K:2:X31::) (2001:db8:L:5::,
2001: db8: K: 4: X52::, 2001:db8: K:2: X31::, SL=2, NH = | CMPv6) (I CMPv6
Echo Request).

* Node N2, which is an SRv6-capabl e node, perforns the standard SRH
processing. Specifically, it executes the End. X behavi or
i ndi cated by the 2001: db8: K 2: X31:: SID and forwards the packet on
Iink3 to node N3.



A1l

A 2.

* Node N3, which is a non-SRv6-capabl e node, perfornms the standard
| Pv6 processing. Specifically, it forwards the echo request based
on DA 2001:db8: K:4:X52:: in the | Pv6 header

*  Node N4, which is an SRv6-capabl e node, perfornms the standard SRH
processing. Specifically, it observes the End. X behavi or
(2001: db8: K: 4: X52::) and forwards the packet on |ink10 towards
node N5. If 2001:db8:K:4:X52:: is a PSP SID, the penultinate node
(node N4) does not, should not, and cannot differentiate between
the data packets and OAM probes. Specifically, if
2001: db8: K 4: X52:: is a PSP SID, node N4 executes the SID like any
ot her data packet with DA = 2001: db8: K: 4: X52:: and renoves the
SRH.

* The echo request packet at node N5 arrives as an | Pv6 packet with
or without an SRH. |If node N5 receives the packet with an SRH, it
ski ps SRH processing (SL=0). In either case, node N5 perforns the
standard | CMPv6 processing on the echo request and responds wth
the echo reply nmessage to node N1. The echo reply nmessage is IP
rout ed.

2. Pinging a SID

The ping nechani sm descri bed above can al so be used to perform SID
reachability checks and to validate that the SIDis locally
programmed at the target node. This is explained in the follow ng
exanpl e. The exanple uses ping to an End SID, as described in

[ RFC8986], but the procedure is equally applicable to ping any ot her
SI D behavi ors.

Consi der the exanple where the user wants to ping a renote SID
2001: db8: K: 4::, via 2001:db8: K:2: X31::, fromnode NL. The | CVWv6
echo request is processed at the individual nodes along the path as
fol | ows:

* Node Nl initiates an | CMPv6 ping packet with the SRH as foll ows:
(2001: db8: L:1::, 2001:db8:K:2:X31::) (2001:db8:K: 4::,
2001: db8: K: 2: X31::; SL=1; NH=I CWPv6) (I CMPv6 Echo Request).

*  Node N2, which is an SRv6-capabl e node, perforns the standard SRH
processing. Specifically, it executes the End. X behavi or
i ndi cated by the 2001: db8: K 2: X31:: SID on the echo request
packet. If 2001:db8: K 2:X31:: is a PSP SID, node N4 executes the
SID li ke any other data packet with DA = 2001: db8: K: 2: X31:: and
removes the SRH

*  Node N3, which is a non-SRv6-capabl e node, performs the standard
| Pv6 processing. Specifically, it forwards the echo request based
on DA = 2001:db8:K:4:: in the | Pv6 header

* \When node N4 receives the packet, it processes the target SID
(2001: db8: K: 4::).

* |If the target SID (2001:db8:K:4::) is not locally instantiated and
does not represent a local interface, the packet is discarded

* |f the target SID (2001:db8:K:4::) is locally instantiated or
represents a local interface, the node processes the Upper-Layer
header. As part of the Upper-Layer header processing, node N4
responds to the 1 CMPv6 echo request nessage with an echo reply
message. The echo reply nessage is | P routed.

Traceroute in SRv6 Networks

The existing traceroute nechanisns, along the shortest path, continue
to work without any nodification. Any IPv6 node (SRv6-capable or a



non- SRv6- capabl e) can initiate, transit, and egress a traceroute
probe.

The foll owi ng subsections outline some additional use cases of
traceroute in SRv6 networks.

A.2.1. Traceroute to an | Pv6 Address via a Segnent Li st

If an SRv6-capabl e i ngress node wants to traceroute to an | Pv6
address via an arbitrary segnent list <Sl, S2, S3>, it needs to
initiate a traceroute probe with an SR header containing the SID Iist
<S1, S2, S3>. The user issues a traceroute fromnode Nl to a

| oopback of node N5 via segnent |ist <2001:db8: K: 2: X31: :,

2001: db8: K: 4: X52: : >. The SID behavior used in the exanple is End. X
as described in [ RFC8986], but the procedure is equally applicable to
any other (transit) SID type. Figure 3 contains sanple output for
the traceroute request.

> traceroute 2001:db8:L:5:: via segnment |ist 2001: db8: K: 2: X31: :,
2001: db8: K: 4: X52:

Tracing the route to 2001: db8: L: 5:
1 2001:db8:2:1:21:: 0.512 nsec 0.425 nmsec 0.374 nsec

DA: 2001: db8: K: 2: X31: :,

SRH: (2001: db8: L:5::, 2001:db8: K: 4: X52::, 2001:db8: K: 2: X31::, SL=2)
2 2001:db8:3:2:31:: 0.721 nsec 0.810 nsec 0.795 nsec

DA: 2001: db8: K: 4: X52: :,

SRH: (2001: db8: L:5::, 2001:db8: K: 4: X52::, 2001:db8: K:2: X31::, SL=1)
3 2001:db8:4:3::41:: 0.921 nsec 0.816 nsec 0. 759 nsec

DA: 2001: db8: K: 4: X52: :,

SRH: (2001: db8: L:5::, 2001:db8: K: 4: X52::, 2001:db8: K 2: X31::, SL=1)
4 2001:db8:5:4::52:: 0.879 nsec 0.916 nsec 1.024 nsec

DA: 2001: db8:L:5:

Figure 3: Sanple Traceroute CQutput at an SRv6- Capabl e Node

In the sanple traceroute output, the information displayed at each
hop is obtained using the contents of the "Tine Exceeded" or
"Destination Unreachable" | CMPv6 responses. These | CMPv6 responses
are | P routed.

In the sanple traceroute output, the information for Iink3 is
returned by node N3, which is a non-SRv6-capabl e node. Nonethel ess,
the ingress node is able to display SR header contents as the packet
travel s through the non- SRv6-capabl e node. This is because the "Tine
Exceeded" | CVMPv6 message can contain as nuch of the invoking packet
as possible without the | CMPv6 packet exceeding the mininuml|Pve MU
[ RFC4443]. The SR header is included in these | CMPv6 nmessages
initiated by the non-SRv6-capable transit nodes that are not running
SRv6 software. Specifically, a node generating an | CMPv6 nessage
containing a copy of the invoking packet does not need to understand
t he extension header(s) in the invoking packet.

The segment list information returned for the first hop is returned
by node N2, which is an SRv6-capabl e node. Just like for the second
hop, the ingress node is able to display SR header contents for the
first hop.

There is no difference in processing of the traceroute probe at an
SRv6- capabl e and a non- SRv6-capabl e node. Simlarly, both

SRv6- capabl e and non- SRv6- capabl e nodes may use the address of the
interface on which probe was received as the source address in the

| CMPv6 response. | CWPv6 extensions defined in [ RFC5837] can be used
to display information about the IP interface through which the

dat agram woul d have been forwarded had it been forwardable, the IP
next hop to which the datagram woul d have been forwarded, the IP



i nterface upon which the datagram arrived, and the sub-1P component
of an IP interface upon which the datagram arri ved.

The | P address of the interface on which the traceroute probe was
received is useful. This information can also be used to verify if
SI Ds 2001: db8: K: 2: X31:: and 2001: db8: K: 4: X52:: are executed correctly
by nodes N2 and N4, respectively. Specifically, the information

di spl ayed for the second hop contains the incomng interface address
2001: db8: 2:3:31:: at node N3. This natches the expected interface
bound to End. X behavi or 2001: db8: K: 2: X31:: (link3). Simlarly, the
i nformati on di splayed for the fourth hop contains the incom ng
interface address 2001: db8:4:5::52:: at node N5. This matches the
expected interface bound to the End. X behavi or 2001: db8: K: 4: X52:
(1ink10).

A.2.2. Traceroute to a SID

The nechanismto traceroute an | Pv6 address via a segnent |ist
described in the previous section can also be used to traceroute a
renote SID behavior, as explained in the followi ng exanple. The
exanpl e uses traceroute to an End SID, as described in [ RFC8986], but
the procedure is equally applicable to tracerouting any other SID
behavi ors.

Pl ease note that traceroute to a SIDis exenplified using UDP probes.
However, the procedure is equally applicable to other inplenentations
of traceroute nechanism The UDP encoded nessage to traceroute a SID
woul d use the UDP ports assigned by | ANA for "traceroute use".

Consi der the exanple where the user wants to traceroute a remote SID
2001: db8: K: 4::, via 2001:db8: K 2: X31::, fromnode N1. The traceroute
probe is processed at the individual nodes along the path as foll ows:

* Node Nl initiates a traceroute probe packet as foll ows
(2001: db8: L:1::, 2001: db8: K:2: X31::) (2001:db8:K:4::,
2001: db8: K: 2: X31::; SL=1; NH=UDP)(Traceroute probe). The first
traceroute probe is sent with the hop-count value set to 1. The
hop-count value is incremented by 1 for each subsequent traceroute
pr obe.

* \When node N2 receives the packet with hop-count = 1, it processes
the hop-count expiry. Specifically, node N2 responds with the
| CMPv6 nmessage with type "Ti ne Exceeded"” and code "hop limt
exceeded in transit". The |ICWMPv6 response is |IP routed

* \When node N2 receives the packet with hop-count > 1, it perforns
the standard SRH processing. Specifically, it executes the End. X
behavi or indicated by the 2001: db8: K:2: X31:: SID on the traceroute
probe. If 2001:db8:K:2:X31:: is a PSP SID, node N2 executes the
SID li ke any other data packet with DA = 2001: db8: K: 2: X31:: and
removes the SRH

*  \When node N3, which is a non-SRv6-capabl e node, receives the
packet with hop-count = 1, it processes the hop-count expiry.
Specifically, node N3 responds with the | CMPv6 nmessage with type
"Ti me Exceeded" and code "Hop |limt exceeded in transit". The
| CMPv6 response is | P routed.

*  \When node N3, which is a non-SRv6-capabl e node, receives the
packet with hop-count > 1, it perforns the standard |Pv6
processing. Specifically, it forwards the traceroute probe based
on DA 2001: db8:K:4:: in the | Pv6 header

*  \When node N4 receives the packet with DA set to the local SID
2001: db8: K:4::, it processes the End SID



* |f the target SID (2001:db8: K 4::) is not locally instantiated and
does not represent a local interface, the packet is discarded.

* |If the target SID (2001:db8:K:4::) is locally instantiated or
represents a local interface, the node processes the Upper-Layer
header. As part of the Upper-Layer header processing, node N4
responds with the 1CVMPv6 nessage with type "Destination
Unr eachabl e" and code "Port Unreachable". The |ICMPv6 response is
I P routed.

Figure 4 displays a sanple traceroute output for this exanple.
> traceroute 2001: db8: K: 4: X52:: via segment |ist 2001: db8: K: 2: X31:

Tracing the route to SID 2001: db8: K: 4: X52:
1 2001:db8:2:1:21:: 0.512 nsec 0.425 nmsec 0.374 nsec
DA: 2001: db8: K: 2: X31::,
SRH: (2001: db8: K: 4: X52::, 2001: db8: K: 2: X31::; SL=1)
2 2001:db8:3:2:21:: 0.721 nmsec 0.810 nsec 0.795 nsec
DA: 2001: db8: K: 4: X52: :
SRH: (2001: db8: K: 4: X52::, 2001: db8: K: 2: X31::; SL=0)
3 2001:db8:4:3:41:: 0.921 nsec 0.816 nsec 0.759 nsec
DA: 2001: db8: K: 4: X52: :,
SRH: (2001: db8: K: 4: X52::, 2001: db8: K: 2: X31::; SL=0)

Figure 4: Sanple Qutput for Hop-by-Hop Traceroute to a SID
A.3. Hybrid OAM Usi ng the OAM Fl ag

This section illustrates a hybrid OAM nechani smusing the O fl ag.
Wthout |oss of the generality, the illustration assunes node N10O is
a centralized controller.

This illustration is different fromthe "in situ OAM defined in

[ RFC9197]. This is because in situ OAMrecords operational and
telemetry information in the packet as the packet traverses a path
between two points in the network [RFC9197]. The illustration in
this subsection does not require the recording of OAMdata in the
packet .

The illustration does not assune any formats for exporting the data
el ements or the data elenments that need to be exported. The
illustration assunes system cl ocks anobng all nodes in the SR domain
are synchroni zed.

Consi der the exanmpl e where the user wants to nonitor sanpled | Pv4d VPN
999 traffic going fromCEL to CE2 via a lowlatency SR Policy P
installed at node N1. To exercise a |lowlatency path, the SR Policy
P forces the packet via segments 2001: db8: K: 2: X31:: and

2001: db8: K: 4: X52::. The VPN SID at node N7 associated with VPN 999
is 2001: db8: K: 7: DT999::. 2001:db8: K: 7: DT999:: is a USP SID. Nodes
N1, N4, and N7 are capabl e of processing the Oflag, but node N2 is
not capable of processing the O flag. Node N100O is the centralized
control |l er capable of processing and correlating the copy of the
packets sent from nodes N1, N4, and N7. Node N10O is aware of O flag
processing capabilities. Node N100, with help fromnodes N1, N4, and
N7, inplenents a hybrid OAM nechanismusing the Oflag as follows:

* A packet Pl is sent fromCElL to node N1. The packet is:
P1: (1 Pv4 header) (payl oad)

* Node N1l steers packet P1 through the SR Policy P. Based on |oca
configuration, node N1 also inplements logic to sanple traffic

steered through SR Policy P for hybrid OAM purposes.
Specification for the sanpling logic is beyond the scope of this



docunent. Consider the case where packet Pl is classified as a
packet to be nonitored via the hybrid OAM Node N1 sets the

O flag during the encapsul ation required by SR Policy P. As part
of setting the Oflag, node N1 al so sends a tinestanped copy of
packet P1 to a | ocal OAM process. The packet is:

P1: (2001:db8:L:1::, 2001:db8: K: 2:X31::) (2001: db8: K: 7: DT999: :,
2001: db8: K: 4: X52::, 2001:db8: K: 2: X31::; SL=2; Oflag=1;
NH=1 Pv4) (| Pv4 header) ( payl oad)

The [ ocal OAM process sends a full or partial copy of packet Pl to
node N100. The OAM process includes the recorded timestanp,
additional OAM information (like incom ng and outgoing interface),
and any applicable netadata. Node N1 forwards the original packet
towards the next segnent 2001: db8: K: 2: X31::.

When node N2 receives the packet with the Oflag set, it ignores
the Oflag. This is because node N2 is not capable of processing
the Oflag. Node N2 perfornms the standard SRv6 SID and SRH
processing. Specifically, it executes the End. X behavi or

[ RFC8986] indicated by the 2001: db8: K: 2: X31:: SID and forwards
packet Pl over |ink3 towards node N3. The packet is:

P1: (2001:db8:L:1::, 2001:db8: K: 4:X52::) (2001: db8: K: 7: DT999: : ,
2001: db8: K: 4: X52::, 2001:db8: K 2: X31::; SL=1; O flag=1;
NH=1 Pv4) (| Pv4 header) ( payl oad)

When node N3, which is a non-SRv6-capabl e node, receives packet
P1, it perforns the standard | Pv6 processing. Specifically, it
forwards packet Pl based on DA 2001:db8: K:4:X52:: in the |IPv6
header .

When node N4 receives packet Pl, it processes the Oflag. The
packet is:

P1: (2001:db8:L:1::, 2001:db8: K: 4:X52::) (2001: db8: K: 7: DT999: : ,
2001: db8: K: 4: X52::, 2001:db8: K 2: X31::; SL=1; O flag=1;
NH=1 Pv4) (| Pv4 header) ( payl oad)

As part of processing the Oflag, it sends a tinestanped copy of
the packet to a | ocal OAM process. Based on local configuration,
the | ocal OAM process sends a full or partial copy of packet P1 to
node N100. The OAM process includes the recorded timestanp,
additional OAMinformation (like incom ng and outgoing interface,
etc.), and any applicable netadata. Node N4 perforns the standard
SRv6 SID and SRH processing on the original packet P1.
Specifically, it executes the End. X behavior indicated by the
2001: db8: K: 4: X52:: SID and forwards packet Pl over |ink10 towards
node N5. The packet is:

P1: (2001:db8:L:1::, 2001:db8:K: 7:DT999::) (2001: db8: K: 7: DT999: :,
2001: db8: K: 4: X52::, 2001:db8: K:2: X31::; SL=0; Oflag=1;
NH=1 Pv4) (| Pv4 header) ( payl oad)

VWhen node N5, which is a non-SRv6-capabl e node, receives packet
P1, it perforns the standard | Pv6 processing. Specifically, it
forwards the packet based on DA 2001: db8: K: 7: DT999:: in the | Pv6
header .

When node N7 receives packet Pl, it processes the Oflag. The
packet is:

P1: (2001:db8:L:1::, 2001:db8:K: 7:DT999::) (2001: db8: K:7: DT999: :,
2001: db8: K: 4: X52::, 2001:db8: K:2: X31::; SL=0; Oflag=1;
NH=1 Pv4) (| Pv4 header) ( payl oad)



As part of processing the Oflag, it sends a tinestanped copy of
the packet to a | ocal OAM process. The local OAM process sends a
full or partial copy of packet Pl to node N100. The OAM process
i ncludes the recorded tinestanp, additional OAMinformation (like
i ncom ng and outgoing interface, etc.), and any applicable

met adata. Node N7 perforns the standard SRv6 SID and SRH
processing on the original packet Pl1. Specifically, it executes
the VPN SID indicated by the 2001: db8: K: 7: DT999:: SID and, based
on lookup in table 100, forwards packet Pl towards CE2. The
packet is:

P1: (1 Pv4 header) (payl oad)

*  Node N10O processes and correlates the copy of the packets sent
fromnodes N1, N4, and N7 to find segnent-by-segnment del ays and
provi de other hybrid OAMinformation related to packet Pl. For
segnent - by- segnent del ay conputation, it is assuned that clocks
are synchroni zed across the SR domai n.

* The process continues for any ot her sanpl ed packets.
Moni tori ng of SRv6 Pat hs

In the recent past, network operators demponstrated interest in
perform ng network OAM functions in a centralized manner. [RFC8403]
descri bes such a centralized OAM nechani sm Specifically, [RFC8403]
descri bes a procedure that can be used to performpath continuity
checks between any nodes within an SR donmain froma centralized

moni toring system However, while [RFC3403] focuses on SR networks
with MPLS data plane, this document describes how the concept can be
used to performpath monitoring in an SRv6 network froma centralized
controller.

In the reference topology in Figure 1, node N1OO uses an | GP protoco
like OSPF or 1S-1Sto get a view of the topology within the IGP
domai n. Node N10O can al so use BGP-LS to get the conplete view of an
i nter-domain topology. The controller |everages the visibility of
the topology to nonitor the paths between the various endpoints.

Node N100O advertises an End SID [ RFC8986] 2001: db8: K:100:1::. To
monitor any arbitrary SRv6 paths, the controller can create a

| oopback probe that originates and term nates on node N100. To

di stingui sh between a failure in the nonitored path and | oss of
connectivity between the controller and the network, node N1OO runs a
sui tabl e nechanismto nonitor its connectivity to the nonitored

net wor k.

The foll owi ng exanple illustrates | oopback probes in which node N10O
needs to verify a segnment |ist <2001: db8: K: 2: X31::
2001: db8: K: 4: X52: : >:

*  Node N10O generates an OAM packet (2001: db8:L:100::,
2001: db8: K: 2: X31::) (2001: db8: K: 100: 1::, 2001: db8: K: 4: X52: :
2001: db8: K: 2: X31::, SL=2)( OAM Payl oad). The controller routes the
probe packet towards the first segment, which is
2001: db8: K: 2: X31::

*  Node N2 executes the End. X behavior indicated by the
2001: db8: K 2: X31:: SID and forwards the packet (2001:db8:L: 100::
2001: db8: K: 4: X52::) (2001: db8: K: 100: 1::, 2001: db8: K: 4: X52: :,
2001: db8: K: 2: X31::, SL=1)( OAM Payl oad) on |ink3 to node N3.

* Node N3, which is a non-SRv6-capabl e node, perfornms the standard
| Pv6 processing. Specifically, it forwards the packet based on DA
2001: db8: K: 4: X52:: in the | Pv6 header.



* Node N4 executes the End. X behavior indicated by the
2001: db8: K: 4: X52:: SID and forwards the packet (2001:db8:L:100::,
2001: db8: K: 100: 1::) (2001: db8: K: 100: 1::, 2001: db8: K: 4: X52: :
2001: db8: K: 2: X31::, SL=0)( OAM Payl oad) on |ink10 to node N5.

*  Node N5, which is a non-SRv6-capabl e node, performs the standard
| Pv6 processing. Specifically, it forwards the packet based on DA
2001: db8: K: 100: 1:: in the | Pv6 header.

* Node N100 executes the standard SRv6 END behavior. It
decapsul ates the header and consumes the probe for OAM processing.
The information in the OAM payl oad is used to detect m ssing
probes, round-trip delay, etc.

The OAM payl oad type or the information carried in the OAM probe is a
| ocal inplenentation decision at the controller and is outside the
scope of this docunent.
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