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Aut hors’ Addr esses
I ntroduction

TLS 1.3 [ RFCB446] supports Pre-Shared Key (PSK) authentication,
wherei n PSKs can be established via session tickets fromprior
connections or via sonme external, out-of-band nechanism The
protocol mandates that each PSK only be used with a single hash
function. This was done to sinplify protocol analysis. TLS 1.2

[ RFC5246], in contrast, has no such requirenent, as a PSK nmay be used
with any hash algorithmand the TLS 1.2 pseudorandom functi on (PRF).
VWile there is no known way in which the same external PSK mi ght
produce related output in TLS 1.3 and prior versions, only limted
anal ysi s has been done. Applications SHOULD provi sion separate PSKs
for (D)TLS 1.3 and prior versions. |n cases where this is not
possible (e.g., there are already-depl oyed external PSKs or
provisioning is otherwise linited), reusing external PSKs across
different versions of TLS may produce rel ated outputs, which may, in
turn, lead to security problens; see Appendi x E. 7 of [RFC8446].

To mitigate such problens, this docunent specifies a PSK inporter
interface by which external PSKs nmay be inported and subsequently
bound to a specific key derivation function (KDF) and hash function
for use in TLS 1.3 [RFC8446] and DTLS 1.3 [RFC9147]. In particular,
it describes a nechanismfor inporting PSKs derived from externa
PSKs by including the target KDF, (D)TLS protocol version, and an
optional context string to ensure uni queness. This process yields a
set of candi date PSKs, each of which are bound to a target KDF and
protocol, that are separate fromthose used in (D) TLS 1.2 and prior
versions. This expands what would normally have been a single PSK
and identity into a set of PSKs and identities.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all

capitals, as shown here

Ter mi nol ogy

The following terns are used throughout this docunent:

External PSK (EPSK): A PSK established or provisioned out of band
(i.e., not froma TLS connection) that is a tuple of (Base Key,
External ldentity, Hash).

Base Key: The secret value of an EPSK

External ldentity: A sequence of bytes used to identify an EPSK

Target protocol: The protocol for which a PSK is inported for use.

Target KDF: The KDF for which a PSK is inmported for use

I mported PSK (I PSK): A TLS PSK derived froman EPSK, optiona
context string, target protocol, and target KDF

Non-inported PSK: An EPSK that is used directly as a TLS PSK wit hout
bei ng i nport ed.

Imported ldentity: A sequence of bytes used to identify an | PSK

Thi s docunent uses presentation | anguage from Section 3 of [RFC8446].
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Overvi ew

The PSK inporter interface mirrors that of the TLS exporter interface
(see [RFC8446]) in that it diversifies a key based on sone contextua
information. |In contrast to the exporter interface, wherein output
uni queness is achieved via an explicit |abel and context string, the
PSK inporter interface defined herein takes an external PSK and
identity and "inports"” it into TLS, creating a set of "derived" PSKs
and identities that are each uni que. Each of these derived PSKs are
bound to a target protocol, KDF identifier, and optional context
string. Additionally, the resulting PSK binder keys are nodified
with a new derivation | abel to prevent confusion with non-inported
PSKs. Through this interface, inporting external PSKs with different
identities yields distinct PSK bi nder keys.

I mported keys do not require negotiation for use since a client and
server will not agree upon identities if inported incorrectly.
Endpoints may incrementally depl oy PSK inmporter support by offering
non-i nported PSKs for TLS versions prior to TLS 1.3. Non-inported
and inported PSKs are not equivalent since their identities are
different. See Section 7 for nore details.

Endpoi nts that inport external keys MJUST NOT use the keys that are
input to the inmport process for any purpose other than the inporter,
and they MJST NOT use the derived keys for any purpose other than TLS
PSKs. Mbreover, each external PSK fed to the inporter process MJST
be associated with one hash function at nost. This is anal ogous to
the rules in Section 4.2.11 of [RFC8446]. See Section 8 for nore

di scussi on.

PSK | nporter

This section describes the PSK inporter interface and its underlying
di versification mechani sm and bi nder key conputation nodification

External PSK Diversification

As input, the PSK inporter interface takes an EPSK w th Externa
Identity external _identity and base key epsk (as defined in

Section 3) along with an optional context. It then transforns the
input into a set of PSKs and inported identities for use in a
connecti on based on target protocols and KDFs. In particular, for

each supported target protocol target_protocol and KDF target_kdf,
the inporter constructs an Inportedlidentity structure as foll ows:

struct {
opaque external _identity<l...2"16-1>;
opaque context<0..2"16-1>;
uint16 target_protocol;
uint16 target kdf;
} Inportedlidentity;

The list of Inportedlidentity.target_kdf values is maintained by | ANA
as described in Section 10. External PSKs MJUST NOT be inported for
(D) TLS 1.2 or prior versions. See Section 7 for discussion on how
imported PSKs for TLS 1.3 and non-inported PSKs for earlier versions
coexi st for increnental deploynent.

I mportedldentity. context MJST include the context used to determ ne
the EPSK, if any exists. For exanple, Inportedldentity.context may

i nclude informati on about peer roles or identities to nmtigate
Selfie-style reflection attacks [Selfie]. See Appendix A for nore
details. Since the EPSK is a key derived froman external protoco

or sequence of protocols, Inportedldentity.context MJST include a
channel binding for the deriving protocols [ RFC5056]. The details of
this binding are protocol specific and out of scope for this
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docunent .

I nportedldentity.target protocol MJST be the (D) TLS protocol version
for which the PSK is being inported. For exanple, TLS 1.3 [RFC8446]
uses 0x0304, which will therefore also be used by QU Cvl [ QU C]

Note that this neans the nunmber of PSKs derived froman EPSK is a
function of the nunber of target protocols.

G ven an Inportedlidentity and correspondi ng EPSK wi th base key epsk,
an inported PSK | PSK with base key ipskx is conputed as foll ows:

epskx
i pskx

HKDF- Extract (0, epsk)
HKDF- Expand- Label (epskx, "derived psk",
Hash(| mportedidentity), L)

L corresponds to the KDF output | ength of Inportedldentity.target kdf
as defined in Section 10. For hash-based KDFs, such as HKDF_SHA256
(0x0001), this is the length of the hash function output, e.g., 32
octets for SHA256. This is required for the IPSK to be of length

sui tabl e for supported ciphersuites. Internally, HKDF-Expand-Labe
uses a | abel corresponding to Inportedidentity.target protocol (e.g.,
"t1s13" for TLS 1.3, as per Section 7.1 of [RFC8446] or "dtlsl13" for
DTLS 1.3, as per Section 5.10 of [RFC9147]).

The identity of ipskx as sent on the wire is Inportedldentity, i.e.,
the serialized content of Inportedidentity is used as the content of
Pskldentity.identity in the PSK extension. The correspondi ng PSK
input for the TLS 1.3 key schedule is "ipskx"

As the maxi num size of the PSK extension is 2716 - 1 octets, an
Imported ldentity that exceeds this size is likely to cause a
decoding error. Therefore, the PSK inporter interface SHOULD reject
any I nportedldentity that exceeds this size.

The hash function used for HVAC based Key Derivation Function (HKDF)

[ RFC5869] is that which is associated with the EPSK. It is not the
hash function associated with Inportedlidentity.target_kdf. If the
EPSK does not have such an associ ated hash function, SHA-256 [SHA2]
SHOULD be used. Diversifying EPSK by Inportedldentity.target kdf
ensures that an IPSK is only used as input keying material to one KDF
at nost, thus satisfying the requirements in [ RFC8446]. See

Section 8 for nore details.

Endpoi nts SHOULD generate a conpati bl e i pskx for each target
ciphersuite they offer. For exanple, inporting a key for

TLS AES 128 GCM SHA256 and TLS AES 256 GCM SHA384 woul d yield two
PSKs: one for HKDF- SHA256 and anot her for HKDF- SHA384. |n contrast,
if TLS AES 128 GCM SHA256 and TLS CHACHA20_ POLY1305_SHA256 are
supported, only one derived key is necessary. Each ciphersuite
uniquely identifies the target KDF. Future specifications that
change the way the KDF is negotiated will need to update this
specification to nake cl ear how target KDFs are determ ned for the

i mport process.

EPSKs MAY be inported before the start of a connection if the target
KDFs, protocols, and context string(s) are known a priori. EPSKs MAY
al so be inported for early data use if they are bound to the protoco
settings and configuration that are required for sending early data.
Mnimally, this nmeans that the Application-Layer Protocol Negotiation
(ALPN) val ue [RFC7301], QUIC transport paraneters (if used for QU Q),
and any other relevant paraneters that are negotiated for early data
MUST be provisioned al ongsi de these EPSKs.

Bi nder Key Derivation

To prevent confusion between inported and non-inported PSKs, imnported



PSKs change the PSK bi nder key derivation label. 1In particular, the
standard TLS 1.3 PSK bi nder key conputation is defined as foll ows:

0
I
%
PSK -> HKDF-Extract = Early Secret

+--- - > Derive-Secret(., "ext binder" | "res binder", "")
| = bi nder _key

I mported PSKs use the string "inp binder"” rather than "ext binder" or
"res binder" when deriving binder _key. This neans the binder key is
conputed as foll ows:

0
I

%
PSK -> HKDF-Extract = Early Secret

+--- - > Derive-Secret(., "ext binder"
| | "res binder"
| | "inmp binder", "")
| = bi nder _key
Y,
This new | abel ensures a client and server will negotiate use of an

external PSK if and only if (a) both endpoints inport the PSK or (b)
nei t her endpoint inports the PSK. As binder_key is a | eaf key,
changing its computation does not affect any other key.

Deprecati ng Hash Functions

If a client or server wishes to deprecate a hash function and no

|l onger use it for TLS 1.3, it renoves the corresponding KDF fromthe
set of target KDFs used for inporting keys. This does not affect the
KDF operation used to derive inported PSKs.

I ncrenent al Depl oynent

I n depl oynents that already have PSKs provisioned and in use with TLS
1.2, attenpting to incrementally deploy the inporter mechani sm woul d
result in concurrent use of the already-provisioned PSK directly as
both a TLS 1.2 PSK and an EPSK, which, in turn, could nean that the
same KDF and key would be used in two different protocol contexts.
This is not a recommended configuration; see Section 8 for nore
details. However, the benefits of using TLS 1.3 and PSK inporters
may prove sufficiently conpelling that existing deploynents choose to
enabl e this nonconpliant configuration for a brief transition period
whil e new software (using TLS 1.3 and inporters) is depl oyed.
Qperators are advised to nake any such transition period as short as
possi bl e.

Security Considerations

The PSK inporter security goals can be roughly stated as foll ows:
avoi d PSK reuse across KDFs while properly authenticating endpoints.
When nodel ed as conputational extractors, KDFs assume that input
keying material (IKM is sanpled fromsome "source" probability
distribution and that any two | KM val ues are chosen i ndependently of
each other [Krawl0]. This source-independence requirenent inplies
that the same | KM val ue cannot be used for two different KDFs.

PSK- based aut hentication is functionally equivalent to session
resunption in that a connection uses existing key material to
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aut henticate both endpoints. Follow ng the work of [BAAl5], this is
a formof conmpound authentication. Loosely speaking, conpound
authentication is the property that an execution of nultiple

aut henti cation protocols, wherein at |east one is unconprom sed,
jointly authenticates all protocols. Therefore, authenticating with
an externally provisioned PSK should ideally authenticate both the
TLS connection and the external provisioning process. Typically, the
external provisioning process produces a PSK and correspondi ng
context fromwhich the PSK was derived and in which it should be
used. If available, this is used as the |Inportedldentity.context
value. W refer to an external PSK without such context as "context-
free".

Thus, in considering the source-independence and conpound
aut hentication requirenents, the PSK inporter interface described in
this docunent aims to achieve the foll ow ng goals:

1. Externally provisioned PSKs inmported into a TLS connection
achi eve compound aut hentication of the provisioning process and
connecti on.

2. Context-free PSKs only achieve authentication within the context
of a single connection

3. Inported PSKs are not used as KM for two different KDFs.

4. Inported PSKs do not collide with future protocol versions and
KDFs.

There are no known rel ated outputs or security issues caused fromthe
process for computing inported PSKs from an external PSK and the
processing of existing external PSKs used in (D)TLS 1.2 and bel ow, as
noted in Section 7. However, only linmted anal ysis has been done,
which is an additional reason why applications SHOULD provi si on
separate PSKs for (D)TLS 1.3 and prior versions, even when the
inmporter interface is used in (D) TLS 1. 3.

The PSK inporter does not prevent applications fromconstructing non-
importer PSK identities that collide with inported PSK identities.

Privacy Considerations

External PSK identities are commonly static by design so that
endpoints may use themto |l ook up keying material. As a result, for
sonme systens and use cases, this identity nmay becone a persistent
tracking identifier

Note al so that Inportedlidentity.context is visible in cleartext on
the wire as part of the PSK identity. Unless otherw se protected by
a mechani sm such as TLS Encrypted CientHello [ECH , applications
SHOULD NOT put sensitive information in this field.

I ANA Consi derations

| ANA has created the "TLS KDF ldentifiers" registry under the
exi sting "Transport Layer Security (TLS) Paraneters" registry.

The entries in the registry are as foll ows:

[ ool s ool ool 1}
| Value | KDF Description | Reference
+o—oooooo4 -4 - ——=—=—=+
| Ox0000 | Reserved | RFC 9258 |
F----- - - I I I +
| 0x0001 | HKDF_SHA256 | [RFC5869] |
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| 0x0002 | HKDF_SHA384 | [RFC5869] |

Tabl e 1: TLS KDF Identifiers Registry

New t arget KDF val ues are allocated according to the foll ow ng
process:

* Values in the range 0x0000-Oxfeff are assigned via Specification
Requi red [ RFC8126] .

* Values in the range Oxff00-Oxffff are reserved for Private Use
[ RFC8126] .

The procedures for requesting values in the Specification Required
space are specified in Section 17 of [RFC8447].
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Appendi x A.  Addressing Selfie

The Selfie attack [Selfie] relies on a msuse of the PSK interface.
The PSK interface makes the inplicit assunption that each PSK is
known only to one client and one server. |If multiple clients or
multiple servers with distinct roles share a PSK, TLS only

aut henticates the entire group. A node successfully authenticates
its peer as being in the group whether the peer is another node or
itself. Note that this case can al so occur when there are two nodes
sharing a PSK wi t hout predeternined roles.

Applications that require authenticating finer-grained roles while
still configuring a single shared PSK across all nodes can resol ve
this msmatch either by exchanging roles over the TLS connection
after the handshake or by incorporating the roles of both the client
and the server into the IPSK context string. For instance, if an
application identifies each node by the Media Access Control (MAC
address, it could use the follow ng context string.

struct {
opaque client_nac<0..2"8-1>;
opaque server_mac<0..2"8-1>;
} Context;

If an attacker then redirects a CientHello intended for one node to
a different node, including the node that generated the CientHell o,
the receiver will conpute a different context string and the
handshake wi ||l not conplete.

Note that, in this scenario, there is still a single shared PSK
across all nodes, so each node nust be trusted not to inpersonate
anot her node’s role.
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