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I ntroduction

SRv6 refers to Segnent Routing instantiated on the |Pv6 data pl ane
[ RFC8402] .

BGP is used to advertise the reachability of prefixes of a particular
service froman egress Provider Edge (PE) to ingress PE nodes.

SRv6- based BGP services refer to the Layer 3 (L3) and Layer 2 (L2)
overlay services with BGP as the control plane and SRv6 as the data
pl ane. This docunent defines procedures and nmessages for SRv6-based
BGP services, including L3VPN, EVPN, and Internet services. It
builds on "BGP/MPLS I P Virtual Private Networks (VPNs)" [RFC4364] and
"BGP MPLS-Based Et hernet VPN' [ RFC7432].

SRv6 SID refers to an SRv6 Segnent ldentifier, as defined in
[ RFC8402] .

SRv6 Service SID refers to an SRv6 SID associated with one of the
service-specific SRv6 Endpoint Behaviors on the advertising PE
router, such as (but not limted to) End.DT (look up in the Virtual
Routing and Forwarding (VRF) table) or End. DX (cross-connect to a
next hop) behaviors in the case of L3VPN service, as defined in

[ RFC8986]. This docunent describes how existing BGP nmessages between
PEs may carry SRv6 Service SIDs to interconnect PEs and form VPNs.

To provide SRv6 service with best-effort connectivity, the egress PE
signals an SRv6 Service SIDwith the BGP overlay service route. The
i ngress PE encapsul ates the payload in an outer |Pv6 header where the



destination address is the SRv6 Service SID provided by the egress
PE. The underlay between the PEs only needs to support plain | Pv6
forwardi ng [ RFC8200] .

To provide SRv6 service in conjunction with an underlay Service Leve
Agreenment (SLA) fromthe ingress PE to the egress PE, the egress PE
colors the overlay service route with a Col or Extended Community

[ RFC9012] for steering flows for those routes, as specified in
Section 8 of [SEGVENT- ROUTI NG POLICY]. The ingress PE encapsul ates

t he payl oad packet in an outer |Pv6 header with the SR Policy segnent
list associated with the related SLA along with the SRv6 Service SID
associated with the route using the Segnment Routing Header (SRH)

[ RFC8754]. The underlay nodes whose SRv6 SIDs are part of the SRH
segnment |ist MJST support the SRv6 data pl ane.

.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

SRv6 Services TLVs

Thi s docunent extends the use of the BGP Prefix-SID attri bute
[ RFC8669] to carry SRv6 SIDs and their associated information with
the BGP address fanmlies that are listed further in this section.

The SRv6 Service TLVs are defined as two new TLVs of the BGP Prefi x-
SID attribute to achieve signaling of SRv6 SIDs for L3 and L2
services

SRv6 L3 Service TLV:
This TLV encodes Service SID information for SRv6-based L3
services. It corresponds to the equivalent functionality provided
by an MPLS | abel when received with a Layer 3 service route, as
defined in [ RFC4364], [RFC4659], [RFCB8950], and [RRFC9136]. Sone
SRv6 Endpoi nt Behaviors that nmay be encoded are, but not limted
to, End. DX4, End.DT4, End.DX6, End.DT6, and End. DT46

SRv6 L2 Service TLV:
This TLV encodes Service SID information for SRv6-based L2
services. It corresponds to the equivalent functionality provided
by an MPLS | abel for Ethernet VPN (EVPN) Route Types for Layer 2
services, as defined in [RFC7432]. Sone SRv6 Endpoi nt Behavi ors
that may be encoded are, but not linited to, End.DX2, End.DX2V,
End. DT2U, and End. DT2M

When an egress PE is enabled for BGP Services over the SRv6 data

pl ane, it signals one or nore SRv6 Service SIDs enclosed in an SRv6
Service TLV(s) within the BGP Prefix-SID attribute attached to

Mul tiprotocol BGP (MP-BGP) Network Layer Reachability Information
(NLRI') defined in [ RFC4760], [RFC4659], [RFC8950], [RFC7432],

[ RFC4364], and [ RFC9136], where applicable, as described in Sections
5 and 6.

The support for BGP Multicast VPN (MVPN) Services [ RFC6513] with SRv6
is outside the scope of this docunent.

The foll owi ng depicts the SRv6 Service TLVs encoded in the BGP
Prefix-SID attribute:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S



| TLV Type | TLV Length | RESERVED |
B T S i T s i i e e SEI S
| SRv6 Service Sub-TLVs /1
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Figure 1: SRv6 Service TLVs

TLV Type (1 octet):
This field is assigned a value fromIANA's "BGP Prefix-SID TLV
Types" subregistry. It is set to 5 for the SRv6 L3 Service TLW.
It is set to 6 for the SRv6 L2 Service TLV.

TLV Length (2 octets):
This field specifies the total length, in octets, of the TLV
Val ue.

RESERVED (1 octet):
This field is reserved; it MJIST be set to 0 by the sender and
i gnored by the receiver.

SRv6 Service Sub-TLVs (vari able):
This field contains SRv6 service-related information and is
encoded as an unordered list of Sub-TLVs whose format is described
bel ow.

A BGP speaker receiving a route containing the BGP Prefix-SID
attribute with one or nore SRv6 Service TLVs observes the follow ng
rul es when advertising the received route to other peers:

* |f the BGP next hop is unchanged during the advertisement, the
SRv6 Service TLVs, including any unrecogni zed Types of Sub-TLV and
Sub- Sub- TLV, SHOULD be propagated further. 1In addition, all
Reserved fields in the TLV, Sub-TLV, or Sub-Sub-TLV MJST be
propagat ed unchanged.

* |f the BGP next hop is changed, the TLVs, Sub-TLVs, and Sub- Sub-
TLVs SHOULD be updated with the locally allocated SRv6 SID
informati on. Any received Sub-TLVs and Sub-Sub-TLVs that are
unr ecogni zed MJST be renoved

SRv6 Service Sub-TLVs
The format of a single SRv6 Service Sub-TLV is depicted bel ow

0 1 2 3
012345678901234567890123456789¢01

T e L o o o e i i s it NN R SR S B S
| SRv6 Service | SRv6 Service | SRv6 Service //
| Sub-TLV | Sub- TLV | Sub-TLV /1
| Type | Lengt h | Val ue I

R e s T o T S R El ok i R e e S S e o o s
Fi gure 2: SRv6 Service Sub-TLVs

SRv6 Service Sub-TLV Type (1 octet):
This field identifies the type of SRv6 service information. It is
assigned a value fromIANA's "SRv6 Service Sub-TLV Types"
subregistry.

SRv6 Service Sub-TLV Length (2 octets):
This field specifies the total length, in octets, of the Sub-TLV
Val ue field.

SRv6 Service Sub-TLV Value (variable):
This field contains data specific to the Sub-TLV Type. In
addition to fixed-length data, it contains other properties of the



SRv6 service encoded as a set of SRv6 Service Data Sub- Sub-TLVs
whose format is described in Section 3.2 bel ow

3.1. SRv6 SID Information Sub-TLV

SRv6 Service Sub-TLV Type 1 is assigned for the SRv6 SID Information
Sub- TLV. This Sub-TLV contains a single SRv6 SID along with its
properties. |Its encoding is depicted bel ow

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| SRv6 Service | SRv6 Service | |
| Sub-TLV | Sub- TLV | |
| Type=1 | Length | RESERVED1L |
I S i o T s S S S e s s T
| SRv6 SID Value (16 octets) 11
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Svc SID Flags | SRv6 Endpoi nt Behavi or | RESERVED2 |
el i I e i it T e e e e i i T o S e e S e T R R
| SRv6 Service Data Sub-Sub-TLVs /1
I S i o T s S S S e s s T

Figure 3: SRv6 SID Informati on Sub-TLV

SRv6 Service Sub-TLV Type (1 octet):
This field is set to 1 to represent the SRv6 SID I nformati on Sub-
TLV.

SRv6 Service Sub-TLV Length (2 octets):
This field contains the total length, in octets, of the Val ue
field of the Sub-TLV.

RESERVEDL (1 octet):
This field MIST be set to 0 by the sender and ignhored by the
receiver.

SRv6 SID Value (16 octets):
This field encodes an SRv6 SID, as defined in [ RFC8986].

SRv6 Service SID Flags (1 octet):
This field encodes SRv6 Service SID Flags -- none are currently
defined. It MJST be set to O by the sender and any unknown fl ags
MUST be ignored by the receiver

SRv6 Endpoi nt Behavior (2 octets):
This field encodes the SRv6 Endpoi nt Behavi or codepoi nt val ue that
is associated with the SRv6 SID. The codepoints used are from
I ANA's "SRv6 Endpoi nt Behavi ors” subregi stry under the "Segnent
Routing" registry that was i ntroduced by [ RFC8986]. The opaque
SRv6 Endpoi nt Behavior (i.e., value OxFFFF) MAY be used when the
advertising router wishes to abstract the actual behavior of its
locally instantiated SRv6 Sl D

RESERVED2 (1 octet):
This field MIST be set to 0 by the sender and ignored by the
receiver.

SRv6 Service Data Sub-Sub-TLV Val ue (variabl e):
This field is used to advertise properties of the SRv6 SID. It is
encoded as a set of SRv6 Service Data Sub- Sub-TLVs.

The choi ce of SRv6 Endpoi nt Behavior of the SRv6 SIDis entirely up
to the originator of the advertisenent. While Sections 5 and 6 |i st
the SRv6 Endpoi nt Behaviors that are nornally expected to be used by
the specific route advertisenents, the reception of other SRv6



Endpoi nt Behaviors (e.g., new behaviors that may be introduced in the
future) is not considered an error. An unrecogni zed SRv6 Endpoi nt
Behavi or MJUST NOT be considered invalid by the receiver, except for
behavi ors that involve the use of argunents (refer to Section 3.2.1
for details on argunent validation). An inplenmentation MAY |log a
rate-limted warning when it receives an unexpected behavi or.

When nmultiple SRv6 SID Information Sub-TLVs are present, the ingress
PE SHOULD use the SRv6 SID fromthe first instance of the Sub-TLV.
An inplementati on MAY provide a local policy to override this

sel ecti on.

.2. SRv6 Service Data Sub-Sub-TLVs
The format of the SRv6 Service Data Sub-Sub-TLV is depicted bel ow
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Service Data | Sub-Sub-TLV Length | Sub-Sub TLV //
| Sub-Sub-TLV | | Val ue /1
| Type I I Il

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 4: SRv6 Service Data Sub- Sub-TLVs

SRv6 Service Data Sub-Sub-TLV Type (1 octet):
This field identifies the type of Sub-Sub-TLV. It is assigned a
value from I ANA's "SRv6 Service Data Sub-Sub-TLV Types"
subregi stry.

SRv6 Service Data Sub-Sub-TLV Length (2 octets):
This field specifies the total length, in octets, of the Sub-Sub-
TLV Val ue field.

SRv6 Service Data Sub-Sub-TLV Val ue (variable):
This field contains data specific to the Sub-Sub-TLV Type.

.2.1. SRv6 SID Structure Sub-Sub-TLV

SRv6 Service Data Sub-Sub-TLV Type 1 is assigned for the SRv6 SID
Structure Sub-Sub-TLV. The SRv6 SID Structure Sub-Sub-TLV is used to
advertise the |l engths of the individual parts of the SRv6 SID, as
defined in [ RFC8986]. The terns Locator Bl ock and Locator Node
correspond to the B and N parts, respectively, of the SRv6 Locator
that is defined in Section 3.1 of [RFC8986]. It is carried as Sub-
Sub-TLV in the SRv6 SID I nformation Sub- TLV.

0 1 2 3
01234567890123456789012345678901

Transposition |
O fset |
i ok ST S R TR

i i i T i I S i e s o o i i
| SRv6 Service | SRv6 Service | Locator Bl ock |
| Data Sub-Sub | Dat a Sub- Sub- TLV | Length |
| -TLV Type=1 | Lengt h | |
B i s T T i i o S o T Ji I
| Locator Node | Function | Argunent | Transposition |
| Length | Length | Length | Length |
I S i o T s S S S e s s T
I

I

Figure 5: SRv6 SID Structure Sub-Sub-TLV

SRv6 Service Data Sub-Sub-TLV Type (1 octet):
This field is set to 1 to represent the SRv6 SID Structure Sub-



Sub- TLV.

SRv6 Service Data Sub-Sub-TLV Length (2 octets):
This field contains a total length of 6 octets.

Locator Block Length (1 octet):
This field contains the length of the SRv6 SID Locator Block in
bits.

Locat or Node Length (1 octet):
This field contains the length of the SRv6 SID Locator Node in
bits.

Function Length (1 octet):
This field contains the length of the SRv6 SID Function in bits.

Argument Length (1 octet):
This field contains the length of the SRv6 SID Argunent in bits.

Transposition Length (1 octet):
This field is the size in bits for the part of the SID that has
been transposed (or shifted) into an MPLS Label field.

Transposition Offset (1 octet):
This field is the offset position in bits for the part of the SID
that has been transposed (or shifted) into an MPLS Label field.

Section 4 describes nechanisns for the signaling of the SRv6 Service
SID by transposing a variable part of the SRv6 SID val ue and carrying
this variable part in existing MPLS Label fields to achieve nore
efficient packing of those service prefix NLRIs in BGP update
messages. The SRv6 SID Structure Sub-Sub-TLV contai ns appropriate

Il ength fields when the SRv6 Service SIDis signaled in split parts to
enabl e the receiver to put together the SID accurately.

Transposition Ofset indicates the bit position, and Transposition
Length indicates the nunber of bits that are being taken out of the
SRv6 SID value and encoded in the MPLS Label field. The bits that
have been shifted out MJST be set to O in the SID val ue.

A Transposition Length of 0 indicates nothing is transposed and that
the entire SRv6 SID value is encoded in the SID Information Sub-TLV.
In this case, the Transposition Ofset MJIST be set to O.

The size of the MPLS Label field limts the bits transposed fromthe
SRv6 SID value into it. For exanple, the size of the MPLS Labe
field is 20 bits in [RFC4364] and [ RFC8277], and the size is 24 bits
in [ RFC7432].

As defined in [ RFC8986], the sum of the Locator Block Length (LBL),
Locator Node Length (LNL), Function Length (FL), and Argunent Length
(AL) fields MJST be less than or equal to 128 and greater than the
sum of Transposition O fset and Transposition Length.

As an exampl e, consider that the sumof the Locator Block and the
Locator Node parts is 64. For an SRv6 SID where the entire Function
part of size 16 bits is transposed, the transposition offset is set
to 64 and the transposition length is set to 16. Wile for an SRv6
SID for which the FL is 24 bits and only the |l ower order 20 bits are
transposed (e.g., due to the limt of the MPLS Label field size), the
transposition offset is set to 68 and the transposition length is set
to 20.

BGP speakers that do not support this specification nay misinterpret,
on the reception of an SRv6-based BGP service route update, the part
of the SRv6 SID encoded in an MPLS Label field(s) as MPLS | abe



val ues for MPLS-based services. |nplementations supporting this
specification MUST provide a nechanismto control the advertisenent
of SRv6-based BGP service routes on a per-nei ghbor and per-service
basis. The details of deploynment designs and inplenentation options
are outside the scope of this docunent.

Arguments may be generally applicable for SIDs of only specific SRv6
Endpoi nt Behaviors (e.g., End.DT2M; therefore, the AL MIUST be set to
0 for SIDs where the Argunent is not applicable. A receiver is
unable to validate the applicability of arguments for SRv6 Endpoi nt
Behavi ors that are unknown to it and hence MJST ignore SRv6 SIDs with
argunents (indicated by a non-zero AL) with unknown SRv6 Endpoi nt
Behaviors. For SIDs corresponding to an SRv6 Endpoi nt Behavi or that
is known, a receiver MJST validate that the consistency of the AL
with the specific SRv6 Endpoi nt Behavior definition

Encodi ng SRv6 SID I nfornation

The SRv6 Service SID(s) for a BGP service prefix is carried in the
SRv6 Services TLVs of the BGP Prefix-SID attribute.

For certain types of BGP Services, |like L3VPN where a per-VRF SID
allocation is used (i.e., End.DT4 or End. DT6 behaviors), the same SID
is shared across nultiple NLRI's, thus providing efficient packing.
However, for certain other types of BGP Services, |ike EVPN Virtua
Private Wre Service (VPWS) where a per-PWSID allocation is required
(i.e., End.DX2 behavior), each NLRI would have its own uni que Sl D
thereby resulting in inefficient packing.

To achi eve efficient packing, this docunment allows either 1) the
encodi ng of the SRv6 Service SID as a whole in the SRv6 Services TLVs
or 2) the encoding of only the common part of the SRv6 SID (e.qg.,
Locator) in the SRv6 Services TLVs and the encoding of the variable
(e.g., Function or Argunent parts) in the existing |abel fields
specific to that service encoding. This later formof encoding is
referred to as the Transposition Schenme, where the SRv6 SID Structure
Sub- Sub- TLV descri bes the sizes of the parts of the SRv6 SID and al so
i ndicates the offset of the variable part along with its length in
the SRv6 SID value. The use of the Transposition Schene is
RECOMMVENDED f or the specific service encodings that allowit, as
described further in Sections 5 and 6

As an example, for the EVPN VPWS service prefix described further in
Section 6.1.2, the Function part of the SRv6 SID is encoded in the
MPLS Label field of the NLRI, and the SID value in the SRv6 Services
TLV carries only the Locator part with the SRv6 SID Structure Sub-
Sub-TLV. The SRv6 SID Structure Sub-Sub-TLV defines the |engths of
Locator Bl ock, Locator Node, and Function parts (Arguments are not
appl i cable for the End. DX2 behavior). Transposition Ofset indicates
the bit position, and Transposition Length indicates the nunber of
bits that are being taken out of the SID and put into the |abe

field.

In yet another exanple, for the EVPN Ethernet Auto-Discovery (A-D)
per Ethernet Segnment (ES) route described further in Section 6.1.1,
only the Argunent of the SID needs to be signaled. This Argunent
part of the SRv6 SID MAY be transposed in the Ethernet Segnent
Identifier (ESI) Label field of the ESI Label extended community, and
the SID value in the SRv6 Services TLV is set to 0 along with the
inclusion of the SRv6 SID Structure Sub-Sub-TLV. The SRv6 SID
Structure Sub-Sub-TLV defines the | engths of Locator Bl ock, Locator
Node, Function, and Argunment parts. The offset and | ength of the
Argunent part SID value noved to the |abel field is set in
transposition offset and Il ength of the SID Structure TLV. The
receiving router is then able to put together the entire SRv6 Service
SID (e.g., for the End. DT2M behavi or), placing the | abel val ue



received in the ESI Label field of the Ethernet A-D per ES route into
the correct transposition offset and length in the SRv6 SID with the
End. DT2M behavi or received for an EVPN Route Type 3 val ue.

BGP- Based L3 Service over SRv6

BGP egress nodes (egress PEs) advertise a set of reachable prefixes.
St andard BGP updat e propagation schenmes [ RFC4271], which may nmake use
of route reflectors [RFC4456], are used to propagate these prefixes.
BGP i ngress nodes (ingress PES) receive these advertisenents and nay
add the prefix to the RIB in an appropriate VRF.

Egress PEs that support SRv6-based L3 services advertise overlay
service prefixes along with a Service SID enclosed in an SRv6 L3
Service TLV within the BG? Prefix-SID attribute. This TLV serves two
purposes -- first, it indicates that the egress PE supports SRv6
overlay, and the BGP ingress PE receiving this route MJST perform

I Pv6 encapsul ation and insert an SRH [ RFC8754] when required; second,
it indicates the value of the Service SIDto be used in the
encapsul ati on.

Thus, the Service SID signaled only has |ocal significance at the
egress PE, where it may be allocated or configured on a per-Customer-
Edge (CE) or per-VRF basis. 1In practice, the SID may encode a cross-
connect to a specific address famly table (End.DT) or next hop /
interface (End.DX), as defined in [ RFC8986].

The SRv6 Service SID SHOULD be routable (refer to Section 3.3 of

[ RFC8986]) within the Autononous System (AS) of the egress PE and
serves the dual purpose of providing reachability between ingress PE
and egress PE while al so encoding the SRv6 Endpoi nt Behavi or

When steering for SRv6 services is based on shortest path forwarding
(e.g., best effort or IGP Flexible Algorithm[IGP-FLEX-ALGO) to the
egress PE, the ingress PE encapsul ates the |1 Pv4 or |Pv6 custoner
packet in an outer |Pv6 header (using H Encaps or H. Encaps. Red
flavors specified in [ RFC8986]), where the destination address is the
SRv6 Service SID associated with the rel ated BGP route update.
Therefore, the ingress PE MJST performa resolvability check for the
SRv6 Service SID before considering the received prefix for the BGP
best path conputation. The resolvability is evaluated as per

[ RFC4271]. If the SRv6 SID is reachable via nore than one forwarding
table, local policy is used to determne which table to use. The
result of an SRv6 Service SID resolvability (e.g., when provided via
IGP Flexible Algorithn) can be ignored if the ingress PE has a | oca
policy that allows an alternate steering mechanismto reach the
egress PE. The details of such steering nmechani sns are outside the
scope of this docunent.

For service over SRv6 core, the egress PE sets the BGP next hop to
one of its IPv6 addresses. Such an address MAY be covered by the
SRv6 Locator fromwhich the SRv6 Service SIDis allocated. The BGP
next hop is used for tracking the reachability of the egress PE based
on existing BGP procedures.

When the BGP route received at an ingress PE is colored with a Col or
Ext ended Community and a valid SRv6 Policy is available, the steering
for service flows is perforned as described in Section 8 of

[ SEGVENT- ROUTI NG POLI CY] .  When the ingress PE determines (with the
help of the SRv6 SID Structure) that the Service SID belongs to the
same SRv6 Locator as the last SRv6 SID (of the egress PE) in the SR
Policy segnent list, it MAY exclude that |last SRv6 SI D when steering
the service flow. For exanple, the effective segnment list of the
SRv6 Policy associated with SID list <S1, S2, S3> would be <S1, S2,
S3- Servi ce- Sl D>.
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1. | Pv4 VPN over SRv6 Core

The MP_REACH NLRI over SRv6 core is encoded according to | Pv4 VPN
uni cast over |Pv6 core defined in [ RFC8950].

The | abel field of IPv4-VPN NLRI is encoded as specified in [ RFC38277]
with the 20-bit Label Value set to the whole or a portion of the
Function part of the SRv6 SID when the Transposition Schene of
encoding (Section 4) is used; otherwise, it is set to Inplicit NULL.
When using the Transposition Schene, the Transposition Length MJUST be
| ess than or equal to 20 and less than or equal to the FL

The SRv6 Service SID is encoded as part of the SRv6 L3 Service TLV.
The SRv6 Endpoi nt Behavi or SHOULD be one of these: End.DX4, End.DT4,
or End. DT46.

2. | Pv6 VPN over SRv6 Core

The MP_REACH NLRI over SRv6 core is encoded according to | Pv6 VPN
over | Pv6 core, as defined in [ RFC4659].

The | abel field of the IPv6-VPN NLRI is encoded as specified in

[ RFC8277] with the 20-bit Label Value set to the whole or a portion
of the Function part of the SRv6 SID when the Transposition Schene of
encoding (Section 4) is used; otherwise, it is set to Inplicit NULL.
When using the Transposition Schene, the Transposition Length MJST be
| ess than or equal to 20 and |l ess than or equal to the FL

The SRv6 Service SID is encoded as part of the SRv6 L3 Service TLV.
The SRv6 Endpoi nt Behavi or SHOULD be one of these: End.DX6, End.DT6,
or End. DT46.

3. dobal IPv4 over SRv6 Core

The MP_REACH NLRI over SRv6 core is encoded according to | Pv4 over
I Pv6 core, as defined in [ RFC8950].

SRv6 Service SID is encoded as part of the SRv6 L3 Service TLV. The
SRv6 Endpoi nt Behavi or SHOULD be one of these: End.DX4, End.DT4, or
End. DT46.

4. dobal 1Pv6 over SRv6 Core
The MP_REACH NLRI over SRv6 core is encoded according to [ RFC2545].

The SRv6 Service SID is encoded as part of the SRv6 L3 Service TLV.
The SRv6 Endpoi nt Behavi or SHOULD be one of these: End.DX6, End.DT6,
or End. DT46.

BGP- Based Et hernet VPN (EVPN) over SRv6

[ RFC7432] provides an extendabl e nmethod of building an EVPN overl ay.
It primarily focuses on MPLS-based EVPNs, and [ RFC8365] extends to

| P-based EVPN overl ays. [RFC7432] defines Route Types 1, 2, and 3,
whi ch carry prefixes and MPLS Label fields; the Label fields have a
specific use for MPLS encapsul ation of EVPN traffic. Route Type 5
carrying MPLS | abel information (and thus encapsul ation infornation)
for an EVPN is defined in [ RFC9136]. Route Types 6, 7, and 8 are
defined in [ RFC9251].

* Ethernet Auto-Discovery (A-D) route (Route Type 1)
* MAC/ I P Advertisenent route (Route Type 2)

* Inclusive Milticast Ethernet Tag route (Route Type 3)



* Ethernet Segment route (Route Type 4)

* |P Prefix route (Route Type 5)

* Selective Miulticast Ethernet Tag route (Route Type 6)
* Milticast Menmbership Report Synch route (Route Type 7)
* Milticast Leave Synch route (Route Type 8)

The specifications for other EVPN Route Types are outside the scope
of this docunent.

To support SRv6-based EVPN overlays, one or nore SRv6 Service SIDs
are advertised with Route Types 1, 2, 3, and 5. The SRv6 Service
SID(s) per Route Type is advertised in SRv6 L3/L2 Service TLVs within
the BGP Prefix-SID attribute. Signaling of the SRv6 Service Sl D(s)
serves two purposes -- first, it indicates that the BGP egress device
supports SRv6 overlay, and the BGP ingress device receiving this
route MJUST perform | Pv6 encapsul ation and insert an SRH [ RFC8754]
when required; second, it indicates the value of the Service Sl D(s)
to be used in the encapsul ation

The SRv6 Service SID SHOULD be routable (refer to Section 3.3 of

[ RFC8986]) within the AS of the egress PE and serves the dual purpose
of providing reachability between the ingress PE and egress PE while
al so encodi ng the SRv6 Endpoi nt Behavi or

When steering for SRv6 services is based on shortest path forwarding
(e.g., best effort or IGP Flexible Algorithm[IGP-FLEX-ALGJ ) to the
egress PE, the ingress PE encapsul ates the custoner Layer 2 Ethernet
packet in an outer |Pv6 header (using H Encaps.L2 or H Encaps.L2. Red
flavors specified in [ RFC8986]) where the destination address is the
SRv6 Service SID associated with the rel ated BGP route update.
Therefore, the ingress PE MIST performa resolvability check for the
SRv6 Service SID before considering the received prefix for the BGP
best path conputation. The resolvability is evaluated as per

[ RFC4271]. If the SRv6 SID is reachable via nore than one forwarding
table, local policy is used to determ ne which table to use. The
result of an SRv6 Service SID resolvability (e.g., when provided via
| GP Flexible Algorithm can be ignored if the ingress PE has a | oca
policy that allows an alternate steering nechanismto reach the
egress PE. The details of such steering nmechani snms are outside the
scope of this docunent.

For service over SRv6 core, the egress PE sets the BGP next hop to
one of its IPv6 addresses. Such an address MAY be covered by the
SRv6 Locator from which the SRv6 Service SIDis allocated. The BGP
next hop is used for tracking the reachability of the egress PE based
on existing BGP procedures.

When the BGP route received at an ingress PE is colored with a Col or
Ext ended Community and a valid SRv6 Policy is available, the steering
for service flows is perforned as described in Section 8 of

[ SEGVENT- ROUTI NG POLI CY]. When the ingress PE determines (with the
hel p of the SRv6 SID Structure) that the Service SID belongs to the
same SRv6 Locator as the last SRv6 SID (of the egress PE) in the SR
Policy segnent list, it MAY exclude that |last SRv6 SI D when steering
the service flow For exanple, the effective segment list of the
SRv6 Policy associated with SID list <S1, S2, S3> would be <S1, S2,
S3- Servi ce- Sl D>.

6.1. FEthernet Auto-Discovery Route over SRv6 Core

Et hernet A-D routes are Route Type 1, as defined in [ RFC7432], and
may be used to achieve split-horizon filtering, fast convergence, and



aliasing. EVPN Route Type 1 is also used in EVPN-VPW5 as well as in
EVPN-f | exi bl e cross-connect, nmainly to advertise point-to-point
service | Ds.

As a remnder, EVPN Route Type 1 is encoded as foll ows:

T +
| RD (8 octets) |
. +
| Ethernet Segnent ldentifier (10 octets)]|
R Y +
| Ethernet Tag ID (4 octets) |
T +
| MPLS | abel (3 octets) |
. +

Figure 6: EVPN Route Type 1
.1.1. Ethernet A-D per ES Route

Et hernet A-D per ES route NLRI encodi ng over SRv6 core is as per
[ RFC7432] .

The 24-bit ESI Label field of the ESI Label extended comunity
carries the whole or a portion of the Argunment part of the SRv6 SID
when the ESI filtering approach is used along with the Transposition
Schene of encoding (Section 4); otherwise, it is set to Inplicit NULL
in the higher-order 20 bits (i.e., as 0x000030). |In either case, the
value is set in the 24 bits. Wen using the Transposition Schene,
the Transposition Length MJST be |l ess than or equal to 24 and |ess
than or equal to the AL.

A Service SID enclosed in an SRv6 L2 Service TLV within the BGP
Prefix-SID attribute is advertised along with the A-D route. The
SRv6 Endpoi nt Behavi or SHOULD be End. DT2M  When the ESI filtering
approach is used, the Service SIDis used to signal the Arg. FE2 SID
Argument for applicabl e End. DT2M behavi or [ RFC8986]. Wen the | ocal -
bi as approach [ RFC8365] is used, the Service SID MAY be of val ue 0.

.1.2. Ethernet A-D per EVI Route

Et hernet A-D per EVPN Instance (EVI) route NLRI encodi ng over SRv6
core is simlar to what is described in [ RFC7432] and [RFC8214] with
the foll owi ng change:

MPLS Label :

The 24-bit field carries the whole or a portion of the Function
part of the SRv6 SID when the Transposition Scheme of encoding
(Section 4) is used; otherwise, it is set to Inplicit NULL in the
hi gher-order 20 bits (i.e., as 0x000030). In either case, the
value is set in the 24 bits. Wen using the Transposition Schene,
the Transposition Length MJST be |l ess than or equal to 24 and |ess
than or equal to the FL.

A Service SID enclosed in an SRv6 L2 Service TLV within the BGP
Prefix-SID attribute is advertised along with the A-D route. The
SRv6 Endpoi nt Behavi or SHOULD be one of these: End. DX2, End.DX2V, or
End. DT2U.

.2. MAC/I P Advertisenent Route over SRv6 Core
EVPN Route Type 2 is used to advertise unicast traffic Media Access
Control (MAC) + I P address reachability through MP-BGP to all other
PEs in a given EVPN instance.

As a rem nder, EVPN Route Type 2 is encoded as foll ows:



" Ehermet Seament ldentiiier (10 octets)]
" Ehernet Tag 1D (4 eetety T )
TG Aadress Lenath (1 esteny T )
TG Aadress (6 oetets) T )
1 hadess Lenath (1 esten) T )
TR Miaress (0, 4 or 16 osterey )
"TVPLS Label 1 (5 oetets) T )
"TPLS Labei 2 (0 or 3 eeteiy T )
oo e e e e e e e e e e e oo oo +

Figure 7: EVPN Route Type 2

NLRI encodi ng over SRv6 core is simlar to what is described in
[ RFC7432] with the follow ng changes:

MPLS Label 1:
This is associated with the SRv6 L2 Service TLV. This 24-bit
field carries the whole or a portion of the Function part of the
SRv6 SI D when the Transposition Schenme of encoding (Section 4) is
used; otherwise, it is set to Inplicit NULL in the higher-order 20
bits (i.e., as 0x000030). |In either case, the value is set in the
24 bits. Wen using the Transposition Schene, the Transposition
Length MJUST be |l ess than or equal to 24 and | ess than or equal to
the FL.

MPLS Label 2:
This is associated with the SRv6 L3 Service TLV. This 24-bit
field carries the whole or a portion of the Function part of the
SRv6 SI D when the Transposition Schenme of encoding (Section 4) is
used; otherwise, it is set to Inplicit NULL in the higher-order 20
bits (i.e., as 0x000030). In either case, the value is set in the
24 bits. Wen using the Transposition Scheme, the Transposition
Length MJUST be |l ess than or equal to 24 and |less than or equal to
the FL.

Service SIDs enclosed in the SRv6 L2 Service TLV and optionally in
the SRv6 L3 Service TLV within the BGP Prefix-SID attribute are
advertised along with the MAC/I P Adverti senment route.

Descri bed below are different types of Route Type 2 advertisenents.
6.2.1. MAC/ I P Advertisenment Route with MAC Only

MPLS Label 1:
This is associated with the SRv6 L2 Service TLV. This 24-bit
field carries the whole or a portion of the Function part of the
SRv6 SI D when the Transposition Schenme of encoding (Section 4) is
used; otherwise, it is set to Inplicit NULL in the higher-order 20
bits (i.e., as 0x000030). In either case, the value is set in the
24 bits. Wen using the Transposition Scheme, the Transposition
Length MJUST be |l ess than or equal to 24 and |less than or equal to
the FL.

A Service SID enclosed in an SRv6 L2 Service TLV within the BGP
Prefix-SID attribute is advertised along with the route. The SRv6



Endpoi nt Behavi or SHOULD be one of these: End.DX2 or End. DT2U
6.2.2. MAC/IP Advertisenment Route with MACH P

MPLS Label 1:
This is associated with the SRv6 L2 Service TLV. This 24-bit
field carries the whole or a portion of the Function part of the
SRv6 SI D when the Transposition Schenme of encoding (Section 4) is
used; otherwise, it is set to Inplicit NULL in the higher-order 20
bits (i.e., as 0x000030). In either case, the value is set in the
24 bits. Wen using the Transposition Scheme, the Transposition
Length MJUST be |l ess than or equal to 24 and |l ess than or equal to
the FL.

MPLS Label 2:
This is associated with the SRv6 L3 Service TLV. This 24-bit
field carries the whole or a portion of the Function part of the
SRv6 SI D when the Transposition Schenme of encoding (Section 4) is
used; otherwise, it is set to Inplicit NULL in the higher-order 20
bits (i.e., as 0x000030). |In either case, the value is set in the
24 bits. Wen using the Transposition Schene, the Transposition
Length MJUST be |l ess than or equal to 24 and | ess than or equal to
the FL.

An L2 Service SID enclosed in an SRv6 L2 Service TLV within the BGP
Prefix-SID attribute is advertised along with the route. In
addition, an L3 Service SID enclosed in an SRv6 L3 Service TLV within
the BGP Prefix-SID attribute MAY al so be advertised along with the
route. The SRv6 Endpoi nt Behavi or SHOULD be one of these: for the L2
Service SID, End.DX2 or End. DT2U and for the L3 Service SID,

End. DT46, End. DT4, End.DT6, End. DX4, or End. DX6.

6.3. Inclusive Milticast Ethernet Tag Route over SRv6 Core

EVPN Route Type 3 is used to advertise nulticast traffic reachability
i nformati on through MP-BGP to all other PEs in a given EVPN instance.

As a rem nder, EVPN Route Type 3 is encoded as foll ows:

o m e e e e e e e e e e e e aao o +
| RD (8 octets) |
e +
| Ethernet Tag ID (4 octets) |
o m e e e e e e e e e e e oo oo +
| 1P Address Length (1 octet) |
o m e e e e e e e e e e e e aao o +

| Oiginating Router’s |IP Address |
| (4 or 16 octets) |

Figure 8: EVPN Route Type 3

NLRI encodi ng over SRv6 core is simlar to what is described in
[ RFC7432] .

The P-Multicast Service Interface (PMSI) Tunnel Attribute [RFC6514]
is used to identify the Provider tunnel (P-tunnel) used for sending
Br oadcast, Unknown Unicast, or Miulticast (BUM traffic. The fornmat
of the PMSI Tunnel Attribute is encoded as foll ows over SRv6 core:

o e m e e e e e e e e e e e e e e me e +
| Flag (1 octet) |
e e emmmmeaaaa-- +
|  Tunnel Type (1 octet) |
o e e e mmmmeeaaann +

| MPLS Iabel (3 octets) |



| Tunnel ldentifier (variable)

Figure 9: PMSI Tunnel Attribute

Fl ag:

This field has a value of 0, as defined per [RFC7432].

Tunnel Type:

This field is defined per [RFC6514].

MPLS | abel :

This 24-bit field carries the whole or a portion of the Function
part of the SRv6 SID when ingress replication is used and the
Transpositi on Schene of encoding (Section 4) is used; otherw se,
it is set as defined in [RFC6514]. When using the Transposition
Schene, the Transposition Length MJUST be | ess than or equal to 24
and | ess than or equal to the FL.

Tunnel ldentifier:

This field is the | P address of egress PE

A Service SID enclosed in an SRv6 L2 Service TLV within the BGP
Prefix-SID attribute is advertised along with the route. The SRv6
Endpoi nt Behavi or SHOULD be End. DT2M

*

When ESI -based filtering is used for nultihom ng or Ethernet Tree
(E-Tree) procedures, the ESI Filtering Argunent (the Arg. FE2
notation introduced in [RFC8986]) of the Service SID carried al ong
with EVPN Route Type 1 SHOULD be nerged with the applicable

End. DT2M SI D of Route Type 3 advertised by the renote PE by doing
a bitwi se |l ogical-OR operation to create a single SID on the
ingress PE. Details of split-horizon, ESI-based filtering
mechani sms for nultihoming are described in [RFC7432]. Details of
filtering mechanisnms for Leaf-originated BUMtraffic in EVPN

E- Tree services are provided in [ RFC8317].

When "l ocal -bias" is used as the nmultihom ng split-horizon nethod,
the ESI Filtering Argunment SHOULD NOT be nerged with the
correspondi ng End. DT2M SID on the ingress PE. Details of the

| ocal - bi as procedures are described in [ RFC8365].

Usage of multicast trees as P-tunnels is outside the scope of this
docunent .

6. 4.

Et hernet Segrment Route over SRv6 Core

As a rem nder, an Ethernet Segment route (i.e., EVPN Route Type 4) is
encoded as foll ows:

o m e e e e e e e e e e e e aao o +
| RD (8 octets) |
e +
| Ethernet Tag ID (4 octets) |
o m e e e e e e e e e e e oo oo +
| 1P Address Length (1 octet) |
o m e e e e e e e e e e e e aao o +

Oiginating Router’'s | P Address |
| (4 or 16 octets) |

Fi gure 10: EVPN Route Type 4

NLRI encodi ng over SRv6 core is simlar to what is described in
[ RFC7432] .



SRv6 Service TLVs within the BGP Prefix-SID attribute are not
advertised along with this route. The processing of the route has
not changed -- it remains as described in [ RFC7432].

.5. IP Prefix Route over SRv6 Core

EVPN Route Type 5 is used to advertise | P address reachability
through MP-BGP to all other PEs in a given EVPN instance. The IP
address may include a host I P prefix or any specific subnet.

As a rem nder, EVPN Route Type 5 is encoded as foll ows:

T +
| RD (8 octets) |
o m e e e e e e e e e e e e e e e e eeoe—o - +
| Ethernet Segnent ldentifier (10 octets)]|
o e e e e e e e e e e e e e e e e e e e e memao o +
| Ethernet Tag ID (4 octets) |
T +
| 1P Prefix Length (1 octet) |
o m e e e e e e e e e e e e e e e e eeoe—o - +
| 1P Prefix (4 or 16 octets) |
o e e e e e e e e e e e e e e e e e e e e memao o +
| GWIP Address (4 or 16 octets) |
T +
| MPLS Label (3 octets) |
o m e e e e e e e e e e e e e e e e eeoe—o - +

Figure 11: EVPN Route Type 5

NLRI encodi ng over SRv6 core is simlar to what is described in
[ RFC9136] with the foll owi ng change:

MPLS Label
This 24-bit field carries the whole or a portion of the Function
part of the SRv6 SID when the Transposition Scheme of encoding
(Section 4) is used; otherwise, it is set to Inplicit NULL in the
hi gher-order 20 bits (i.e., as 0x000030). |In either case, the
value is set in the 24 bits. Wen using the Transposition Schene,
the Transposition Length MJST be |l ess than or equal to 24 and |ess
than or equal to the FL.

The SRv6 Service SID is encoded as part of the SRv6 L3 Service TLV.
The SRv6 Endpoi nt Behavi or SHOULD be one of these: End.DT4, End.DT6,
End. DT46, End. DX4, or End. DX6.
.6. EVPN Multicast Routes (Route Types 6, 7, and 8) over SRv6 Core
These routes do not require the advertisenment of SRv6 Service TLVs
along with them Simlar to EVPN Route Type 4, the BGP next hop is
equal to the | Pv6 address of egress PE.

Error Handl i ng

In case of any errors encountered while processing SRv6 Service TLVs,
the details of the error SHOULD be | ogged for further analysis.

If multiple instances of the SRv6 L3 Service TLV are encountered, all
but the first instance MJST be i gnored.

If multiple instances of the SRv6 L2 Service TLV are encountered, al
but the first instance MJST be ignored.

An SRv6 Service TLV is considered mal forned in the foll owi ng cases:



8.

8.

* The TLV Length is less than 1.

* The TLV Length is inconsistent with the Iength of the BGP Prefix-
SID attribute.

* At | east one of the constituent Sub-TLVs is mal f or med.

An SRv6 Service Sub-TLV is considered nmalfornmed in the follow ng
case:

* The Sub-TLV Length is inconsistent with the length of the
encl osing SRv6 Service TLV.

An SRv6 SID Information Sub-TLV is considered malformed in the
fol |l owi ng cases:

* The Sub-TLV Length is less than 21.

* The Sub-TLV Length is inconsistent with the length of the
encl osing SRv6 Service TLV.

* At |east one of the constituent Sub-Sub-TLVs is malforned.

An SRv6 Service Data Sub-Sub-TLV is considered malformed in the
foll owi ng case

* The Sub-Sub-TLV Length is inconsistent with the I ength of the
encl osi ng SRv6 service Sub-TLV.

Any TLV, Sub-TLV, or Sub-Sub-TLV is not considered mal formed because
its Type is unrecogni zed.

Any TLV, Sub-TLV, or Sub-Sub-TLV is not considered mal fornmed because
of failing any semantic validation of its Value field.

The SRv6 overlay service requires the Service SID for forwarding.

The treat-as-w thdraw action [ RFC7606] MJST be perforned when at

| east one mal formed SRv6 Service TLV is present in the BGP Prefix-SID
attribute.

The SRv6 SID value in the SRv6 SID Information Sub-TLV is invalid
when the SID Structure Sub-Sub-TLV transposition length is greater
than the nunber of bits of the label field or if any of the
conditions for the fields of the Sub-Sub-TLV, as specified in
Section 3.2.1, is not net. The transposition offset and | ength MJST
be 0 when the Sub-Sub-TLV is advertised along with routes where the
Transposition Scherme is not applicable (e.g., for global |Pv6 service
[ RFC2545] where there is no label field). The path having any such
Prefix-SID attribute without any valid SRv6 SID informati on MJST be
considered ineligible during the selection of the best path for the
correspondi ng prefix.

I ANA Consi derations
1. BGP Prefix-SID TLV Types Registry
Thi s docunent introduces two new TLV Types of the BGP Prefix-SID

attribute. |ANA has assigned Type values in the "BG Prefix-SID TLV
Types" subregistry as foll ows:

[ el oot el
| Value | Type | Reference

=4 - ——————————{———————————+
| 4 | Deprecated | RFC 9252 |
+----- - I I R I +

| 5 | SRv6 L3 Service TLV | RFC 9252 |



Tabl e 1: BGP Prefix-SID TLV Types
Subregistry

Val ue 4 previously corresponded to the SRv6-VPN SID TLV, which was
specified in earlier draft versions of this docunent and used by
early inmplenentations of this specification. It was deprecated and
replaced by the SRv6 L3 Service and SRv6 L2 Service TLVs.

8.2. SRv6 Service Sub-TLV Types Registry

| ANA has created and now nmai ntains a new subregistry called "SRv6
Servi ce Sub-TLV Types" under the "Border Gateway Protocol (BGP)
Par anmet ers" registry. The registration procedures, per [RFC8126],
for this subregistry are according to Table 2.

Sty sy
| Range | Registration Procedures |
B e oo s s =)
| 1-127 | 1ETF Review |
I I T +
| 128-254 | First Cone First Served |
+---- - - - T i I S +
| 255 | I ETF Review |
R I i T +

Table 2: SRv6 Service Sub-TLV
Types Subregistry Registration
Pr ocedur es

I ANA has popul ated this subregistry as follows. Note that the SRv6
SID Information Sub-TLV is defined in this docunent:

B oot sy ety
| Value | Type | Reference |
=4 - ———————————+t———————————+
| O | Reserved | RFC 9252 |
+----- - R T I I A N I +
| 1 | SRv6 SID Information Sub-TLV | RFC 9252 |
+------- T I F--- - - - +
| 255 | Reserved | RFC 9252 |
+------- I T T I I +

Table 3: SRv6 Service Sub-TLV Types Subregistry
Initial Contents

8.3. SRv6 Service Data Sub-Sub-TLV Types Registry

| ANA has created and now nmai ntains a new subregistry called "SRv6
Servi ce Data Sub-Sub-TLV Types" under the "Border Gateway Protocol
(BGP) Paraneters" registry. The registration procedures for this
subregi stry are according to Table 4.

[ ety el o
| Range | Registration Procedure |
b oo s s )
| 1-127 | I ETF Review |
F---- - - - B T I I +
| 128-254 | First Cone First Served |
L I T T +
| 255 | 1ETF Review |



Table 4: SRv6 Service Data Sub-
Sub- TLV Types Subregistry
Regi stration Procedures

The foll owi ng Sub-Sub-TLV Type is defined in this docunent:

B et s sty et
| Value | Type | Reference
F =4 - ——————————{———————————+
| O | Reserved | RFC 9252
+----- - B T I I I N ] I +
| 1 | SRv6 SID Structure Sub-Sub-TLV | RFC 9252
+------- B i i F--- - - - +
| 255 | Reserved | RFC 9252
+------- B T I I I I I +

Table 5: SRv6 Service Data Sub-Sub-TLV Types
Subregistry Initial Contents

8.4. BGP SRv6 Service SID Flags Registry

| ANA has created and now nai ntains a new subregistry called "BG SRv6
Service SID Fl ags" under the "Border Gateway Protocol (BGP)

Par amet ers" registry. The registration procedure for this
subregistry is IETF Review, and all 8-bit positions of the flags are
currently unassi gned.

8.5. SAFlI Values Registry

| ANA has added this document as a reference for value 128 ("MPLS-
| abel ed VPN address”) in the "SAFl Val ues" subregistry under the
"Subsequent Address Fanmily Identifiers (SAFI) Paraneters" registry.

9. Security Considerations

Thi s docunent specifies extensions to the BGP protocol for the
signaling of services for SRv6. These specifications |everage

exi sting BGP protocol nechanisns for the signaling of various types
of services. It also builds upon existing elements of the SR
architecture (nore specifically, SRv6). As such, this section

| argely provides pointers (as a remnder) to the security

consi derations of those existing specifications while also covering
certain, newer security aspects for the specifications newy

i ntroduced by this docunent.

9.1. Considerations Related to BGP Sessions

Techni ques related to authentication of BGP sessions for securing
messages between BGP peers, as discussed in the BGP specification

[ RFC4271] and in the security analysis for BGP [ RFC4272], apply. The
di scussi on of the use of the TCP Authentication Option to protect BGP
sessions is found in [ RFC5925], while [RFC6952] includes an anal ysis
of BGP keying and authentication issues. This document does not

i ntroduce any additional BGP session security considerations.

9.2. Considerations Related to BGP Services

Thi s docunent does not introduce new services or BGP NLRI types but
extends the signaling of existing ones for SRv6. Therefore, the
security considerations for the respective BGP services, such as BGP
| Pv4 over |Pv6 NH [ RFC8950], BGP | Pv6 L3VPN [ RFC4659], BGP | Pv6

[ RFC2545], BGP EVPN [ RFC7432], and | P EVPN [ RFC9136], apply as

di scussed in their respective docunents. [RFC8669] discusses
mechani sms to prevent the | eaking of the BGP Prefix-SID attri bute,
whi ch carries SR information, outside the SR domain
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As a rem nder, several of the BGP services (i.e., the AFI/SAFI used
for their signaling) were initially introduced for one encapsul ation
mechani sm and | ater extended for others, e.g., EVPN MPLS [ RFC7432]
was extended for Virtual eXtensible Local Area Network (VXLAN)
encapsul ati on and Network Virtualization Using Generic Routing
Encapsul ati on (NVGRE) [RFC8365]. [RFC9012] enabl es the use of
various | P encapsul ati on mechani snms along with different BGP SAFIs
for their respective services. The existing filtering nechanisns for
preventing the | eak of the encapsulation information (carried in BGP
attributes) and preventing the advertisenent of prefixes fromthe
provider’s internal address space (especially the SRv6 Bl ock, as

di scussed in [RFC8986]) to external peers (or into the Internet) also
apply in the case of SRv6.

Specific to SRv6, a misconfiguration or error in the BG filtering
mechani sms nentioned above may result in exposing information, such
as SRv6 Service SIDs to external peers or other unauthorized
entities. However, an attenpt to exploit this information or to
raise an attack by injecting packets into the network (e.g., customer
networks in case of VPN services) is mtigated by the existing SRv6
data plane security mechani sns, as described in the next section

Consi derations Related to SR over |Pv6 Data Pl ane

This section provides a brief rem nder and an overvi ew of the
security considerations related to SRv6 with pointers to existing
specifications. This docunent introduces no new security
considerations of its own fromthe SRv6 data plane perspective.

SRv6 operates within a trusted SR domain. The data packets
corresponding to service flows between PE routers are encapsul ated
(using SRv6 SIDs advertised via BG) and carried within this trusted
SR domain (e.g., within a single AS or between nmultiple ASes within a
singl e provider network).

The security considerations of the SR architecture are covered by

[ RFC8402]. Mbore detailed security considerations, specifically of
SRv6 and SRH, are covered by [RFC8754] as they relate to SR Attacks
(Section 7.1), Service Theft (Section 7.2), and Topol ogy Di scl osure
(Section 7.3). As such, an operator deploying SRv6 MIST foll ow the
consi derations described in Section 7 of [RFC8754] to inplenment the
infrastructure Access Control Lists (ACLs) and the recommendati ons
described in BCP 38 [ RFC2827] and BCP 84 [ RFC3704].

The SRv6 depl oynment and SID al |l ocation guidelines, as described in

[ RFC8986], simplify the deploynment of the ACL filters (e.g., a single
ACL corresponding to the SRv6 Bl ock applied to the externa

interfaces on border nodes is sufficient to block packets destined to
any SRv6 SID in the domain from external/unauthorized networks).
Wiile there is an assumed trust nodel w thin an SR domain, such that
any node sending a packet to an SRv6 SID is assuned to be allowed to
do so, there is also the option of using an SRH Hashed Message

Aut henti cati on Code (HMAC) TLV [ RFC8754], as described in [ RFC8986],
for validation.

The SRv6 Endpoi nt Behaviors inplenmenting the services signaled in
this docunment are defined in [ RFC8986]; hence, the security

consi derations of that docunent apply. These considerations are
i ndependent of the protocol used for service deploynent, i.e.,

i ndependent of BGP signaling of SRv6 services.

These considerations help protect transit traffic as well as
services, such as VPNs, to avoid service theft or injection of
traffic into customer VPNs.
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