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I nt roducti on

In data center (DC) applications, a point of delivery (POD) can
consist of a collection of servers supported by several top-of-rack
(ToR) and spine switches. This collection of servers and switches
are sel f-contained and may have their own control protocol for intra-
POD conmuni cation and orchestration. However, EVPN is used as a
standard way of inter-POD communication for both intra-DC and inter-
DC. A subnet can span across multiple PODs and DCs. EVPN provides a
robust nulti-tenant solution with extensive nultihom ng capabilities
to stretch a subnet (VLAN) across nultiple PODs and DCs. There can
be many hosts (several hundreds) attached to a subnet that is
stretched across several PODs and DCs.

These hosts express their interests in nmulticast groups on a given
subnet/VLAN by sending | GW/ ML.D Menbership Reports for their
interested multicast group(s). Furthernore, an | GW/ M.D router
periodically sends Menbership Queries to find out if there are hosts
on that subnet that are still interested in receiving multicast
traffic for that group. The | GW/ M.D Proxy solution described in



this document acconplishes three objectives:

1. Reduce flooding of | GwW/ M.D nessages: Just |ike the ARP/ Nei ghbor
Di scovery (ND) suppression mechanismin EVPN to reduce the
fl oodi ng of ARP nessages over EVPN, it is also desired to have a
mechani smto reduce the flooding of | GW/ M.D nmessages (both
Queries and Menbership Reports) in EVPN

2. Distributed anycast multicast proxy: It is desirable for the EVPN
network to act as a distributed anycast multicast router with
respect to | GW/ MLD Proxy function for all the hosts attached to
t hat subnet.

3. Selective multicast: This describes forwarding nulticast traffic
over the EVPN network such that it only gets forwarded to the PEs
that have interests in the nulticast group(s). This docunent
shows how this objective may be achi eved when ingress replication
is used to distribute the nmulticast traffic anmong the PEs.
Procedures for supporting selective nulticast using Point-to-

Mul tipoint (P2MP) tunnels can be found in [ EVPN- BUM .

The first two objectives are achieved by using the | GW/ M.D Proxy on
the PE. The third objective is achieved by setting up a multicast
tunnel anong only the PEs that have interest in the multicast
group(s) based on the trigger fromI| Gw/ M.D Proxy processes. The
proposed sol utions for each of these objectives are discussed in the
foll owi ng secti ons.

Speci fication of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy
AC. Attachnent Circuit

Al'l - Active Redundancy Mdde: VWhen all PEs attached to an Ethernet
segrment are allowed to forward known unicast traffic to/fromthat
Et hernet segnment for a given VLAN, then the Ethernet segnment is
defined to be operating in All-Active redundancy node.

BD: Broadcast Domain. As per [RFC7432], an EVPN instance (EVI)
consists of a single BD or nultiple BDs. |In case of a VLAN bundle
and a VLAN aware bundl e service nodel, an EVI contains multiple
BDs. Also, in this docunment, BD and subnet are equival ent terns.

DC. Data Center
ES: Ethernet segment. This is when a custoner site (device or
network) is connected to one or nore PEs via a set of Ethernet

i nks.

ESI: Ethernet Segnent Identifier. This is a unique non-zero
identifier that identifies an Ethernet segnent.

Et hernet Tag: It identifies a particular broadcast domain, e.g., a
VLAN. An EVPN i nstance consists of one or nore broadcast donai ns.

EVI: EVPN Instance. This spans the Provider Edge (PE) devices
participating in that EVPN

EVPN: Et hernet Virtual Private Network



| GW: Internet G oup Managenent Protocol
IR Ingress Replication
M.D: Multicast Listener Discovery

OF CQutgoing Interface for nulticast. It can be a physical
interface, virtual interface, or tunnel.

PE:  Provi der Edge
PCD: Point of Delivery

S-PMSI: Selective P-Multicast Service Interface. This is a
conceptual interface for a PE to send custoner nulticast traffic
to sone of the PEs in the same VPN

Si ngl e- Acti ve Redundancy Mbde: When only a single PE, anong all the
PEs attached to an Ethernet segnent, is allowed to forward traffic
to/fromthat Ethernet segnent for a given VLAN, then the Ethernet
segnment is defined to be operating in Single-Active redundancy
node.

SMET: Sel ective Milticast Ethernet Tag
ToR.  Top of Rack

Thi s docunent al so assunmes familiarity with the terninol ogy of

[ RFC7432], [RFC3376], and [ RFC2236]. When this docunent uses the
term "1 GVWP Menbership Report”, the text equally applies to the M.D
Menbership Report. Simlarly, text for 1GWv2 applies to M.Dvl, and
text for 1GWv3 applies to M.Dv2. |1 QGW/ M.D version encoding in the
BGP update is stated in Section 9.

It is inportant to note that when there is text considering whether a
PE i ndi cates support for | GW proxying, the correspondi ng behavi or
has a natural analog for indicating support for MD proxying, and the
anal ogous requirenents apply as well.

| GW/ MLD Pr oxy

The 1 GWP Proxy mechanismis used to reduce the flooding of |GW
messages over an EVPN network, simlar to the ARP proxy used in
reduci ng the flooding of ARP nessages over EVPN. It also provides a
triggering mechanismfor the PEs to set up their underlay multicast
tunnels. The |1 GW Proxy nechani sm consists of two conponents:

1. Proxy for |1GW Menbership Reports
2. Proxy for |IGW Menbership Queries

The goal of 1 GWP and MLD proxying is to make the EVPN behave

seam essly for the tenant systems with respect to multicast
operations while using a nore efficient delivery systemfor signaling
and delivery across the VPN. Accordingly, group state nust be
tracked synchronously anong the PEs serving the VPN, with join and

| eave events propagated to the peer PEs and each PE tracking the
state of each of its peer PEs with respect to whether there are

|l ocally attached group nenbers (and in sone cases, senders), what
version(s) of 1GW/ M.D are in use for those locally attached group
menbers, etc. In order to performthis translation, each PE acts as
an |GWP router for the locally attached dormai n, nmaintains the
requisite state on locally attached nodes, sends periodic Menbership
Queries, etc. The role of EVPN Sel ective Milticast Ethernet Tag
(SVET) route propagation is to ensure that each PE's local state is



propagated to the other PEs so that they share a consistent view of
the overall |1 GW Menbershi p Request and Leave Group state. It is
inmportant to note that the need to keep such |local state can be
triggered by either local IGW traffic or BGP EVPN signaling. In
nost cases, a local 1GW event will need to be signal ed over EVPN
though state initiated by received EVPN traffic will not al ways need
to be relayed to the locally attached domain.

.1. Proxy Reporting

When | GW i s used between hosts and their first hop EVPN router (EVPN
PE), proxy reporting is used by the EVPN PE to summari ze (when
possi bl e) reports received from downstream hosts and propagate them
in BGP to other PEs that are interested in the information. This is
done by terminating the | GW Menbership Reports in the first hop PE
and transl ati ng and exchanging the rel evant informati on anong EVPN
BGP speakers. The information is again translated back to an | GW
message at the recipient EVPN speaker. Thus, it helps create an | GW
overlay subnet using BG. In order to facilitate such an overl ay,
this docunment al so defines a new EVPN route type Network Layer
Reachability Information (NLRI) and the EVPN SMET route, along with
its procedures to hel p exchange and register | GW multicast groups;
see Section 9.

.1.1. 1 GwW/ M.D Menbership Report Advertisenment in BGP

When a PE wants to advertise an | GW Menbership Report using the BGP
EVPN route, it follows the proceeding rules (BGP encoding is stated
in Section 9). The first four rules are applicable to the originator
PE, and the last three rules are applicable to renote PE processing
SMET routes:

Processing at the BGP route originator:

1. When the first hop PE receives | GW Menbership Reports bel ongi ng
to the same 1 GW version fromdifferent attached hosts for the
same (*,Q or (S, G, it SHOULD send a single BGP nessage
corresponding to the very first | GW Menbershi p Request (BGP
update as soon as possible) for that (*, G or (S,G. This is
because BGP is a stateful protocol, and no further transm ssion
of the sane report is needed. |f the | GW Menbership Request is
for (*, @, then the Milticast G oup Address MIST be sent al ong

with the corresponding version flag (v2 or v3) set. 1In case of
| GWv3, the exclude flag MUST al so be set to indicate that no
source | P address nust be excluded (include all sources "*"). |If

the 1 GwW Menbership Report is for (S, G, then besides setting the
Mul ticast G oup Address along with the v3 flag, the source IP
address and the Include/Exclude (1E) flag MJST be set. It should
be noted that, when advertising the EVPN route for (S, G, the
only valid version flag is v3 (v2 flags MJST be set to 0).

2. Wen the first hop PE receives an | GWv3 Menbership Report for
(S,G on a given BD, it MJST advertise the correspondi ng EVPN
SMET route, regardl ess of whether the source (S) is attached to
itself or not, in order to facilitate the source nove in the
future.

3. Wien the first hop PE receives an | GW version-X Menbership
Report first for (*, G and then later receives an | GW version-Y
Menber ship Report for the same (*, G, then it MJIST re-advertise
the sanme EVPN SMET route with the flag for version-Y set in
addition to any previously set version flag(s). |n other words,
the first hop PE MJUST NOT withdraw the EVPN route before sending
the new route because the Flags field is not part of BGP route
key processing.



4.

VWhen the first hop PE receives an | GW version- X Menbership
Report first for (*,QG and then | ater receives an | GWv3
Menbership Report for the sane Milticast G oup Address but for a
specific source address S, then the PE MJST adverti se a new EVPN
SMET route with the v3 flag set (and v2 reset). The IE flag al so
needs to be set accordingly. Since the source |IP address is used
as part of BGP route key processing, it is considered to be a new
BGP route advertisenent. Wen different versions of | GW
Menbership Report are received, the final state MJST be as per
Section 5.1 of [RFC3376]. At the end of the route processing,

| ocal and renote group record state MJST be as per Section 5.1 of
[ RFC3376] .

Processing at the BGP route receiver:

1.

1.

2.

When a PE receives an EVPN SMET route with nore than one version
flag set, it will generate the corresponding | GW Report for
(*, @ for each version specified in the Flags field. Wth
multiple version flags set, there nmust not be a source |P address
in the received EVPN route. |If there is, then an error SHOULD be
logged. If the v3 flag is set (in addition to v2), then the IE
flag MUST indicate "exclude". |f not, then an error SHOULD be

| ogged. The PE MJST generate an | GW Menbership Report for that
(*, @ and each 1GW version in the version flag.

When a PE receives a list of EVPN SMET NLRIs in its BGP update
message, each with a different source |IP address and the sane
Mul ticast Group Address, and the version flag is set to v3, then
the PE generates an | GWv3 Menbership Report with a record
corresponding to the list of source |IP addresses and the group
address, along with the proper indication of inclusion/exclusion.

Upon receiving an EVPN SMET route(s) and before generating the
correspondi ng | GW Menbership Request(s), the PE checks to see
whet her it has a Customer Edge (CE) multicast router for that BD
on any of its ESs . The PE provides such a check by listening for
PIM Hell o nessages on that AC, i.e., (ES,BD). |If the PE does
have the router’s ACs, then the generated | GW Menbership
Request(s) is sent to those ACs. |If it doesn't have any of the
router’s ACs, then no | GW Menbershi p Request(s) needs to be
generated. This is because sending | GW Menbershi p Requests to
other hosts can result in unintentionally preventing a host from
joining a specific multicast group using |GWv2, i.e., if the PE
does not receive a Menbership Report fromthe host, it will not
forward nulticast data to it. Per [RFC4541] , when an | GWv2
host receives a Menbership Report for a group address that it
intends to join, the host will suppress its own Menbership Report
for the same group, and if the PE does not receive an | GW
Menber ship Report fromthe host, it will not forward multicast
data to it. In other words, an | GWv2 Menbership Report MJST NOT
be sent on an AC that does not lead to a CE multicast router.

Thi s message suppression is a requirenent for 1GWv2 hosts. This
is not a problemfor hosts running | GWv3, because there is no
suppressi on of | GW Menbership Reports.

| GWP/ MLD Leave G oup Advertisenent in BGP

When a PE wants to withdraw an EVPN SMET route corresponding to an
| GWv2 Leave Group or | GWv3 "Leave" equival ent nmessage, it follows
the rules below. The first rule defines the procedure at the
originator PE, and the last two rules talk about procedures at the
renote PE:

Processing at the BGP route originator:

1.

When a PE receives an | GWv2 Leave Goup or its "Leave"



equi val ent nessage for 1GWv3 fromits attached host, it checks
to see if this host is the last host that is interested in this
mul ticast group by sending a query for the nulticast group. |If
the host was indeed the last one (i.e., no responses are received
for the query), then the PE MJST re-advertise the EVPN SMET route
with the corresponding version flag reset. |If this is the |ast
version flag to be reset, then instead of re-advertising the EVPN
route with all version flags reset, the PE MJUST withdraw t he EVPN
route for that (*,G.

Processing at the BGP route receiver:

1. Wien a PE receives an EVPN SMET route for a given (*,Q, it
conpares the received version flags fromthe route with its per-
PE stored version flags. |If the PE finds that a version flag
associated with the (*, @ for the renote PE is reset, then the PE
MJST generate | GW Leave for that (*,G toward its |oca
interface (if any), which is attached to the nmulticast router for
that multicast group. It should be noted that the received EVPN
route MJUST have at |east one version flag set. |If all version
flags are reset, it is an error because the PE should have
received an EVPN route withdraw for the last version flag. An
error MUST be considered as a BGP error, and the PE MJST apply
the "treat-as-w thdraw' procedure per [RFC7606].

2. Wien a PE receives an EVPN SMET route withdraw, it renoves the
renote PE fromits OF list for that nmulticast group, and if
there are no nore OF entries for that nulticast group (either
locally or renmotely), then the PE MJUST stop responding to
Menbership Queries fromthe locally attached router (if any). |If
there is a source for that multicast group, the PE stops sending
nmul ticast traffic for that source

.2. Proxy Querier

As nentioned in the previous sections, each PE MJUST have proxy
querier functionality for the foll owi ng reasons:

1. to enable the collection of EVPN PEs providing Layer 2 Virtua
Private Network (L2VPN) service to act as a distributed nulticast
router with an anycast | P address for all attached hosts in that
subnet

2. to enable suppression of | GW Menbership Reports and Menbership
Queries over MPLS/IP core

Qper ation

Consi der the EVPN network in Figure 1, where there is an EVPN

i nstance configured across the PEs (nanely PE1l, PE2, and PE3). Let’'s
consider that this EVPN instance consists of a single bridge donmain
(single subnet) with all the hosts and sources and the nulticast
router connected to this subnet. PE1l only has hosts (host denoted by
Hx) connected to it. PE2 has a mix of hosts and a multicast source
PE3 has a m x of hosts, a nulticast source (source denoted by Sx),
and a nulticast router (router denoted by Rx). Furthernore, let’'s
consider that for (S1,Gl), Rl is used as the nulticast router. The
fol |l owi ng subsecti ons describe the | GW Proxy operation in different
PEs with regard to whether the locally attached devices for that
subnet are:

* only hosts,
* a mx of hosts and a nulticast source, or

* amx of hosts, a nmulticast source, and a nulticast router.
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Figure 1: EVPN Network
1. PEwith Only Attached Hosts for a G ven Subnet

When PE1 receives an | GWv2 Menbership Report fromHl, it does not
forward this Menbership Report to any of its other ports (for this
subnet) because all these |local ports are associated with the hosts.
PE1 sends an EVPN SMET route corresponding to this Menbership Report
for (*,Gl) and sets the v2 flag. This EVPN route is received by PE2
and PE3, which are the nmenbers of the sane BD (i.e., same EVI in case
of a VLAN-based service or EVI and VLAN in case of a VLAN aware

bundl e service). PE3 reconstructs the 1 Gwv2 Menbership Report from
this EVPN BGP route and only sends it to the port(s) with nulticast
routers attached to it (for that subnet). |In this exanple, PE3 sends
the reconstructed | GWv2 Menbership Report for (*,Gl) only to RI.
Furt hernmore, even though PE2 receives the EVPN BGP route, it does not
send it to any of its ports for that subnet (viz., ports associated
with H6 and H7).

When PE1 receives the second | GWv2 Menbership Report fromH2 for the
same multicast group (*,Gl), it only adds that port to its OF list,
but it doesn't send any EVPN BGP routes because there is no change in
i nformati on. However, when it receives the | GWv3 Menbership Report
fromH3 for the same (*, Gl), besides adding the corresponding port to
its OF list, it re-advertises the previously sent EVPN SVET route
with the v3 and exclude flag set.

Finally, when PEl receives the | GWwv3 Menbership Report fromH4 for
(S2,&x), it advertises a new EVPN SMET route corresponding to it.

2. PEwith a Mx of Attached Hosts and a Ml ticast Source

The main difference in this case is that when PE2 receives the | GWv3
Menbership Report fromH7 for (S2, &), it advertises it in BGP to
support the source noving, even though PE2 knows that S2 is attached
toits local AC. PE2 adds the port associated with H7 to its OF
list for (S2,&). The processing for |GWv2 received fromH6 is the
same as the | Gwv2 Menbership Report described in the previous
section.

3. PE with a Mx of Attached Hosts, a Miulticast Source, and a Router

The main difference in this case relative to the previous two
sections is that |1GwWv2/v3 Menbership Report nessages received
locally need to be sent to the port associated with router RIL.

Furt hernore, the Menmbership Reports received via BG (SMET) need to
be passed to the Rl port but filtered for all other ports.



6.

6.

Al'l -Active Miltihom ng

Because the Link Aggregation Goup (LAG flow hashing algorithmused
by the CE is unknown at the PE, in an All-Active redundancy node, it
must be assuned that the CE can send a given | GW nessage to any one
of the multihoned PEs, either Designated Forwarder (DF) or non-DF,
i.e., different 1 GW Menbershi p Request nessages can arrive at
different PEs in the redundancy group. Furthernore, their
correspondi ng Leave nessages can arrive at PEs that are different
fromthe ones that received the Menbership Report. Therefore, all
PEs attached to a given Ethernet segnent (ES) nust coordinate the

| GWP Menbership Request and Leave G oup (x,G state, where x may be
either "*" or a particular source S for each BD on that ES. Each PE
has a | ocal copy of that state, and the EVPN signaling serves to
synchroni ze that state across PEs. This allows the DF for that
(ES,BD) to correctly advertise or withdraw a SMET route for that
(x, G group in that BD when needed. All-Active multihom ng PEs for a
gi ven ES MUST support | GW synchroni zation procedures described in
this section if they need to performI|GwW Proxy for hosts connected
to that ES.

1. Local |GwW/ M.D Menbership Report Synchroni zation

VWhen a PE, either DF or non-DF, receives an | GW Menbership Report
for (x,3 on a given nmultihomed ES operating in Al-Active redundancy
node, it determines the BD to which the | GW Menbership Report

bel ongs. |If the PE doesn’t already have the local | GW Menbership
Request (x, G state for that BD on that ES, it MJST instantiate that
| ocal 1 GW Menbership Request (x,G state and MUST advertise a BGP

| GWP Menbership Report Synch route for that (ES,BD). The |ocal |Gw
Menber shi p Request (x,G state refers to the | Gvw Menbershi p Request
(x,Q state that is created as a result of processing an | GwW

Menber ship Report for (x, Q.

The | GWP Menbership Report Synch route MJUST carry the ES-lInport Route
Target (RT) for the ES on which the | GWw Menbership Report was
received. Thus, it MJST only be inported by the PEs attached to that
ES and not any other PEs.

When a PE, either DF or non-DF, receives an | GW Menbership Report
Synch route, it installs that route, and if it doesn't already have
the 1 GW Menbership Request (x,§ state for that (ES, BD), it MJST
instantiate that | GW Menbership Request (x,G state, i.e., the |GWP
Menber shi p Request (x, G state is the union of the local |GW
Menbership Report (x,G state and the installed | GW Menbership
Report Synch route. |If the DF did not already advertise (originate)
a SMET route for that (x,G group in that BD, it MJST do so now.

When a PE, either DF or non-DF, deletes its local | GW Menbership
Request (x, G state for that (ES,BD), it MIST withdraw its BGP | GW
Menber ship Report Synch route for that (ES, BD).

When a PE, either DF or non-DF, receives the w thdrawal of an | GW
Menber shi p Report Synch route from another PE, it MJST renove that
route. Wen a PE has no |ocal | GW Menbership Request (x,G state
and it has no installed | GW Menbership Report Synch routes, it MJST
renove that | GW Menbership Request (x,G state for that (ES,BD). |If
the DF no longer has the | GW Menbership Request (x,G state for that
BD on any ES for which it is the DF, it MJST withdraw its SMET route
for that (x,G group in that BD.

In other words, a PE advertises a SMET route for that (x,G group in

that BD when it has the | GW Menbership Request (x,G state on at

| east one ES for which it is the DF, and it withdraws that SMET route
when it does not have an | GW Menbership Request (x,G state in that



BD on any ES for which it is the DF.
.2. Local 1QGw/ M.D Leave Group Synchroni zation

When a PE, either DF or non-DF, receives an | GW Leave G oup nessage
for (x,3 fromthe attached CE on a given nultihomed ES operating in
Al'l -Active redundancy node, it determnes the BD to which the | GWv2
Leave Group belongs. Regardless of whether it has the | GwW

Menber shi p Request (x,G state for that (ES,BD), it initiates the
(x, G leave group synchronization procedure, which consists of the
fol |l owi ng steps:

1. It conputes the Maxi mum Response Tine, which is the duration of
the (x, @ |leave group synchroni zation procedure. This is the
product of two locally configured val ues, Last Menber Query Count
and Last Menber Query Interval (described in Section 3 of
[ RFC2236]), plus a delta corresponding to the tine it takes for a
BGP advertisenent to propagate between the PEs attached to the
mul ti honed ES (delta is a consistently configured value on all
PEs attached to the nmultihomed ES).

2. It starts the Maxi mum Response Tine tinmer. Note that the receipt
of subsequent | GW Leave G oup nmessages or BGP Leave Synch routes
for (x,3 do not change the value of a currently running Maxi num
Response Time tinmer and are ignored by the PE

3. It initiates the Last Menber Query procedure described in
Section 3 of [RFC2236]; viz., it sends a nunber of G oup-Specific
Query (x, G nessages (Last Menmber Query Count) at a fixed
interval (Last Menber Query Interval) to the attached CE

4. 1t advertises an | GW Leave Synch route for that (ES,BD). This
route notifies the other nmulti homed PEs attached to the given
mul ti honed ES that it has initiated an (x, @ |eave group
synchroni zati on procedure, i.e., it carries the ES-Inport RT for
the ES on which the | GW Leave G oup was received. It also
contai ns the Maxi num Response Ti ne.

5. Wen the Maxi num Response Tine timer expires, the PE that has
advertised the | GW Leave Synch route withdraws it.

.2.1. Renote Leave G oup Synchronization

When a PE, either DF or non-DF, receives an | GW Leave Synch route,
it installs that route and it starts a tiner for (x,3 on the
specified (ES, BD), whose value is set to the Maxi mum Response Tine in
the received | GW Leave Synch route. Note that the receipt of
subsequent | GWv2 Leave G oup nessages or BGP Leave Synch routes for
(x, G do not change the value of a currently running Maxi num Response
Time timer and are ignored by the PE

.2.2. Common Leave Group Synchronization

If a PE attached to the multihoned ES receives an | GW Menbership
Report for (x,G before the Maxi mum Response Tine tiner expires, it
advertises a BGP | GW Menbership Report Synch route for that (ES, BD).
If it doesn't already have the |ocal | GwW Menbershi p Request (x,Q
state for that (ES,BD), it instantiates that |ocal | GW Menbership
Request (x,G state. |If the DF is not currently adverti sing
(originating) a SMET route for that (x,G group in that BD, it does
SO Now.

If a PE attached to the multi honed ES receives an | GVW Menbership
Report Synch route for (x,G before the Maxi num Response Tine timer
expires, it installs that route, and if it doesn't already have the
| GWP Menbership Request (x, G state for that BD on that ES, it



instantiates that | GVW Menbership Request (x,G state. |If the DF has
not already advertised (originated) a SMET route for that (x, QG group
inthat BD, it does so now.

When the Maxi num Response Tine tiner expires, a PE that has
advertised an | GW Leave Synch route withdraws it. Any PE attached
to the multi homed ES, which started the Maxi mum Response Time and has
no local | GW Menbership Request (x,G state and no installed | GW
Menber shi p Report Synch routes, renoves the | GW Menbership Request
(x,Q state for that (ES,BD). |If the DF no | onger has the | GW
Menber shi p Request (x, @ state for that BD on any ES for which it is
the DF, it withdraws its SMET route for that (x,G group in that BD.

6.3. Mass Wthdraw of the Miulticast Menbership Report Synch Route in
Case of Failure

A PE that has received an | GW Menbershi p Request woul d have synced
the 1 GWw Menbership Report by the procedure defined in Section 6.1.
If a PEwith the |ocal Menbership Report state goes down or the PE to
CE link goes down, it would |lead to a mass withdraw of nulticast
routes. Renote PEs (PEs where these routes were renote | GW

Menber shi p Reports) SHOULD NOT renpve the state i mmedi ately; instead,
General Query SHOULD be generated to refresh the states. There are
several ways to detect failure at a peer, e.g., using |IGP next-hop
tracking or ES route wi thdraw.

7. Single-Active Miltihom ng
Note that to facilitate state synchronization after failover, the PEs

attached to a nultihomed ES operating in Single-Active redundancy
mode SHOULD al so coordi nate the | GW Menmbership Report (x, G state.

In this case, all | GWwW Menbership Report nessages are received by the
DF and distributed to the non-DF PEs using the procedures described
above.

8. Selective Miulticast Procedures for |R Tunnels

If an ingress PE uses ingress replication, then for a given (x,GQ
group in a given BD:

1. It sends (x,G traffic to the set of PEs not supporting |GV or
M.D Proxies. This set consists of any PE that has advertised an
Inclusive Miulticast Ethernet Tag (I MET) route for the BD wi t hout
a Multicast Flags Extended Comunity or with a Miulticast Flags
Ext ended Community in which neither the | GW Proxy support nor
the MLD Proxy support flags are set.

2. It sends (x,Q traffic to the set of PEs supporting |GW or MD
Proxies and has listeners for that (x,§ group in that BD. This
set consists of any PE that has advertised an I MET route for the
BD with a Miulticast Flags Extended Community in which the | Gw
Proxy support and/or the M.D Proxy support flags are set and that
has advertised a SMET route for that (x,G group in that BD.

9. BGP Encoding

Thi s docunent defines three new BG® EVPN routes to carry | GwW
Menbership Reports. The route types are known as:

6 - Selective Miulticast Ethernet Tag Route
7 - Milticast Menbership Report Synch Route
8 - Milticast Leave Synch Route

The detail ed encoding and procedures for these route types are
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1.

described i n subsequent sections.

Sel ective Multicast Ethernet Tag Route

A SMET route-type-specific EVPN NLRI consists of the foll ow ng:

o e m e e e e e e e e e e e e e e me e +
| RD (8 octets) |
ot o oo +
| Ethernet Tag ID (4 octets) |
o m o e e +
| Multicast Source Length (1 octet) |
o e m e e e e e e e e e e e e e e me e +
| Milticast Source Address (variable)

ot oo e +
| Multicast Group Length (1 octet)

o m o e e ie oo +
| Multicast G oup Address (Variabl e)

o e m e e e e e e e e e e e e e e me e +
| Originator Router Length (1 octet) |
o m o oo +
| Originator Router Address (variable) |
o m o e aiaaooo-- +
| Flags (1 octet) |
o e m e e e e e e e e e e e e e e me e +

For the purpose of BGP route key processing, all the fields are
considered to be part of the prefix in the NLRI, except for the
l-octet Flags field. The Flags fields are defined as foll ows:

0 1 2 3 4 5 6 7
T T i S S
| reserved |I1E|v3|v2|vl]
I e T g

The least significant bit (bit 7) indicates support for |IGW
version 1. Since |GWv1l is being deprecated, the sender MJIST set
it to 0O for IGW and the receiver MJST ignore it.

The second least significant bit (bit 6) indicates support for
| GW version 2.

The third least significant bit (bit 5) indicates support for |GW
version 3.

The fourth least significant bit (bit 4) indicates whether the
(S, G information carried within the route type is of an Include
G oup type (bit value 0) or an Exclude G oup type (bit value 1).
The Exclude G oup type bit MJST be ignored if bit 5 is not set.

This EVPN route type is used to carry tenant | GW nulticast group
information. The Flags field assists in distributing the | GW
Menber ship Report of a given host for a given multicast route.
The version bits hel p associate the | GW version of receivers
participating within the EVPN domai n.

The 1E bit helps in creating filters for a given nmulticast route.

If the route is used for IPv6 (M.D), then bit 7 indicates support
for MLD version 1. The second least significant bit (bit 6)

i ndi cates support for MD version 2. Since there is no M.D
version 3, in case of IPv6 routes, the third | east significant bit
MUST be 0. |In case of IPv6 routes, the fourth | east significant
bit MJUST be ignored if bit 6 is not set.

Reserved bits MJST be set to O by the sender, and the receiver



MJST ignore the Reserved bits.
.1.1. Constructing the Selective Miulticast Ethernet Tag Route

This section describes the procedures used to construct the SMET
route.

The Route Distinguisher (RD) SHOULD be a Type 1 RD [ RFC4364]. The
value field conprises an | P address of the PE (typically, the
| oopback address), followed by a number unique to the PE

The Ethernet Tag I D MJUST be set, as per the procedure defined in
[ RFC7432] .

The Multicast Source Length MJST be set to the length of the

Mul ticast Source Address in bits. |If the Miulticast Source Address
field contains an | Pv4 address, then the value of the Milticast
Source Length field is 32. If the Miulticast Source Address field
contains an | Pv6 address, then the value of the Milticast Source
Length field is 128. 1|In case of a (*,G Menbership Report, the
Mul ticast Source Length is set to O.

The Multicast Source Address is the source |P address fromthe | GW
Menbership Report. In case of a (*,G Menbership Report, this field
is not used.

The Multicast Group Length MUST be set to the Iength of the Milticast
Group Address in bits. |If the Miulticast G oup Address field contains
an | Pv4 address, then the value of the Miulticast Goup Length field
is 32. If the Miulticast G oup Address field contains an |IPv6
address, then the value of the Milticast Goup Length field is 128.

The Multicast Group Address is the group address fromthe | GW or M.D
Menber shi p Report.

The Originator Router Length is the length of the Originator Router
Address in bits.

The Originator Router Address is the |P address of the router
originating this route. The SMET Originator Router |P address MJST
match that of the IMET (or S-PMSI Authentic Data (AD)) route
originated for the same EVI by the sane downstream PE.

The Flags field indicates the version of 1GW from which the
Menbership Report was received. It also indicates whether the
mul ticast group had the |nclude/ Exclude bit set.

Reserved bits MJST be set to 0. They can be defined by other
docunents in the future.

IGW is used to receive group nenbership information from hosts by
Top-of -t he-Rack (ToR) switches. Upon receiving the host’s expression
of interest in a particular group nmenbership, this information is
then forwarded using the SMET route. The NLRI al so keeps track of
the receiver’s I GW version and any source filtering for a given
group nenbership. Al EVPN SMET routes are announced per EVI Route
Target extended comunities (EVI-RT ECs).

.1.2. Reconstructing | GW/ M.D Menbership Reports fromthe Selective
Mul ti cast Route

Thi s section describes the procedures used to reconstruct | GwW/ M.D
Menbership Reports fromthe SMET route.

* |f the Multicast Group Length is 32, the route is translated to
the 1 GWw Menbership Request. |If the Miulticast G oup Length is



128, the route is translated to an M.D Menbershi p Request.

* The Multicast Goup Address field is translated to the | GW/ M.D
group address.

* |If the Miulticast Source Length is set to 0, it is translated to
any source (*). |If the Miulticast Source Length is non-zero, the
Miul ticast Source Address field is translated to the | GW/ M.D
source address.

* |If flag bit 7 is set, it translates the Menbership Report to be
| GWwv1 or M.Dv1.

* |f flag bit 6 is set, it translates the Menbership Report to be
| GWv2 or M.Dv2.

* Flag bit 5is only valid for the | GW Menbership Report; if it is
set, it translates to the | GWv3 report.

* |f the IEflag is set, it translates to the | GW/ M.D Excl ude node
Menbership Report. |If the IEflag is not set (0), it translates
to the Include node Menmbership Report.

. 1. 3. Default Sel ective Miulticast Route
If there is a multicast router connected behind the EVPN domain, the

PE MAY originate a default SMET (*,*) to get all nulticast traffic in
t he donai n.

S +
I I
I I
| | e
I | | |---- HL(*, Gl)v2
| | P/ MPLS | | PE1]---- H2(S2, QR)v3
| Net wor k | | |---- S2
I | | I
| RSEEEE:
I I
oo | |
SRR | |
I I S1 ---1 PE2| | I
|PIM|----RL---] ] | |
| ASM | ot | |
I I I I
oot . +

Figure 2: Milticast Router behind the EVPN Domain

Consi der the EVPN network in Figure 2, where there is an EVPN

i nstance configured across the PEs. Let’'s consider that PE2 is
connected to multicast router RL and there is a network running PIM
ASM behind RlL. |f there are receivers behind the PI M ASM net wor k,
the PIM Join would be forwarded to the PIM Rendezvous Point (RP). If
recei vers behind the PIM ASM network are interested in a multicast
flow originated by nulticast source S2 (behind PE1l), it is necessary
for PE2 to receive nulticast traffic. |In this case, PE2 MJST
originate a (*,*) SMET route to receive all of the nulticast traffic
in the EVPN domain. To generate wildcard (*,*) routes, the procedure
from[RFC6625] MJUST be used.

.2. Milticast Menbership Report Synch Route
This EVPN route type is used to coordinate the | GW Menbership Report

(x,Q state for a given BD between the PEs attached to a given ES
operating in Al-Active (or Single-Active) redundancy node, and it



consi sts of the foll ow ng:

o o o oo +
| RD (8 octets) |
Fo m o e e e oo +
| Ethernet Segnent ldentifier (10 octets) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Ethernet Tag ID (4 octets) |
o o o oo +
| Multicast Source Length (1 octet) |
Fo m o o e oo +
| Multicast Source Address (variable) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Milticast G oup Length (1 octet) |
o o o oo +
| Multicast G oup Address (Vari abl e) |
Fo m o o e e +
| Originator Router Length (1 octet) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Originator Router Address (variable) |
o o e o i oeaoaaooo- +
| Flags (1 octet) |
Fo m o e e e +

For the purpose of BGP route key processing, all the fields are
considered to be part of the prefix in the NLRI, except for the
l-octet Flags field, whose fields are defined as foll ows:

0 1 2 3 4 5 6 7
B T I R S
| reserved |I1E v3|v2|vl]
R e i T e e e

* The least significant bit (bit 7) indicates support for | GwW
version 1.

* The second |l east significant bit (bit 6) indicates support for
| GWP version 2.

* The third least significant bit (bit 5) indicates support for |GW
versi on 3.

* The fourth least significant bit (bit 4) indicates whether the (S,
G information carried within the route type is of an Include
Group type (bit value 0) or an Exclude G oup type (bit value 1).
The Exclude Group type bit MJST be ignored if bit 5 is not set.

* Reserved bits MJST be set to O.

The Flags field assists in distributing the | GWw Menbershi p Report of
a given host for a given nulticast route. The version bits help
associ ate the | GW version of receivers participating within the EVPN
domai n. The | nclude/ Exclude bit helps in creating filters for a
given nulticast route.

If the route is being prepared for I1Pv6 (M.D), then bit 7 indicates
support for MD version 1. The second least significant bit (bit 6)

i ndi cates support for MD version 2. Since there is no MDD version
3, in case of the IPv6 route, the third | east significant bit MJST be
0. 1In case of the IPv6 route, the fourth least significant bit MJST
be ignored if bit 6 is not set.

.2.1. Constructing the Multicast Menbership Report Synch Route

This section describes the procedures used to construct the | GW
Menber shi p Report Synch route. Support for these route types is



optional. |If a PE does not support this route, then it MJST NOT
indicate that it supports "IGW Proxy" in the Milticast Flags
Ext ended Community for the EVIs corresponding to its multihoned ESs.

An | GW Menbership Report Synch route MJST carry exactly one ES-

I mport Route Target extended conmmunity, i.e., the one that
corresponds to the ES on which the | GW Menbership Report was
received. It MJST also carry exactly one EVI-RT EC, i.e., the one

that corresponds to the EVI on which the | GW Menbershi p Report was
received. See Section 9.5 for details on how to encode and construct
the EVI-RT EC.

The RD SHOULD be Type 1 [ RFC4364]. The value field conprises an IP
address of the PE (typically, the | oopback address), followed by a
nunber unique to the PE.

The Ethernet Segment ldentifier (ESI) MJUST be set to the 10-octet
val ue defined for the ES.

The Ethernet Tag I D MJUST be set, as per the procedure defined in
[ RFC7432] .

The Multicast Source Length MJST be set to the length of the
Mul ti cast Source Address in bits. |If the Multicast Source field
contains an | Pv4 address, then the value of the Milticast Source
Length field is 32. If the Miulticast Source field contains an |Pv6
address, then the value of the Milticast Source Length field is 128.
In case of a (*, G Menbership Report, the Miulticast Source Length is
set to O.

The Multicast Source is the source I P address of the | GW Menbership
Report. In case of a (*,G Menbership Report, this field does not
exi st.

The Multicast G oup Length MUST be set to the Iength of the Milticast
Goup Address in bits. If the Miulticast Goup field contains an | Pv4
address, then the value of the Miulticast Goup Length field is 32.

If the Multicast Group field contains an | Pv6 address, then the val ue
of the Multicast Goup Length field is 128.

The Multicast Group is the group address of the | GW Menbership
Report .

The Originator Router Length is the length of the Originator Router
Address in bits.

The Originator Router Address is the I P address of the router
originating the prefix.

The Flags field indicates the version of I1GW from which the
Menbership Report was received. It also indicates whether the
mul ticast group had the |nclude/ Exclude bit set.

Reserved bits MJST be set to O.

.2.2. Reconstructing | GW/ M.D Menbership Reports froma Milticast
Menber shi p Report Synch Route

Thi s section describes the procedures used to reconstruct |GwW/ M.D
Menber ship Reports fromthe Milticast Membership Report Synch route.

* |f the Multicast Goup Length is 32, the route is translated to
the 1 GW Menbership Request. |If the Miulticast G oup Length is
128, the route is translated to an M.D Menbershi p Request.

* The Multicast Goup Address field is translated to the | Gw/ M.D



group address.

* |f the Multicast Source Length is set to 0, it is translated to
any source (*). If the Multicast Source Length is non-zero, the
Mul ticast Source Address field is translated to the | Gw/ M.D
sour ce address.

* |f flag bit 7 is set, it translates the Menbership Report to be
| GWwv1l or M.Dv1.

* |If flag bit 6 is set, it translates the Menbership Report to be
| GWv2 or M.Dv2.

* Flag bit 5is only valid for the | GWw Menbership Report; if it is
set, it translates to the | GWv3 report.

* |f the IEflag is set, it translates to the | Gw/ M.D Excl ude node
Menbership Report. |If the IEflag is not set (0), it translates
to the I nclude node Menbership Report.

Mul ticast Leave Synch Route

This EVPN route type is used to coordinate the | GW Leave G oup (X, G
state for a given BD between the PEs attached to a given ES operating
in an All-Active (or Single-Active) redundancy node, and it consists
of the foll ow ng:

o m e e e e e e e e e e e e e e e e e e e eeee e +
| RD (8 octets) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—ma +
| Ethernet Segnent ldentifier (10 octets) |
oo e o e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Ethernet Tag ID (4 octets) |
o m e e e e e e e e e e e e e e e e e e e eeee e +
| Multicast Source Length (1 octet) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—ma +
| Multicast Source Address (variable) |
oo e o e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Multicast Group Length (1 octet) |
o m e e e e e e e e e e e e e e e e e e e eeee e +
| Multicast G oup Address (Vari abl e) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—ma +
| Oiginator Router Length (1 octet) |
oo e o e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Oiginator Router Address (variable) |
o m e e e e e e e e e e e e e e e e e e e eeee e +
| Reserved (4 octets) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—ma +
| Maxi mum Response Time (1 octet) |
oo e o e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Flags (1 octet) |
o m e e e e e e e e e e e e e e e e e e e eeee e +

For the purpose of BGP route key processing, all the fields are
considered to be part of the prefix in the NLRI, except for the
Reserved, Maxi num Response Tinme, and 1l-octet Flags fields, which are
defined as foll ows:

0 1 2 3 4 5 6 7
e S LR

| reserved |I1El v3|v2|vl]
R e i T e e e

* The least significant bit (bit 7) indicates support for | GW
version 1.



* The second | east significant bit (bit 6) indicates support for
| GWP version 2.

* The third least significant bit (bit 5) indicates support for |GW
version 3.

* The fourth |east significant bit (bit 4) indicates whether the (S,
G information carried within the route type is of an Include
Group type (bit value 0) or an Exclude G oup type (bit value 1).
The Exclude Group type bit MJST be ignored if bit 5 is not set.

* Reserved bits MJST be set to 0. They can be defined by ot her
docunents in the future

The Flags field assists in distributing the | GWw Menbership Report of
a given host for a given multicast route. The version bits help
associ ate the | GW version of the receivers participating within the
EVPN domain. The Include/ Exclude bit helps in creating filters for a
given nul ticast route.

If the route is being prepared for I1Pv6 (M.D), then bit 7 indicates
support for MD version 1. The second least significant bit (bit 6)

i ndi cates support for MD version 2. Since there is no MD version
3, in case of the IPv6 route, the third | east significant bit MJST be
0. 1In case of the IPv6 route, the fourth least significant bit MJST
be ignored if bit 6 is not set.

Reserved bits in the flag MUST be set to 0. They can be defined by
ot her docunents in the future

.3.1. Constructing the Miulticast Leave Synch Route

Thi s section describes the procedures used to construct the | GW
Leave Synch route. Support for these route types is optional. |If a
PE does not support this route, then it MJST NOT indicate that it
supports "1 GW Proxy" in the Milticast Flags Extended Conmunity for
the EVIs corresponding to its multihoned Ethernet segnents.

An | GWP Leave Synch route MUST carry exactly one ES-Inport Route
Target extended community, i.e., the one that corresponds to the ES
on which the | GW Leave was received. It MJIST also carry exactly one
EVI-RT EC, i.e., the one that corresponds to the EVI on which the

| GWP Leave was received. See Section 9.5 for details on howto form
the EVI-RT EC.

The RD SHOULD be Type 1 [ RFC4364]. The value field conprises an |IP
address of the PE (typically, the | oopback address), followed by a
nunber unique to the PE

The ESI MJST be set to the 10-octet val ue defined for the ES

The Ethernet Tag | D MJUST be set, as per the procedure defined in
[ RFC7432] .

The Multicast Source Length MJST be set to the length of the

Miul ticast Source Address in bits. |If the Milticast Source field
contains an | Pv4 address, then the value of the Milticast Source
Length field is 32. If the Milticast Source field contains an | Pv6
address, then the value of the Milticast Source Length field is 128.
In case of a (*, G Menbership Report, the Miulticast Source Length is
set to O.

The Multicast Source is the source | P address of the | GW Menbership
Report. |In case of a (*, G Menbership Report, this field does not
exi st.



9. 3.

9. 4.

The Multicast G oup Length MIUST be set to the Iength of the Milticast
Group Address in bits. If the Miulticast Goup field contains an | Pv4
address, then the value of the Miulticast Goup Length field is 32

If the Multicast Group field contains an | Pv6 address, then the val ue
of the Multicast Goup Length field is 128.

The Multicast Goup is the group address of the | GW Menbership
Report.

The Originator Router Length is the length of the Oiginator Router
Address in bits.

The Originator Router Address is the |IP address of the router
originating the prefix.

The Reserved field is not part of the route key. The originator MJST
set the Reserved field to 0; the receiver SHOULD ignore it, and if it
needs to be propagated, it MJST propagate it unchanged.

The Maxi mum Response Tine is the value to be used while sending a
query, as defined in [ RFC2236].

The Flags field indicates the version of |1GW from which the
Menber ship Report was received. It also indicates whether the
mul ticast group had an Include/ Exclude bit set.

2. Reconstructing | GW/ M.D Leave froma Milticast Leave Synch Route

Thi s section describes the procedures used to reconstruct |GwW/ M.D
Leave fromthe Milticast Leave Synch route.

* |f the Multicast Goup Length is 32, the route is translated to
| GW Leave. |If the Miulticast Group Length is 128, the route is
translated to MLD Leave.

* The Miulticast Goup Address field is translated to an | GW/ M.D
group address.

* |f the Multicast Source Length is set to 0, it is translated to
any source (*). If the Multicast Source Length is non-zero, the
Mul ticast Source Address field is translated to the | Gw/ M.D
sour ce address.

* |f flag bit 7 is set, it translates the Menbership Report to be
| GWwv1l or M.Dv1.

* |If flag bit 6 is set, it translates the Menbership Report to be
| GWv2 or M.Dv2.

* Flag bit 5is only valid for the | GWw Menbership Report; if it is
set, it translates to the | GWv3 report.

* |f the IEflag is set, it translates to the | Gw/ M.D Excl ude node
Leave. If the IEflag is not set (0), it translates to the
I ncl ude node Leave.

Mul ticast Flags Extended Conmunity

The Multicast Flags Extended Community is a new EVPN Ext ended
Conmunity. EVPN Extended Conmunities are transitive extended
communities with a Type Value of 0x06. | ANA has assigned 0x09 to
Mul ticast Flags Extended Community in the "EVPN Extended Comunity
Sub- Types" subregistry.

A PE that supports | GW and/or the MLD Proxy on a given BD MJUST
attach this extended community to the IMET route it advertises for



that BD, and it MJST set the | GW and/or MD Proxy Support flags to
1. Note that a PE conpliant with [ RFC7432] will not advertise this
extended comunity, so its absence indicates that the advertising PE
does not support either | GW or M.D Proxies.

The advertisenment of this extended comunity enables a nore efficient
mul ticast tunnel setup fromthe source PE specially for ingress
replication, i.e., if an egress PE supports the | GW Proxy but
doesn’t have any interest in a given (x,G, it advertises its | GW
Proxy capability using this extended community, but it does not
advertise any SMET route for that (x,G. Wen the source PE (ingress
PE) receives such advertisenments fromthe egress PE, it does not
replicate the nmulticast traffic to that egress PE, however, it does
replicate the nmulticast traffic to the egress PEs that don't
advertise such capability, even if they don't have any interests in
that (x, Q.

A Ml ticast Flags Extended Conmmunity is encoded as an 8-octet val ue
as follows:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type=0x06 | Sub- Type=0x09 | Flags (2 Cctets) | M1
B i s T T i i o S o T Ji I
| Reserved=0 |
e L o i e S  th o i R S

The | oworder (least significant) 2 bits are defined as the "I GW
Proxy Support" and "MD Proxy Support" bits (see Section 12.3. The
absence of this extended community al so neans that the PE does not
support the | GWP Proxy, where:

* The Type is 0x06, as registered with | ANA for EVPN Ext ended
Communi ti es.

* The Sub-Type is 0x09.
* Flags are 2-octet val ues.

- Bit 15 (shown as |) defines | GW Proxy Support. The value of 1
for bit 15 neans that the PE supports the | GW Proxy. The
value of O for bit 15 means that the PE does not support the
| GWP Proxy.

- Bit 14 (shown as M defines M.D Proxy Support. The value of 1
for bit 14 neans that the PE supports the M.D Proxy. The val ue
of 0 for bit 14 means that the PE does not support the MD
Pr oxy.

- Bits 0 to 13 are reserved for the future. The sender MJST set
it to 0, and the receiver MJST ignore it.

* Reserved bits are set to 0. The sender MJUST set it to O, and the
recei ver MJST ignore it.

If a router does not support this specification, it MJUST NOT add the
Mul ticast Flags Extended Comunity in the BGP route. Wen a router
receives a BGP update, if both Mand | flags are 0, the router MJST
treat this update as mal forned. The receiver of such an update MJST
i gnore the extended comunity.

9.5. EVI-RT Extended Conmunity

In EVPN, every EVI is associated with one or nore Route Targets.
These RTs serve two functions:



1. Distribution control: RTs control the distribution of the routes.
If aroute carries the RT associated with a particular EVI, it
will be distributed to all the PEs on which that EVI exists.

2. EVI identification: Once a route has been received by a
particular PE, the RT is used to identify the EVI to which it
appl i es.

An | GWP Menmbership Report Synch or | GW Leave Synch route is
associated with a particular conbination of ES and EVI. These routes
need to be distributed only to PEs that are attached to the
associated ES. Therefore, these routes carry the ES-Inport RT for

t hat ES.

Since an | GW Menbership Report Synch or | GW Leave Synch route does
not need to be distributed to all the PEs on which the associated EVI
exi sts, these routes cannot carry the RT associated with that EVI.
Therefore, when such a route arrives at a particular PE, the route’s
RTs cannot be used to identify the EVI to which the route applies.
Sone ot her neans of associating the route with an EVI nust be used.

Thi s document specifies four new ECs that can be used to identify the
EVI with which a route is associated but do not have any effect on
the distribution of the route. These new ECs are known as "Type O
EVI-RT EC', "Type 1 EVI-RT EC', "Type 2 EVI-RT EC', and "Type 3 EVI-
RT EC'.

1. A Type O EVI-RT EC is an EVPN EC (type 6) of sub-type OxA
2. A Type 1 EVI-RT EC is an EVPN EC (type 6) of sub-type OxB.
3. A Type 2 EVI-RT ECis an EVPN EC (type 6) of sub-type OxC.
4. A Type 3 EVI-RT EC is an EVPN EC (type 6) of sub-type OxD

Each | GW Menbership Report Synch or |1 GW Leave Synch route MJST
carry exactly one EVI-RT EC. The EVI-RT EC carried by a particular
route is constructed as follows. Each such route is the result of
havi ng recei ved an | GWw Menbership Report or an | GW Leave nessage
froma particular BD. The route is said to be associated with that
BD. For each BD, there is a corresponding RT that is used to ensure
that routes "about” that BD are distributed to all PEs attached to
that BD. So suppose a given | GW Menbership Report Synch or Leave
Synch route is associated with a given BD, say BDl, and suppose that
the corresponding RT for BDlL is RT1. Then:

* |If RTl is a Transitive Two-COctet AS-specific EC, then the EVI-RT
EC carried by the route is a Type 0 EVI-RT EC. The value field of
the Type 0 EVI-RT EC is identical to the value field of RTL.

* |f RT1 is a Transitive | Pv4-Address-specific EC, then the EVI-RT
EC carried by the route is a Type 1 EVI-RT EC. The value field of
the Type 1 EVI-RT EC is identical to the value field of RTL.

* |f RT1 is a Transitive Four-COctet AS-specific EC, then the EVI-RT
EC carried by the route is a Type 2 EVI-RT EC. The value field of
the Type 2 EVI-RT EC is identical to the value field of RTL.

* |f RT1 is a Transitive |Pv6-Address-specific EC, then the EVI-RT
EC carried by the route is a Type 3 EVI-RT EC. The value field of
the Type 3 EVI-RT ECis identical to the value field of RTL.

An | GW Menbership Report Synch or Leave Synch route MJST carry
exactly one EVI-RT EC.



9.

9.

10.

11.

12.

Suppose a PE receives a particular | GW Menbership Report Synch or

| GWP Leave Synch route, say Rl, and suppose that Rl carries an ES-
Import RT that is one of the PE's Inport RTs. |If Rl has no EVI-RT EC
or has nore than one EVI-RT EC, the PE MJST apply the "treat-as-

wi t hdraw' procedure per [RFC7606].

Note that an EVI-RT EC is not a Route Target extended comunity, is
not visible to the RT Constrain nmechani sm[RFC4684], and is not
intended to influence the propagati on of routes by BGP

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=0x06 |  Sub-Type=n | RT associated with EVI |
R e s T o T S R El ok i R e e S S e o o s
| RT associated with the EVI (cont.) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

The value of "n" is Ox0A, 0x0B, O0xO0C, or 0x0D, corresponding to EVI-
RT types 0, 1, 2, or 3, respectively.

6. Rewiting of RT ECs and EVI-RT ECs by ASBRs

There are certain situations in which an ES is attached to a set of
PEs that are not all in the same AS, or not all operated by the same
provider. In this situation, the RT that corresponds to a particul ar
EVI may be different in each AS. If a route is propagated from AS1
to AS2, an ASBR at the AS1/AS2 border nmay be configured with a policy
that replaces the EVI RTs for AS1 with the corresponding EVI RTs for
AS2. This is known as RT-rewiting.

If an ASBR is configured to performRT-rewiting of the EVI RTs in
EVPN routes, it MJST be configured to performRT-rewiting of the
correspondi ng EVI - RT extended communities in I GW Join Synch and | GW
Leave Synch Routes

7. BGP Error Handling

If a received BGP update contains Flags not in accordance with the
| GWP/ MLD ver si on- X expectation, the PE MIUST apply the "treat-as-
wi t hdraw' procedure per [RFC7606].

If a received BGP update is mal forned such that BGP route keys cannot
be extracted, then the BGP update MJST be considered invalid. The
receiving PE MJUST apply the "session reset" procedure per [RFC7606].

| GW Version 1 Menbership Report

Thi s docunent does not provide any detail about | GWv1l processing.

I npl enent ati ons are expected to only use | GWv2 and above for |Pv4
and M_.Dvl and above for IPv6. |GWv1 routes are considered invalid,
and the PE MUST apply the "treat-as-w thdraw' procedure per

[ RFC7606] .

Security Considerations

Thi s docunent describes a neans to efficiently operate | GW and M.D
on a subnet constructed across multiple PODs or DCs via an EVPN
solution. The security considerations for the operation of the
under|yi ng EVPN and BGP substrates are described in [RFC7432], and
specific nulticast considerations are outlined in [ RFC6513] and

[ RFC6514]. The EVPN and associated | GW Proxy provides a single
broadcast domain so the same security considerations of | GWv2

[ RFC2236], 1Gwv3 [ RFC3376], M.D [ RFC2710], or M.Dv2 [ RFC3810] apply.

| ANA Consi der ati ons
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1. EVPN Extended Comunity Sub-Types Regi stration

I ANA has allocated the follow ng codepoints in the "EVPN Extended
Communi ty Sub- Types" subregistry under the "Border Gateway Protocol
(BGP) Extended Communities" registry.

[ s sl s sy e —pj——_—
| Sub-Type Val ue | Nane | Reference |
| 0x09 | Multicast Flags Extended Conmunity | RFC 9251 |
oo o - o e e e e e e e e e e e e e e e e e o N +
| OxO0A | EVI-RT Type O | RFC 9251 |
S o e m e e e e e e e e e e S +
| 0x0B | EVI-RT Type 1 | RFC 9251 |
o a o o m e e e e e e e e ee e Fom e oo +
| 0x0C | EVI-RT Type 2 | RFC 9251 |
oo o - o e e e e e e e e e e e e e e e e e o N +
| 0x0D | EVI-RT Type 3 | RFC 9251 |
S o e m e e e e e e e e e e S +

Table 1. EVPN Extended Community Sub-Types Subregistry
Al |l ocat ed Codepoints

2. EVPN Route Types Registration

| ANA has all ocated the following EVPN route types in the "EVPN Route
Types" subregistry.

6 - Selective Miulticast Ethernet Tag Route

7 - Milticast Menbership Report Synch Route

8 - Milticast Leave Synch Route

3. Milticast Flags Extended Community Registry

I ANA has created and now mai ntains a new subregistry called

"Mul ticast Flags Extended Community" under the "Border Gateway
Protocol (BGP) Extended Conmunities" registry. The registration
procedure is First Come First Served [RFC8126]. For the 16-bit Fl ags

field, the bits are nunbered 0-15, from high order to | ow order. The
registry was initialized as foll ows:

R ety Sl sl ety e pp—_ o
| Bit | Nane | Reference | Change Controller |
[ ool oo s s s e ool e
| 0-13 | Unassigned | | |
+------ I I R F--- - - - I I I R +
| 14 | MD Proxy Support | RFC 9251 | I|ETF |
+------ T T R I I I i I I R +
| 15 | IGW Proxy Support | RFC 9251 | |ETF |
+------ R I I R I I I I R +

Table 2: Milticast Flags Extended Community
Ref er ences
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[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
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[ RFC2236] Fenner, W, "Internet G oup Management Protocol, Version
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