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Abstract

Thi s docunent defines a YANG data nodel that can be used to configure
and nanage Network Tinme Protocol (NTP) version 4. 1t can also be
used to configure and manage version 3. The data nodel includes
configuration data and state data.
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1. I nt roduction

Thi s docunent defines a YANG data nodel [RFC7950] that can be used to
configure and nanage Network Tinme Protocol version 4 [ RFC5905]. Note
that the nodel could also be used to configure and manage NTPv3

[ RFC1305] (see Section 7).

The data nodel covers configuration of system paraneters of NTP such
as access rules, authentication and VPN Routing and Forwardi ng (VRF)
bi ndi ng, and vari ous nodes of NTP and per-interface paraneters. It
al so provides access to information about running state of NTP

i mpl enent ati ons.

1.1. Qperational State

NTP operational state is included in the sane tree as NTP
configuration, consistent with "Network Managenent Datastore
Architecture (NVDA)" [RFC8342]. NIP current state and statistics are
al so maintained in the operational state. The operational state also
i ncludes the NTP association state.

1.2. Term nol ogy

The term nol ogy used in this document is aligned with [ RFC5905] and
[ RFC1305] .

1.3. Tree Diagrans

A sinmplified graphical representation of the data nodel is used in
this document. This document uses the graphical representation of
data nodel s defined in [ RFC8340].

1.4. Prefixes in Data Node Nanes

In this docurment, nanmes of data nodes and other data nodel objects
are often used without a prefix, as long as it is clear fromthe
context in which YANG nodul e each name is defined. Oherw se, nanes
are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

[ ool oo oo s s e e g
| Prefix | YANG Mbdul e | Reference



1.

1.

5.

6.

[& s ool oo s s e e et
i etf-yang-types

| [RFCB991] |

Tabl e 1: Prefixes and Correspondi ng YANG Mdul es

Ref erences in the Mdel
The foll owi ng docunents are referenced in the nodel defined in this
docunent .
| Title | Reference |
[ s e ——_——
| Network Tinme Protocol Version 4: | [ RFC5905] |
| Protocol and Al gorithns Specification | |
o m e e e e e e e e e e e e e e e ao oo R +
| Common YANG Data Types | [RFC6991] |
o e m e e e e e e e e e e e e e e me e R +
| A YANG Data Mddel for System | [RFC7317] |
| Managenent | |
o m e e e e e e e e e e e e aao o Fom e oo +
| Common YANG Data Types for the | [ RFC8294] |
| Routing Area | |
o e m e e e e e e e e e e e e e e me e R +
| Network Configuration Access Control | [RFC8341] |
| Model | |
o m e e e e e e e e e e e e aao o Fom e oo +
| A YANG Data Mddel for Interface | [ RFC8343] |
| Managenent | |
o e m e e e e e e e e e e e e e e me e R +
| YANG Data Mddel for Network Access | [RFC8519] |
| Control Lists (ACLs) | |
o m e e e e e e e e e e e e aao o Fom e oo +

The key words "MJST",
" SHOULD NOT",

" SHOULD",

Message Aut hentication Code for the

Net wor k Ti me Pr ot ocol

FI PS 180-4: Secure Hash Standard

(SHS)

Tabl e 2: References in the YANG Mdul e

Requi renent s Language

"MJST NOT",

" RECOMVENDED' ,

" REQUI RED",

" SHALL",

"NOT RECOMVENDED',
"OPTIONAL" in this document are to be interpreted as described in

"SHALL NOT",

" mYII ,

and



BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

NTP Dat a Model

Thi s docunent defines the YANG nodule "ietf-ntp", which has the
foll owi ng condensed structure:

nmodul e: ietf-ntp
+--rw ntp!
+--rw port? i net:port-nunber {ntp-port}?
+--rw refcl ock-nmaster!
| +--rw master-stratun? nt p-stratum
+--rw aut hentication {authentication}?

| +--rw aut h-enabl ed? bool ean
| +--rw authentication-keys* [keyid]

| +--rw keyi d ui nt 32

| +o-

+--rw access-rul es {access-rul es}?

| +--rw access-rul e* [access-npde]

| +--rw access- node i dentityref

| +--rw acl ? -> [acl :acl s/ acl / name
+--ro clock-state

+--r0 systemstatus

I
| +--ro clock-state identityref
| +--ro clock-stratum nt p-stratum
| +--ro clock-refid refid
| +--. ..
+--rw uni cast-configuration* [address type]
| {uni cast-configuration}?
| +--rw address i net:ip-address
|  +--rwtype identityref
| +--. ..
+--rw associ ati ons
| +--ro association* [address |ocal -node isconfigured]
| +--ro address i net:ip-address
| +--ro | ocal - node identityref
| +--ro isconfigured bool ean
| +--. L
| +--r0 ntp-statistics
| +--. ..
+--rw interfaces
| +--rwinterface* [nane]
| +--rw name if:interface-ref
| +--rw broadcast-server! {broadcast-server}?
| | +--. ..
| +--rw broadcast-client! {broadcast-client}?
| +--rw mul ticast-server* [address] {multicast-server}?
| | +--rw address
| | rt-types:ip-nmulticast-group-address
| | +--. ..
| +--rw multicast-client* [address] {rmulticast-client}?
| | +--rw address rt-types:ip-nulticast-group-address
| +--rw manycast - server* [address] {manycast-server}?
| | +--rw address rt-types:ip-nulticast-group-address
| +--rw manycast-client* [address] {manycast-client}?
| +--rw address
| | rt-types:ip-nulticast-group-address
| +--. ..
+--1r0 ntp-statistics
+--L L
rpcs:

+---X statistics-reset
+---w i nput
+---w (association-or-all)?



+--:(associ ati on)

| +---w associations-address?

| -> [/ ntp/associ ati ons/associ ati on/ addr ess

| +---w associations-|ocal - npde?

| ] -> [/ ntp/associ ati ons/associ ati on/| ocal - node

| +---w associations-isconfigured?

| -> |/ ntp/associ ati ons/associ ation/isconfigured
+- -

“(all)

The full data nodel tree for the YANG nodule "ietf-ntp" is in
Appendi x A

Thi s data nmodel defines one top-level container that includes both
the NTP configuration and the NTP running state including access
rul es, authentication, associations, unicast configurations,
interfaces, system status, and associ ati ons.

Rel ati onship with NTPv4-M B

If the device inplements the NTPv4-M B [ RFC5907], data nodes fromthe
YANG nodul e can be napped to table entries in the NTPv4-M B.

The following tables list the YANG data nodes with correspondi ng
objects in the NTPv4-M B.

[} gt p——————————————— Ll —_—_—————————————
| YANG Data Nodes in /ntp/ | NTPv4-M B bj ects |
| clock-state/systemstatus | |
| cl ock-state | nt pEnt St at usCur r ent Mode |
o e e e e e o e e e e e e e e e e e e e e +
| cl ock-stratum | nt pEnt St at usStrat um |
e e e e e e e eaea oo n o m e e e e e e e e eeee e +
| clock-refid | nt pEnt St at usAct i veRef Sour cel d |
| | ntpEntStatusActiveRef Sour ceNane |
Tt o e e e e e e e e e e e e e e e e e o +
| cl ock- preci sion | nt pEnt Ti mePr eci si on |
o e e e e e e e oo o e m e e e e e e e e e e +
| cl ock- of f set | nt pEnt St at usActi veO f set |
o e e e e e e eie oo n o m e e e e e e e e ee e +
| r oot - di sper si on | nt pEnt St at usDi sper si on |
Tt o e e e e e e e e e e e e e e e e e o +

Tabl e 3: YANG NTP Data Nodes in /ntp/clock-state/systemstatus
and Rel ated NTPv4-M B bj ects

| YANG Dat a Nodes in
| / nt p/ associ ati ons/

| addr ess nt pAssocAddr essType |
| nt pAssocAddr ess

o m e e e e e e e e e e e e e emamao - Tt +
| stratum | nt pAssocStratum |
o e m e e e e e e e e e e e e mo oo o e e e e e e e oo +
| refid | nt pAssocRef | d |
o m e e e e e e e e e e e e aao o o e e e e e e eie oo n +
| of f set | nt pAssoc f set |
o m e e e e e e e e e e e e e emamao - Tt +
| del ay | nt pAssocSt at usDel ay |
o e m e e e e e e e e e e e e mo oo o e e e e e e e oo +
| di spersion | ntpAssocStatusDi spersion |
o m e e e e e e e e e e e e aao o o e e e e e e eie oo n +
| ntp-statistics/ | nt pAssocSt at Qut Pkt s |

| packet - sent | |
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| ntp-statistics/ | nt pAssocSt at | nPkt s |
| packet -recei ved | |
o m e e e e e e e e e e e e aao o o e e e e e e eie oo n +
| ntp-statistics/ | ntpAssocStat Protocol Error |
| packet - dr opped | |
o e m e e e e e e e e e e e e e e me e o e e e e e +

Tabl e 4: YANG NTP Data Nodes in /ntp/associations/ and Rel ated
NTPv4-M B bj ects

Rel ati onship with RFC 7317

This section describes the relationship with definition of NTP in
Section 3.2 (System Ti ne Managenent) of [RFC7317]. YANG data nodes
in /ntp/ also support per-interface configuration, which is not
supported in /systemntp. |If the YANG data nodel defined in this
docunent is inplenented, then /system ntp SHOULD NOT be used and MJST
be ignored.

[ e e e e e e e e e e e s s s s s
| YANG Data Nodes in /ntp/ | YANG Data Nodes in /system ntp |
| nt p! | enabl ed |
S o e e e e e e e e e e e o m o +
| unicast-configuration | server |
| | server/ nane |
o e e e e e e e e oo s o m e e e e e e i e e ee oo +
| unicast-configuration/ | server/transport/udp/address

| addr ess | |
S o e e e e e e e e e e e o m o +
| unicast-configuration/ | server/transport/udp/ port |
I port I I
o e e e e e e e e oo s o m e e e e e e i e e ee oo +
| unicast-configuration/ | server/associ ati on-type |
I type I I
S o e e e e e e e e e e e o m o +
| unicast-configuration/ | server/i bur st |
| i bur st | |
o e e e e e e e e oo s o m e e e e e e i e e ee oo +
| unicast-configuration/ | server/prefer |
| prefer | |
S o e e e e e e e e e e e o m o +

Tabl e 5: YANG NTP Configuration Data Nodes and
Counterparts from RFC 7317

Access Rul es

The access rules in this section refer to the on-the-wire access
control to the NTP service and are conpletely independent of any
managenment APl access control, e.g., NETCONF Access Control Mode
(NACM [ RFCB8341].

An Access Control List (ACL) is one of the basic elenents used to
configure device-forwardi ng behavior. An ACL is a user-ordered set
of rules that is used to filter traffic on a networking device.

As per [RFC1305] (for NTPv3) and [ RFC5905] (for NTPv4), NTP could

i nclude an access-control feature that prevents unauthorized access
and that controls which peers are allowed to update the | ocal clock.
Further, it is useful to differentiate between the various kinds of
access and attach a different acl-rule to each. For this, the YANG
modul e al l ows such configuration via /ntp/access-rules. The access-
rule itself is configured via [ RFC8519].



The foll owi ng access-nopdes are supported:

Peer: Permt others to synchronize their tine with the NTP entity or
vice versa. NTP control queries are al so accepted.

Server: Permt others to synchronize their tine with the NTP entity,
but vice versa is not supported. NIP control queries are
accept ed.

Server-only: Permt others to synchronize their time with the NTP
entity, but vice versa is not supported. NTP control queries are
not accepted.

Query-only: Only control queries are accepted.

Query-only is the nobst restricted whereas the peer is the full access
authority. The ability to give different ACL rules for different
access-nmodes allows for a greater control by the operator.

Key Managenent

As per [RFCL305] (for NTPv3) and [ RFC5905] (for NTPv4), when

aut hentication is enabl ed, NTP enploys a crypto-checksum conputed by
the sender and checked by the receiver, together with a set of

predi stributed al gorithnms, and cryptographic keys indexed by a key
identifier included in the NTP nessage. This keyid is a 32-bit

unsi gned i nteger that MJST be configured on the NTP peers before the
aut hentication can be used. For this reason, this YANG nodul e al | ows
such configuration via /ntp/authentication/authentication-keys/.
Further at the time of configuration of NITP association (for exanple,
uni cast server), the keyid is specified.

The 'nacm defaul t-deny-all’ is used to prevent retrieval of the
actual key information after it is set.

NTP Ver si on

This YANG data nodel allows a version to be configured for the NTP
association, i.e., an operator can control the use of NTPv3 [ RFC1305]
or NTPv4 [ RFC5905] for each association it forns. This allows
backward conpatibility with a | egacy system Note that NTPv3

[ RFC1305] is obsoleted by NTPv4 [ RFC5905].

NTP YANG Mbdul e

<CCODE BEG NS> file "ietf-ntp@022-07-05. yang"
modul e ietf-ntp {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ntp";
prefix ntp;

import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types",
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent";



import ietf-system{
prefix sys;
reference
"RFC 7317: A YANG Data Model for System Managenent"

}
import ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Mddel for Network Access Contro
Lists (ACLs)";
}

import ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Commobn YANG Data Types for the Routing Area";
}
i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}

organi zati on
"I ETF NTP (Network Time Protocol) Wrking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ ntp/>
WG List: <mailto: ntp@etf.org
Edi t or: Dhruv Dhody
<mailto:dhruv.ietf @mail.cone
Edi t or: Ankit Kumar Si nha
<mailto:ankit.ietf@mail.com";
description
"Thi s docunent defines a YANG data nodel that can be used
to configure and manage Network Time Protocol (NTP) version 4.
It can al so be used to configure and manage version 3.
The data nodel includes configuration data and state data.

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOr’, ' SHOULD , *SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,

"MAY', and 'OPTIONAL' in this docunment are to be interpreted as

described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9249; see the
RFC itself for full legal notices.";

revisi on 2022-07-05 {
description
"Initial revision";
reference
"RFC 9249: A YANG Dat a Mbdel for NTP';

}
[* Typedef Definitions */

typedef ntp-stratum {



type uint8 {
range "1..16";

}

description
"The |l evel of each server in the hierarchy is defined by
a stratum Primary servers are assigned with stratum
one; secondary servers at each |lower level are assigned with
one stratumgreater than the preceding |level.";

ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 3";

}

typedef ntp-version {
type uint8 {
range "3..max";
}
default "4";
description
"The current NTP version supported by the correspondi ng
associ ation";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 1";
}

typedef refid {
type union {
type inet:ipv4-address;
type uint32;

type string {
| ength "4";
}

}

description
"A code identifying the particular server or reference
clock. The interpretation depends upon stratum It
could be an | Pv4 address, the first 32 bits of the MD5 hash
of the IPv6 address, or a string for the Reference Identifier
and ki ss codes. Sone exanpl es:

-- arefclock IDIike "127.127.1.0" for local clock sync

-- uni/multi/broadcast associations for I1Pv4 will |ook |ike
'203.0.113.1" and ' 0x4321FEDC for |Pv6

-- sync with a primary source will look like 'DCN, "N ST,
" ATOM
-- kiss codes will look like "AUTH , 'DROP, or 'RATE

Note that the use of an MD5 hash for | Pv6 addresses is not
for cryptographic purposes.”;
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";

}

typedef ntp-date-and-tinme {
type union {

type yang: date-and-ti ne;
type uint8;

description
"Foll ows the date-and-tinme format when valid val ues exi st.
O herwi se, allows for setting a special value such as



zero.";
ref erence
"RFC 6991: Common YANG Data Types";

}

typedef | og2seconds {
type int8;
description
"An 8-bit signed integer that represents signed | og2
seconds.";

}

/* features */

feature ntp-port {
description
"Support for NTP port configuration”;
reference
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.2";

}

feature authentication {
description
"Support for NTP symetric key authentication”;
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";

}

feature deprecated {
description
"Support deprecated MD5-based authenticati on (RFC 8573),
SHA- 1, or any other deprecated authenticati on nechani sm
It is enabled to support |egacy conpatibility when secure
cryptographic al gorithns are not available to use.
It is also used to configure keystrings in ASCII format.";
ref erence
"RFC 1321: The MD5 Message-Di gest Al gorithm
RFC 3174: US Secure Hash Algorithm 1 (SHA1),
SHS: Secure Hash Standard (SHS) (FIPS PUB 180-4)";

}

feature hex-key-string {
description
"Support hexadeci mal key string";

}

feature access-rules {
description
"Support for NTP access control";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 9.2";

}

feature unicast-configuration {
description
"Support for NTP client/server or active/passive
in unicast";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 3";
}

feature broadcast-server {



description
"Support for broadcast server";
reference
"RFC 5905: Network Tinme Protocol Version
Al gorithns Specification, Section 3";
}

feature broadcast-client {
description
"Support for broadcast client”;
ref erence
"RFC 5905: Network Time Protocol Version
Al gorithns Specification, Section 3";
}

feature nulticast-server {
description
"Support for multicast server";
ref erence
"RFC 5905: Network Tine Protocol Version
Al gorithns Specification, Section 3.1";
}
feature nulticast-client {
description
"Support for multicast client”;
ref erence
"RFC 5905: Network Tine Protocol Version
Al gorithns Specification, Section 3.1";

}

feature manycast-server {
description
"Support for manycast server";
ref erence
"RFC 5905: Network Tine Protocol Version
Al gorithns Specification, Section 3.1";

}

feature manycast-client {
description
"Support for manycast client”;
reference
"RFC 5905: Network Tinme Protocol Version
Al gorithns Specification, Section 3.1";

}

[* ldentity */
/* unicast-configurations types */

identity unicast-configuration-type {
i f-feature "unicast-configuration";
description

Pr ot ocol

Pr ot ocol

Pr ot ocol

Pr ot ocol

Pr ot ocol

Pr ot ocol

"Thi s defines NTP uni cast node of operation as used

for unicast-configurations.";

}

identity uc-server {
i f-feature "unicast-configuration";
base uni cast-configuration-type;
description

"Use client association node where the unicast server

address is configured.";

}

identity uc-peer {
i f-feature "unicast-configuration”;

and

and

and

and

and

and



base uni cast-configuration-type;

description
"Use symretric active association node where the peer
address is configured.";

}

/* associ ati on-nodes */

i dentity association-node {
description
"The NTP associ ati on nodes";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 3";
}

identity active {
base associ ati on- node;
description
"Use symmetric active association node (node 1).
Thi s device may synchronize with its NTP peer
or provide synchronization to a configured NTP peer.";

}

identity passive {
base associ ati on- node;
description
"Use symretric passive associati on node (node 2).
This device has learned this association dynamcally.
Thi s device may synchronize with its NTP peer.";

}

identity client {
base associ ati on- node;
description
"Use client association node (node 3).
This device will not provide synchronization
to the configured NTP server.";

}

identity server {
base associ ati on- node;
description
"Use server association node (node 4).
This device will provide synchronization to
NTP clients.";

}

identity broadcast-server {
base associ ati on- node;
description
"Use broadcast server npde (node 5).
This node defines that it’'s either working
as a broadcast server or a nmulticast server.";

}

identity broadcast-client {
base associ ati on- node;
description
"This node defines that it’s either working
as a broadcast client (node 6) or a nmulticast client.";

}
/* access-node */

identity access-node {



if-feature "access-rul es”;
description
"This defines NTP access-npbdes. These identify
how the ACL is applied with NTP.";
ref erence
"RFC 5905: Network Time Protocol Version 4: Protocol and
Al gorithns Specification, Section 9.2";

}

i dentity peer-access-node {

if-feature "access-rul es”;

base access-node;

description
"Permit others to synchronize their tine with this NIP
or vice versa
NTP control queries are also accepted. This enables
full access authority.";

}

identity server-access-node {
if-feature "access-rul es";
base access- node;
description
"Pernmit others to synchronize their tine with this NIP
entity, but vice versa is not supported. NIP contro
queries are accepted.”;

}

identity server-only-access-node {
if-feature "access-rul es”;
base access- node;
description
"Pernmit others to synchronize their tine with this NTP
entity, but vice versa is not supported. NTP contro
queries are not accepted."”;

}

identity query-only-access-node {
if-feature "access-rul es";
base access- node;
description
"Only control queries are accepted.”;
}

/* clock-state */

identity clock-state {
description
"This defines NTP clock status at a high level.";
}

i dentity synchronized {
base cl ock- st at e;
description
"Indicates that the I ocal clock has been synchronized with
an NTP server or the reference clock.";

}

identity unsynchronized {
base cl ock-state;
description
"Indicates that the | ocal clock has not been synchronized
with any NTP server.";

}

/* ntp-sync-state */



identity ntp-sync-state {
description

"This defines NTP clock sync state at a nore granul ar
level. Referred to as 'C ock state definitions

RFC 5905.";
ref erence

"RFC 5905: Network Tinme Protocol Version 4: Protoco

Al gorithns Specification, Appendix A 1.1";
}

identity clock-never-set {
base ntp-sync-state;
description
"I'ndi cates the clock was never set.";

}

identity freq-set-by-cfg {
base ntp-sync-state;
description
"Indi cates the clock frequency is set by
NTP configuration or file.";

}

identity spike {
base ntp-sync-state;
description
"Indicates a spike is detected.";

}

identity freq {
base nt p-sync-state;
description
"Indi cates the frequency node.";

}

identity clock-synchronized {
base nt p-sync-state;
description

"Indicates that the clock is synchronized.";

}
[* crypto-algorithm*/

identity crypto-algorithm {
description

"Base identity of cryptographic algorithmoptions.";

}

identity md5 {
if-feature "deprecated”;
base crypto-al gorithm
description
"The MD5 algorithm Note that RFC 8573

deprecates the use of MD5-based authentication.”;

ref erence

"RFC 1321: The MD5 Message- Di gest Al gorithni;

}

identity sha-1 {
if-feature "deprecated”;
base crypto-al gorithm
description
"The SHA-1 al gorithni;
reference

"RFC 3174: US Secure Hash Algorithm 1 (SHA1)";

and



}

identity hmac-sha-1 {
if-feature "deprecated”;
base crypto-al gorithm
description
"HVAC- SHA-1 aut hentication al gorithni;
ref erence
"SHS: Secure Hash Standard (SHS) (FIPS PUB 180-4)";

}

identity hmac-shal-12 {
if-feature "deprecated”;
base crypto-al gorithm
description
"The HVAC- SHA1-12 al gorithni;

}

identity hmac-sha-256 {
description
"HMAC- SHA- 256 aut hentication al gorithnt;
ref erence
"SHS: Secure Hash Standard (SHS) (FIPS PUB 180-4)";

}

i dentity hmac-sha-384 {
description
"HVAC- SHA- 384 aut henti cation al gorithnt;
reference
"SHS: Secure Hash Standard (SHS) (FIPS PUB 180-4)";

}

i dentity hmac-sha-512 {
description
"HMAC- SHA- 512 aut hentication al gorithni;
ref erence
"SHS: Secure Hash Standard (SHS) (FIPS PUB 180-4)";

}

identity aes-crmac {
base crypto-al gorithm
description
"The AES-CMAC al gorithm-- required by
RFC 8573 for MAC for the NTP.";
ref erence
"RFC 4493: The AES- CMAC Al gorithm
RFC 8573: Message Authentication Code for the Network
Ti me Protocol";

}
/* Groupings */

groupi ng key {
description
"The key";
nacm def aul t - deny- al |
choi ce key-string-style {
description
"Key string styles";
case keystring {
| eaf keystring {
if-feature "deprecated”;
type string;
description
"Key string in ASCI| format";



case hexadeci mal {
i f-feature "hex-key-string";
| eaf hexadeci mal -string {
type yang: hex-stri ng;
description
"Key in hexadecimal string format. Wen conpared
to ASCI |, specification in hexadeci mal affords
greater key entropy with the sanme nunber of
internal key-string octets. Additionally, it
di scourages use of well-known words or
nunbers.";

}
}
}
}

groupi ng aut henti cati on-key {

description
"To define an authentication key for an NTP
time source.";

| eaf keyid {
type uint32 {

range "1..max";

}

description
"Aut hentication key identifier";
}

| eaf al gorithm {
type identityref {
base crypto-al gorithm

description
"Aut hentication algorithm Note that RFC 8573
deprecates the use of MD5-based authentication
and recomrends AES- CVAC. “;
}
cont ai ner key {
uses key;
description
"The key. Note that RFC 8573 deprecates the use
of MD5-based aut hentication.";

| eaf istrusted {
type bool ean;
description
"Keyid is trusted or not";
}

ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Sections 7.3 and 7.4";

}

groupi ng aut hentication {
description
" Aut henti cation";
choi ce authentication-type {
description
"Type of authentication”;
case symretric-key {
| eaf keyid {
type leafref {
path "/ntp:ntp/ntp:authentication/"
+ "ntp:authentication-keys/ ntp: keyi d";
}

description



"Aut hentication key id referenced in this
associ ation.";
}
}
}
}

grouping statistics {
description
"NTP packet statistic";
| eaf discontinuity-time {
type ntp-date-and-tine;
description
"The time on the nbst recent occasion at which any one or
nmore of these NTP counters suffered a discontinuity. |If
no such discontinuities have occurred, then this node
contains the time the NTP association was
(re-)initialized.";

| eaf packet-sent {

type yang: count er 32;
description

"The total nunber of NTP packets delivered to the

transport service by this NIP entity for this

associ ati on.

Di scontinuities in the value of this counter can occur
upon cold start, reinitialization of the NTP entity or the
managenment system and at other tines.";

| eaf packet-sent-fail {
type yang: count er 32;
description
"The nunber of tinmes NTP packet sending failed.";

| eaf packet-received {
type yang: count er 32;
description
"The total nunber of NTP packets delivered to the
NTP entity fromthis association
Di scontinuities in the value of this counter can occur
upon cold start, reinitialization of the NTP entity or the
managenment system and at other tines.";

}
| eaf packet-dropped {
type yang: count er 32;
description
"The total nunber of NTP packets that were delivered
to this NTP entity fromthis association and that this
entity was not able to process due to an NTP error
Di scontinuities in the value of this counter can occur
upon cold start, reinitialization of the NTP entity or the
managenment system and at other tines.";
}
}

groupi ng comon-attributes {
description
"NTP common attributes for configuration";
| eaf minpoll {
type | og2seconds;
default "6";
description
"The mininmumpoll interval used in this association";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.2";



| eaf maxpoll ({
type | og2seconds;
default "10";
description

"The maxi mum poll interval used in this association"

ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protoco
Al gorithns Specification, Section 7.2";

}
| eaf port {
if-feature "ntp-port";
type inet:port-nunber {
range "123 | 1024..nmax";
}
default "123";
description
"Specify the port used to send NTP packets.";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protoco
Al gorithns Specification, Section 7.2";
}

| eaf version {
type ntp-version

description
"NTP version";

}

ref erence

and

and

"RFC 5905: Network Tine Protocol Version 4: Protocol and

Al gorithns Specification”;

}

groupi ng associ ation-ref {
description
"Reference to NTP associ ati on node";
| eaf associ ati ons-address {
type leafref {
path "/ntp:ntp/ntp:associations/ntp:associ ation"
+ "/ ntp:address";
}
description
"I ndi cates the associ ation’s address
that results in clock synchronization.";
}
| eaf associ ations-I| ocal - node {
type leafref {
path "/ntp:ntp/ntp:associations/ntp:association"
+ "/ ntp:local - node";
}
description
"I ndi cates the association’s |ocal -node
that results in clock synchronization.";
}
| eaf associ ations-isconfigured {
type leafref {
path "/ntp:ntp/ntp:associ ati ons/ ntp: associ ation/"
+ "ntp:isconfigured";
}
description
"Indicates if the association (that resulted in the
cl ock synchronization) is explicitly configured."”;
}
}

contai ner ntp {
when ' fal se() = bool ean(/sys:systenm sys:ntp)’ {



description
"Appl i cabl e when the system/sys/ntp/ is not used.";

presence "NTP is enabl ed and system should attenpt to
synchroni ze the systemclock with an NTP server
fromthe 'ntp/associations’ list.";
description
"Configuration paraneters for NIP";
| eaf port {
if-feature "ntp-port";
type inet:port-nunber {
range "123 | 1024..max";

}
default "123";
description
"Specify the port used to send and receive NTP packets.";
reference
"RFC 5905: Network Time Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.2";
}
contai ner refclock-master {
presence "NTP master clock is enabled.";
description
"Configures the local clock of this device as NTP server.";
| eaf master-stratum {
type ntp-stratum
default "16";
description
"Stratum |l evel fromwhich NTP clients get their tine
synchroni zed. ";
}
}
cont ai ner authentication {
i f-feature "authentication";
description
"Configuration of authentication”;
| eaf auth-enabl ed {
type bool ean;
default "false";
description
"Control s whether NTP authentication is enabled
or disabled on this device.";

list authentication-keys {
key "keyid";
uses aut henticati on-key;
description
"Li st of authentication keys";
}
}

contai ner access-rules {
if-feature "access-rul es";
description
"Configuration to control access to NTP service
by using the NTP access-group feature.
The access-node identifies howthe ACL is
applied with NTP.";
list access-rule {
key "access-node";
description
"Li st of access rules”;
| eaf access-node {
type identityref {
base access- node;

}

description



"The NTP access-node. Sone of the possible val ues
i ncl ude peer, server, synchronization, query,
etc.",

| eaf acl {
type leafref {
path "/acl:acl s/acl:acl/acl:nane";
}

description
"Control access configuration to be used.";
}

reference
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 9.2";
}
}
contai ner clock-state {
config fal se;
description
"Cl ock operational state of the NTP";
contai ner systemstatus {
description
"System status of NTP";
| eaf clock-state {
type identityref {
base cl ock- st at e;

mandat ory true;
description
"The state of the systemclock. Sone of the possible
val ues include synchroni zed and unsynchroni zed. ";
}
| eaf cl ock-stratum {
type ntp-stratum
mandat ory true;
description
"The NTP entity’s own stratum value. Should be one
greater than the preceding | evel
16 if unsynchronized.";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 3";

| eaf clock-refid {
type refid;
mandat ory true;
description
"A code identifying the particular server or reference
clock. The interpretati on depends upon stratum It
could be an | Pv4 address, the first 32 bits of the M5
hash of the IPv6 address, or a string for the Reference
Identifier and kiss codes. Sone exanpl es:

-- arefclock IDIike "127.127.1.0" for local clock sync

-- uni/multi/broadcast associations for 1Pv4 will | ook
like *203.0.113. 1" and ' O0x4321FEDC for |Pv6

-- sync with primary source will | ook Iike 'DCN ,
"N ST, ' ATOM

-- kiss codes will look like "AUTH , 'DROP, 'RATE
Note that the use of MD5 hash for | Pv6 address is not

for cryptographic purposes.”;
reference



"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";
}
uses associ ation-ref {
description
"Reference to association";
}
| eaf nom nal-freq {
type deci mal 64 {
fraction-digits 4;

units "Hz";
mandat ory true;
description
"The nom nal frequency of the l|ocal clock. An idea
frequency with zero uncertainty.";
}
| eaf actual-freq {
type deci mal 64 {
fraction-digits 4;
}

units "Hz";
mandat ory true;
description
"The actual frequency of the |ocal clock";

| eaf cl ock-precision {
type | og2seconds;
mandat ory true;
description
"Cl ock precision of this systemin signed integer format,

inlog 2 seconds - (prec=2"(-n)). A value of 5 would
mean 2”-5 = 0.03125 seconds = 31.25 ns.";
ref erence

"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";

| eaf cl ock-offset {
type deci mal 64 {
fraction-digits 3;

units "mlliseconds";

description
"The signed tine offset to the current sel ected reference
time source, e.g., '0.032nms’ or '1.232nms’. The negative
val ue indicates that the local clock is behind the
current selected reference tine source.";

ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 9.1";

| eaf root-delay {
type deci mal 64 {
fraction-digits 3;

units "mlliseconds";

description
"Total delay along the path to the root clock";

ref erence
"RFC 5905: Network Time Protocol Version 4: Protocol and
Al gorithns Specification, Sections 4 and 7.3";

| eaf root-dispersion {
type deci mal 64 {
fraction-digits 3;
}



units "mlliseconds";
description
"The dispersion to the local clock
and the root clock, e.g., '6.927ns".";
reference
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Sections 4, 7.3, and 10";

| eaf reference-tine {
type ntp-date-and-tine;
description
"The reference tinestanp. Tinme when the system cl ock was
| ast set or corrected.”;
reference
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";
}
| eaf sync-state {
type identityref {
base ntp-sync-state;
}

mandat ory true;
description
"The synchronization status of the |ocal clock. Referred
to as 'Clock state definitions’ in RFC 5905.";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithms Specification, Appendix A 1.1";
}
}
}
list unicast-configuration {
i f-feature "unicast-configuration";
key "address type";
description
"Li st of NTP unicast-configurations”;
| eaf address {
type inet:ip-address;
description
"Address of this association";

}
| eaf type {
type identityref {
base unicast-configuration-type;
}
description
"The uni cast configuration type, for exanple,
uni cast -server";
}
contai ner authentication {
i f-feature "authentication";
description
"Aut hentication used for this association”;
uses aut hentication;

| eaf prefer {
type bool ean;
default "false";
description
"Whet her or not this association is preferred”;

| eaf burst {
type bool ean;
default "false";
description
"If set, a series of packets are sent instead of a single



packet within each synchronization interval to achieve
faster synchronization.";
reference
"RFC 5905: Network Tinme Protocol Version 4: Protoco
and Al gorithns Specification, Section 13.1";
}
| eaf iburst {
type bool ean;
default "false";
description
"If set, a series of packets are sent instead of a single
packet within the initial synchronization interval to
achi eve faster initial synchronization.";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 13.1";
}
| eaf source {
type if:interface-ref;
description
"The interface whose | P address is used by this association
as the source address.";
}
uses conmon-attributes {
description
"Common attributes |ike port, version, and mn and nmax
pol I .";
}
}
cont ai ner associ ations {
description
"Associ ati on paraneters"
|ist association {
key "address | ocal -node isconfigured";
config fal se;
description
"Li st of NTP associations. Here address, |ocal-node,
and isconfigured are required to uniquely identify
a particular association. Let’'s take the follow ng
exanpl es:

1) If RT1 is acting as broadcast server
and RT2 is acting as broadcast client, then RT2
will forma dynam c association with the address as
RT1, |ocal-node as client, and isconfigured as fal se.

2) Wien RT2 is configured with unicast server RT1,
then RT2 will form an association with the address as
RT1, |ocal-nmode as client, and isconfigured as true.

Thus, all three | eaves are needed as key to uniquely
identify the association.";
| eaf address {
type inet:ip-address;
description
"The renpte address of this association. Represents the
| P address of a unicast/nulticast/broadcast address.";

| eaf | ocal -nmode {
type identityref {
base associ ati on-node;
}
description
"Local -node of this NTP association";

}

| eaf isconfigured {



type bool ean;

description
"Indicates if this association is configured (true) or
dynanically learned (false).";

| eaf stratum {
type ntp-stratum
description
"The associ ati on stratum val ue";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 3";

}
| eaf refid {
type refid;
description
"A code identifying the particular server or reference
clock. The interpretation depends upon stratum It
could be an I Pv4 address or first 32 bits of the M5
hash of the IPv6 address or a string for the Reference
Identifier and kiss codes. Sone exanpl es:

-- arefclock IDlike '127.127.1.0" for local clock sync

-- uni/multi/broadcast associations for IPv4 will | ook
like *203.0.113. 1" and ' 0x4321FEDC for |Pv6

-- sync with primary source will | ook Iike 'DCN ,
"NI ST, or 'ATOM

-- kiss codes will ook like "AUTH , 'DROP', or 'RATE

Note that the use of an MD5 hash for |Pv6 address is
not for cryptographic purposes."”;
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";

| eaf authentication {
i f-feature "authentication";
type leafref {
path "/ntp:ntp/ntp:authentication/"
+ "ntp:authentication-keys/ntp: keyi d*;
}

description
"Aut hentication key used for this association”;

| eaf prefer {
type bool ean;
default "fal se";
description
"Indicates if this association is preferred";
}
| eaf peer-interface {
type if:interface-ref;
description
"The interface that is used for comunication”;
}
uses conmon-attributes {
description
"Comon attributes |ike port, version, and mn and
max pol | ";

| eaf reach {
type uint8;
description



"An 8-bit shift register that tracks packet

generation and receipt. It is used to determ ne
whet her the server is reachable and the data are
fresh.";

ref erence

"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Sections 9.2 and 13";
}
| eaf unreach {
type uint8;
units "seconds";
description
"A count of how long in second the server has been
unreachable, i.e., the reach val ue has been zero.";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithms Specification, Sections 9.2 and 13";

}
| eaf poll {
type | og2seconds;
description
"The polling interval for current association in signed
| og2 seconds.";
reference
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 7.3";

| eaf now {
type uint32;
units "seconds";
description
"The time since the | ast NTP packet was
received or |ast synchronized.";

| eaf offset {
type deci mal 64 {
fraction-digits 3;

units "mlliseconds";
description
"The signed of fset between the | ocal clock
and the peer clock, e.g., '0.032nms’ or '1.232ms’. The
negative val ue indicates that the | ocal clock is behind
the peer.";
reference
"RFC 5905: Network Tine Protocol Version 4: Protocol and
Al gorithns Specification, Section 8";

}
| eaf del ay {
type deci mal 64 {
fraction-digits 3;

units "mlliseconds";
description
"The network del ay between the |ocal clock
and t he peer clock";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification, Section 8";
}
| eaf dispersion {
type deci mal 64 {
fraction-digits 3;
}

units "mlliseconds";
description



"The root dispersion between the | ocal clock
and the peer clock.";
reference
"RFC 5905: Network Tinme Protocol Version 4: Protoco
Al gorithns Specification, Section 10";
}
| eaf originate-tine {
type ntp-date-and-tine;
description
"This is the local tinme, in tinestanp format,
when the | atest NTP packet was sent to the peer
(called T1).";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
Al gorithns Specification, Section 8";
}
| eaf receive-tine {
type ntp-date-and-time;
description
"This is the local time, in tinestanp format,
when the | atest NTP packet arrived at the peer

(called T2). |If the peer becones unreachabl e,
the value is set to zero.";
ref erence

"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 8";

leaf transmit-time {
type ntp-date-and-tine;
description
"This is the local time, in tinestanp format,
at which the NTP packet departed the peer

(called T3). |If the peer becones unreachabl e,
the value is set to zero.";
ref erence

"RFC 5905: Network Time Protocol Version 4: Protoco
and Al gorithns Specification, Section 8";
}
| eaf input-time {
type ntp-date-and-tine;
description
"This is the local time, in tinestanp format,
when the | atest NTP nessage fromthe peer arrived

(called T4). [If the peer becones unreachabl e,
value is set to zero.";
ref erence

"RFC 5905: Network Tinme Protocol Version 4: Protoco
and Al gorithns Specification, Section 8";
}
container ntp-statistics {
description
"Per peer packet send and receive statistics";
uses statistics {
description
"NTP send and receive packet statistics"”;

}
}
}
}

container interfaces {
description
"Configuration paraneters for NIP interfaces"
list interface {
key "nane";
description
"List of interfaces"”;

and

and



| eaf nane {
type if:interface-ref;
description
"The interface nane";
}

cont ai ner broadcast-server {
i f-feature "broadcast-server"”;
presence "NTP broadcast-server is configured on this
interface.";
description
"Configuration of broadcast server";
leaf ttl {
type uint8;
description
"Specifies the tine to live (TTL) for a
broadcast packet";
ref erence
"RFC 5905: Network Time Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";
}
cont ai ner authentication {
if-feature "authentication";
description
"Aut hentication used on this interface";
uses aut hentication;
}
uses conmon-attributes {
description
"Comon attributes such as port, version, and nin and
max pol | ";
}
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";
}
cont ai ner broadcast-client {
if-feature "broadcast-client"”;
presence "NTP broadcast-client is configured on this
interface.";
description
"Configuration of broadcast client";
reference
"RFC 5905: Network Tinme Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";

list multicast-server {
if-feature "nmulticast-server";
key "address";
description
"Configuration of nmulticast server";
| eaf address {
type rt-types:ip-multicast-group-address;
description
"The I P address to send NTP mul ticast packets"”;

}
leaf ttl {
type uint8;
description
"Specifies the TTL for a multicast packet";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";
}
contai ner authentication {
if-feature "authentication";
description



"Aut hentication used on this interface";
uses aut henticati on;
}
uses conmmon-attributes {
description
"Common attributes such as port, version, and nin and
max pol | ";
}
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";

list multicast-client {
if-feature "multicast-client"
key "address";
description
"Configuration of a multicast client";
| eaf address {
type rt-types:ip-multicast-group-address;
description
"The | P address of the multicast group to
join";
}
reference
"RFC 5905: Network Tinme Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";

}
Iist manycast-server {
i f-feature "nmanycast-server";
key "address";
description
"Configuration of a manycast server";
| eaf address {
type rt-types:ip-multicast-group-address;
description
"The multicast group |P address to receive
manycast client nessages."”;
}
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";
}

Iist manycast-client {
if-feature "manycast-client”;
key "address";
description
"Configuration of manycast-client"”;
| eaf address {
type rt-types:ip-multicast-group-address;
description
"The group | P address that the manycast client
broadcasts the request nessage to";
}
cont ai ner authentication {
if-feature "authentication";
description
"Aut hentication used on this interface";
uses aut henti cati on;

}
leaf ttl {
type uint8;
description
"Specifies the maxi num TTL for the expandi ng
ring search";
ref erence
"RFC 5905: Network Time Protocol Version 4: Protoco



and Al gorithns Specification, Section 3.1";

| eaf m ncl ock {
type uint8;
description
"The m ni num manycast survivors in this
associ ation";
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 13.2";

| eaf maxcl ock {
type uint8;
description
"The maxi num manycast candidates in this
associ ation";
ref erence
"RFC 5905: Network Time Protocol Version 4: Protoco
and Al gorithns Specification, Section 13.2";

| eaf beacon {
type | og2seconds;
description

"The beacon is the upper limt of the poll interval
When the TTL reaches its limt wi thout finding the
m ni mum nunber of manycast servers, the poll interva

i ncreases until reaching the beacon val ue, when it
starts over fromthe beginning.";
ref erence
"RFC 5905: Network Time Protocol Version 4: Protoco
and Al gorithnms Specification, Section 13.2";
}
uses conmon-attributes {
description
"Comon attributes |like port, version, and nin and
max pol | ";
}
ref erence
"RFC 5905: Network Tine Protocol Version 4: Protoco
and Al gorithns Specification, Section 3.1";
}
}
}
contai ner ntp-statistics {
config fal se;
description
"Total NTP packet statistics";
uses statistics {
description
"NTP send and recei ve packet statistics";
}

}
}

rpc statistics-reset {
description
"Reset statistics collected.";
i nput {
choi ce association-or-all {
description
"Resets statistics for a particular association or
all.";
case association {
uses associ ation-ref;
description
"This resets all the statistics collected for



t he association.";

case all {
description
"This resets all the statistics collected.";
}
}
}
}

LCCDE ENDS>

9. Usage Exampl e
This section include exanples for illustration purposes.
Note: '\’ indicates |ine wapping per [RFC8792].

9.1. Unicast Association

Thi s exanpl e descri bes how to configure a preferred unicast server
present at 192.0.2.1 running at port 1025 with authentication-key 10
and version 4 (default).

<edit-config xmns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<uni cast - confi gurati on>
<addr ess>192. 0. 2. 1</ addr ess>
<type>uc-server</type>
<prefer>true</prefer>
<port >1025</ port >
<aut henti cati on>
<symmetric- key>
<keyi d>10</ keyi d>
</ symretric-key>
</ aut henti cati on>
</ uni cast - confi gurati on>
</ nt p>
</ config>
</edit-config>

An example with IPv6 would use an | Pv6 address (say 2001:db8::1) in
the "address"” leaf with no change in any other data tree.

<edit-config xmns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<uni cast - confi gurati on>
<addr ess>2001: db8: : 1</ addr ess>
<type>uc-server</type>
<prefer>true</prefer>
<port>1025</ port >
<aut henti cati on>
<symmetric- key>
<keyi d>10</ keyi d>
</ symretric-key>
</ aut henti cati on>
</ uni cast - confi gurati on>
</ nt p>



</ config>
</edit-config>

This exanple is for retrieving unicast configurations:

<get >
<filter type="subtree">
<ntp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-ntp">
<uni cast - confi gurati on>
</ uni cast - confi gurati on>
</ nt p>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<uni cast - confi gurati on>
<addr ess>192. 0. 2. 1</ addr ess>
<type>uc-server</type>
<aut henti cati on>
<symmetri c- key>
<keyi d>10</ keyi d>
</ symretric- key>
</ aut henti cati on>
<prefer>true</prefer>
<bur st >f al se</ bur st >
<i bur st >true</iburst>
<source/ >
<mi npol | >6</ ni npol | >
<maxpol | >10</ maxpol | >
<port >1025</ port >
<stratunp9</stratunmp
<refid>203.0.113. 1</refi d>
<reach>255</reach>
<unr each>0</ unr each>
<pol | >128</ pol | >
<now>10</ now>
<of f set >0. 025</ of f set >
<del ay>0. 5</ del ay>
<di sper si on>0. 6</ di sper si on>
<origi nate-ti me>10-10-2017 07: 33: 55. 253 Z+05: 30\
</originate-tinme>
<receive-tine>10-10-2017 07: 33: 55. 258 Z+05: 30\
</receive-time>
<transmt-time>10-10-2017 07:33:55. 300 Z+05: 30\
</[transmt-time>
<i nput-tinme>10-10-2017 07: 33: 55. 305 Z+05: 30\
</input-tine>
<nt p-statistics>
<packet - sent >20</ packet - sent >
<packet - sent - f ai | >0</ packet-sent-fail >
<packet - r ecei ved>20</ packet - recei ved>
<packet - dr opped>0</ packet - dr opped>
</ntp-statistics>
</ uni cast - confi guration>
</ nt p>
</ dat a>

9.2. Refclock Master

Thi s exanpl e describes how to configure reference clock with stratum
8:

<edit-config xmns="urn:ietf:parans: xn :ns: netconf:base: 1. 0">
<t ar get >
<runni ng/ >



</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<r ef cl ock- mast er >
<mast er - st r at un»8</ mast er - st r at une
</refcl ock-nmast er>
</ nt p>
</ config>
</edit-config>

Thi s exanpl e describes how to get reference clock configuration

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<r ef cl ock- mast er >
</ refcl ock-mast er >
</ nt p>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<r ef cl ock- mast er >
<mast er - st r at um»8</ nast er - st r at un®
</refcl ock-naster>
</ nt p>
</ dat a>

9.3. Authentication Configuration

Thi s exanpl e descri bes how to enabl e authentication and configure
trusted authentication key 10 with node as AES- CMAC and a hexadeci nal
string key:

<edit-config xmns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<aut henti cati on>
<aut h- enabl ed>t r ue</ aut h- enabl ed>
<aut henti cati on- keys>
<keyi d>10</ keyi d>
<al gori t hnraes- cmac</ al gori t hne
<key>
<hexadeci mal - string>
bb1d6929€95937287f a37d129b756746
</ hexadeci nal - stri ng>
</ key>
<i strusted>true</istrusted>
</ aut henti cati on- keys>
</ aut henti cati on>
</ nt p>
</ config>
</edit-config>

9.4. Access Configuration

Thi s exanpl e descri bes how to configure "peer-access-node" associ ated
with ACL 2000:

<edit-config xmns="urn:ietf:parans: xn :ns: netconf:base: 1. 0">
<t ar get >
<runni ng/ >



</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<access-rul es>
<access-rul e>
<access-node>peer - access- node</ access- node>
<acl >2000</ acl >
</ access-rul e>
</ access-rul es>
</ nt p>
</ config>
</ edit-config>

Thi s exanpl e describes how to get access-related configuration

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<access-rul es>
</ access-rul es>
</ ntp>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: net conf: base: 1. 0" >
<ntp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-ntp">
<access-rul es>
<access-rul e>
<access- node>peer - access- node</ access- node>
<acl >2000</ acl >
</ access-rul e>
</ access-rul es>
</ nt p>
</ dat a>

9.5. Milticast Configuration

Thi s exanpl e descri bes how to configure a multicast server with an
address of "224.0.1.1", port of 1025, version of 3, and
aut henti cation keyid of 10.

<edit-config xmns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<i nterfaces>
<interface>
<nane>Et her net 3/ 0/ 0</ nane>
<mul ti cast-server>
<addr ess>224.0. 1. 1</ addr ess>
<aut henti cati on>
<symmetri c- key>
<keyi d>10</ keyi d>
</ symretric-key>
</ aut henti cation>
<port >1025</ port >
<ver si on>3</versi on>
</multicast-server>
</interface>
</interfaces>
</ ntp>
</ config>
</edit-config>



Thi s exanpl e descri bes how to get nulticast-server-rel ated
configuration:

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<mul ti cast-server >
</mul ticast-server>
</interface>
</interfaces>
</ nt p>
</[filter>
</ get>

<data xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<nane>Et her net 3/ 0/ 0</ nane>
<mul ti cast-server>
<addr ess>224.0. 1. 1</ addr ess>
<ttl>8</ttl>
<aut henti cati on>
<symmetric-key>
<keyi d>10</ keyi d>
</ symretric-key>
</ aut henti cati on>
<m npol | >6</ m npol | >
<maxpol | >10</ maxpol | >
<port >1025</ port >
<ver si on>3</versi on>
</nmul ticast-server>
</interface>
</interfaces>
</ nt p>
</ dat a>

Thi s exanpl e describes how to configure a nulticast client with an
address of "224.0.1.1":

<edit-config xmns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<nane>Et her net 3/ 0/ 0</ nane>
<mul ticast-client>
<addr ess>224.0. 1. 1</ addr ess>
</multicast-client>
</interface>
</interfaces>
</ ntp>
</ config>
</edit-config>

Thi s exanpl e describes how to get nmulticast-client-rel ated
configuration:

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">



<interfaces>
<interface>
<mul ticast-client>
</multicast-client>
</interface>
</interfaces>
</ nt p>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<name>Et her net 3/ 0/ 0</ nane>
<mul ticast-client>
<addr ess>224.0. 1. 1</ addr ess>
</multicast-client>
</interface>
</interfaces>
</ ntp>
</ dat a>

9.6. Manycast Configuration

Thi s exanpl e descri bes how to configure a manycast-client with an
address of "224.0.1.1", port of 1025, and authentication keyid of 10:

<edit-config xmns="urn:ietf:parans: xmn :ns: netconf:base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<name>Et her net 3/ 0/ 0</ nane>
<manycast-client >
<addr ess>224.0. 1. 1</ addr ess>
<aut henti cati on>
<symetri c- key>
<keyi d>10</ keyi d>
</ symmretric- key>
</ aut hentication>
<port >1025</ port >
</ manycast-client >
</interface>
</interfaces>
</ nt p>
</ config>
</edit-config>

Thi s exanpl e descri bes how to get manycast-client-rel ated
configuration:

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<i nterface>
<manycast -cli ent >
</ manycast-client >
</interface>
</interfaces>
</ nt p>
</filter>



</ get >

<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<i nterface>

<name>Et her net 3/ 0/ 0</ nane>

<manycast-client >
<addr ess>224.0. 1. 1</ addr ess>
<aut henti cati on>

<symetri c- key>
<keyi d>10</ keyi d>
</ symmretric- key>

</ aut hentication>
<ttl>8</ttl>
<m ncl ock>3</ m ncl ock>
<maxcl ock>10</ maxcl ock>
<beacon>6</ beacon>
<m npol | >6</ m npol | >
<maxpol | >10</ maxpol | >
<port >1025</ port >

</ manycast-client >

</interface>
</interfaces>
</ nt p>
</ dat a>

Thi s exanpl e descri bes how to configure a manycast-server with an
address of "224.0.1.1":

<edit-config xmns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<nane>Et her net 3/ 0/ 0</ nane>
<manycast - server >
<address>224.0. 1. 1</ addr ess>
</ manycast - server >
</interface>
</interfaces>
</ nt p>
</ config>
</edit-config>

Thi s exanpl e descri bes how to get manycast-server-rel ated
configuration:

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<interfaces>
<interface>
<manycast - server >
</ manycast - server >
</interface>
</interfaces>
</ nt p>
</[filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">



<interfaces>
<interface>
<name>Et her net 3/ 0/ 0</ nane>
<manycast - server >
<addr ess>224.0. 1. 1</ addr ess>
</ manycast - server >
</interface>
</interfaces>
</ nt p>
</ dat a>

9.7. dock State
Thi s exanpl e describes how to get current clock state:

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<cl ock- st at e>
</ cl ock-st at e>
</ ntp>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: net conf: base: 1. 0" >
<ntp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-ntp">
<cl ock- state>
<system st at us>
<cl ock- st at e>synchr oni zed</ cl ock- st at e>
<cl ock-strat un>7</ cl ock-stratune
<cl ock-refid>192.0. 2. 1</ cl ock-refi d>
<associ ati ons- addr ess>192. 0. 2. 1\
</ associ ati ons- addr ess>
<associ ati ons-1 ocal - nnde>cl i ent\
</ associ ati ons- | ocal - nrode>
<associ ati ons-i sconfi gured>yes\
</ associ ati ons-i sconfi gured>
<nomi nal - freq>100. 0</ nom nal -freqg>
<actual -freg>100. 0</ actual -freqg>
<cl ock- preci si on>18</ cl ock- pr eci si on>
<cl ock- of f set >0. 025</ cl ock- of f set >
<r oot - del ay>0. 5</r oot - del ay>
<r oot - di sper si on>0. 8</r oot - di sper si on>
<reference-ti me>10- 10- 2017 07: 33: 55. 258 Z+05: 30\
</reference-tinme>
<sync- st at e>cl ock- synchr oni zed</ sync- st at e>
</ system st at us>
</ cl ock-st at e>
</ nt p>
</ dat a>

9.8. GCet Al Association

Thi s exanpl e describes how to get all associations present in the
system

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<associ ati ons>
</ associ ati ons>
</ nt p>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0" >



<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<associ ati ons>
<associ ati on>
<addr ess>192. 0. 2. 1</ addr ess>
<strat unp9</stratunp
<refid>203.0.113. 1</refi d>
<l ocal - node>cl i ent </ | ocal - nrode>
<i sconfi gured>true</isconfigured>
<aut henti cati on- key>10</ aut henti cati on-key>
<prefer>true</prefer>
<peer-interface>Et hernet 3/ 0/ 0</ peer-interface>
<m npol | >6</ m npol | >
<maxpol | >10</ maxpol | >
<port >1025</ port >
<ver si on>4</versi on>
<reach>255</reach>
<unr each>0</ unr each>
<pol | >128</ pol | >
<now>10</ now>
<of f set >0. 025</ of f set >
<del ay>0. 5</ del ay>
<di sper si on>0. 6</ di sper si on>
<originate-tinme>10-10-2017 07: 33: 55. 253 Z+05: 30\
</originate-tinme>
<receive-tine>10-10-2017 07: 33: 55. 258 Z+05: 30\
</receive-time>
<transmt-time>10-10-2017 07:33:55. 300 Z+05: 30\
</transmit-tinme>
<i nput-tinme>10-10-2017 07: 33:55. 305 Z+05: 30\
</input-tine>
<nt p-statistics>
<packet - sent >20</ packet - sent >
<packet - sent - f ai | >0</ packet-sent-fail >
<packet - r ecei ved>20</ packet -recei ved>
<packet - dr opped>0</ packet - dr opped>
</ntp-statistics>
</ associ ati on>
</ associ ati ons>
</ nt p>
</ dat a>

9.9. dobal Statistic
Thi s exanpl e descri bes how to get global statistics:

<get >
<filter type="subtree">
<ntp xmns="urn:ietf:parans: xm :ns:yang:ietf-ntp">
<nt p-statistics>
</ntp-statistics>
</ nt p>
</filter>
</ get >

<data xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<ntp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-ntp">
<ntp-statistics>
<packet - sent >30</ packet - sent >
<packet - sent - f ai | >5</ packet-sent-fail >
<packet - r ecei ved>20</ packet -recei ved>
<packet - dr opped>2</ packet - dr opped>
</ntp-statistics>
</ ntp>
</ dat a>

10. | ANA Consi der ati ons
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1. |ETF XM Registry

Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].
Following the format in RFC 3688, the follow ng registration has been
made.

URI: wurn:ietf:parans:xm:ns:yang:ietf-ntp

Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. nanespace
2. YANG Modul e Nanes

Thi s document registers a YANG nodul e in the "YANG Mdul e Nanmes"
registry [ RFC6020] .

Nane: ietf-ntp
Nanespace: urn:ietf:params:xm:ns:yang:ietf-ntp
Prefix: ntp
Ref erence: RFC 9249
Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inplement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content. The 'nacm default-deny-
all’ is used to prevent retrieval of the key information.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

Intp/port: This data node specifies the port nunber to be used to
send NTP packets. Unexpected changes could lead to disruption
and/ or networ k mi sbehavi or.

/' ntp/authentication and /ntp/access-rules: The entries in the |ist
i nclude the authentication and access control configurations.
Care should be taken while setting these paraneters.

I/ ntp/uni cast-configuration: The entries in the list include all
uni cast configurations (server or peer nmode) and indirectly
creates or nodifies the NTP associations. Unexpected changes
could lead to disruption and/ or network m sbehavi or

Intp/interfaces/interface: The entries in the list include all per-
interface configurations related to broadcast, multicast, and
manycast node, and indirectly creates or nodifies the NTP
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associ ations. Unexpected changes could | ead to disruption and/or
network m sbehavior. It could also |ead to synchroni zati on over
an untrusted source over trusted ones.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ ntp/authenti cati on/ aut henti cati on-keys: The entries in the |ist
include all the NTP authentication keys. Unauthorized access to
the keys can be easily exploited to permt unauthorized access to
the NTP service. This information is sensitive; thus,
unaut hori zed access to this needs to be curtail ed.

/ nt p/ associ ati ons/ association/: The entries in the list include al
active NTP associations of all nodes. Exposure of these nodes
coul d reveal network topology or trust relationships.

Unaut hori zed access to this also needs to be curtail ed.

I ntp/authentication and /ntp/access-rules: The entries in the |ist
i nclude the authentication and access control configurations.
Exposure of these nodes could reveal network topol ogy or trust
rel ati onshi ps.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

statistics-reset: The RPCis used to reset statistics. Unauthorized
reset could inpact nonitoring.

The | eaf /ntp/authentication/authentication-keys/algorithmcan be set
to cryptographic algorithms that are no | onger considered to be
secure. As per [RFC8573], AES-CMAC is the recomended al gorithm

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

[ RFC3688] Mealling, M, "The | ETF XM. Registry", BCP 81, RFC 3688,
DO 10. 17487/ RFC3688, January 2004,
<https://ww.rfc-editor.org/info/rfc3688>

[ RFC5905] MlIls, D, Martin, J., Ed., Burbank, J., and W Kasch,
"Network Time Protocol Version 4: Protocol and Al gorithns
Speci fication", RFC 5905, DO 10.17487/RFC5905, June 2010,
<https://ww.rfc-editor.org/info/rfc5905>

[ RFC6020] Bjorklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,
<https://www.rfc-editor.org/info/rfc6020>

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protoco
(NETCONF) ", RFC 6241, DA 10.17487/ RFC6241, June 2011
<https://ww.rfc-editor.org/info/rfc6241>



12.

[ RFC6242]

[ RFC6991]

[ RFC7317]

[ RFC7950]

[ RFC3040]

[ RFC8174]

[ RFC8294]

[ RFC8340]

[ RFC8341]

[ RFC8343]

[ RFC8446]

[ RFC8519]

[ RFC8573]

Wasserman, M, "Using the NETCONF Protocol over Secure
Shell (SSH)", RFC 6242, DO 10.17487/ RFC6242, June 2011,
<https://www. rfc-editor.org/info/rfc6242>.

Schoenwael der, J., Ed., "Commobn YANG Data Types",
RFC 6991, DA 10.17487/ RFC6991, July 2013,
<https://www.rfc-editor.org/info/rfc6991>.

Bi erman, A. and M Bjorklund, "A YANG Data Model for
Syst em Managenent", RFC 7317, DO 10.17487/ RFC7317, August
2014, <https://ww.rfc-editor.org/info/rfc7317>.

Bj orklund, M, Ed., "The YANG 1.1 Data Mdel i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://www. rfc-editor.org/info/rfc7950>.

Bi erman, A, Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://ww.rfc-editor.org/info/rfc8040>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Liu, X, Q, Y., Lindem A., Hopps, C, and L. Berger,
"Common YANG Data Types for the Routing Area", RFC 8294,
DO 10.17487/ RFC8294, Decenber 2017,

<https://ww. rfc-editor.org/info/rfc8294>.

Bj orklund, M and L. Berger, Ed., "YANG Tree D agrans",
BCP 215, RFC 8340, DA 10.17487/ RFC8340, March 2018,
<https://ww.rfc-editor.org/info/rfc8340>.

Bi erman, A. and M Bjorklund, "Network Configuration
Access Control Mbdel", STD 91, RFC 8341,

DA 10.17487/ RFC8341, March 2018,

<https://www. rfc-editor.org/info/rfc8341>.

Bj orklund, M, "A YANG Data Mdel for Interface
Managerment ", RFC 8343, DO 10.17487/ RFC8343, March 2018,
<https://ww. rfc-editor.org/info/rfc8343>.

Rescorla, E., "The Transport Layer Security (TLS) Prot ocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/info/rfc8446>.

Jet hanandani, M, Agarwal, S., Huang, L., and D. Blair,
"YANG Dat a Mbdel for Network Access Control Lists (ACLs)",
RFC 8519, DO 10. 17487/ RFC8519, March 2019,
<https://ww.rfc-editor.org/info/rfc8519>.

Mal hotra, A. and S. Col dberg, "Message Authentication Code
for the Network Time Protocol", RFC 8573,

DA 10.17487/ RFC8573, June 2019,

<https://www. rfc-editor.org/info/rfc8573>.

2. Informative References

[ RFC1305]

[ RFC1321]

MIlls, D, "Network Time Protocol (Version 3)

Speci fication, |nplenentation and Anal ysis", RFC 1305,
DA 10.17487/ RFC1305, March 1992,
<https://ww.rfc-editor.org/info/rfcl305>.

Rivest, R, "The MD5 Message-Digest Al gorithni, RFC 1321,
DO 10.17487/ RFC1321, April 1992,
<https://www.rfc-editor.org/info/rfcl321>.



[ RFC3174] Eastlake 3rd, D. and P. Jones, "US Secure Hash Algorithm1
(SHA1)", RFC 3174, DA 10.17487/RFC3174, Septenber 2001,
<https://ww. rfc-editor.org/info/rfc3174>.

[ RFC4493] Song, JH., Poovendran, R, Lee, J., and T. Iwata, "The
AES- CMAC Al gorithm', RFC 4493, DO 10.17487/ RFC4493, June
2006, <https://ww. rfc-editor.org/info/rfc4493>.

[ RFC5907] Gerstung, H, Elliott, C, and B. Haberman, Ed.,
"Definitions of Managed Objects for Network Tine Protocol
Version 4 (NTPv4)", RFC 5907, DO 10.17487/ RFC5907, June
2010, <https://ww. rfc-editor.org/info/rfc5907>.

[ RFC8342] Bjorklund, M, Schoenwael der, J., Shafer, P., Watsen, K.,
and R WIlton, "Network Managenent Datastore Architecture
(NVDA) ", RFC 8342, DO 10.17487/ RFC8342, March 2018,
<https://ww.rfc-editor.org/info/rfc8342>.

[ RFC8792] Watsen, K., Auerswald, E., Farrel, A, and Q W,
"Handling Long Lines in Content of Internet-Drafts and
RFCs", RFC 8792, DO 10.17487/RFC8792, June 2020,
<https://www. rfc-editor.org/info/rfc8792>.

[ SHS] National Institute of Standards and Technol ogy (N ST),
"Secure Hash Standard (SHS)", DA 10.6028/ N ST. FI PS. 180- 4,
FI PS PUB 180-4, August 2015,
<https://doi.org/10. 6028/ Nl ST. FI PS. 180- 4>.

Appendi x A. Full YANG Tree
The full tree for the ietf-ntp YANG data nodel is as foll ows.

nmodul e: ietf-ntp
+--rw ntp!
+--rw port? i net:port-nunber {ntp-port}?
+--rw refcl ock-naster!
| +--rw nmaster-stratun? ntp-stratum
+--rw aut henti cation {authentication}?

| +--rw aut h-enabl ed? bool ean
+--rw aut henti cati on-keys* [keyi d]
+--rw keyid ui nt 32
+--rw al gorithnf identityref
+--rw key

| +--: (keystring)

| | +--rw keystring? string {deprecated}?
| +--: (hexadeci mal ) {hex-key-string}?

| +--rw hexadeci mal -string? yang: hex-string

I

I

|

I

| |  +--rw (key-string-style)?
I

I

I

|

| +--rw istrusted? bool ean

--rw access-rul es {access-rul es}?
+--rw access-rul e* [access-node]
+--rw access- node i dentityref
+--rw acl ? -> [acl :acl s/ acl / nane
--ro clock-state
+--ro systemstatus
+--ro clock-stratum nt p-stratum
+--ro clock-refid refid

+--ro0 associ ati ons-address?

| -> / ntp/associ ati ons/ associ ati on/ addr ess
+--ro associ ations-| ocal - node?

| -> [/ ntp/associ ati ons/associ ati on/| ocal - node
+--ro0 associations-isconfigured?

| -> /ntp/associ ati ons/ associ ati on/i sconfi gured

+

I

I

I

+

I

| +--ro clock-state i dentityref
I

I

I

|

I

I

I

I

| +--ro nom nal -freq deci nal 64



+--ro actual -freq deci nal 64

|

| +--ro0 cl ock-precision | og2seconds

| +--ro cl ock-offset? deci nal 64

| +--ro0 root-del ay? deci nal 64

| +--ro0 root-dispersion? deci nal 64

| +--ro reference-time? nt p- dat e- and-ti ne
| +--ro0 sync-state identityref

+--rw uni cast-configuration* [address type]
{uni cast-configuration}?
+--rw address i net:ip-address
+--rw type i dentityref
+--rw aut henti cation {authentication}?
| +--rw (authentication-type)?
| +--:(synmetric- key)

I
I
I
I
|
I
I
| +--rwprefer? bool ean
I
I
|
I
I
I
I

+--r0 ntp-statistics
+--ro discontinuity-tinme? nt p- date-and-ti ne

| +--rw keyi d? | eaf r ef
+--rw burst? bool ean
+--rw iburst? bool ean
+--rw source? if:interface-ref
+--rw mnpol | ? | og2seconds
+--rw maxpol | ? | og2seconds
+--rw port? i net:port-nunber {ntp-port}?
+--rw version? nt p- ver si on
+--rw associ ati ons
| +--ro association* [address |ocal -node isconfigured]
| +--ro address i net:ip-address
| +--ro | ocal - node i dentityref
| +--ro isconfigured bool ean
| +--ro stratun? nt p-stratum
| +--ro refid? refid
| +--ro authentication?
| | -> [ ntp/authentication/authentication-keys/keyid
| | {aut hentication}?
| +--ro prefer? bool ean
| +--ro0 peer-interface? if:interface-ref
| +--ro mnpol | ? | og2seconds
| +--ro maxpol | ? | og2seconds
| +--r0 port? i net:port-nunber {ntp-port}?
| +--1ro0 version? nt p- versi on
| +--ro reach? uint8
| +--ro unreach? uint8
| +--ro poll? | og2seconds
| +--1ro0 now? ui nt 32
| +--ro offset? deci mal 64
| +--ro del ay? deci nal 64
| +--ro dispersion? deci nal 64
| +--ro0 originate-tinme? nt p- dat e- and-ti ne
| +--ro0 receive-time? nt p- dat e- and-ti ne
| +--ro transmt-tine? nt p- dat e- and-ti ne
| +--1r0 input-tinme? nt p- dat e-and-ti ne
I
I
| +--ro packet-sent? yang: count er 32
| +--ro packet-sent-fail? yang: count er 32
| +--ro packet-recei ved? yang: count er 32
| +--ro packet-dropped? yang: count er 32
--rwinterfaces
+--rw interface* [nane]
+--rw name if:interface-ref
+--rw broadcast-server! {broadcast-server}?
+--rwttl? uint8

|
| +--rw authentication {authentication}?
| | +--rw (authentication-type)?
| ] +--:(synmetric- key)

| ] +--rw keyi d? | eaf r ef

| +--rw minpoll? | og2seconds



I
I
I
+
+
I
I
I
I
I
I
I
I
I
I
I

+-
+-
+-

-rw maxpol | ? | og2seconds
-rw port? i net:port-nunber {ntp-port}?
-rw version? nt p- versi on

--rw broadcast-client! {broadcast-client}?
--rw mul ticast-server* [address] {multicast-server}?

+-
I
+-
+-
I
I
I

+-
+-
+-
+-

+-
+-

+-

I
+-
I
I
I

+-
+-
+-
+-
+-
+-
+-
+-

-rw address
rt-types:ip-nulticast-group-address
-rwttl? uint8
-rw aut hentication {authentication}?
+--rw (authentication-type)?
+--:(synmetric- key)

+--rw keyi d? | eaf r ef
-rw mnpol | ? | og2seconds
-rw nmaxpol | ? | og2seconds
-rw port? i net:port-nunber {ntp-port}?
-rw version? nt p-versi on

+--rw multicast-client* [address] {rmulticast-client}?

-rw address rt-types:ip-nulticast-group-address

+--rw manycast - server* [address] {manycast-server}?

-rw address rt-types:ip-nmulticast-group-address

+--rw manycast-client* [address] {manycast-client}?

-rw address
rt-types:ip-nulticast-group-address
-rw aut henticati on {authentication}?
+--rw (authentication-type)?
+--:(synmetric- key)

+--rw keyi d? | eaf r ef

-rwttl? uint8

-rw nmi ncl ock? uint8

-rw maxcl ock? uint8

-rw beacon? | og2seconds

-rw mnpol | ? | og2seconds

-rw nmaxpol | ? | og2seconds

-rw port? i net:port-nunber {ntp-port}?
-rw versi on? nt p- ver si on

+--r0 ntp-statistics
+--ro discontinuity-time? nt p- dat e- and-ti ne

+--ro0 packet-sent? yang: count er 32
+--ro0 packet-sent-fail? yang: count er 32
+--ro0 packet-received? yang: count er 32
+--ro packet-dropped? yang: count er 32

rpcs:

+---X statistics-reset
+---w i nput
+---w (association-or-all)?

Acknowl edgnent s

+- -

I
I
I
I
I
+- -

s (associ ation)
+---w associ ati ons- addr ess?
| -> / ntp/associ ati ons/ associ ati on/ addr ess
+---w associ ati ons- | ocal - node?
| -> [/ ntp/associ ati ons/associ ati on/| ocal - node
+---w associ ations-isconfigured?

-> |/ ntp/associations/associ ation/isconfigured
s(all)
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