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Abst r act

Video Relay Service (VRS) is a termused to describe a nethod by

whi ch a hearing person can communi cate with a sign | anguage speaker
who i s deaf, deafblind, or hard of hearing (HoH) or has a speech
disability using an interpreter (i.e., a Conmmunications Assistant
(CA)) connected via a videophone to the sign | anguage speaker and an
audi o tel ephone call to the hearing user. The CA interprets using
sign | anguage on the videophone |ink and voice on the tel ephone |ink
O'ten the interpreters may be enpl oyed by a conpany or agency, terned
a "provider" in this docunent. The provider also provides a video
service that allows users to connect video devices to their service
and subsequently to CAs and ot her sign |anguage speakers. It is
desirabl e that the videophones used by the sign | anguage speaker
conformto a standard so that any device nmay be used with any
provider and that direct video calls between sign | anguage speakers
work. This docunent describes the interface between a vi deophone and
a provider.
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I nt roducti on

Vi deo Relay Service (VRS) is a form of Tel econmuni cati ons Rel ay
Service (TRS) that enables people with hearing disabilities who use
sign | anguage, such as Anerican Sign Language (ASL), to comunicate
with voice tel ephone users through video equi prent. These services
al so enabl e conmuni cati on between such individuals directly in

sui tabl e nodalities, including any conbi nation of sign |anguage via
video, real-tinme text, and speech

This interoperability profile for Relay User Equipnent (RUE) is a
profile of the Session Initiation Protocol (SIP) and related nedia
protocol s that enabl es end-user equi prment registration and calling
for VRS calls. It specifies the mniml set of call flows and | ETF
and | TU-T standards that nust be supported, provides gui dance where
the standards | eave nultiple inplenentation options, and specifies
m ni mal and extended capabilities for RUE calls.

Bot h subscri ber-to-provider (interpreted) and direct subscriber-to-
subscriber calls are supported on this interface. Wile there are



some acconmpdations in this docunent to maxi m ze backwards
conpatibility with other devices and services that are used to
provi de VRS service, backwards conpatibility is not a requirenent,
and sone interwork nmay be required to allow direct video calls to

ol der devices. This docunent only describes the interface between
the device and the provider, not any other interface the provider may
have.

The following illustrates a typical relay call. The RUE device and
t he communi cati ons assistant (sign |anguage interpreter) have

vi deophones. The hearing user has a tel ephone (nobile or fixed).
== RUE Interface (this docunent)
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'
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Ter mi nol ogy

Conmruni cati ons Assi stant (CA):
A sign-1language interpreter working for a VRS provider, providing
functional ly equival ent phone service.

Comuni cation nodality (nodality):
A specific formof comruni cation that may be enpl oyed by two
users, e.g., English voice, Spanish voice, Anerican Sign Language,
English lipreading, or French real-time text. Here, one
conmuni cation nodality is assuned to enconpass both the | anguage
and the way that |anguage is exchanged. For exanple, English
voi ce and French voice are two different conmunication nodalities.

Default video relay service
The video relay service operated by a subscriber’s default VRS
provi der.

Default video relay service provider (default provider):
The VRS provider that registers and assigns a tel ephone nunber to
a specific subscriber and, by default, provides the VRS for
incomng voice calls to the user. The default provider, also by
default, provides the VRS for outgoing relay calls. The user can
have nore than one tel ephone nunber, and each has a default
provi der.

Qut bound di al - around cal |
A relay call where the subscriber specifies the use of a VRS
provi der other than the default VRS provider. This can be
acconpl i shed by the user dialing a "front-door" nunber for a VRS
provi der and signing or texting a phone nunber to call ("two-
stage"). Alternatively, this can be acconplished by the user’s
RUE software instructing the server of its default VRS provider to
automatically route the call through the alternate provider to the
desired Public Switched Tel ephone Network (PSTN) directory nunber
("one-stage"). Dial-around is per call; for any call, a user can
use the default VRS provider or any dial-around VRS provider

Full Intra Request (FIR)



A request to a video nedia sender, requiring that nedia sender to

send a decoder refresh point at the earliest opportunity. FIRis

soneti nes known as "instantaneous decoder refresh request”, "video
fast update request", or "fast update request".

Point-to-Point Call (P2P Call):
A call between two RUEs, wi thout including a CA

Re

ay call:

A call that allows people with hearing or speech disabilities to
use a RUE to talk to users of conventional voice services with the
aid of a CAto relay the comruni cati on.

Re

ay service (RS)

A service that allows a registered subscriber to use a RUE to nmake
and receive relay calls, point-to-point calls, and relay-to-rel ay
calls. The functions provided by the relay service include the
provi sion of media |links supporting the comunication nodalities
used by the caller and callee, user registration and validation,
aut hentication, authorization, automatic call distributor (ACD)

pl atform functions, routing (including enmergency call routing),
call setup, mapping, call features (such as call forwarding and
video mail), and assignment of CAs to relay calls.

Re

ay service provider (provider):

An organi zation that operates a relay service. A subscriber
selects a relay service provider to assign and register a

t el ephone nunber for their use, to register with for receipt of
incomng calls, and to provide the default service for outgoing
calls.

Rel ay user:
Pl ease refer to "subscriber”.

Rel ay user E. 164 Number (user E.164):
The tel ephone number (in ITUT E. 164 format) assigned to the user.

Rel ay User Equi pment (RUE):
A SIP user agent (UA) enhanced with extra features to support a
subscriber in requesting, receiving, and using relay calls. A RUE
may take many forns, including a stand-al one device; an
application running on a general -purpose conputing device, such as
a |l aptop, tablet, or smartphone; or proprietary equipnent
connected to a server that provides the RUE interface.

RUE i nterface:
The interfaces described in this docunent between a RUE and a VRS
provi der who supports it.

Si gn | anguage:
A | anguage that uses hand gestures and body | anguage to convey
meani ng, including, but not limted to, Anerican Sign Language
(ASL) .

Subscri ber:
An individual who has registered with a provider and who obtains
service by using a RUE. This is the conventional telecomterm for
an end-user custoner, which in this case is a relay user. A user
may be a subscriber to nore than one VRS provider.

Vi deo Rel ay Service (VRS)
A relay service for people with hearing or speech disabilities who
use sign |l anguage to conmuni cate using video equi pnment (video RUE)
with other people in real time. The video link allows the CAto
view and interpret the subscriber’s signed conversation and rel ay
the conversation back and forth with the other party.



3.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here. Lower- or m xed-case uses of these key
words are not to be interpreted as carrying special significance.
General Requirenents
Al HTTP/ HTTPS [ RFC9110] [RFC9112] connections specified throughout
thi s docunent MUST use HTTPS. Both HTTPS and all SIP connections

MUST use TLS conforming to at |east [RFC7525] and MJST support
[ RFC8446] .

Al l

I mpl enent ati ons MUST support

text data payl oads not otherw se constrained by a specification
i n anot her standards docunment MJST be encoded as Uni code UTF-8.

I Pv4 and | Pv6. Dual -stack support is

NOT required, and provider inplementations MAY support separate

interfaces for

| Pv4 and |1 Pv6 by having nore than one server in the

appropriate SRV record where there is either an A or AAAA record in
each server

stream

DNS record but not both.
used for both signaling and nedia of a cal
Connectivity Establishnent (1CE) [ RFC8445]
candi dates may explicitly offer

The sane version of | P MJUST be
unl ess Interactive

is used; in which case,
or both for any nedia

| Pv4, |Pv6,

SIP Signaling

I mpl enentati ons of the RUE interface MJUST conformto the follow ng
core SIP standards

*

[ RFC3261]
[ RFC3263]
[ RFC3264]
[ RFC3840]
[ RFC5626]
[ RFC8866]
[ RFC3323]
[ RFC3605]
[ RFC3311]
[ RFC5393]
[ RFC5658]
[ RFC5954]
[ RFC3960]

[ RFC6442]

In the above

of a SIP user agent,

(Base SIP)

(Locating SIP Servers)

(O fer/ Answer)

(User Agent Capabilities)

( Qut bound)

(Session Description Protocol)
(Privacy)

(RTCP Attribute in SDP)

( UPDATE Met hod)
(Loop- Fi x)

(Record- Rout e Fix)
( ABNF Fi x)

(Early Medi a)

(Ceol ocati on Header Field)

docunents, the RUE device confornms to the requirenments
and the provider conforms to the requirenents of

the registrar and proxy server where the docunent specifies different



behavior for different roles. For providers offering a video nmai
service, [RFC6665] (SIP Events) MJUST be inplenented to support the
Message-Waiting Indicator (MN) (see Section 8).

In addition, inplenentations MJST conformto:
* [RFC3327] (Path Header Field)

* [ RFC8445] and [ RFC8839] (| CE)

* [ RFC3326] (Reason Header Field)

* [ RFC3515] (REFER Met hod)

* [ RFC3891] (Repl aces Header Field)

* [ RFC3892] (Referred-By Header Field)

I mpl enent ati ons MUST i nplenent full ICE, although they MAY interwork
with user agents that inplenent ICE-lite.

I mpl enent ati ons MJST include a "User-Agent" header field uniquely
identifying the RUE application, platform and version in all SIP
requests and MJST include a "Server" header field with the sane
content in SIP responses.

I npl enent ati ons i ntended to support nobile platfornms MJST support
[ RFC8599] and MJST use it as at | east one way to support waking up
the client fromthe background state.

The SIP signaling for registration and placing/receiving calls
depends on the configuration of various values into the RUE device.
Section 9.2 describes the configuration nmechani smthat provides

val ues that are used in the signaling. Wen the device starts, the
configuration nechanismis run, which retrieves the configuration
data; then, SIP registration occurs using the values fromthe
configuration. After registration, calls my be sent or received by
the RUE devi ce.

5.1. Registration

The RUE MUST register with a SIP registrar, follow ng [ RFC3261] and

[ RFC5626], at a provider it has an account with. If the
configuration (see Section 9.2) contains nultiple "outbound-proxies"
in "RueConfigurationData", then the RUE MJUST use them as specified in
[ RFC5626] to establish nultiple flows.

The Request-URI for the REGQ STER request MJST contain the "provider-
domai n" fromthe configuration. The To URI and From URI MJST be
identical URIs and formatted as fol | ows:

* if "user-nane" is provided: "username@rovider-domain"

* if "user-name" is not provided: as specified in Section 5.4, use
"phone- nunber"” and "provider-domai n" fromthe configuration

The RUE determines the URI to resolve by initially deternmining if one

or nore "outbound-proxies" are configured. |f they are configured,
the URI will be that of one of the "outbound-proxies". |If no
"out bound- proxi es" are configured, the URl will be the Request-UR

fromthe REG STER request. The RUE extracts the domain fromthat URI
and consults the DNS record for that domain. The DNS entry MJST
contain NAPTR records conformng to [ RFC3263]. One of those NAPTR
records MJST specify TLS as the preferred transport for SIP. For
exanpl e, a DNS NAPTR query for "sip: pl.red.exanple.net" could
return:



I N NAPTR 50 50 "s" "SI PS+tD2T" "" _sips._tcp.pl.red. exanpl e. net
I'N NAPTR 90 50 "s" "SI P+D2T" "" _sip._tcp.pl.red. exanpl e. net

If the RUE receives a 439 (First Hop Lacks Qutbound Support) response
to a REA STER request, it MJIST reattenpt registration wthout using
t he out bound mechani sm

The regi strar MAY authenticate the RUE using SIP digest

aut hentication. The credentials to be used MUST come fromthe
configuration in Section 9.2: "user-nane" if provided or "phone-
nunber” if user-name is not provided, and "sip-password". This

"user - nanme"/"si p- password" conbi nati on SHOULD NOT be the same as that
used for other purposes, except as expressly described bel ow, such as
retrieving the RUE configuration or logging into the provider’s
custoner service portal. [RFC8760] MJST be supported by al

i mpl ement ati ons, and SHA-512 di gest al gorithns MJST be support ed.

If the registration request fails with an indication that credentials
fromthe configuration are invalid, then the RUE MJST retrieve a
fresh version of the configuration. |If credentials froma freshly
retrieved configuration are found to be invalid, then the RUE MJST
cease attenpts to register and i nformthe RUE user of the probl em

Support for nultiple sinultaneous registrations with multiple
providers by the RUE is OPTIONAL for the RUE (and providers do not
need any support for this option).

Mul tiple simultaneous RUE SIP registrations fromdifferent RUE
devices with the sane SIP URI SHOULD be permtted by the provider.
The provider MAY Iimt the total nunber of sinultaneous
registrations. Wen a new registration request is received that
results in exceeding the limt on sinultaneous registrations, the
provi der MAY then prematurely term nate another registration;
however, it SHOULD NOT do this if it would disconnect an active call.

If a provider prematurely termnates a registration to reduce the
total nunber of concurrent registrations with the sane URI, it SHOULD
take sonme action to prevent the affected RUE fromautonmatically re-
registering and re-triggering the condition

5.2. Session Establishment
5.2.1. Nornmal Call Origination

After initial SIP registration, the RUE adheres to SIP [ RFC3261]
basic call flows, as docunented in [ RFC3665].

A RUE device MIST route all outbound calls through an out bound proxy
i f configured.

The SIP URIs in the To field and the Request-UR MJST be formatted as
specified in Section 5.4 using the destination phone nunber or as SIP
URIs as provided in the configuration (Section 9.2). The domain
field of the URIs SHOULD be the "provider-domain" fromthe
configuration (e.g., sip:+15551234567@ ed. exanpl e. com user =phone),
except that an anonynous call would not use the provider donain.

Anonymous calls MUST be supported by all inplementations. An
anonynous call is signaled per [RFC3323].

The From URI MJST be formatted as specified in Section 5.4, using the
"phone- nunber"” and "provider-donmai n" fromthe configuration. It
SHOULD al so contain the display-name fromthe configuration when
present. (Please refer to Section 9.2.)



Negoti ated media MJUST follow the requirements specified in Section 6
of this docunent.

To allow tine for an unanswered call to tine out and direct it to a
vi deomai | server, the User Agent Cient MJST NOT inpose a tine l[imt
less than the default SIP I NVITE transacti on tineout of 3 m nutes.

.2.2. Dial-Around Oigination

Provi ders and RUE devi ces MJST support both one-stage and two-stage
di al - ar ound.

Qut bound di al -around calls allow a RUE user to select any provider to
provide interpreting services for any call. "Two-stage" dial-around
calls involve the RUE calling a tel ephone nunber that reaches the

di al -around provi der and using signing or dual-tone multi-frequency
(DTMF) to provide the called party's tel ephone nunber. In two-stage
dial -around, the To URI is the "front-door"” URI (see Section 9.2) in
"ProviderConfigurationData" of the dial-around provider. The RUE
Provi der Sel ection service (Section 9.1) can be used by the RUE to
obtain a list of providers; then, the provider configuration
(Section 9.2.1) can be used to find the front-door URl for each of

t hese providers.

One-stage dial-around is a nmethod where the called party’s tel ephone
nunber is provided in the To URI and the Request-URI, using the
domai n of the dial-around provider.

For one-stage dial -around, the RUE MJST follow the procedures in
Section 5.2.1 with the foll owi ng exception: the domain part of the
SIP URIs in the To field and the Request-URI MJST be the domain of
the dial -around provider discovered as described in Section 9.1

The following is a partial exanple of a one-stage dial-around cal
from VRS user +1-555-222-0001 hosted by red. exanple.comto a hearing
user +1-555-123-4567 using dial-around to green. exanple.comfor the
relay service. Only inportant details of the nessages are shown, and
many header fields have been omitted:

-+ ymm - ym - o .
| RUE] | Default | | Di al - Around|
| | | Provider | | Provider |
o R feaao- +--- - - ’
I I
| [1] INVITE |

Message Detail s:
[1] INVITE Rue -> Default Provider
I NVI TE si p: +15551234567@r een. exanpl e. net ; user =phone SI P/ 2.0
To: <sip: +15551234567@r een. exanpl e. net ; user =phone>
From "Bob Smith" <sip:+15552220001@ ed. exanpl e. net ; user =phone>
[2] INVITE Default Provider -> Dial-Around Provider
I NVI TE si p: +15551234567@r een. exanpl e. net ; user =phone SI P/ 2.0
To: <sip: +15551234567@r een. exanpl e. net ; user =phone>
From "Bob Smith" sip:+15552220001@ ed. exanpl e. net ; user =phone
P- Asserted-ldentity: sip:+15552220001@ ed. exanpl e. net

Fi gure 1: One-Stage Dial-Around

. 2. 3. RUE Contact |Infornmation



To identify the owner of a RUE, the initial INVITE for a call froma
RUE, or the 200 OK the RUE uses to accept a call, identifies the
owner by sending a Call-Info header field with a purpose paraneter of
"rue-owner". The URI MAY be an HTTPS URI or Content-ID URL. The
latter is defined by [RFC2392] to | ocate nessage body parts. This
URI type is present in a SIP nessage to convey the RUE ownership
information as a MM body. The form of the RUE ownership
information is an xCard [ RFC6351]. Please refer to [ RFC6442] for an
exampl e of using content indirection URLs in SIP nessages. Note that
use of the content indirection URL usually inplies nultiple nmessage
bodies ("mnme/multipart"). The RUE owner is the entity that has

| ocal control over the device that is not necessarily the | egal owner
of the equipment. It often is the user, but that is not necessarily
true. Wiile no mnimumfields in the xCard are specified, the naneg,
address, phone nunber, and emmil address of the RUE owner are
expected to be suppli ed.

5.2.4. Incomng Calls

The RUE MUST only accept inbound calls sent to it by a proxy
mentioned in the configuration.

If multiple simultaneous RUE SIP registrations fromdifferent RUE
devices with the sane SIP URl exist, the provider MJST parallel fork
the call to all registered RUEs so that they ring at the same tine.
The first RUE to reply with a 200 K answers the call, and the

provi der MJUST cancel other call branches using a CANCEL request.

5.2.5. Emergency Calls

I mpl enent ati ons MUST conformto [RFC6881] for handling of emergency
calls, except that if the device is unable to deternine its own

| ocation, it MAY send the enmergency call w thout a Geol ocati on header
field and without a Route header field (since it would be unable to
query the Location-to-Service Translation (LoST) server for a route,
per [RFC6881]). |If an enmergency call arrives at the provider w thout
a Geol ocation header field, the provider MJST supply |ocation by
addi ng the Ceol ocation header field and MJUST supply the route by
querying the LoST server with that |ocation

If the energency call is to be handl ed using existing country-
specific procedures, the provider is responsible for nodifying the
INVITE to conformto the country-specific requirenents. In this

case, the location MAY be extracted fromthe [ RFC6881] confornant

I NVI TE and used to propagate it to the appropriate country-specific
entities. |If the configuration specifies it, an inplenmentation of a
RUE devi ce MAY send a Geol ocation header field containing its

|l ocation in the REG STER request. If inplenented, users MJST be

of fered an opt-out. Country-specific procedures mght require the

| ocation to be preloaded in sone entity prior to placing an energency
call; however, the RUE may have a nore accurate and tinely device

| ocation than the manual, preloaded entry. That information MAY be
used to popul ate the | ocation to appropriate country-specific
entities. Re-registration SHOULD be used to update the |ocation, so
long as the rate of re-registration is limted if the device is

novi ng.

I mpl ement ati ons MUST i npl enment additional data [ RFC7852]. RUE

devi ces MJST inpl enment data provider information, device information,
and owner/subscriber information bl ocks.

5.3. Md-Call Signaling

I mpl enent ati ons MJST support re-1NVITE to renegotiate nedi a session
paraneters (among other uses). Per Section 6.8, inplenentations MJST



be able to support an INFO nessage for full frame refresh for devices
that do not support SRTCP (please refer to Section 6.1)

I mpl enent ati ons MJST support an in-dial og REFER (as described in

[ RFC3515] and updated by [RFC7647], and including support for

noref ersub per [RFC4488]) with the Repl aces header field [ RFC3891] to
enabl e call transfer.

5.4. URlI Representation of Phone Nunbers

SIP URI's constructed fromnon-URI sources (dial strings) and sent to
SIP proxies by the RUE MIUST be represented as foll ows, dependi ng on
whet her they can be represented as an E. 164 nunber. In this section,
"expressed as an E. 164 nunber” includes nunbers, such as toll-free
nunbers that are not actually E. 164 nunbers but have the sane format.

A dial string that can be expressed as an E. 164 phone nunber MJST be
represented as a SIP URl with a URI ";user=phone" tag. The user part
of the URI MUST be in conformance with "gl obal - nunber”, as defined in
[ RFC3966]. The user part MJST NOT contain any "visual -separator”
characters, as defined in [ RFC3966].

Dial strings that cannot be expressed as E. 164 nunbers MJST be
represented as dialstring URIs, as specified by [ RFC4967], e.g.,
si p: 411@ ed. exanpl e. net ; user =di al stri ng.

The domain part of relay service URIs and User Address of Records
(AoR) MUST resolve (per [RFC3263]) to globally routable | Pv4 and/ or
| Pv6 addresses.

5.5. Transport

I mpl enent ati ons MUST conformto [ RFC8835], except for its guidance on
the WebRTC data channel, which this specification does not use. See
Section 6.2 for how RUE supports real-tinme text without the data
channel

| mpl enent ati ons MJST support SIP outbound [ RFC5626] (please al so
refer to Section 5.1).

6. Media

Thi s specification adopts the nedia specifications for WbRTC

[ RFC8825]. \Where WbRTC defines how i nteractive nedia conmuni cations
may be established using a browser as a client, this specification
assunes a norrmal SIP call. Various RTPs, RTCPs, SDPs, and specific
medi a requi rements specified for WebRTC are adopted for this
docunent. Explicit requirenents fromthe WbRTC suite of documents
are descri bed bel ow .

To use WbRTC with this docunment, a gateway that presents a WebRTC
server interface towards a browser and a RUE client interface towards
a provider is assuned. The gateway would interwork signaling and, as
noted bel ow, interwork at | east any real-tine text nedia in order to
all ow a standard browser-based WbRTC client to be a VRS client. The
combi nation of the browser client and the gateway woul d be a RUE
user. This docunent does not specify the gateway.

The foll owi ng sections specify the WbRTC docunents to which
conformance is required. "Mandatory to Inplenent” neans a conform ng
i mpl ement ati on MUST i npl enent the specified capability. 1t does not
mean that the capability nust be used in every session. For exanple,
Qous is a Mandatory-to-I1npl enent audi o codec, and all conform ng

i mpl ement ati ons nust support Qpus. However, an inplenentation
presenting a call across the RUE interface (where the call originates
in the PSTN or an ol der, non-RUE-conpati bl e device, which only offers
G 711 audi 0) does not need to include the Qous codec in the offer,



since it cannot be used with that call. Confornmance to this docunent
al | ows end-to-end RTCP and nedi a congestion control for audio and
vi deo.

6.1. SRTP and SRTCP

I mpl enent ati ons MJST support [RFC8834], except that Medi aStreanilracks
are not used. Inplenmentations MJST conformto Section 6.4 of
[ RFC8827] .

6.2. Text-Based Conmuni cati on

I mpl enent ati ons MUST support real-tine text [ RFC4102] [RFC4103] via
T.140 nedia. One original and two redundant generations MJST be
transmtted and supported with a 300 ns transnission interval

| mpl enent ati ons MJST support [RFC9071], especially for emergency
calls. Note that [RFC4103] is not how real-tine text is transnmtted
in WebRTC, and sone form of transcoder would be required to interwork
real-tine text in the data channel of WbRTC to [ RFC4103] real -time
text.

Transport of T.140 real-tine text in WbRTC is specified in

[ RFC8865], using the WbRTC data channel. [RFC8865] also has sone
advi ce on how gat eways between [ RFC4103] and [ RFC8865] shoul d
operate. It is RECOMVENDED that [RFC8865], including nmultiparty
support, be used for communication with browser-based WbRTC

i npl ementations. |nplenentati ons MJST support [RFC9071].

6.3. Video

I mpl enent ati ons MJUST conformto [RFC7742] with the foll ow ng
exceptions: only H 264, as specified in [ RFC7742], is Mandatory to

| npl enent, and VP8 support is OPTIONAL at both the device and
providers. This is because backwards conpatibility is desirable, and
ol der devices do not support VP8.

6.4. Audio
I mpl enent ati ons MJUST conformto [ RFC7874].
6.5. DIM-F Digits

I mpl enent ati ons MJST support the "audi o/tel ephone-event" [ RFC4733]
medi a type. They MJST support conveying event codes 0 through 11
(DTMF digits "0"-"9", "*" "#") defined in Table 7 of [RFC4733].
Handl i ng of other tones is OPTI ONAL.

6.6. Session Description Protoco

The SDP offers and answers MUST conformto the SDP rules in [ RFC38829]
except that the RUE interface uses SIP transport for SDP. The SDP
for real-tine text MJUST specify the T.140 payl oad type [ RFC4103].

6.7. Privacy

The RUE MUST provide for user privacy by inplenmenting a | ocal one-way
mut e, without signaling, for both audio and video. However, RUE MJST
mai ntain any states in the network (e.g., NAT bindi ngs) by

periodi cally sendi ng medi a packets on all active nedia sessions
containing silence, confort noise, blank screen, etc., per [RFC6263].

6.8. Negative Acknow edgenment, Picture Loss |Indicator, and Ful
I ntrafrane Request Features

The NACK, FIR and Picture Loss Indicator (PLI) features, as
described in [ RFC4585] and [ RFC5104], MJST be i npl enent ed.
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Avail ability of these features MJST be announced with the "ccnf

f eedback val ue. NACK should be used when negoti ated and conditions
warrant its use and the other end supports it. Signaling picture

| osses as a PLI should be preferred. FIR should be used only in
situations where not sending a decoder refresh point would render the
vi deo unusabl e for the users, as per Section 4.3.1.2 of [RFC5104].

For backwards conpatibility with calling devices that do not support
the foregoi ng nethods, inplenentations MJST inplenent SIP | NFO
messages to send and receive XM.-encoded Picture Fast Update nessages
according to [ RFC5168] .

Cont act s
1. CardDAV Login and Synchronization

Support of vCard Extensions to WebDAV (CardDAV) by providers is
OPTI ONAL.

The RUE MUST and providers MAY be able to synchronize the user’s
contact directory between the RUE endpoi nt and one nai ntai ned by the
user’'s VRS provider using CardDAV [ RFC6352] [ RFC6764].

The configuration (see Section 9.2) RueConfigurationData MAY supply a
"carddav-username” and "carddav-domai n" identifying a CardDAV server
and address book for this account, plus an optional "carddav-
passwor d".

To access the CardDAV server and address book, the RUE MJST fol |l ow
Section 6 of [RFC6764], using the configured carddav-usernane and
carddav-domain in place of an email address. |If the request triggers
a challenge for digest authentication credentials, the RUE MIJST

conti nue using mat chi ng carddav-usernane and carddav- password from
the configuration. |[|f no carddav-username and carddav- password are
configured, the RUE MJST use the SIP user-nanme and sip-password from
the configuration. |If the SIP credentials fail, the RUE MUST query
the user.

Synchroni zati on usi ng CardDAV MJST be a two-way synchronization
service, with proper handling of asynchronous adds, changes, and
del etes at either end of the transport channel

The RUE MAY support ot her CardDAV servi ces.
2. Contacts |nport/Export Service

| mpl enent ati ons MUST be able to export/inmport the Iist of contacts in
xCard [ RFC6351] XM. format.

The RUE accesses this service via the "contacts-uri" in the
configuration. The URL MJUST resolve to identify a web server
resource that inports/exports contact lists for authorized users.

The RUE stores/retrieves the contact |ist (address book) by issuing
an HTTPS POST or GET request. |If the request triggers a challenge
for digest authentication credentials, the RUE MIJST attenpt to
continue using the "contacts-usernane" and "contacts-password" from
the configuration. |If no contacts-usernane is configured, the SIP
user-nane fromthe configuration is used; if the SIP user-name is not
configured, the phone-nunber is used. |f user-name or phone-nunber
is used, the sip-password is used to authenticate to the contact |ist
server.

Vi deo Mai |

Support for video mail includes a retrieval mechani smand a Message-



Waiting Indicator (MN). Message storage is not specified by this
docunent. RUE devices MJST support nessage retrieval using a SIP
call to a specified SIP URI using DTM- to manage the nail box, as well
as a browser-based interface reached at a specified HTTPS URI. If a
provi der supports video mail, at |east one of these mechani sms MJST
be supported. RUE devices MJST support both. See Section 9.2 for
how the URI to reach the retrieval interface is obtained.

| mpl enent ati ons MJST support subscriptions to "nessage-summary"
events [RFC3842] to the URI specified in the configuration

Provi ders MUST support MA if they support video mail. RUE devices
MJST support MA .

The "videonmi|" and "mM " properties in the configuration (see
RueConfigurationData in Section 9.2.2) give the URIs for nessage
retrieval and "nessage-summary" subscription

In notification bodies, if detail ed nessage summaries are avail abl e,
messages with video MJUST be reported using "nmessage-context-cl ass
mul ti medi a- nessage”, as defined in [ RFC3458]

9. Provisioning and Provider Selection

To sinplify how users interact with RUE devices, the RUE interface
separates provisioning into two parts. One provides a directory of
providers so that a user interface can allow easy provider selection
either for registering or for dial-around. The other provides
configuration data for the device for each provider

9.1. RUE Provi der Sel ection

To allow the user to select a relay service, the RUE MAY at any tine
obtain (typically on startup) a |list of providers that provide
service in a country. |ANA has established a registry that contains
a two-letter country code and a list entry point string (see

Section 10.1). The entry point, when used with the foll owi ng OpenAP
interface, returns a list of provider names for a country code
suitable for display, with a corresponding entry point to obtain

i nformati on about that provider. No nmechanismto deternine the
country where the RUE is located is specified in this docunent.
Typically, the country is the home country of the user but may be a
| ocal country while traveling. Some countries allow support from
their hone country when traveling abroad. Regardless, the RUE device
will need to allow the user to choose the country.

Each country that supports VRS using this specification MAY support

the provider list. This docunent does not specify who nmaintains the
list. Sonme possibilities are a regulator or an entity designated by
a regul ator, an agreenent anong providers to provide the list, or a

user group.

The interface to obtain the list of providers is described by an
OpenAPl [ OpenAPI] interface description. |In that interface
description, the "servers" conmponent includes an occurrence of

"l ocal host”. The value fromthe registry of the "list entry point”
string for the desired country is substituted for "local host"” in the
"servers" conponent to obtain the server URI prefix of the interface
to be used to obtain the list of providers for that country. The
"Providers" path then specifies the rest of the URl used to obtain
the list. For exanple, if the list entryPoint is "exanple.conlapi"”,
the provider list would be obtained from
https://exanpl e. com api /rum v1/ Provi ders

The V1.0 "ProviderList" is a JSON object consisting of an array where
each entry descri bes one provider. Each entry consists of the
followi ng itens:



* nane: This paraneter contains the text |abel identifying the
provider and is neant to be displayed to the human VRS user

* providerEntryPoint: A string used for configuration purposes by
the RUE (as discussed in Section 9.2). The string MJST start with
a domai n but MAY include other URI path elenents after the domain.

The VRS user interacts with the RUE to select fromthe provider |ist
one or nore providers with whomthe user has already established an
account, wishes to establish an account, or w shes to use the

provi der for a one-stage dial-around.

"providers": |

{

"name": "Red",

"entryPoint": "red.exanpl e. net"
H
{

"name": "G een",

"entryPoint": "green.exanple.net"
H
{

"name": "Blue",

"entryPoint": "blue.exanple.net"
}

Figure 2: Exanple of a ProviderList JSON Object
.2. RUE Configuration Service

A RUE device may retrieve a provider configuration using a sinple
HTTPs web service. There are two entry points. One is used w thout
user credentials, and the response includes configuration data for
new user signup and dial-around. The other uses a locally stored
usernanme and password that results froma new user sighup to
authenticate to the interface and returns configuration data for the
RUE.

The interface to obtain configuration data is described by an QpenAPI
[ OpenAPI] interface description. 1In that interface description, the
"servers" conponent string includes an occurrence of "local host".
The entry point string obtained fromthe provider list (Section 9.1)
is substituted for "local host" to obtain the server prefix of the
interface. The path then specifies the rest of the URI used to
obtain the list. For exanple, if the entryPoint fromthe provider
list is "red.exanple.net", the provider configuration would be
obtained fromhttps://red. exanpl e. net/rum V1/ Provi der Confi g and the
RUE configuration woul d be obtained from
https://red. exanpl e. net/run V1/ RueConfi g.

In both the queries, an optional paraneter may be provided to the
interface, which is an APl Key (api Key). The inplenentation MAY have
an api Key obtained fromthe provider and specific to the

i npl erentation. The nmethod used to obtain the apiKey is not
specified in this docunent. The provider MAY refuse to provide
service to an inplenentation presenting an api Key it does not
recogni ze

Al'so in both queries, the RUE device provides a client-provided,
required parameter, which contains an instance identifier
(instanceld). This parameter MJST be the same value each tinme this
i nstance (sane inplenentation on same device) queries the interface.



Thi s MAY be used by the provider, for example, to associate a

|l ocation with the instance for enmergency calls. This should be
global ly unique. A Universally Unique lIdentifier (UUID) is
suggest ed.

For exanple, a query for the RUE configuration could be
https://red. exanpl e. net/runm V1/ RueConfi g?api Key="t 65667Aj j ss90uuubi sK
t 8999" & nst ancel d="5595b5a3- 0687- 4b8e- 9913- a7f 2a04f b7bd"

The data returned is a JSON object consisting of key/val ue
configuration paraneters to be used by the RUE

The configuration data payl oad includes the follow ng data itens.
Itens not noted as (OPTIONAL) are REQUI RED. |f other unexpected
itens are found, they MJUST be ignored.

9.2. 1.

Provi der Configuration

* signup: (OPTIONAL) an array of JSON objects consisting of:

| anguage: entry fromthe | ANA "Language Subtag Registry"
(https://ww. i ana. org/ assi gnnent s/ | anguage- subt ag-regi stry).
Normal Iy, this would be a witten | anguage tag.

uri: a URI to the website for creating a new account in the
supported | anguage. The new user signup URI may only initiate
creation of a new account. Various vetting, approval, and

ot her processes may be needed, which could take tinme, before
the account is established. The result of creating a new
account woul d be account credentials (e.g., usernane and
password), which would be manually entered into the RUE device
that forns the authentication paraneters for the RUE
configuration service described below in Section 9.2.2.

* dial-around: an array of JSON objects consisting of:

| anguage: entry fromthe | ANA "Language Subtag Registry".
Normal Iy, this would be a sign | anguage tag.

front-door: a URI to a queue of interpreters supporting the
speci fied | anguage for a two-stage dial -around.

oneStage: a URI that can be used with a one-stage dial -around
(Section 5.2.2) using an interpreter supporting the specified
| anguage.

* hel pDesk: (OPTIONAL) an array of JSON objects consisting of:

| anguage: entry fromthe | ANA "Language Subtag Registry".

Normal Iy, this would be a sign | anguage tag; although, it could
be a witten | anguage tag if the help desk only supports a chat
i nterface.

uri: a URI that reaches a help desk for callers supporting the
speci fied | anguage. The URI MAY be a SIP URI for help provided
with a SIP call or MAY be an HTTPS URI for help provided with a
browser interface.

Alist is specified so that the provider can offer multiple
choices to users for |anguage and interface styles.

9.2. 2.

RUE Confi guration

* Jifetime: (OPTIONAL) specifies how long (in seconds) the RUE MAY
cache the configuration values. Values may not be valid when
lifetime expires. |If the RUE caches configuration values, it MJST



cryptographically protect them agai nst unauthorized disclosure
(e.g., by other applications on the platformthe RUE is built on).
The RUE SHOULD retrieve a fresh copy of the configuration before
the lifetime expires or as soon as possible after it expires. The
lifetime is not guaranteed, i.e., the configuration may change
before the lifetine value expires. In that case, the provider MAY
indicate this by generating authorization challenges to requests
and/or prematurely termnating a registration. Enmergency calls
MUST continue to work. |If not specified, the RUE MJST fetch new
configuration data every time it starts

si p- password: (OPTIONAL) a password used for SIP, STUN, and TURN
aut hentication. The RUE device retains this data, which it MJST
cryptographically protect agai nst unauthorized disclosure (e.g.,
by other applications on the platformthe RUE is built on). If it
is not supplied but was supplied on a prior invocation of this
interface, the nost recently supplied password MJST be used. |If
it was never supplied, the password used to authenticate to the
configuration service is used for SIP, as well as STUN and TURN
servers nmentioned in this configuration

phone- nunber: (REQUI RED) the tel ephone nunber (in E. 164 fornmat)
assigned to this subscriber. This becomes the user portion of the
SIP URI identifying the subscriber.

user-nane: (OPTIONAL) a usernane used for authenticating to the
provider. |f not provided, phone-nunber is used.

di spl ay-nane: (OPTIONAL) a human-readabl e di splay nanme for the
subscri ber.

provi der-donai n: (REQUI RED) the domain for the provider. This
becones the server portion of the SIP URl identifying the
subscri ber.

out bound- proxi es: (OPTIONAL) an array of URIs of SIP proxies to be
used when sendi ng requests to the provider

mvi ;. (OPTIONAL) a URI identifying a SIP event server that
gener ates "nessage-sumary" events for this subscriber

videomai |l : (OPTIONAL) a SIP or HTTPS URI that can be used to
retrieve video mail nessages.

contacts: (OPTIONAL) an HTTPS URI ("contacts-uri"), (OPTIONAL)
"cont act s-usernane", and "contacts-password" that may be used to
export (retrieve) the subscriber’s conplete contact |ist managed
by the provider. At least the URI MJST be provided if the

subscri ber has contacts. |f contact-usernane and contacts-
password are not supplied, the sip credentials are used. |If the
contacts-username i s provided, contacts-password MJST be provided.
I f contacts-password is provided, contacts-usernane MJST be

provi ded.

carddav: (OPTIONAL) an address ("carddav-domain"), (OPTIONAL)
"carddav-usernanme", and "carddav-password” identifying a "CardDAV'
server and account that can be used to synchronize the RUE s

contact list with the contact |ist managed by the provider. If
carddav- usernane and carddav-password are not supplied, the sip
credentials are used. |f the carddav-username is provided,
carddav- password MJST be provided. |f carddav-password is

provi ded, carddav-usernane MJST be provi ded.

sendLocati onWt hRegi stration: (OPTIONAL) true if the RUE should
send a Geol ocati on header field with REG STER;, false if it should
not. Defaults to false if not present.
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* jce-servers: (OPTIONAL) an array of server types and URLs
i dentifying STUN and TURN servers available for use by the RUE for
establishing nmedia streans in calls via the provider. |f the sane
URL provides both STUN and TURN services, it MJST be listed tw ce,
each with different server types.

2.3. Versions

Both web services al so have a sinple version nmechanismthat returns a
list of versions of the web service it supports. This docunent
describes version 1.0. Versions are displayed as a major version,
followed by a period ".", followed by a m nor version, where the
maj or and minor versions are integers. A backwards conpati bl e change
within a major version MAY increnent only the minor version nunber.

A non- backwar ds, conpati bl e change MJST increnent the nmajor version
nunber. Backwards conpatibility applies to both the server and the
client. Either may have any higher or |ower mnor revision and
interoperate with its counterpart with the same major version. To
achi eve backwards conpatibility, inplenentations MJST i gnore any

obj ect menbers they do not inplenent. Mnor version definitions
SHALL only add objects, optional nenbers of existing objects, and
non- mandat ory-to-use functi ons and SHALL NOT del ete or change any

obj ects, nenbers of objects, or functions. This means an

i mpl ementation of a specific major version and mnor version is
backwards conpatible with all mnor versions of the najor version

The version nechanismreturns an array of supported versions, one for
each maj or version supported, with the mnor version |isted being the
hi ghest - supported m nor version

Unl ess the per-country provider list service is operated by a
provider at the same base URI as that provider’s configuration
service, the version of the configuration service MAY be different
fromthe version of the provider list service.

{
"versions": [

{

"major": 1,
"mnor": 6

b,

{
"mpjor": 2,
"mnor": 13

b,

{

"maj or": 3,
"mnor": 2
}
]
}

Figure 3: Example of a Version JSON Obj ect

2.4. Exanples

{
"signUp": [
{ "language" : "en", "uri" : "https:hello-en.exanple.net"},
{ "language" : "es", "uri" : "https:hello-es.exanple.net"} ] ,

"dial -around": [

{ "l anguage" "en", "front-door" : "sip:fd-en.exanple.net",
"oneStage" : "sip:1stg-eng. exanple.cont } ,

{ "language" "es", "front-door" : "sip:fd-es.exanple.net",
"oneSt age" : "sip:1stg-spn.exanple.com } ] ,

"hel pDesk": [



{ "language" : "en", "uri" : "sip:hel p-en. exanpl e. net"}

{ "language" : "es", "uri" : "sip:hel p-es.exanple.net"} ]
}
Fi gure 4: Exanmpl e JSON Provi der Configuration Payl oad
{
"lifetime": 86400,
"di spl ay-nane" : "Bob Smith",
"phone- nunber": "+15551234567",
"provider-domain": "red. exanpl e. net",
"out bound- proxi es": [
"sip:pl.red. exampl e. net”,
"sip:p2.red. exanpl e. net" ],
"mM " "sip: +15551234567@ ed. exanpl e. net ; user =phone",
"videomai |l ": "sip:+15551234567@m r ed. exanpl e. net ; user =phone",
"contacts": {
"contacts-uri":
"https://red. exanpl e. net: 443/ c/ 3617b719- 2c3a- 46f 4- 9¢13",
"cont act s-usernane": "bob",
"cont act s-password": "XhOT4ch@Ei &3u2x EYQNMON5UGH"
},
"carddav": {
"carddav-domai n": "carddav. exanpl e. cont',
"carddav- user name": "bob",
"carddav- password": "sj887%ld*j Jt y¥B7hyys5hHT"
},
"sendLocati onWthRegistration": false,
"ice-servers": |
{"stun":"stun.red. exanpl e. com 19302" },
{"turn":"turn.red. exanpl e. com 3478"}
]
}

Fi gure 5: Exanmple JSON RUE Configuration Payl oad

9.2.5. Using the Provider Selection and RUE Configuration Services
Toget her

One way to use these two services is:

1. At startup, the RUE retrieves the provider list for the country
it is located in.

2. For each provider in the list:

* |f the RUE does not have credentials for that provider, if
requested by the user, use the ProviderConfig path w thout
credentials to obtain signup, dial-around, and hel p desk
i nfornation.

* |f the RUE has credentials for that provider, use the
RueConfig path with the locally stored credentials to
configure the RUE for that provider.

9.3. (penAPl Interface Descriptions

The interfaces in Sections 9.1 and 9.2 are formally specified with
QpenAPl 3.0 [ OpenAPI] descriptions in YAM. form

The OpenAPl description belowis normative. |If there is any conflict
between the text or exanples and this section, the OpenAP
description takes precedence.

9.3. 1. Provi der Li st



openapi: 3.0.1

i nfo:
title: RUM Provider List API
version: "1.0"

servers:
- url: https://1ocal host/runvl
pat hs:
/ Provi ders
get:

summary: Get a list of providers and donmains to get
config data from
operationld: GCetProviderList

responses:
' 200 :
description: List of providers for a country
content:
application/json
schema:
$ref: ' #/ conponents/schemas/ Provi derLi st’
/ Ver si ons:
servers:

- url: https://1ocal host/rum
description: Override base path for Versions query
get:
summary: Retrieves all supported versions
operationld: RetrieveVersions

responses:
1200 :
description: Versions supported
content:
application/json
schena:

$ref: ' #/ conponent s/ schemas/ Ver si onsArray’
conmponent s:
schenas:
Provi der Li st:
type: object

required:
- providers
properties:
provi ders:
type: array
itens:
type: object
required:

- nane
- provider EntryPoi nt
properties:
nane:
type: string
description: Human-readabl e provi der nane
provi der Ent r yPoi nt :
type: string
description: Provider entry point for interface
Ver si onsArray:
type: object
required:
- versions
properties:
versi ons:
type: array
itens:
type: object
required:
- nmajor
- m nor



properties:
maj or :
type: integer
format: int32
description: Version major number
m nor:
type: integer
format: int32
description: Version mnor numrber

Fi gure 6: Provider List OpenAPl Description (RueProviderList.yanl)
9.3.2. Configuration
openapi: 3.0.1
i nfo:

title: RUM Configuration AP
version: "1.0"

servers:
- url: https://local host/rumvl
pat hs:
/ Provi der Confi g:
get:

summary: Configuration data for one provider
operationld: GetProviderConfiguration
paraneters
- in: query
nane: api Key
schema:
type: string
description: APl Key assigned to this inplenentation
- in: query
nanme: instanceld
schena:
type: string
required: true
description: Unique string for this inplementation
on this device
responses:
' 200 :
description: Configuration object
content:
application/json
schena:
$ref:
" #/ conponent s/ schemas/ Provi der Confi gur ati onDat a
/ RueConfi g:
get:
summary: Configuration data for one RUE
operationld: GetRueConfiguration
paraneters
- in: query
nane: api Key
schema:
type: string
description: APl Key assigned to this inplenentation
- in: query
name: instanceld
schema:
type: string
required: true
description: Unique string for this inplementation
on this device
responses:
1200 :
description: Configuration object



content:
application/json
schena:
$ref: ' #/ conponent s/ schemas/ RueConfi gurati onDat a
/ Ver si ons:

servers:

- url: https://1ocal host/rum

description: Override base path for Versions query

get:

summary: Retrieves all supported versions

operationld: RetrieveVersions

responses:
1200 :
description: Versions supported
content:
application/json
schema:

$ref: ' #/ conponents/schenmas/ Versi onsArray’
conponent s:
schenas:
Pr ovi der Confi gurati onDat a:
type: object
required:
- dial -around
properties:
si gnup:
type: array
itens:
type: object
required:
- |l anguage
-ouri
properties:
| anguage:
type: string
description: Entry from | ANA "Language Subtag
Regi stry"
uri:
type: string
format: wuri
description: URl to signup website supporting
thi s | anguage
di al - ar ound:
type: array
itens:
type: object
required:
- language
- front-door
- oneSt age
properties:
| anguage:
type: string
description: Entry from | ANA "Language Subtag
Regi stry"
front-door:
type: string
format: wuri
description: SIP UR for two-stage dial-around
oneSt age
type: string
format: wuri
description: SIP URI for one-stage dial-around
hel pDesk:
type: array
itemns:



type: object
required:
- language
-ouri
properties:
| anguage:
type: string
description: Entry fromI|ANA "Language Subtag
Regi stry"
uri:
type: string
format: wuri
description: SIP URl of help desk supporting | anguage
RueConfi gur ati onDat a:
type: object
required:
- phone- nunber
- provider-domain
properties:
lifetine:
type: integer
description: How long (in seconds) the RUE MAY cache the
configuration val ues
si p- passwor d
type: string
phone- nunber :
type: string
description: Tel ephone nunber assigned this subscriber in
E. 164 format
user - nane:
type: string
description: A usernane assigned to this subscriber
di spl ay- nane:
type: string
description: Display name for the subscriber
provi der - domai n:
type: string
description: Domain of the provider for this subscriber
out bound- pr oxi es:
type: array
itens:
type: string
format: wuri
description: SIP URI of a proxy to be used when sendi ng
requests to the provider
mui :
type: string
format: wuri
description: A URl identifying a SIP event server that
gener ates "nessage-sumary" events for this subscriber

vi deomai | :
type: string
format: uri

description: An HTTPS or SIP URI that can be used to
retrieve video mail nessages
cont act s:
type: object
description: Server and credentials for contact
i mport/export
required:
- contacts-uri
properties:
contacts-uri:
type: string
format: wuri
description: An HTTPS URI that may be used to export



(retrieve) the subscriber’s conplete contact |ist
managed by the provider
cont act s- user nane:
type: string
description: Usernane for authentication with the
Car dDAV server. Use SIP user-nane if not provided
cont act s- passwor d:
type: string
description: Password for authentication. Use provider
si p-password if not provided
car ddav:
type: object
description: CardDAV server and user information that can
be used to synchronize the RUE's contact list with
the contact |ist nmanaged by the provider
required:
- carddav-domain
properties:
car ddav- domai n:
type: string
description: CardDAV server address
car ddav- user nane:
type: string
description: Usernane for authentication with the
Car dDAV server. Use SIP user-nane if not provided
car ddav- password

type: string
description: Password for authentication to the CardDAV

server. Use provider sip-password if not provided
sendLocati onWt hRegi strati on

type: bool ean
description: True if the RUE shoul d send a Geol ocation
header field with REG STER, false if it should not.
Defaults to false if not present
i ce-servers
type: array
itens:
type: object
required:
- server-type
-ouri
properties:
server-type
type: string
description: Server type ("stun" or "turn")
uri:
type: string
format: wuri
description: URIs identifying STUN and TURN servers
avail abl e for use by the RUE for establishing

media streans in calls via the provider
Ver si onsArray:

type: object
required:
- versions
properties:
ver si ons:
type: array
itens:
type: object
required:
- maj or
- mnor
properties:
maj or :
type: integer
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10.

10.

11.

format: int32

description: Version major nunber
m nor:

type: integer

format: int32

description: Version mnor number

Figure 7: Configuration OQpenAPl Description (RueConfiguration.yam)
I ANA Consi derations
1. RUE Provider List Registry

| ANA has created the "RUE Provider List" registry. The registration
policy is "Expert Review' [RFC8126]. A regulator operated or
designated list interface operator is preferred. O herw se, evidence
that the proposed list interface operator will provide a conplete
list of providers is required to add the entry to the registry.
Updates to the registry are permtted if the expert determ nes that
the proposed URI provides a nore accurate |ist than the existing
entry. Each entry has two fields; values for both MJST be provided
when registering or updating an entry:

* country code: a two-letter |1S093166 country code

* |list entry point: a string is used to conpose the URI to the
provider list interface for that country

2. Registration of Rue-Omer Value of the Purpose Paraneter

Thi s docunent defines the new predefined value "rue-owner"” for the
"pur pose" header field paraneter of the Call-Info header field. The
use for rue-owner is defined in Section 5.2.3. |ANA has added a
reference to this docunment in the "Header Field Paraneters and

Par anmet er Val ues" subregistry of the "Session Initiation Protocol
(SIP) Paraneters" for the header field "Call-Info" and paraneter nane
" pur pose".

Header Field: Call-Info

Par amet er Name: purpose

Predefined Val ues: Yes
Security Considerations

The RUE is required to comunicate with servers on public IP
addresses and specific ports to performits required functions. |If
it is necessary for the RUE to function on a corporate or other
network that operates a default-deny firewall between the RUE and
these services, the user nust arrange with their network manager for
passage of traffic through such a firewall in accordance with the
protocol s and associ ated SRV records as exposed by the provider
Because VRS providers may use different ports for different services,
these port nunbers may differ from provider to provider

Thi s docunent requires inplenmentation and use of a nunber of other
specifications in order to fulfill the RUE profile; the security
consi derations described in those docunents apply accordingly to the
RUE i nteractions.

When a CA participates in a conversation, they have access to the
content of the conversation even though it is nomnally a
conversation between the two endpoints. There is an expectation that
the CA will keep the conmmunication contents in confidence. This is
usual Iy defined by contractual or |egal requirements
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Since different providers (within a given country) may have different

polici es,

RUE i npl enentati ons MJUST include a user interaction step to

sel ect from avail abl e providers before proceeding to actually
register with any given provider.
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