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I nt roducti on

Thi s docunent describes the concept of URI Signing and how it can be
used to provide access authorization in the case of redirection

bet ween cooperating CDNs and between a Content Service Provider (CSP)
and a CDN. The primary goal of URI Signing is to nake sure that only
aut hori zed UAs are able to access the content, with a CSP being able
to authorize every individual request. It should be noted that UR
Signing is not a content protection scherme; if a CSP wants to protect



the content itself, other mechanisns, such as Digital Rights
Managenent (DRM), are nore appropriate. |In addition to access
control, URI Signing also has benefits in reducing the inpact of
deni al - of - servi ce attacks

The overall problem space for CDN Interconnection (CDNI) is described
in the CDNI Problem Statenent [ RFC6707] specification. This
docunent, along with the Content Distribution Network |nterconnection
(CDNI') Requirenments [ RFC7337] docunment and the Franmework for Content
Distribution Network Interconnection (CDNI) [ RFC7336], describes the
need for interconnected CDNs to be able to inplenment an access
control mechanismthat enforces a CSP' s distribution policies.

Specifically, the CDNI Framework [ RFC7336] states:

The CSP may al so trust the CDN operator to performactions such as
delegating traffic to additional downstream CDNs, and to enforce
per-request authorization performed by the CSP using techni ques
such as URI Signing.

In particular, the following requirenent is listed in the CDN
Requi renments [ RFC7337]:

| M-16 {H GH} The CDNI Metadata interface shall allow signaling
| of authorization checks and validation that are to be

| performed by the Surrogate before delivery. For exanple,

| this could potentially include the need to validate

| information (e.g., Expiry tine, Cient |IP address) required
| for access authorization

Thi s docunent defines a nmethod of signing URIs that allows Surrogates
in interconnected CDNs to enforce a per-request authorization
initiated by the CSP. Splitting the role of initiating per-request
aut hori zation by the CSP and the role of verifying this authorization
by the CDN allows any arbitrary distribution policy to be enforced
across CDNs without the need of CDNs to have any awareness of the
specific CSP distribution policies.

The nethod is inplenented using signed JSON Web Tokens (JWIs)
[ RFC7519] .

.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the term nology defined in the CDNI Probl em
Statement [ RFC6707] .

Thi s docunent al so uses the terminology of the JSON Wb Token (JWI)
[ RFC7519] .

In addition, the following terns are used throughout this docunent:

FCl: Footprint & Capabilities Advertisenent interface

Signed URI: A URI for which a signed JW is provided.

Target CON URI: A URlI created by the CSP to direct a UA towards the
upstream CDN (uCDN). The Target CDN URI can be signed by the CSP

and verified by the uCDN and possibly further downstream CDNs
(dCDNs) .
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Redirection URI: A URl created by the uCDN to redirect a UA towards
the dCDN. The Redirection URl can be signed by the uCDN and
verified by the dCON. In a cascaded CDNI scenario, there can be
nmore than one Redirection URI.

Si gned Token Renewal: A series of signhed JWs that are used for
subsequent access to a set of related resources in a CDN, such as
a set of HITP Adaptive Streamng files. Every time a signed JWI
is used to access a particular resource, a new signed JW is sent
along with the resource that can be used to request the next
resource in the set. \Wen generating a new signed JWI in Signed
Token Renewal, paraneters are carried over fromone signed JW to
t he next.

2. Background and Overview on URl Signing

3.

A CSP and CDN are assumed to have a trust relationship that enables
the CSP to authorize access to a content item which is realized in
practice by including a set of claims in a signed JW in the UR
before redirecting a UAto the CDN. Using these attributes, it is
possible for a CDN to check an incom ng content request to see

whet her it was authorized by the CSP (e.g., based on a tinme w ndow or
pattern matching the URI). To prevent the UA fromaltering the
clainms, the JWI MUST be signed.

Figure 1 presents an overview of the URl Signing nmechanismin the
case of a CSP with a single CDN. Wen the UA browses for content on
CSP's website (1), it receives HTM. web pages with enbedded content
URI's. Upon requesting these URIs, the CSP redirects to a CDN,
creating a Target CDN URI (2) (alternatively, the Target CDN UR
itself is enbedded in the HTM.). The Target CDN URI is the Signed
URI, which may include the I P address of the UA and/or a tinme w ndow.
The Signed URI al ways contains a signed JW generated by the CSP

usi ng a shared secret or private key. Once the UA receives the
response with the Signed URI, it sends a new HTTP request using the
Signed URI to the CDN (3). Upon receiving the request, the CDN

aut henticates the Signed URI by verifying the signed JW. |If
appl i cable, the CDN checks whether the time windowis still valid in
the Signed URI and the pattern matches the URI of the request. After
these clainms are verified, the CDN delivers the content (4).

Note: Wiile using a symmetric shared key is supported, it is NOT

RECOMVENDED. See the Security Considerations (Section 7) about the
limtations of shared keys.

1 (:SP } < *x * * * * *x * *x * * *
\ / Trust *
———————— rel ati onship *
AN | *
|| *
1. Browse | | 2. Signed *
for | UR *
content | | *
| v %
R + 3. Signed URI  --------
| User |----------------- >/ \
| Agent| | CDN |
S \ /
+------ + 4. Content ~  --------
Del i very

Figure 1: URl Signing in a CDN Environment

CDNI URI Signhing Overview



In a CODNI environnment, as shown in Figure 2 below, URI Signing
operates the same way in the initial steps 1 and 2, but the later
steps involve nultiple CDNs delivering the content. The nain
difference fromthe single CDN case is a redirection step between the
UCDN and the dCDN. In step 3, the UA may send an HITP request or a
DNS request, dependi ng on whet her HTTP-based or DNS-based request
routing is used. The uCDN responds by directing the UA towards the
dCDN using either a Redirection URI (i.e., a Signed URI generated by
the uCDN) or a DNS reply, respectively (4). Once the UA receives the
response, it sends the Redirection URI/Target CDN URI to the dCDN
(5). The received URI is verified by the dCDN before delivering the
content (6).

Note: The CDNI call flows are covered in URl Signing Message Fl ow
(Section 5).
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| v 3.a)Signed UR % *
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Figure 2: URI Signing in a CDNl Environnent

The trust relationships between CSP, uCDN, and dCDN have direct
inmplications for URI Signing. In the case shown in Figure 2, the CSP
has a trust relationship with the uCDN. The delivery of the content
may be del egated to a dCDN, which has a relationship with the uCDN
but may have no relationship with the CSP

In CDNI, there are two nethods for request routing: DNS-based and
HTTP- based. For DNS-based request routing, the Signed URI (i.e., the
Target CDN URI) provided by the CSP reaches the CDN directly. In the
case where the dCDN does not have a trust relationship with the CSP
this nmeans that either an asymetric public/private key nmet hod needs
to be used for computing the signed JW (because the CSP and dCDN are
not able to exchange symmetric shared secret keys). Shared keys MJST



NOT be redi stri but ed.

For HTTP-based request routing, the Signed URI (i.e., the Target CDN
URI) provided by the CSP reaches the uCDN. After this URH has been
verified by the uCDN, the uCDN creates and signs a new Redirection
URI, redirecting the UAto the dCDN. Since this new URI can have a
new si gned JWI, the relationship between the dCDN and CSP i s not

rel evant. Because a rel ationship between uCDN and dCDN al ways

exi sts, either asymmetric public/private keys or synmmetric shared
secret keys can be used for URI Signing with HTTP-based request
routing. Note that the signed Redirection URI MJST maintain HTTPS as
the schene if it was present in the original, and it MAY be upgraded
from"http:" to "https:".

Two types of keys can be used for URI Signing: asymetric keys and
symmetric shared keys. Asymetric keys are based on a public/private
key pair mechani sm and al ways contain a private key known only to the
entity signing the URI (either CSP or uCDN) and a public key for the
verification of the Signed URI. Wth symetric keys, the sane key is
used by both the signing entity for signing the URI and the verifying
entity for verifying the Signed URI. Regardless of the type of keys
used, the verifying entity has to obtain the key in a nmanner that
allows trust to be placed in the assertions nmade using that key
(either the public or the synmetric key). There are very different
requirenents (outside the scope of this docunment) for distributing
asymmetric keys and symmetric keys. Key distribution for symetric
keys requires confidentiality to prevent third parties fromgetting
access to the key, since they could then generate valid Signed URI s
for unauthorized requests. Key distribution for asymetric keys does
not require confidentiality since public keys can typically be

di stributed openly (because they cannot be used to sign URIs) and the
correspondi ng private keys are kept secret by the URI signer

Note: Wiile using a symmetric shared key is supported, it is NOT
RECOMVENDED. See the Security Considerations (Section 7) about the
limtations of shared keys.

1.4. UR Signing in a Non-CDNl Context

Wiile the URI Signing method defined in this docunent was primarily
created for the purpose of allowing URI Signing in CDNI scenari o0s,
i.e., between a uCDN and a dCDN, there is nothing in the defined UR
Signing method that precludes it from being used in a non- CDN
context. As such, the described nmechani smcould be used in a single-
CDN scenari o such as shown in Figure 1 in Section 1.2 for exanple to
allow a CSP that uses different CDNs to only have to inplenment a
single URI Signing nmechani sm

2. JW Format and Processing Requirements

The concept behind URI Signing is based on enbeddi ng a signed JSON
Web Token (JWI) [RFC7519] in an HTTP or HTTPS URI [ RFC7230] (see
Section 2.7 of [RFC7230]). The signed JW contains a nunmber of
clains that can be verified to ensure the UA has legitimte access to
the content.

Thi s docunent specifies the following attribute for enbedding a
signed JWI in a Target CDN URI or Redirection URI

URI Signi ng Package (URI Si gni ngPackage): The URI attribute that
encapsul ates all the URI Signing clains in a signed JW encoded
format. This attribute is exposed in the Signed URI as a path-
style paraneter or a formstyle paraneter.

The paraneter name of the URI Signing Package Attribute is defined in
the CDNI Metadata (Section 4.4). |If the CONI Metadata interface is



not used, or does not include a paraneter name for the URI Signing
Package Attribute, the paraneter nane can be set by configuration
(out of scope of this docunent).

The URI Signing Package will be found by parsing any path-style
paraneters and formstyle paraneters |ooking for a key name matchi ng
the URI Signing Package Attribute. Both paraneter styles MJST be
supported to allow flexibility of operation. The first nmatching

par anet er SHOULD be taken to provide the signed JWI, though providing
nmore than one matching key is undefined behavior. Path-style
paraneters generated in the formindicated by Section 3.2.7 of

[ RFC6570] and Formstyle paraneters generated in the formindicated
by Sections 3.2.8 and 3.2.9 of [RFC6570] MJST be support ed.

The followi ng is an exanple where the URI Signing Package Attribute
nane is "token" and the signed JW is "SI GNEDIW™ :

htt p: // exanpl e. com medi a/ pat h?come=dat a&t oken=SI GNEDJWI&ot her =dat a
2.1. JW dains

This section identifies the set of clainms that can be used to enforce
the CSP distribution policy. New clainms can be introduced in the
future to extend the distribution policy capabilities.

In order to provide distribution policy flexibility, the exact subset
of clains used in a given signed JWF is a runtine decision. Caim
requi renents are defined in the CONl Metadata (Section 4.4). |If the
CDNI Metadata interface is not used, or does not include claim
requirenents, the claimrequirenents can be set by configuration (out
of scope of this docunent).

The followi ng clains (where the "JSON Wb Token C ai ns" registry
claimnanme is specified in parentheses bel ow) are used to enforce the
distribution policies. Al of the listed clains are mandatory to
implement in a URI Signing inplenmentation but are not necessarily
mandatory to use in a given signed JW. (The "optional"” and
"mandatory" identifiers in square brackets refer to whether or not a
gi ven clai m MUST be present in a URI Signhing JW.)

Note: The tine on the entities that generate and verify the Signed
URI MJUST be in sync. In the CDNI case, this nmeans that CSP, uCDN
and dCDN servers need to be tine synchronized. It is RECOMVENDED to
use NTP [ RFC5905] for tinme synchronization

Note: See the Security Considerations (Section 7) on the limtations
of using an expiration time and Client |IP address for distribution
policy enforcenent.

2.1.1. Issuer (iss) Caim

I ssuer (iss) [optional] - The semantics in Section 4.1.1 of [RFC7519]
MUST be followed. |If this claimis used, it MJUST be used to identify
the Issuer (signer) of the JWI. |In particular, the recipient wll
have already received, in trusted configuration, a mapping of Issuer
nane to one or nore keys used to sign JWs and nust verify that the
JWI was signed by one of those keys. |If this claimis used and the
CDN verifying the signed JWI does not support |ssuer verification, or
if the Issuer in the signed JW does not nmatch the list of known
acceptabl e Issuers, or if the Issuer claimdoes not match the key
used to sign the JWI, the CDN MJUST reject the request. |If the

recei ved signed JW contains an |Issuer claim then any JWI
subsequently generated for CDNI redirection MJST al so contain an

I ssuer claim and the |ssuer value MJST be updated to identify the
redirecting CON. If the received signed JW does not contain an

I ssuer claim an Issuer claimMAY be added to a signed JW generated
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for CDNI redirection.
1.2. Subject (sub) daim

Subj ect (sub) [optional] - The senmantics in Section 4.1.2 of

[ RFC7519] MUST be followed. If this claimis used, it MJST be a JSON
Web Encryption (JWE [ RFC7516]) Object in compact serialization form
because it contains personally identifiable information. This claim
contains information about the Subject (for exanple, a user or an
agent) that MAY be used to verify the signed JWI. |If the received
signed JWI contains a Subject claim then any JW subsequently
generated for CDNI redirection MJST al so contain a Subject claim and
the Subject value MIST be the sane as in the received signed JWI. A
signed JWI generated for CDNI redirection MJUST NOT add a Subj ect
claimif no Subject claimexisted in the received signed JW.

1.3. Audience (aud) C aim

Audi ence (aud) [optional] - The semantics in Section 4.1.3 of

[ RFC7519] MUST be followed. This claimis used to ensure that the
CDN verifying the JWI is an intended recipient of the request. The
claim MUST contain an identity belonging to the chain of entities

i nvol ved in processing the request (e.g., identifying the CSP or any
CDN in the chain) that the recipient is configured to use for the
processing of this request. A CDN MAY nodify the claimas long it
can generate a valid signature.

1.4. Expiry Tine (exp) Caim

Expiry Time (exp) [optional] - The semantics in Section 4.1.4 of

[ RFC7519] MUST be foll owed, though URI Signing inplenentati ons MJST
NOT all ow for any tinme-synchronization "leeway". |If this claimis
used and the CDN verifying the signed JW' does not support Expiry
Time verification, or if the Expiry Tine in the signed JW
corresponds to a tine equal to or earlier than the tine of the
content request, the CDN MJST reject the request. |If the received
signed JWI contains an Expiry Tine claim then any JW subsequently
generated for CDNI redirection MJST al so contain an Expiry Tine
claim and the Expiry Tine value MJST be the sane as in the received
signed JWI. A signed JWI generated for CDNI redirecti on MJST NOT add
an Expiry Time claimif no Expiry Time claimexisted in the received
si gned JWI.

1.5. Not Before (nbf) Caim

Not Before (nbf) [optional] - The semantics in Section 4.1.5 of

[ RFC7519] MUST be foll owed, though URI Signing inplenentati ons MJST
NOT all ow for any time-synchronization "leeway". |If this claimis
used and the CDN verifying the signed JW does not support Not Before
time verification, or if the Not Before tine in the signed JW
corresponds to a tine later than the tinme of the content request, the
CDN MUST reject the request. |If the received signed JW contains a
Not Before time claim then any JW subsequently generated for CDN
redirecti on MIUST al so contain a Not Before time claim and the Not
Before time value MJUST be the same as in the received signed JWI. A
signed JWI generated for CDNI redirection MJUST NOT add a Not Before
time claimif no Not Before tinme claimexisted in the received signed
JWI.

1.6. Issued At (iat) Caim

Issued At (iat) [optional] - The semantics in Section 4.1.6 of

[ RFC7519] MUST be followed. |If the received signed JW contains an

I ssued At claim then any JW subsequently generated for CDN
redirection MJUST al so contain an |Issued At claim and the |Issued At
val ue MJUST be updated to identify the time the new JWI was gener at ed.



If the received signed JW does not contain an Issued At claim an
I ssued At claim MAY be added to a signed JWI generated for CDN
redirection.

2.1.7. JW ID (jti) Claim

JWI ID (jti) [optional] - The semantics in Section 4.1.7 of [RFC7519]
MUST be followed. A JW ID can be used to prevent replay attacks if
the CDN stores a list of all previously used values and verifies that
the value in the current JW has never been used before. |If the
signed JWI contains a JW ID claimand the CDN verifying the signed
JWI either does not support JW ID storage or has previously seen the
val ue used in a request for the sane content, then the CDN MJST
reject the request. |If the received signed JW contains a JW ID
claim then any JWI subsequently generated for CDNl redirection MJST
al so contain a JW ID claim and the value MJUST be the sanme as in the
received signed JWI. If the received signed JW does not contain a
JW IDclaim a JW ID claimMJST NOT be added to a signed JWI
generated for CDNl redirection. Sizing of the JWI IDis application
dependent given the desired security constraints.

2.1.8. CDNI CaimSet Version (cdniv) Caim

CDNl Claim Set Version (cdniv) [optional] - The CDNI C ai m Set
Version (cdniv) claimprovides a means within a signed JW to tie the
claimset to a specific version of this specification. The cdniv
claimis intended to all ow changes in and facilitate upgrades across
specifications. The type is a JSON i nteger and the val ue MIST be set
to "1" for this version of the specification. In the absence of this
claim the value is assumed to be "1". For future versions, this
claimw |l be mandatory. |Inplenmentations MJST reject signed JW's

wi th unsupported CDNI Claim Set versions.

2.1.9. CDNl Critical Cainms Set (cdnicrit) Caim

CDNI Critical Clainms Set (cdnicrit) [optional] - The CDNI Critica
Clains Set (cdnicrit) claimindicates that extensions to this
specification are being used that MJUST be understood and processed.
Its value is a comua-separated |listing of clainms in the Signed JWI
that use those extensions. |f any of the listed extension clains are
not understood and supported by the recipient, then the Signed JW
MJUST be rejected. Producers MJST NOT include clai mnames defined by
this specification, duplicate nanes, or nanes that do not occur as
claimnanmes within the Signed JWF in the cdnicrit list. Producers
MUST NOT use the enpty list "" as the cdnicrit value. Recipients MAY
consider the Signed JWI to be invalid if the cdnicrit list contains
any cl ai mnanmes defined by this specification or if any other
constraints on its use are violated. This claimMJST be understood
and processed by all inplenentations.

2.1.10. dient IP Address (cdniip) Caim

Client IP Address (cdniip) [optional] - The Client |IP Address
(cdniip) claimholds an | P address or IP prefix for which the Signed
URI is valid. This is represented in CIDR notation with dotted
decimal format for | Pv4 addresses [RFCO791] or canonical text
representation for | Pv6 addresses [ RFC5952]. The request MJST be
rejected if sourced froma client outside the specified |IP range.
Since the Client IP is considered personally identifiable
information, this field MIUST be a JSON Wb Encryption (JVWE [ RFC7516])
hj ect in conpact serialization form |If the CDN verifying the
signed JWI does not support Client IP verification, or if the dient
IPin the signed JWI does not match the source |IP address in the
content request, the CDN MJST reject the request. The type of this
claimis a JSON string that contains the JWE. |If the received signed
JWI contains a Client IP claim then any JW subsequently generated



for CONl redirection MIST al so contain a Client IP claim and the
Client IP value MIUST be the sane as in the received signed JWI. A
signed JWI generated for CDNI redirection MJUST NOT add a Client IP
claimif no Client IP claimexisted in the received signed JW.

It should be noted that use of this claimcan cause issues, for
exanple, in situations with dual -stack |1 Pv4 and | Pv6 networks, MPTCP
QU C, and nobile clients switching fromW-Fi to Cellular networks
where the client’s source address can change, even between address
famlies. This claimexists mainly for |egacy feature parity
reasons; therefore, use of this claimshould be done judiciously. An
exanpl e of a reasonable use case would be making a signed JW for an
internal preview of an asset where the end consumer understands that
they nust be originated fromthe same IP for the entirety of the
session. Using this claimat large is NOT RECOVMVENDED.

2.1.11. CDNI URI Container (cdniuc) Caim

URI Container (cdniuc) [mandatory] - The URI Contai ner (cdniuc) holds
the URI representation before a URI Signing Package is added. This
representation can take one of several forns detailed in

Section 2.1.15. |If the URI Container used in the signed JW does not
match the URI of the content request, the CDN verifying the signed
JWI MUST reject the request. Wen conparing the URI, the percent
encoded formas defined in Section 2.1 of [RFC3986] MJST be used.
When redirecting a URI, the CDN generating the new signed JW NMNAY
change the URI Container to conport with the URI being used in the
redirection.

2.1.12. CDNI Expiration Time Setting (cdniets) Caim

CDNI Expiration Time Setting (cdniets) [optional] - The CDN
Expiration Tine Setting (cdniets) claimprovides a neans for setting
the value of the Expiry Tine (exp) claimwhen generating a subsequent
signed JW in Signed Token Renewal. |Its type is a JSON nuneric
value. It denotes the number of seconds to be added to the tinme at
which the JWI is verified that gives the value of the Expiry Tine
(exp) claimof the next signed JWI. The CDNI Expiration Tine Setting
(cdniets) SHOULD NOT be used when not using Signed Token Renewal and
MUST be present when using Signed Token Renewal

2.1.13. CDNl Signed Token Transport (cdnistt) Caim

CDNI Si gned Token Transport (cdnistt) [optional] - The CDNI Signed
Token Transport (cdnistt) claimprovides a neans of signaling the
met hod t hrough which a new signed JW is transported fromthe CDN to
the UA and vice versa for the purpose of Signed Token Renewal. Its
type is a JSON integer. Values for this claimare defined in
Section 6.5. If using this claim you MJST al so specify a CDN
Expiration Tine Setting (cdniets) as noted above.

2.1.14. CDNl Signed Token Depth (cdnistd) C aim

CDNI Si gned Token Depth (cdnistd) [optional] - The CDNI Signed Token
Depth (cdnistd) claimis used to associ ate a subsequent signed JW,
generated as the result of a CDNI Signed Token Transport claim with
a specific URI subset. |Its type is a JSON integer. Signed JW's MJST
NOT use a negative value for the CDNI Signed Token Depth claim

If the transport used for Signed Token Transport allows the CDN to
associ ate the path conmponent of a URI with tokens (e.g., an HITP
Cooki e Path as described in Section 4.1.2.4 of [RFC6265]), the CDN
Si gned Token Depth value is the nunber of path segnents that shoul d
be considered significant for this association. A CDNI Signed Token
Depth of zero means that the client SHOULD be directed to return the
token with requests for any path. |If the CDNI Signed Token Depth is



greater than zero, then the CDN SHOULD send the client a token to
return for future requests wherein the first CDNl Signed Token Depth
segnents of the path match the first CDNI Signed Token Depth segnents
of the Signed URI path. This matching MJST use the URI with the
token renoved, as specified in Section 2.1.15

If the URI path to match contains fewer segnents than the CDNI Signed
Token Depth claim a signed JWI MJUST NOT be generated for the

pur poses of Signed Token Renewal. |[|f the CDNI Signed Token Depth
claimis omtted, it nmeans the sane thing as if its value were zero
If the received signed JW contains a CDNI Signed Token Depth claim
then any JWI subsequently generated for CDNl redirection or Signed
Token Transport MJST al so contain a CDNl Signed Token Depth cl ai m
and the value MJUST be the sane as in the received signed JW.

2.1.15. URI Cont ai ner Forns

2

2

2

The URI Container (cdniuc) claimtakes one of the follow ng fornmns:
"hash:’ or 'regex:’. Mdre forns may be added in the future to extend
the capabilities.

Bef ore conparing a URI with contents of this container, the follow ng
steps MUST be perforned:

* Prior to verification, remove the signed JWI fromthe URI. This
renoval is only for the purpose of determning if the URl natches;
all other purposes will use the original URI. |If the signed JWI
is termnated by anything other than a sub-delimter (as defined
in Section 2.2 of [RFC3986]), everything fromthe reserved
character (as defined in Section 2.2 of [RFC3986]) that precedes
the URI Signing Package Attribute to the |last character of the
signed JWI will be renoved, inclusive. Oherw se, everything from
the first character of the URI Signing Package Attribute to the
sub-delimter that term nates the signed JWI will be renoved,

i ncl usi ve.

* Normalize the URI according to Section 2.7.3 of [RFC7230] and
Sections 6.2.2 and 6.2.3 of [RFC3986]. This applies to both
generation and verification of the signed JW.

1.15.1. URI Hash Container (hash:)

Prefixed with "hash:’, this string is a URL Segnent form (Section 5
of [RFC6920]) of the URI.

1.15.2. URI Regul ar Expression Container (regex:)

Prefixed with "regex:’, this string is any regul ar expression
compatible with POSI X (Section 9 of [POSI X. 1]) Extended Regul ar
Expression used to match agai nst the requested URI. These regul ar

expressi ons MJUST be evaluated in the PCSI X | ocale (Section 7.2 of
[ POSI X. 1]) .

Not e: Because '\’ has special meaning in JSON [ RFC8259] as the escape
character within JSON strings, the regul ar expression character '\’
MUST be escaped as "\\'.

An exanple of a 'regex:’ is the foll ow ng:

[~ ]*\\://[~]*/dir/content/quality [~ ]*/segment. {3}\\.nmp4(\\?.*)?
Note: Due to conputational conplexity of executing arbitrary regul ar
expressions, it is RECOWENDED to only execute after verifying the
JWI to ensure its authenticity.

2. JW Header



The header of the JWI MAY be passed via the CDNI Metadata interface

i nstead of being included in the URISi gni ngPackage. The header val ue
MUST be transnitted in the serialized encoded form and prepended to
the JWI payl oad and signature passed in the URI Si gni ngPackage pri or
to verification. This reduces the size of the signed JW token

3. URI Signing Token Renewa
3.1. Overview

For content that is delivered via HITP in a segnented fashi on, such
as MPEG DASH [ MPEG- DASH] or HTTP Live Stream ng (HLS) [ RFC8216],
speci al provisions need to be nade in order to ensure URl Signing can
be applied. In general, segnented protocols work by breaking |arge
objects (e.g., videos) into a sequence of snall independent segnents.
Such segments are then referenced by a separate manifest file, which
either includes a list of URLs to the segments or specifies an

al gorithm through which a User Agent can construct the URLs to the
segnents. Requests for segnents therefore originate fromthe

mani fest file and, unless the URLs in the manifest file point to the
CSP, are not subjected to redirection and URI Signing. This opens up
a vulnerability to malicious User Agents sharing the nmanifest file
and deep linking to the segnents.

One nethod for dealing with this vulnerability would be to include,
in the manifest itself, Signed URIs that point to the individua
segnents. There exist a nunber of issues with that approach. First,
it requires the CDN delivering the manifest to rewite the nmanifest
file for each User Agent, which would require the CDN to be aware of
the exact segnentation protocol used. Secondly, it could also
require the expiration tine of the Signed URIs to be valid for an
extended duration if the content described by the nmanifest is neant
to be consuned in real tine. For instance, if the manifest file were
to contain a segnented video stream of nore than 30 minutes in

Il ength, Signed URIs would require to be valid for at |east 30

m nutes, thereby reducing their effectiveness and that of the URI

Si gning nmechanismin general. For a nore detail ed anal ysis of how
segnented protocols such as HTTP Adaptive Stream ng protocols affect
CDNI, see Model s for HTTP- Adapti ve- Stream ng- Aware Cont ent

Di stribution Network Interconnection (CDNI') [ RFC6983].

The nethod described in this section allows CDNs to use URI Signing
for segnented content without having to include the Signed URIs in
the manifest files thensel ves.

3.2. Signed Token Renewal Mechani sm

In order to allow for effective access control of segmented content,
the URI Signing nechanismdefined in this section is based on a

met hod t hrough whi ch subsequent segnent requests can be |inked
together. As part of the JWI verification procedure, the CDN can
generate a new signed JW that the UA can use to do a subsequent
request. Moirre specifically, whenever a UA successfully retrieves a
segnment, it receives, in the HITP 2xx Successful mnessage, a signed
JWI that it can use whenever it requests the next segnent. As |ong
as each successive signed JW is correctly verified before a new one
is generated, the nodel is not broken, and the User Agent can
successfully retrieve additional segments. Gven the fact that with
segnmented protocols it is usually not possible to determine a priori
whi ch segment will be requested next (i.e., to allow for seeking
within the content and for switching to a different representation),
the Signed Token Renewal uses the URI Regul ar Expression Container
scopi ng mechanisns in the URI Container (cdniuc) claimto allow a
signed JWI to be valid for nore than one URL.



In order for this renewal of signed JWIs to work, it is necessary for
a UA to extract the signed JWI fromthe HTTP 2xx Successful nessage
of an earlier request and use it to retrieve the next segnment. The
exact nmechani sm by which the client does this is outside the scope of
this docunment. However, in order to also support |egacy UAs that do
not include any specific provisions for the handling of signed JWSs,
Section 3.3 defines a nechani smusing HTTP Cooki es [ RFC6265] t hat

all ows such UAs to support the concept of renew ng signed JW's

wi t hout requiring any additional UA support.

3.2.1. Required dains

The cdnistt claim (Section 2.1.13) and cdniets claim(Section 2.1.12)
MUST both be present for Signed Token Renewal . cdnistt MAY be set to
a value of 0" to nean no Signed Token Renewal, but there still MJST
be a corresponding cdniets that verifies as a JSON nunber. However,
if use of Signed Token Renewal is not desired, it is RECOMVENDED to
simply omt both.

3.3. Comunicating a Signed JWI in Signed Token Renewal

Thi s section assunes the value of the CDNI Signed Token Transport
(cdnistt) claimhas been set to 1.

When using the Signed Token Renewal mnechanism the signed JW is
transported to the UA via a ' URI Si gni ngPackage’ cooki e added to the
HTTP 2xx Successful nessage along with the content being returned to
the UA, or to the HTTP 3xx Redirection nmessage in case the UAis
redirected to a different server

3.3.1. Support for Cross-Domain Redirection

For security purposes, the use of cross-donain cookies is not
supported in sonme application environnents. As a result, the Cookie-
based nmethod for transport of the Signed Token described in

Section 3.3 mght break if used in conbination with an HTTP 3xx

Redi rection response where the target URL is in a different domain.
In such scenarios, Signed Token Renewal of a signed JWI SHOULD be
conmmuni cated via the query string instead, in a simlar fashion to
how regul ar signed JWs (outside of Signed Token Renewal ) are

communi cated. Note the value of the CDNI Signed Token Transport
(cdnistt) claimMJIST be set to 2

Note that the process described herein only works in cases where both
the manifest file and segnents constituting the segnmented content are
delivered fromthe sane domain. In other words, any redirection
between different domains needs to be carried out while retrieving
the manifest file.

4. Relationship with CODNI Interfaces

Some of the CDNI Interfaces need enhancements to support URI Signing.
A dCDN that supports URI Signing needs to be able to advertise this
capability to the uCDN. The uCDN needs to select a dCDN based on
such capability when the CSP requires access control to enforce its
distribution policy via URI Signing. Al so, the uCDN needs to be able
to distribute via the CONI Metadata interface the information
necessary to allow the dCDN to verify a Signed URI. Events that
pertain to URI Signing (e.g., request denial or delivery after an
access authorization decision has been made) need to be included in
the 1 ogs conmuni cated through the CDNI Loggi ng interface.

4.1. CDNl Control Interface

URI Signing has no inpact on this interface.



4.2. CDNI Footprint & Capabilities Advertisenent Interface
The CDNI Request Routing: Footprint and Capabilities Semantics
docunent [ RFC8008] defines support for advertising CDNI Metadata
capabilities via CDNI Payl oad Type. The CDNl Payl oad Type regi stered
in Section 6.1 can be used for capability advertisenent.
4.3. CDNI Request Routing Redirection Interface
The CDNI Request Routing Redirection Interface [ RFC7975] descri bes
the recursive request redirection nethod. For URI Signing, the uCDN
signs the URI provided by the dCDN. URI Signing therefore has no
i mpact on this interface.
4.4, CDNI Metadata Interface
The CDNI Metadata Interface [ RFC8006] describes the CDNI Metadata
di stribution needed to enable content acquisition and delivery. For
URI Signing, a new CDNI Metadata object is specified
The Uri Signi ng Met adata obj ect contains information to enable UR
Signing and verification by a dCDN. The Uri Signing properties are
defined bel ow.
Property: enforce
Description: URl Signing enforcenent flag. Specifically, this
flag indicates if the access to content is subject to UR
Signing. URI Signing requires the dCDN to ensure that the
URI is signed and verified before delivering content.
O herwi se, the dCDN does not performverification,
regardl ess of whether or not the URI is signed.
Type: Bool ean
Mandat ory-to-Specify: No. The default is true.
Property: issuers

Description: A list of valid |Issuers against which the |ssuer
claimin the signed JWI may be cross-referenced.

Type: Array of Strings

Mandat ory-to-Specify: No. The default is an enpty list. An
enpty list neans that any Issuer in the trusted key store of
I ssuers is acceptable.

Property: package-attribute

Description: The attribute name to use for the URI Signing
Package.

Type: String
Mandat ory-to-Specify: No. The default is "URI Si gni ngPackage".
Property: jw-header
Description: The header part of JWI that is used for verifying
a signed JW when the JW token in the UR Signing Package
does not contain a header part.

Type: String

Mandat ory-to-Specify: No. By default, the header is assuned



to be included in the JW token

The following is an exanple of a URI Signing netadata payl oad with
all default val ues:

{
"generic-netadata-type": "M.Uri Signing"
"generi c- net adat a-val ue": {}

}

The following is an exanple of a URI Signing netadata payl oad with
explicit val ues:

{
"generic-netadata-type": "M.Uri Signing"
"generi c- net adat a- val ue":
{
"enforce": true,
"issuers": ["csp", "ucdnl", "ucdn2"],
"package-attribute": "usp",
"j Wt -header":
{
"al g": "ES256",
"kid": "P5UpOvOeMylwexLf 7Wkl g09JdSYGYFDOVI dueal nf 0"
}
}
}

4.5. CDN Logging Interface

For URI Signing, the dCDN reports that enforcenment of the access
control was applied to the request for content delivery. Wen the
request is denied due to enforcenent of URI Signing, the reason is
| ogged.

The following CONI Logging field for URI Signing SHOULD be supported
in the HTTP Request Logging Record as specified in "Content
Distribution Network Interconnection (CDNI) Logging Interface"
[ RFC7937] using the new "cdni _http_request _v2" record-type registered
in Section 6.2.1.
* s-uri-signing (mandatory):
Format: 3DIGAT
Field value: this characterizes the URI Signing verification
performed by the Surrogate on the request. The all owed val ues
are registered in Section 6.4.

Cccurrence: there MJUST be zero or exactly one instance of this
field.

* s-uri-signing-deny-reason (optional):
Format: QSTRI NG

Field value: a string for providing further information in case
the signed JW was rejected, e.g., for debuggi ng purposes.

Qccurrence: there MIUST be zero or exactly one instance of this
field.

5. URI Signing Message Fl ow

URI Signing supports both HITP-based and DNS-based request routing.
JSON Wb Token (JWI) [RFC7519] defines a compact, URL-safe means of



representing clains to be transferred between two parties. The
clains in a Signed JWI are encoded as a JSON object that is used as
the payl oad of a JSON Wb Signhature (JWS) structure enabling the
clains to be digitally signed or integrity protected with a Message
Aut henti cati on Code (MAC).

5. 1. HTTP Redi rection

For HTTP-based request routing, a set of information that is unique
to a given end user content request is included in a Signed JWI,
usi ng key information that is specific to a pair of adjacent CDN
hops (e.g., between the CSP and the uCDN or between the uCDN and a
dCDN). This allows a CDNI hop to ascertain the authenticity of a
gi ven request received froma previous CDNl hop

The URI Signing nethod (assuning HTTP redirection, iterative request
routing, and a CDN path with two CDNs) includes the foll ow ng steps:

End- User dCDN uCDN CsP
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1.CDNI FCl used to |

|
advertise URI Signing capability | |
I
I
I

I
I
I
I
| 2.Provides information to verify Signed JW
I
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I
I
I

| | <o |
| | |

3.CDNI Metadata interface used to |

provide URI Signing attributes| |

| <o | |

(Later in tine) : :
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(Later in tine) : :
| 13. CDNI Logging interface to include URI Signing information |
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Figure 3: HITP-Based Request Routing with UR Signing

Using the CDNI Footprint & Capabilities Advertisenent interface,
the dCDN advertises its capabilities including URI Signing
support to the uCDN

CSP provides to the uCDN the informati on needed to verify Signed
URIs fromthat CSP. For exanple, this information will include
one or nore keys used for validation

Using the CDNI Metadata interface, the uCDN comunicates to a
dCDN the information needed to verify Signed URIs fromthe uCDN
for the given CSP. For exanple, this information may include
the URI query string parameter name for the URI Signing Package
Attribute in addition to keys used for validation

When a UA requests a piece of protected content fromthe CSP
the CSP makes a specific authorization decision for this unique
request based on its local distribution policy.

If the authorization decision is negative, the CSP rejects the
request and sends an error code (e.g., 403 Forbidden) in the
HTTP response.

If the authorization decision is positive, the CSP conmputes a
Signed JW that is based on uni que parameters of that request
and conveys it to the end user as the URI to use to request the
content.

On receipt of the corresponding content request, the uCDN
verifies the Signed JWI in the URl using the information
provi ded by the CSP.

If the verification result is negative, the uCDN rejects the
request and sends an error code 403 Forbidden in the HTTP
response.

If the verification result is positive, the uCDN conputes a
Signed JWI that is based on uni que paranmeters of that request
and provides it to the end user as the URI to use to further
request the content fromthe dCDN

On receipt of the corresponding content request, the dCDN
verifies the Signed JWI in the Signed URI using the information
provided by the uCDN in the CDNI Met adat a.

If the verification result is negative, the dCDN rejects the
request and sends an error code 403 Forbidden in the HTTP
response.

If the verification result is positive, the dCDN serves the
request and delivers the content.

At a later tine, the dCDN reports |oggi ng events that include
URI Signing information

Wth HTTP-based request routing, URI Signing matches well the genera
chain of trust nodel of CDNI both with symretric and asynmetric keys
because the key information only needs to be specific to a pair of
adj acent CDNI hops.



Note: Wiile using a symmetric shared key is supported, it is NOT
RECOMMENDED. See the Security Considerations (Section 7) about the
limtations of shared keys.

DNS Redirection

For DNS- based request routing, the CSP and uCDN nmust agree on a trust
nodel appropriate to the security requirenents of the CSP' s
particular content. Use of asymretric public/private keys allows for
unlimted distribution of the public key to dCDNs. However, if a
shared secret key is required, then the distribution SHOULD be
performed by the CSP directly.

Note: Wiile using a symmetric shared key is supported, it is NOT
RECOMMENDED. See the Security Considerations (Section 7) about the
limtations of shared keys.

The URI Signing method (assuming iterative DNS request routing and a
CDN path with two CDNs) includes the foll ow ng steps.

End- User dCDN uCDN CSP

I I
1.CDNI FCl used to |
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| | <o |
3.CDNl Metadata interface used to

I

I

I

|
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| |

(Later in tine) : :
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| 6. Provi des Signed URI | <Positive> |
| o |
I

I

|
|
[EEEETRRERNRERE . |
|
|

I

I

I

I

|

I

I

11. Content request | |
I > [Verify URI |
| signature] |
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| 12. Request is denied| <Negative> |
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13. Content delivery | <Positive>



: (Later in tine) : :
| 14. CDNI Logging interface to report URI Signing information

| | o >| |
Figure 4: DNS-based Request Routing with URI Signing

1. Using the CDNI Footprint & Capabilities Advertisenent interface,
the dCDN advertises its capabilities including UR Signing
support to the uCDN

2. CSP provides to the uCDN the informati on needed to verify Signed
JW's fromthat CSP. For exanple, this information will include
one or nore keys used for validation

3. Using the CDNI Metadata interface, the uCDN conmunicates to a
dCDN t he information needed to verify Signed JWs fromthe CSP
(e.g., the URI query string paraneter nanme for the URl Signing
Package Attribute). 1In the case of symetric shared key, the
UCDN MUST NOT share the key with a dCDN

4. When a UA requests a piece of protected content fromthe CSP
the CSP nakes a specific authorization decision for this unique
request based on its local distribution policy.

5. If the authorization decision is negative, the CSP rejects the
request and sends an error code (e.g., 403 Forbidden) in the
HTTP response.

6. If the authorization decision is positive, the CSP computes a
Signed JWI that is based on uni que paranmeters of that request
and includes it in the URI provided to the end user to request
the content.

7. The end user sends a DNS request to the uCDN

8. On receipt of the DNS request, the uCDN redirects the request to
t he dCDN.

9. The end user sends a DNS request to the dCDN

10. On receipt of the DNS request, the dCDN responds with I P address
of one of its Surrogates.

11. On receipt of the correspondi ng content request, the dCDN
verifies the Signed JWI in the URI using the information
provided by the uCDN in the CDNI Met adat a.

12. If the verification result is negative, the dCDN rejects the
request and sends an error code 403 Forbidden in the HTTP
response.

13. If the verification result is positive, the dCDN serves the

request and delivers the content.

14. At a later tine, dCDN reports |ogging events that includes UR
Si gning i nformation.

Wth DNS-based request routing, URl Signing matches well the genera
chain of trust nmodel of CDNI when used with asymmetric keys because
the only key information that needs to be distributed across

mul tiple, possibly untrusted, CDNI hops is the public key, which is
generally not confidential

Wth DNS-based request routing, URI Signing does not match well with



the general chain of trust nodel of CDNI when used with synmmetric
keys because the symetric key information needs to be distributed
across multiple CONI hops to CDNs with which the CSP nay not have a
trust relationship. This raises a security concern for applicability
of URI Signing with synmretric keys in case of DNS-based inter-CDN
request routing. Due to these flaws, this architecture MJUST NOT be

i mpl ement ed.

Note: While using a symmetric shared key is supported, it is NOT
RECOMMVENDED. See the Security Considerations (Section 7) about the
limtations of shared keys.

6. | ANA Consi derations

6.1. CDN Payl oad Type

I ANA has registered the following CONI Payl oad Type under the | ANA
"CDNI Payl oad Types" registry:

+ooooooooooooooo+4 oo ——=+

| Payl oad Type | Specification

B oo e e

| M.UiSigning | RFC 9246 |

i i +
Table 1

6.1.1. CDN Ui Signing Payl oad Type
Purpose: The purpose of this payload type is to distinguish
Uri Signing Metadata interface (M) objects (and any associ ated
capability advertisenent).
Interface: M/FC
Encodi ng: see Section 4.4
6.2. CDN Logging Record Type

| ANA has registered the following CONI Logging record-type under the
| ANA "CDNI Loggi ng record-types" registry:

+ +

I I
[ e s e e e
| cdni_http request v2 | RFC 9246 | Extension to CDNl Loggi ng
| | | Record version 1 for |
| | | content delivery using |
| | | HTTP, to include URI |
| | | Signing Logging fields |
Fom e U o m oo +

Tabl e 2

6.2.1. CDN Logging Record Version 2 for HITP

The "cdni _http_request _v2" record-type supports all of the fields
supported by the "cdni _http_request vl1" record-type [ RFC7937] plus
the two additional fields "s-uri-signing" and "s-uri-signing-deny-
reason", registered by this docunment in Section 6.3. The name,
format, field value, and occurrence information for the two new
fields can be found in Section 4.5 of this docunent.

6.3. CDN Logging Field Nanes

I ANA has registered the following CONI Logging fields under the | ANA



"CDNl Logging Field Nanes" registry:

B sty ety Y
| Field Nane | Reference
| s-uri-signing | RFC 9246
o e e e e e R +
| s-uri-signing-deny-reason | RFC 9246
e S +

Tabl e 3
CDNI URI Signing Verification Code

| ANA has created a new "CDNI URI Signing Verification Code"
subregistry in the "Content Delivery Networks Interconnection (CDNI)
Paranmeters" registry. The "CDNI URI Signing Verification Code"
nanespace defines the valid values associated with the s-uri-signing
CDNI Logging field. The CDNI URI Signing Verification Code is a
3DIGA T value as defined in Section 4.5. Additions to the CONI UR
Signing Verification Code nanespace will conformto the
"Specification Required" policy as defined in [ RFC8126]. Updates to
this subregistry are expected to be infrequent.

Description |
ety o}
No signed JWI verification |
per f or med |

Signed JW verification perforned |
and verified |
Si gned JWI verification perforned |
and rejected because of incorrect |
si gnature |
Si gned JWI verification perforned |
and rejected because of I|ssuer |
enf or cenent |
Signed JWI verification perforned |
and rejected because of Subject |
enf or cement |

Si gned JWI verification perforned |
and rejected because of Audience |
enf or cenent |
Si gned JWI verification perforned |
and rejected because of Expiration |
Ti me enf or cenent

Si gned JWI verification perforned |
and rejected because of Not Before |
enf or cement |
Si gned JWI verification perforned |
and rejected because only one of |
CDNI Signed Token Transport or CDN |
Expiration Tine Setting present |
Si gned JWI verification perforned |
and rejected because of JWI ID |
enf or cenent |



RFC 9246 | Signed JW verification performed
| and rejected because of Version |
I I

enf or cenent

| 409 | RFC 9246 | Signed JWI verification perforned |
| | | and rejected because of Critical |
| | | Extension enforcenent |

| 410 | RFC 9246 | Signed JWI verification perforned |
| | | and rejected because of Cient IP |
| | | enforcenent |

| 411 | RFC 9246 | Signed JW verification perforned
| | | and rejected because of URI |
| | | Contai ner enforcenent |

| 500 | RFC 9246 | Unable to perform signed JWI |
| | | verification because of nalformed |
| | | UR |

Tabl e 4
6.5. CDNI URI Signing Signed Token Transport

| ANA has created a new "CDNI URI Signing Signed Token Transport™
subregistry in the "Content Delivery Networks Interconnection (CDN)
Paraneters" registry. The "CDNI URI Signing Signed Token Transport"”
nanmespace defines the valid values that may be in the Signed Token
Transport (cdnistt) JW claim Additions to the Signed Token
Transport nanmespace conformto the "Specification Required" policy as
defined in [ RFC8126]. Updates to this subregistry are expected to be
i nf requent.

The following table defines the initial Enforcement |nfornation

El enent s:

[ s femsfemmspumnl e e s sy e o}
| Value | Description | RFC |
| O | Designates token transport is not enabl ed | RFC 9246
N et Fomm oo - +
| 1 | Designates token transport via cookie | RFC 9246
AR, oo e e e e e e e e e e e e e e e e e e e e oo TS +
| 2 | Designates token transport via query string | RFC 9246
Fomm o - o m m e e e e e e e e e e e e e e e e e em e eaao o S +

Table 5
6.6. JSON Wb Token O ains Registration

This specification registers the following clains in the | ANA "JSON
Web Token d ains" registry [I ANA. JW.  ai ns] established by
[ RFC7519] .

6.6.1. Registry Contents

Cl ai m Nanme: cdniv

ClaimDescription: CDNI C aim Set Version

Change Controller: |ESG

Speci fication Docunent(s): Section 2.1.8 of RFC 9246

ClaimNane: cdnicrit

ClaimDescription: CDN Critical Cainms Set

Change Controller: |ESG

Speci fication Docunent(s): Section 2.1.9 of RFC 9246



ClaimName: cdniip

ClaimDescription: CDN |P Address

Change Controller: |ESG

Speci fication Docunment(s): Section 2.1.10 of RFC 9246

Cl ai m Name: cdni uc

ClaimDescription: CDNI URI Container

Change Controller: |ESG

Speci fication Docunment(s): Section 2.1.11 of RFC 9246

Claim Name: cdniets

ClaimDescription: CDN Expiration Tinme Setting for Signed Token
Renewa

Change Controller: |ESG

Speci fication Docunment(s): Section 2.1.12 of RFC 9246

Claim Name: cdnistt

ClaimDescription: CDN Signed Token Transport Method for Signed
Token Renewa

Change Controller: |ESG

Speci fication Docunment(s): Section 2.1.13 of RFC 9246

Claim Name: cdnistd

ClaimDescription: CDN Signed Token Depth

Change Controller: |ESG

Speci fication Docunment(s): Section 2.1.14 of RFC 9246

Expert Revi ew Gui dance

General | y speaking, we should determine the registration has a
rational justification and does not duplicate a previous
registration. Early assignnment should be permissible as | ong as
there is a reasonabl e expectation that the specification will becone
formalized. Expert Reviewers should be enpowered to nake
determ nati ons, but generally speaking they should all ow new cl ai s
that do not otherw se introduce conflicts with inplenentation or
things that may | ead to confusion. They should also followthe

gui delines of Section 5 of [RFC8126] when sensi bl e.

Security Considerations

Thi s docunent describes the concept of URI Signing and how it can be
used to provide access authorization in the case of CONl. The
primary goal of URI Signing is to make sure that only authorized UAs
are able to access the content, with a CSP being able to authorize
every individual request. It should be noted that URI Signing is not
a content protection schene; if a CSP wants to protect the content
itself, other mechanisns, such as DRM are nore appropriate.

CDNI URI Signing Signed Tokens | everage JSON Wb Tokens and thus,
guidelines in [ RFC8725] are applicable for all JW interactions.

In general, it holds that the |l evel of protection against
illegitimte access can be increased by including nore clains in the
signed JWI. The current version of this docunent includes clains for
enforcing Issuer, Cient |IP Address, Not Before tine, and Expiration
Ti me; however, this list can be extended with other nore conpl ex
attributes that are able to provide sone form of protection agai nst
some of the vulnerabilities highlighted bel ow.

That said, there are a nunber of aspects that Iimt the |evel of
security offered by URI Signing and that anybody i npl enenting UR
Si gni ng shoul d be aware of.

Replay attacks: A (valid) Signed URI may be used to performreplay
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1.

attacks. The vulnerability to replay attacks can be reduced by
picking a relatively short w ndow between the Not Before tine and
Expiration Tine attributes, although this is linmted by the fact
that any HTTP-based request needs a wi ndow of at |east a couple of
seconds to prevent sudden network issues fromdenying legitimte
UAs access to the content. One may al so reduce exposure to replay
attacks by including a unique one-time access IDvia the JW ID
attribute (jti clainmy. \Whenever the dCDN receives a request with
a given unique ID, it adds that IDto the list of "used IDs. In
the case an illegitimte UA tries to use the same URl through a
replay attack, the dCDN can deny the request based on the already
used access ID. This list should be kept bounded. A reasonable
approach would be to expire the entries based on the exp cl aim
value. If no exp claimis present, then a sinple Least Recently
Used (LRU) cache coul d be used; however, this would allow val ues
to eventual |y be reused.

egitimate clients behind a NAT: 1In cases where there are multiple
users behind the same NAT, all users will have the sanme | P address
fromthe point of view of the dCON. This results in the dCDN not
bei ng abl e to distinguish between different users based on Cdient

| P Address, which can lead to illegitimte users being able to
access the content. One way to reduce exposure to this kind of
attack is to not only check for dient IP but also for other
attributes, e.g., attributes that can be found in HITP headers.
However, this may be easily circumvented by a sophisticated

att acker.

A shared key distributed between CSP and uCDN is nore likely to be
comprom sed. Since this key can be used to legitimately sign a URL
for content access authorization, it is inportant to know the
inmplications of a conprom sed shared key. While using a shared key
schenme can be convenient, this architecture is NOI RECOMMENDED due to
the risks associated. It is included for |egacy feature parity and
is highly discouraged in new inplenentations.

If a shared key usable for signing is conprom sed, an attacker can
use it to performa denial-of-service attack by forcing the CDN to
eval uate prohibitively expensive regul ar expressions enbedded in a
URI Container (cdniuc) claim As a result, conprom sed keys shoul d
be tinmely revoked in order to prevent exploitation.

The URI Container (cdniuc) claimcan be given a wldcard val ue.

This, conmbined with the fact that it is the only mandatory clai m
means you can effectively nmake a skeleton key. Doing this does not
sufficiently limt the scope of the JWI and i s NOT RECOMVENDED. The
only way to prevent such a key from being used after it is
distributed is to revoke the signing key so it no | onger validates.

Privacy

The privacy protection concerns described in "Content Distribution
Net work | nterconnection (CDNI) Logging Interface" [RFC7937] apply
when the client’s I P address (cdniip) or Subject (sub) is enbedded in
the Signed URI. For this reason, the mechani smdescribed in

Section 2 encrypts the Client IP or Subject before including it in
the URI Signing Package (and thus the URL itself).
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Appendi x A.  Signed URI Package Exanpl e

This section contains three exanpl es of token usage: a sinple exanple
with only the required claimpresent, a conplex exanple that
denmonstrates the full JW clains set, including an encrypted dient

| P Address (cdniip), and one that uses a Signed Token Renewal .

Note: All of the exanples have enpty space added to inprove
formatting and readability, but are not present in the generated
content.

Al'l exanples use the following JWK Set [RFC7517]:

{ "keys": |
{
"kty": "EC',
"kid": "P5UpOvOeMglwcxLf 7WkI g09JdSYGYFDOWXI dueal nf 0",
"use": "sig",
"al g": "ES256",

"crv": "P-256",
"x": "be807S407dzB61 4hTi CUvnmxCl 6FuxWalxYBl LSSsZ8",
y": "rOGC4AvI 69g- WFOAGEVI 37sNNwbj | zBxSj LvI L7f 3RBA"

1

{
"kty": "EC',
"kid": "P5UpOvOeMylwexLf 7Wkl g09JdSYGYFDOVI dueal nf 0",
"use": "sig",
"al g": "ES256",
"crv': "P-256",
"x": "be807S407dzB6l 4hTi CUvnxCl 6FuxWalxYBl LSSsZ8",
"y "rOCC4AvI 69g- WFOACGEVI 37sNNwbj | zBxSj Lvi L7f 3RBA",
"d": "yaowezr CLTUBYI WUL5RQM67cHgvZeMILVZX] UGh1ALM

¥

{
"kty": "oct",
"kid": "f-Wj xBC3dPul 3d24kP2hf vos7Q688UTi 6aBOhN998" ,
"use": "enc",
"al g": "A128GCM',
"k": "4uFxxV7f hNnrti ah2d1f Fg"

}

1}

Note: They are the public signing key, the private signing key, and
the shared secret encryption key, respectively. The public and
private signing keys have the sanme fingerprint and only vary by the
"d’" paraneter that is missing fromthe public signing key.

A 1. Sinple Exanple

This exanple is a sinple conmmon usage exanpl e containing a m nimal
subset of clains that the authors find nost useful.

The JWI C ai m Set before signing:

Not e: "sha- 256; 2t der f WPa86Ku7YnzWo1YUp7dGQUj BS_3SWBELX4hmAY" is the
URL Segnment form (Section 5 of [RFC6920]) of
"http://cdni.exanple/foolbar".

{
"exp": 1646867369,

"iss": "uCDN | nc",
"cdni uc":



"hash: sha- 256; 2t der f WPa86Ku7YnzWb1YUp7dGUj BS_3SVBBELx4hmAY"
}

The signed JWI:

eyJhbCGeci O JFUzI INi | sl nmt pZCl 61 | ALVXBPdj Bl TXExd2N4ATGY3V3hJZz A5SnRTWJ
dZRKRPV2t sZHVI YUl t Zj Ai f Q eyJl eHAI O E2NDY4Nj czNj ksl ml zcyl 61 nVDRE4gS
Wb 1i wi Y2RuaXVj | j oi aGFzaDpzaGEt M U20zJ0ZGVyZI dQYTg2S3U3WNE6Vz Ux VWV
WN2RHVWH CUL8z Ulcz RUX4NGht V1ki f Q TaNl JMBD96i _9J9Xvl | CO6FUI DFTqt 3E2Y
JKEUQOLf cHOb89WYRKTbJ9Y] 6h_GRgS0ZoQ00cps 3y UPc WEK3s mow

A. 2. Conpl ex Exampl e

Thi s exanple uses all fields except for those dealing with Signed
Token Renewal, including Client |IP Address (cdniip) and Subject
(sub), which are encrypted. This significantly increases the size
the signed JW token.

JVE for Cient |IP Address (cdniip) of [2001:db8::1/32]:

eyJl bnM O IJBMTI 4RONNI i wi YWknl j oi ZG yliwi a2l klj oi Zi 1XYnp4QkMzZFB1ST
NkM RrUDJoZnZvczdRej YAOFVUaTZhQ BoTj k50CJ9. . aUDDFEQBI c3nW Cb. bGXWI
HPknt mMPCKNOpPPNEQ. i yTt t nFybQ2YBLgQW _YSj A

JVEE for Subject (sub) of "UserToken":

eyJl bnM O IJBMTI 4RONNI i wi YWknl j oi ZG yliwi a2l klj oi Zi 1XYnp4QkMzZFB1ST
NkM RrUDJoZnZvczdRej YAOFVUaTZh@ BoTj k50CJ9. . CLAu80xcl c8Bp- Ui . 6P1A3
F6i p2Dv. Cohdt LLpgBnTvRIQCFuz- g

The JWI C ai m Set before signing:

{
"aud": "dCDN LLC',

"sub": "eyJl bnM O JBMTI 4RONNI i wi YWknl j oi ZA yli wi a2l ki j oi Zi 1XYnp4
QkMzZFB1STNkM Rr UDJoZnZvczdRej YAOFVUaTZhQ BoTj k50CJ)9. . CLAu80xcl c8B
p- Ui . 6P1A3F6i p2Dv. Cohdt LLpgBnTvRIQCFuz-g",

"cdniip": "eyJdl b G JBMIT 4RONNI i wi YWknl j oi ZA yliw a2l kljoi Zi 1XY
nmp4QkMzZFB1STNKM Rr UDJoZnZvczdRej YAOFVUaTZhQ BoTj k50CJ9. . aUDDFEQBI
c3nW Cb. bGXWIHPknt nPCKNOpPPNEQ. i yTt t nFybOQ2YBLgw _YSj A",

"cdniv": 1,

"exp": 1646867369,

"iat": 1646694569,

"iss": "uCDN I nc",

"jti": "5DAaf LhZAf hsbhe",

"nbf": 1646780969,

"cdniuc": "regex:http://cdni\\.exanpl e/foo/bar/[0-9]{3}\\.png"

}

The signed JWI:

eyJhbCci O JFUzI 1Ni | sl mt pZCl 61 | A1VXBPdj Bl TXEXd2NATGY3V3hJZz A5SnRTWJ
dZRKRPV2t sZHVI YU t Zj Ai f Q eyJhdWQ O JKQORO ExMQyIl sl nNLYi | 61 mV5Snxi b
UlpT2l KQk1USTRSMESOSW 3aVl XeGbJamBpWkdseU pd2l hMrxr SWhvaVppMWhZb XA
OUW Nel pGQ FTVESr TWhScl VESmDabl p2Y3pk UnVgWIRPRI ZVYVRaaFFqQmUans1T
ONKOS4uQOxBd Tgwe GNs YzhCc C1VaS42 UDFBMD Y2a XAy RHYu@@90ZHRMIHBnQrbUd! J
KUUNGdXot Zy | s| mNkbm pcCl 61 nv5Snxi bUlpT2l KQk1USTRSMESOSW 3aVl XeGbJa
mBpWkdseU pd2l hMxr SWhvaVppMWhZbXAOUW Nel pGQ FTVESr TWhScl VESnBabl p
2Y3pk UmMVgWIRPRl ZVYVRaaFFqQrUans 1 TONKOS4uYWEREZFUUJJ YZNuV2pPYi 5i R
1hXVEhQa250bVBDS24we FBQTk VRLM 5VHRObkZ5Yk 8y WUIMe Xds X1l TakEi LClj ZG5
pdi | 6MBwi ZXhwil j oxN] QRCODY3Mz Y5LCIpYXQ G E2NDY20TQLN ksl m zcyl 61 nVDR
E4gSWhj | i wi anRpl j oi NURBYWZMaFpBZmhz YnUi LCJuYnii G E2NDY3CODASN) ksl nmN
kbm 1Yyl 61 nJl Z2V40Orh0dHAGLY 9] ZGpXFwuZXhhbXBsZS9nmb28vYnFyL1swL Tl de
ZNOXFwuc Gbnl n0. | j mMyXO0uD5MYgAr c- MD8uEs EeoDOn8kuYXZ9HGHDNDDxsHi kTOc8
j €X8xYD0Oz3LzQcl M365i 1kT2sRbZ7i sUn8w



A 3.

Si gned Token Renewal Exanple
Thi s exanpl e uses fields for Signed Token Renewal .

The JWI C ai m Set before signing:

{

"cdniets": 30,

“cdnistt": 1,

"cdnistd": 2,

"exp": 1646867369,

"cdniuc": "regex:http://cdni\\.exanpl e/foo/bar/[0-9]{3}\\.ts"
}

The signed JWI:

eyJhbCci O JFUzI 1IN | sl mt pZCl 61 | ALVXBPdj Bl TXExd2NATGY3V3hJZz A5SRTWJ
dZRkRPV2t sZHVI YUl t Zj Al f Q eyJj ZG5pZXRzl j ozMOw Y2RuaXNOdCl 6MBwi Y2Rua
XNOZCl 6M wi ZXhwi j oxNj QRODY3Mz Y5LCJj ZGpdWM O JyZWil eDpodHRWO 8vY2R
uaVxcLmvAYWLwbGUvZmBvL2Jhci 9bMC05XXszf VxcLnRzl n0. t | PvoKw3BCCO w4Lx9
PQU7MK6b21 N55Z0CPSaxov&K0z S53Wb1MoJBow7GBLi GR39h6- 21 q7PWJSr 3MITI z
HYw

Once the server verifies the signed JWF it will return a new signed
JWI with an updated Expiry Tine (exp) as shown below. Note the
Expiry Tinme is increased by the expiration tinme setting (cdniets)
val ue.

The JWI C ai m Set before signing:

{

“cdniets": 30,

“cdnistt": 1,

"cdnistd": 2,

"exp": 1646867399,

"cdniuc": "regex:http://cdni\\.exanpl e/foo/bar/[0-9]{3}\\.ts"
}

The signed JWI:

eyJhbCci O JFUzI 1IN | sl mt pZCl 61 | ALVXBPdj Bl TXExd2N4ATGY3V3hJZz A5SRTWJ
dZRKRPV2t sZHVI YUl t Zj Ai f Q eyJj ZGpZXRzl j ozMOwi Y2RuaXNOdCl 6MBSwi Y2Rua
XNOZCl 6M wi ZXhwi j oxNj QODY3Mzk5LCJj ZGpdWM O JyZWil eDpodHRWO 8vY2R
uaVxcLmvAYWIwbGUvZmBvL2Jhci 9bMC05XXszf VxcLnRzl n0. i vY5d_f KGd- OHTpUs
8uJUr nHvt - r duzu5H4zM7 167 pUUAghub53FgDQEGL6] RYX2sY73mA uLpYDdb- CPt s
8FA
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