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1. I nt roducti on

DHCPv6 [ RFCB8415] is used for supplying configuration and other

rel evant parameters to clients in IPv6 networks. This docunent
defi nes YANG [ RFC7950] nodul es for the configuration and managenent
of DHCPv6 'el enents’ (servers, relays, and clients), using the

Net wor k Configuration Protocol (NETCONF) [ RFC6241] or RESTCONF

[ RFC8040] .

Separate nodul es are defined for each elenent. Additionally, a
"common’ nodul e contains typedefs and groupi ngs used by all of the
el ement nodul es. Appendi x A provides XML exanpl es for each of the
el ement nodul es and shows their interaction

The relay and client nodul es provide configuration that is applicable
to devices' interfaces. This is done by inporting the "ietf-
interfaces’ YANG nodul e [ RFC8343] and using interface-refs to the

rel evant interface(s).

It is worth noting that as DHCPv6 is itself a client configuration
protocol, it is not the intention of this docunent to provide a
repl acenent for the allocation of DHCPv6-assi gned addressing and
paraneters by using NETCONF/ YANG. The DHCPv6 client nodule is

i ntended for the configuration and nonitoring of the DHCPv6 cli ent
function and does not replace DHCPv6 address and paraneter
configuration.

The YANG nopdul es in this docunent adopt the Network Managenent
Dat astore Architecture (NVDA) [ RFC8342].

1.1. Scope

[ RFC8415] describes the current version of the DHCPv6 base protoco
specification. A large nunber of additional specifications have al so
been published, extending DHCPv6 el ement functionality and addi ng new
options. The YANG nodul es contained in this docunment do not attenpt
to capture all of these extensions and additions; rather, they node
the DHCPv6 functions and options covered in [ RFC8415]. A focus has

al so been given on the extensibility of the nodules so that they are
easy to augnent to add additional functionality as required by a
particul ar inplenmentation or deploynment scenario.

1.2. Extensibility of the DHCPv6 Server YANG Mdul e

The nodules in this docunent only attenpt to nodel DHCPv6-specific
behavi or and do not cover the configuration and managenent of
functionality relevant for specific server inplenmentations. The

| evel of variance between inplenmentations is too great to attenpt to
standardi ze themin a way that is useful w thout being restrictive.



However, it is recognized that inplenentation-specific configuration
and nanagenent is also an essential part of DHCP depl oynment and
operations. To resolve this, Appendi x C contains an exanpl e YANG
modul e for the configuration of inplementation-specific functions,
illustrating how this functionality can be augnented into the main
"ietf-dhcpv6e-server.yang nodul e.

I n DHCPv6, the concept of ’class selection’ for nessages received by
the server is common. This is the identification and classification
of messages based on a nunber of paraneters so that the correct

provi sioning informati on can be supplied, for exanple, by allocating
a prefix fromthe correct pool or supplying a set of options rel evant
for a specific vendor’'s client inplenentation. During the

devel opment of this docunent, inplenentations were researched and the
findings were that while this function is common to all, the nethod
for configuring and inplenenting this function differs greatly.
Therefore, configuration of the class selection function has been
omtted fromthe DHCPv6 server nodule to allow inplenmentors to define
their own suitable YANG nodul es. Appendix D provides an exanpl e of
this, which denonstrates how this can be integrated with the main
"ietf-dhcpv6-server.yang nodul e.

1.2.1. DHCPv6 Option Definitions

A |l arge nunber of DHCPv6 options have been created in addition to
those defined in [RFC8415]. As inplenentations differ widely as to
whi ch DHCPv6 options they support, the follow ng approach has been
taken to defining options: only the DHCPv6 options defined in

[ RFC8415] are included in this docunent.

O these, only the options that require operator configuration are
nodel ed. For exanple, OPTION IA NA (3) is created by the DHCP server
when requested by the client. The contents of the fields in the
option are based on a nunber of input configuration paraneters that
the server will apply when it receives the request (e.g., the T1/T2
timers that are relevant for the pool of addresses). As a result,
there are no fields that are directly configurable for the option, so
it is not nodel ed.

The foll owing table shows the DHCPv6 options that are nodeled, the
el ement (s) they are nodel ed for, and the rel evant YANG nodul e nanes:

[ s ety b pty Cjjfupejgy Cbj o fujpuy oo fu e pu e pu s po s p—p—j—— o
| Nare | Server| Rel ay| dient| Modul e Nane |
B oo e e peent oo =g oo e s e e 3
| OPTI ON_ORO (6) Option| | | X | ietf-dhcpv6-client.yang

| Request Option | | | | |
o e e e e e oo - R +--m - - R o e e e e e e oo +
| OPTI ON_PREFERENCE (7)| X | | | ietf-dhcpv6-server.yang

| Preference Option | | | | |
oo Foommo- S Foommo- oo +
| OPTI ON_AUTH (11) | X | X | | ietf-dhcpv6-conmon. yang

| Aut henti cation Opti on| | | | |
o e e e e e oo - R +--m - - R o e e e e e e oo +
| OPTI ON_UNI CAST (12) | X | | | ietf-dhcpv6-server.yang

| Server Unicast Option| | | | |
oo Foommo- S Foommo- oo +
| OPTION. RAPID COWM T | X | | X | ietf-dhcpv6-comon. yang

| (14) Rapid Conmmit I I I I I
| Option | | | | |
o e e e e m oo oo +o-m - - +----- +o-m - - o e e e e e e e e oo oo +
| OPTI ON_USER_CLASS | | | X | ietf-dhcpv6-client.yang

| (15) User O ass | | | | |
Option I I I I I



2.

3.

3.

| OPTI ON_VENDOR_CLASS | | |
| (16) Vendor C ass | | |
| Opt i on I I I

. S demenn S T +
| OPTI ON_VENDOR_OPTS | X | | X | ietf-dhcpv6-conmmon. yang |
| (17) Vendor-specific | | | | |
| ' nformation Option | | | | |

et f-dhcpv6-client.yang

| OPTI ON_I NTERFACE I D | | X | ietf-dhcpve-relay.yang |
|(18_) Interface-I1d | | | | |
Option | I | | |

| OPTI ON_RECONF_MSG | X | | ietf-dhcpv6-server.yang |
| (19) Reconfigure | | | | |
| Message Option | | | | |

| OPTI ON_RECONF_ACCEPT | X | | X | ietf-dhcpv6-client.yang |
| (20) Reconfigure | | | | |
| Accept Option | | | | |

| OPTI ON_I NFORVATI ON |
| REFRESH TIME (32) |
| Informati on Refresh |
| Time Option |

| OPTI ON_SOL_MAX_RT | X | | ietf-dhcpv6-server.yang |
| (82) sol max rt | | | | |
Option | I | | |

| OPTI ON_I NF_MAX_RT | X | | ietf-dhcpv6e-server.yang |
| (83) inf max rt | | | | |
Option I I I I I

Tabl e 1: Mddel ed DHCPv6 Opti ons

Further option definitions can be added using additional YANG nodul es
via augnentation of the relevant el enent nodul es fromthis docunent.
Appendi x B contains an exanpl e nodul e showi ng how the DHCPv6 option
definitions can be extended in this manner. Sone gui dance on how to
wite YANG nodul es for additional DHCPv6 options is al so provided.

Ter mi nol ogy

The reader should be famliar with the YANG data nodel i ng | anguage
defined in [ RFC7950] .

The YANG nodul es in this document adopt NVDA [ RFC8342]. The neani ngs
of the synbols used in tree diagrans are defined in [ RFC3340].

The reader should be famliar with DHCPv6-rel evant term nol ogy
defined in [ RFC8415] and other rel evant docunents.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

DHCPv6 Tree Di agrans
1. DHCPv6 Server Tree Di agram

The tree diagramin Figure 1 provides an overview of the DHCPv6



server nmodule. The tree also includes the commopn functions nodul e
defined in Section 4.1.

nmodul e: i etf-dhcpv6-server
+--rw dhcpv6- server
+--rw enabl ed?
+--rw server-dui d?
+--rw vendor-config
+--rw option-sets
| +--rw option-set* [option-set-id]

bool ean
dhc6: dui d

+--rw option-set-id string
+--rw description? string
+--rw preference-option
| +--rw pref-value? uint8
+--rw aut h-option
+--rw al gorithn? uint8
+--rw rdn®? uint8
+--rw repl ay-det ecti on? ui nt 64

+--rw (protocol)?
+--:(conf-token)
| +--rw token-auth-informtion? bi nary

+--: (rkap)
+--rw dat at ype? uint8
+--rw aut h-i nf o-val ue? bi nary

I

I

|

I

I

I

I

I

|

I

I

I

I

I

| +--rw server-uni cast-option
| | +--rw server-address? i net:ipv6-address
| +--rw rapi d-comm t-option

| +--rw vendor-specific-information-options

| | +--rw vendor-specific-information-option*
| | [ ent erpri se-nunber]

| | +--rw enterprise-nunber ui nt 32

| | +--rw vendor-opti on-data* [sub-option-code]
| | uintl6

| | bi nary

I

I

|

I

I

I

I

I

|

+--rw sub-option-code
+--rw sub-opti on-dat a?
+--rw reconfi gure-nmessage-option
|  +--rw nmsg-type? uint8
+--rw reconfi gure-accept-option
+--rw info-refresh-time-option
| +--rwinfo-refresh-tine?
+--rw sol -max-rt-option
| +--rw sol-max-rt-val ue?
+--rw inf-max-rt-option
+--rw inf-max-rt-val ue?
+--rw cl ass-sel ect or
+--rw al | ocati on-ranges
+--rw option-set-id*
+--rwvalid-lifetinme?
+--rw renewtime?
+--rw rebind-tine?
+--rw preferred-lifetinme?
+--rw rapid-commt?
--rw al | ocation-range* [id]
+--rwid
+--rw description?

dhc6:tinmer-seconds32
dhc6:tinmer-seconds32

dhc6: ti mer-seconds32

| eaf r ef
dhc6:tinmer-seconds32
dhc6: ti mer-seconds32
dhc6: ti mer-seconds32
dhc6:timer-seconds32
bool ean

string
string

+--rw networ k- prefix
+--rw option-set-id*
+--rwvalid-lifetinme?
+--rw renewtine?
+--rw rebind-ti me?

+--rw preferred-lifetime?

+--rw rapid-comm t?

inet:ipv6-prefix

| eaf r ef
dhc6:tinmer-seconds32
dhc6:tinmer-seconds32
dhc6:tiner-seconds32
dhc6: ti mer-seconds32
bool ean

+--rw address-pool s {na-assi gnnent}?
| +--rw address-pool * [pool -id]

+--rw pool -id

I
| +--rw pool - prefix
I

string

| inet:ipv6-prefix



+--rw start-address
+--rw end- addr ess

+--rw max- address-utilization?
+--rw option-set-id*
+--rwvalid-lifetime?

| dhc6: ti mer-seconds32
+--rwrenewtinme?

| dhc6: ti nmer-seconds32
+--rw rebind-tine?

| dhc6: ti mer-seconds32
+--rw preferred-lifetime?

| dhc6: ti mer-seconds32
+--rw rapid-commt?

+--rw host-reservations

+--rw client-duid?

+--rw reserved- addr

| i net:ipv6-address
+--rw option-set-id*
+--rwvalid-lifetine?

+--rw rebind-time?

I
|
I
I
I
I
| +--rw renewtime?
|
I
I
| +--rw preferred-lifetime?
I
I

+--ro | eased- address

| i net:ipv6-address

+--ro client-duid?

+--ro ia-id

+--ro allocation-tine?

| yang: dat e-and-ti ne
+--ro | ast-renewrebind?

| yang: dat e-and-ti ne
+--ro preferred-lifetime?

+--ro valid-lifetinme?
+--ro |l ease-t1?

+--ro | ease-t2?

+--ro0 status

+--ro code? ui nt 16
+--1ro0 nessage? string

+--rw prefix-pools {prefix-del egation}?

+--rw prefix-pool * [pool -id]
+--rw pool -id
+--rw pool - prefix
| i net:ipv6-prefix
+--rw client-prefix-length
+--rw max- pd- space-utilization?
+--rw option-set-id*
+--rwvalid-lifetinme?
| dhc6: ti mer-seconds32
+--rw renewtinme?
| dhc6: ti nmer-seconds32
+--rw rebind-tine?

| i net:ipv6-address-no-zone

| i net:ipv6-address-no-zone

| dhc6: ti nmer-seconds32
| dhc6: ti mer-seconds32
| dhc6: ti mer-seconds32

| dhc6: ti nmer-seconds32

+--rw rapid-commt?
+--ro active-| eases
+--ro total -count ui nt 64
+--ro all ocat ed-count ui nt 64

| dhc6: ti mer-seconds32
| dhc6: ti nmer-seconds32
| dhc6: ti mer-seconds32

| dhc6: ti mer-seconds32

dhc6: t hreshol d
| eaf r ef

bool ean

| +--rw host-reservation* [reserved-addr]

dhc6: dui d

| eaf r ef

bool ean

+--ro0 active-|l ease* [| eased-address]

dhc6: dui d
ui nt 32

string

ui nt8
dhc6: t hreshol d
| eaf r ef



| dhc6: ti mer-seconds32

+--rw preferred-lifetinme?

| dhc6: ti mer-seconds32

+--rw rapid-comit? bool ean
+--rw host-reservations

| +--rw prefix-reservation* [reserved-prefix]
| | +--rwclient-duid? dhc6: dui d
| | +--rwreserved-prefix

| i net:ipv6-prefix

| | +--rwreserved-prefix-Ilen? uint8

| +--rw option-set-id* | eaf r ef

| +--rwvalid-lifetine?

| dhc6: ti mer-seconds32

|  +--rwrenewtime?

| dhc6: ti mer-seconds32

| +--rwrebind-tinme?

| ] dhc6: tinmer-seconds32

| +--rw preferred-lifetime?

| dhc6: ti mer-seconds32

I

+--rw rapid-commt? bool ean
+--ro active-| eases
+--ro all ocat ed-count ui nt 64

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| +--ro total -count ui nt 64
I

| +--ro0 active-lease* [|eased-prefix]
| +--ro0 | eased-prefix

| | i net:ipv6-prefix

| +--ro client-duid? dhc6: dui d
| +--ro ia-id ui nt 32
| +--ro allocation-tine?

| | yang: dat e-and-ti ne

| +--ro | ast-renewrebind?

| | yang: dat e-and-ti ne

| +--ro preferred-lifetinme?

| | dhc6: ti ner-seconds32
| +--ro valid-lifetinme?

| | dhc6: ti mer-seconds32
| +--ro0 |l ease-t1?

| | dhc6: ti mer-seconds32
| +--ro0 | ease-t2?

| | dhc6: ti ner-seconds32
| +--ro status

| +--ro code? uint16

| +--1r0 nmessage? string

+--rw statistics

+--rw discontinuity-tinme? yang: date-and-ti ne
+--ro0 solicit-count? yang: count er 32
+--ro0 advertise-count? yang: count er 32
+--ro request-count? yang: count er 32
+--ro confirmcount? yang: count er 32
+--ro renew count? yang: count er 32
+--ro rebind-count? yang: count er 32
+--ro reply-count? yang: count er 32
+--ro0 rel ease-count ? yang: count er 32
+--ro decline-count? yang: count er 32
+--ro reconfigure-count? yang: count er 32
+--ro information-request-count? yang: count er 32
+--ro di scarded- nessage-count ? yang: count er 32

rpcs:
+---Xx del et e-address-1 ease {na-assignnment}?
|  +---winput
| | +---wlease-address-to-delete | eaf r ef
| +--ro output
| +--1r0 return-nessage? string
+---x del ete-prefix-|ease {prefix-del egation}?

+---w i nput



| +---w lease-prefix-to-delete | eaf r ef
+--r0 out put
+--ro0 return-nessage? string

notifications:
+---n address-pool -utilization-threshol d-exceeded
{na-assi gnnment}?

|
| +--ro pool-id | eaf r ef
| +--ro total -pool - addresses ui nt 64
| +--ro max-all ocat ed-addresses ui nt 64
| +--ro all ocated-address-count ui nt 64
+---n prefix-pool-utilization-threshol d-exceeded
| {prefix-del egation}?
| +--ro pool-id | eaf r ef
| +--ro total-pool -prefixes ui nt 64
| +--ro max-allocated-prefixes ui nt 64
| +--ro allocated-prefixes-count ui nt 64
+---n invalid-client-detected
| +--ro nessage-type? enumer ati on
| +--ro duid? dhc6: dui d
| +--ro description? string
+---n decline-received {na-assignnent}?
| +--ro duid? dhc6: dui d
| +--ro declined-resources* []
| +--ro (resource-type)?
| +--: (decl i ned- addr ess)
| | +--ro address? i net:ipv6-address
| +--: (declined-prefix)
| +--ro prefix? i net:ipv6-prefix
+---n non-success- code- sent

+--ro duid? dhc6: dui d

+--ro status

+--ro code? ui nt 16

+--1r0 nessage? string
Figure 1: DHCPv6 Server Data Mdul e Structure

Descriptions of inportant nodes:
enabl ed: This enabl es/di sabl es the function of the DHCPv6 server

dhcpv6-server: This container holds the server’s DHCPv6-specific
confi guration.

server-duid: Each server nust have a DHCP Uni que ldentifier
(DUD) to identify itself to clients. A DU D consists of a
2-octet type field and an arbitrary length (of no nore than 128
octets) content field. Currently, there are four DU D types
defined in [ RFC8415] and [ RFC6355]. The DU D may be confi gured
using the format for one of these types or using the
"unstructured’ format. The DUID type definitions are inported
fromthe '"ietf-dhcpv6-conmon. yang’ nodul e.
[ 1 ANA- HARDWARE- TYPES] and [| ANA-PEN] are referenced for the
rel evant DU D types.

vendor-config: This container is provided as a |ocation for
addi tional inplenentation-specific YANG nodes for the
configuration of the device to be augnented. See Appendix C
for an exanple of such a nodul e.

option-sets: The server can be configured with nultiple option-
sets. These are groups of DHCPv6 options with common
paraneters that nmay be supplied to clients on request. The
"option-set-id field is used to reference an option-set
el sewhere in the server’s configuration

option-set: This holds configuration paranmeters for DHCPv6



options. The initial set of applicable option definitions are
defined here, and additional options that are also relevant to
the relay and/or client are inported fromthe "ietf-
dhcpv6-comon’ nodul e.  Where needed, other DHCPv6 option
modul es can be augnented as they are defined. The conplete
list of DHCPV6 options is |ocated at

[ I ANA- DHCPV6- OPTI ON- CODES] .

class-selector: This is provided as a location for additiona
i mpl ement ati on-specific YANG nodes for vendor-specific class
sel ector nodes to be augnented. See Appendix D for an exanple
of this.

al | ocation-ranges: A hierarchical nodel is used for the
al | ocati on of addresses and prefixes. The top-Ieve
"al | ocati on-ranges’ container holds gl obal configuration
paraneters. Under this, the "allocation-range’ list is used
for specifying | Pv6 prefixes and additional prefix-specific
par ameters

address-pools: This is used for ldentity Association for Non-
tenmporary Addresses (I A NA) and ldentity Association for
Tenmporary Addresses (I A TA) pool allocations with a container
for defining host reservations. State information about active
| eases from each pool is also |ocated here

prefix-pools: This defines pools to be used for prefix del egation
to clients. Static host reservations can al so be confi gured.
As prefix delegation is not supported by all DHCPv6 server
impl ementations, it is enabled by a feature statenent.

I nformati on about RPCs:
del et e-address-lease: This allows the deletion of a | ease for an
i ndi vidual | Pv6 address fromthe server’'s | ease database. Per
[BCP18], if available, a language identifier should be included
in the output message.

del ete-prefix-lease: This allows the deletion of a |lease for an
i ndividual 1Pv6 prefix fromthe server’s | ease database. Per
[BCP18], if available, a |l anguage identifier should be included
in the output message.

I nformati on about notifications:
address/ prefix-pool -utilization-threshol d-exceeded: This is
rai sed when the nunber of | eased addresses or prefixes in a
pool exceeds the configured usage threshol d.

invalid-client-detected: This is raised when the server detects
an invalid client. A description of the error and nessage type
that has generated the notification can be included.

decline-received: This is raised when a DHCPv6 Decline nmessage is
received froma client.

non-success-code-sent: This is raised when there is a status
message for a failure. Status codes are drawn from
[ 1 ANA- DHCPV6- STATUS- CODES]

3.2. DHCPv6 Relay Tree Di agram
The tree diagramin Figure 2 provides an overview of the DHCPv6 rel ay
nmodul e.  The tree al so includes the comon functions nodul e defined
in Section 4.1.

The RPCs in the nodul e are taken fromrequirenents defined in
[ RFC8987] .



nmodul e: ietf-dhcpv6-rel ay
+--rw dhcpv6-rel ay

+--rw enabl ed? bool ean

+--rwrelay-if* [if-nane]

| +--rwif-name if:interface-ref
+--rw enabl ed? bool ean
+--rw destination-address* i net:ipv6-address
+--rw | ink-address? i net:ipv6-address

+--rw rel ay-options
+--rw aut h-option

+--rw al gorithnf uint8
+--rw rdnf? uint8
+--rw repl ay-det ection? ui nt 64

+--rw (protocol)?

I
|

[

||

|

| ] +--:(conf-token)
|

|

[

||

I

I

|

I

I

I

I

I

|

I

I

I

| | +--rw token-auth-information? bi nary
I +--: (rkap)

| +--rw dat at ype? uint8
| +--rw aut h-i nf o-val ue? bi nary
| +--rw interface-id-option

| +--rwinterface-id? bi nary

| +--rwstatistics

| | +--rwdiscontinuity-time?

I yang: dat e-and-ti ne

| | +--ro solicit-received-count?

| yang: count er 32

| | +--ro advertise-sent-count?

| yang: count er 32

| | +--ro request-received-count?

I yang: count er 32

| | +--ro confirmreceived-count?

| yang: count er 32

| | +--ro renewreceived-count?

| yang: count er 32

| | +--ro rebind-received-count?

I yang: count er 32

| | +--ro reply-sent-count?

| yang: count er 32

| | +--ro release-received-count?

| yang: count er 32

| | +--ro decline-received-count?

I yang: count er 32

| | +--ro reconfigure-sent-count?

| yang: count er 32

| | +--ro information-request-received-count?

| yang: count er 32

| | +--ro unknown-nmessage-recei ved-count ?

I yang: count er 32

| | +--ro unknown-nessage-sent-count?

| yang: count er 32

| | +--ro discarded-nessage-count?

| ] yang: count er 32

| +--rw prefix-del egation! {prefix-del egation}?

| +--ro0 pd-leases* [ia-pd-prefix]

| +--ro0 ia-pd-prefix inet:ipv6-prefix
| +--ro | ast-renew? yang: date-and-ti ne
| +--ro client-peer-address? i net:ipv6-address
| +--ro client-duid? dhc6: dui d

| +--ro server-duid? dhc6: dui d

+- -

rw statistics

+--ro rel ay-forward-sent-count?

| yang: count er 32

+--ro0 relay-forward-recei ved-count ?
| yang: count er 32

+--ro relay-reply-recei ved-count ?



| yang: count er 32
+--ro0 rel ay-forward-unknown-sent - count ?
| yang: count er 32
+--ro rel ay-forward-unknown-recei ved- count ?
| yang: count er 32
+--ro di scarded- nmessage-count ?
yang: count er 32

rpcs:

+---x clear-prefix-entry {prefix-del egation}?

|  +---winput

| | +---wlease-prefix | eaf r ef

| +--ro output

| +--1r0 return-nessage? string

+---x clear-client-prefixes {prefix-del egation}?

|  +---winput

| | +---wclient-duid dhc6: dui d

| +--ro output

| +--1r0 return-message? string

+---x clear-interface-prefixes {prefix-del egation}?
+---w i nput
| +---winterface -> [dhcpv6-relay/relay-if/if-name
+--ro0 out put

+--r0 return-nessage? string

notifications:
+---n rel ay-event
+--ro topol ogy- change
+--ro relay-if-nanme?
| -> [ dhcpv6-rel ay/relay-if/if-name
+--ro |last-ipv6-addr? i net:ipv6-address

Figure 2: DHCPv6 Rel ay Data Mbydul e Structure

Descriptions of inportant nodes:
enabl ed: This globally enabl es/di sables all DHCPv6 rel ay
functions.

dhcpv6-relay: This container holds the relay’s DHCPv6-specific
configuration.

relay-if: As a relay may have nultiple client-facing interfaces,
they are configured in alist. The 'if-nane’ leaf is the key
and is an interface-ref to the applicable interface defined by
the "ietf-interfaces’ YANG nodul e.

enabl ed: This enabl es/di sabl es all DHCPv6 relay functions for the
specific interface

destinati on-addresses: This defines a |list of |IPv6 addresses that
client nmessages will be relayed to, which may include unicast
or nulticast addresses.

i nk-address: This configures the value that the relay will put
into the link-address field of Relay-Forward nessages.

prefix-del egation: As prefix delegation is not supported by al
DHCPv6 relay inplenentations, it is enabled by this feature
statenment where required.

pd-1 eases: This contains read-only nodes for hol ding informtion
about active del egated prefix | eases.

relay-options: This holds configuration paraneters for DHCPv6
options that can be sent by the relay. The initial set of
applicable option definitions are defined here, and additiona



options that are also relevant to the server and/or client are
inmported fromthe 'ietf-dhcpv6-comon’ nodule. Information for
the Authentication Option (OPTION AUTH (11)) is drawn from

[ I ANA- DHCPV6- AUTH NAMESPACES] and [ RFC3118]. \Where needed,

ot her DHCPv6 option nmodul es can be augnented as they are
defined. The conplete list of DHCPV6 options is |ocated at

[ I ANA- DHCPV6- OPTI ON- CODES] .

I nformati on about RPCs:
clear-prefix-entry: This allows the renmoval of a del egated |ease
entry fromthe relay. Per [BCP18], if available, a |language
identifier should be included in the output message.

clear-client-prefixes: This allow the renoval of all of the
del egated | ease entries for a single client (referenced by
client DUD) fromthe relay. Per [BCP18], if available, a
| anguage identifier should be included in the output nessage.

clear-interface-prefixes: This allows the renoval of all of the
del egated | ease entries froman interface on the relay. Per
[BCP18], if available, a |anguage identifier should be included
in the output nessage.

I nformati on about notifications:
topol ogy-change: This is raised when the topol ogy of the rel ay
agent is changed, e.g., a client-facing interface is
reconfigured.

3.3. DHCPv6 Cient Tree Di agram
The tree diagramin Figure 3 provides an overview of the DHCPv6
client nodule. The tree also includes the common functions nodul e
defined in Section 4.1

nmodul e: ietf-dhcpv6e-client
+--rw dhcpv6-client

+--rw enabl ed? bool ean

+--rwclient-if* [if-nane]
+--rwif-nane if:interface-ref
+--rw enabl ed? bool ean
+--rw interface-duid? dhc6: dui d

| {(non-tenp-addr or prefix-delegation or tenp-addr)
and anon-profile}?
+--rw client-configured-options
+--rw option-request-option
| +--rw oro-option* uintl6
+--rw rapi d-conmit-option
+--rw user-cl ass-option
| +--rw user-cl ass-dat a-instance*
| [user-cl ass-dat a-id]
| +--rw user-cl ass-data-id uint8
| +--rw user-cl ass-dat a? bi nary
+--rw vendor-cl ass-option
+--rw vendor - cl ass-option-i nstances*
[ ent erprise-nunber]
+--rw enterprise-nunber ui nt 32
+--rw vendor - cl ass- dat a- el enent *
[ vendor - cl ass-dat a-i d]
+--rw vendor-cl ass-data-id uint8
+--rw vendor - cl ass- dat a? bi nary
--rw vendor-speci fic-information-options
+--rw vendor-speci fic-information-option*
[enterprise-nunber]
+--rw enterprise-nunber ui nt 32
+--rw vendor-opti on-data* [sub-option-code]
+--rw sub-opti on-code uint16

_—_



| +--rw sub-option-data? bi nary
+--rw reconfigure-accept-option

|

+--rwia-na* [ia-id] {non-tenp-addr}?

| +-rwia-id ui nt 32

| +--rwia-na-options

| +--ro lease-state

| +--ro0 ia-na-address? i net:ipv6-address

| +--ro | ease-t1? dhc6: ti mer-seconds32
| +--ro0 | ease-t2? dhc6: ti mer-seconds32
| +--ro preferred-lifetinme? dhc6: ti mer-seconds32
| +--ro valid-lifetinme? dhc6: ti mer-seconds32
| +--ro allocation-time? yang: dat e-and-ti ne

| +--ro | ast-renewrebind? yang: dat e-and-ti ne

| +--ro server-duid? dhc6: dui d

| +--ro0 status

| +--ro code? uint 16

I

+--1ro0 nessage? string

+--rwia-ta* [ia-id] {tenp-addr}?

| +--rwia-id ui nt 32

| +--rwia-ta-options

| +--ro lease-state

| +--ro0 ia-ta-address? i net:ipv6-address

| +--ro preferred-lifetime? dhc6: ti mer-seconds32
| +--ro valid-lifetime? dhc6: ti mer-seconds32
| +--ro allocation-tinme? yang: dat e-and-ti ne

| +--ro | ast-renewrebind? yang: dat e-and-ti ne

| +--ro server-duid? dhc6: dui d

| +--ro0 status

| +--ro code? uint 16

I

+--ro0 message? string
+--rwia-pd* [ia-id] {prefix-del egation}?
+--rwia-id ui nt 32
+--rw prefix-Iength-hint? uint8
+--rw ia-pd-options
+--ro | ease-state

I

I

I

I

| +--ro ia-pd-prefix? inet:ipv6-prefix

| +--ro0 |l ease-t1? dhc6: ti mer-seconds32

| +--ro | ease-t2? dhc6: ti mer-seconds32

| +--ro preferred-lifetinme? dhc6: ti mer-seconds32

| +--ro valid-lifetime? dhc6: ti mer-seconds32

| +--ro allocation-tinme? yang: dat e-and-ti ne

| +--ro | ast-renewrebind? yang: dat e-and-ti ne

| +--ro server-duid? dhc6: dui d

| +--ro status

| +--ro code? uintl6

| +--ro0 nessage? string

+--rw statistics
+--rw di scontinuity-time? yang: dat e-and-ti ne
+--ro solicit-count? yang: count er 32
+--ro0 advertise-count? yang: count er 32
+--ro request-count? yang: count er 32
+--ro confirmcount? yang: count er 32
+--ro renew- count? yang: count er 32
+--ro rebind-count? yang: count er 32
+--ro reply-count? yang: count er 32
+--ro0 rel ease-count ? yang: count er 32
+--ro decline-count? yang: count er 32
+--ro reconfigure-count? yang: count er 32
+--ro information-request-count? yang: count er 32
+--ro di scarded- nmessage-count ? yang: count er 32

notifications:
+---n invalid-ia-address-detected
| {non-tenp-addr or tenp-addr}?
| +--roia-id ui nt 32
| +--roia-na-tl-timer? ui nt 32



+--ro ia-na-t2-tinmer? ui nt 32

|
| +--ro invalid-address? i net:ipv6-address
| +--ro preferred-lifetinme? ui nt 32
| +--rovalid-lifetine? ui nt 32
| +--ro ia-options? bi nary
| +--ro description? string
+---n transm ssion-failed
| +--ro failure-type enuner ation
| +--ro description? string
+---n unsuccessful - st at us- code
| +--ro server-duid dhc6: dui d
| +--ro status
| +--ro code? uint 16
| +--1r0 nessage? string
+---n server-dui d- changed
{non-tenp-addr or prefix-del egation or tenp-addr}?
+--r0 new server-duid dhc6: dui d
+--ro0 previous-server-duid dhc6: dui d

+--ro | ease-i a-na?
| -> /dhcpv6-client/client-if/ia-na/ia-id
| {non-tenp-addr}?
+--ro |l ease-ia-ta?
| -> [ dhcpve-client/client-if/ia-talia-id
| {tenp-addr}?
+--ro | ease-ia-pd?
-> [dhcpv6-client/client-if/ia-pd/ia-id
{prefix-del egation}?

Figure 3: DHCPv6 Client Data Mddul e Structure

Descriptions of inportant nodes:
enabl ed: This globally enabl es/disables all DHCPv6 client
functions.

dhcpv6-client: This container holds the client’s DHCPv6-specific
confi guration.

client-if: As a client may have nultiple interfaces requesting
configuration over DHCP, they are configured in a list. The
"if-name’ leaf is the key and is an interface-ref to the
applicable interface defined by the "ietf-interfaces’ YANG
modul e.

enabl ed: This enabl es/di sables all DHCPv6 client function for the
specific interface.

client-duid/interface-duid: The DU D is used to identify the
client to servers and relays. A DU D consists of a 2-octet
type field and an arbitrary length (1-128 octets) content
field. Currently, there are four DU D types defined in

[ RFC8415] and [RFC6355]. The DU D nmay be configured using the
format for one of these types or using the 'unstructured
format. The DU D type definitions are inported fromthe "ietf-
dhcpv6- conmon. yang’ nodul e. [ | ANA- HARDWARE- TYPES] and

[ ANA-PEN] are referenced for the relevant DU D types. A DU D
only needs to be configured if the client is requesting
addresses and/or prefixes fromthe server. Presence of the
"client-duid or 'interface-duid |eaves is conditional on at

| east one of the 'non-tenp-addr’, 'tenp-addr’, or 'prefix-

del egation’ features being enabled. Additionally, if the
"anon-profile [RFC/844] feature is enabled, a unique DU D can
be configured per a DHCP-enabl ed interface using the
"interface-duid |eaf; otherwise, there is a global 'client-
dui d’ | eaf.

client-configured-options: This holds configuration parameters



for DHCPv6 options that can be sent by the client. The initial
set of applicable option definitions are defined here, and
additional options that are also relevant to the relay and/or
server are inported fromthe "ietf-dhcpv6-comon’ nodul e.

Wher e needed, other DHCPv6 option nodul es can be augnented as
they are defined. The conmplete list of DHCPV6 options is

| ocated at [ ANA- DHCPV6- OPTI ON- CODES] .

ia-na, ia-ta, ia-pd: These contain configuration nodes rel evant
for requesting one or nore of each of the | ease types. Read-
only nodes related to the active | eases for each type are al so
| ocated here, drawi ng the status codes from
[ 1 ANA- DHCPV6- STATUS- CODES] . As these | ease types may not be
supported by all DHCPv6 client inplenentations, they are
enabl ed via individual feature statenents. Stateless DHCP
(Section 6.1 of [RFC8415]) is configured when all address and
prefix features are disabl ed.

I nformation about notifications:
invalid-ia-detected: This is raised when the identity association
of the client can be proved to be invalid. Possible conditions
i nclude duplicated address, illegal address, etc.

retransm ssion-failed: This is raised when the retransm ssi on
mechani sm defined in [ RFC8415] has fail ed.

4. DHCPv6 YANG Mbdul es
4.1. DHCPv6 Common YANG Modul e

<CODE BEG NS> file "ietf-dhcpv6e-comon@022-06-20. yang"
nmodul e i et f-dhcpv6-common {
yang-version 1.1;
namespace "urn:ietf:params: xm :ns:yang:ietf-dhcpv6-conmon”;
prefix dhcé;

organi zati on

"I ETF Dynami ¢ Host Configuration (DHC) Working G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

WG List: <mailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs.tsinghua. edu. cn>

Aut hor : Li nhui Sun <l h. sunli nh@muai |l . con®

Edi t or: lan Farrer <ian.farrer @el ekom de>

Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>
Aut hor : Zi hao He <hezi hao9512@muai | . con®

Aut hor : M chal Now kowski <godfryd@ sc. org>";
description

"Thi s YANG nodul e defines common conponents used for the

configurati on and managenent of DHCPv6.

The key words 'MJST', ' MJST NOT', 'REQUI RED , ' SHALL',
"SHALL NOT', 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents



(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://www. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revisi on 2022-06-20 {
description
"Initial revision.";
ref erence
"RFC 9243: A YANG Data Moddel for DHCPv6 Configuration”;

}

typedef threshold {
type uint8 {
range "1..100";
}
description
"Threshol d value in percent.";

}

typedef tinmer-seconds32 {
type uint32;
units "seconds";
description
"Timer value type in seconds (32-bit range).";
}

typedef dui d-base {

type string {
pattern ' ([0-9a-fA-F] {2}){3, 130}’

description
"Each DHCP server and client has a DHCP Uni que ldentifier
(DUID). The DU D consists of a 2-octet type field
and an arbitrary length (1-128 octets) content field.
The dui d-base type is used by other duid types with
additional pattern constraints.

Currently, there are four defined types of DU Ds

in RFCs 8415 and 6355 -- DU D-LLT, DU D-EN, DU D-LL, and
DU D-UUID. DU D unstructured represents DU Ds that do not
foll ow any of the defined formats.

Type 'string’ is used to represent the hexadecinal DU D val ue

so that pattern constraints can be applied.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 11
RFC 6355: Definition of the UU D Based DHCPv6 Uni que
Identifier (DU D UU D), Section 4";

}

typedef duid-l11t {
type dui d-base {
pattern ’ 0001’
+ '[0-9a-fA-F]{12,}";
}

description
"DU D type 1, based on Link-Layer Address Plus Tinme

(DU D-LLT). Constructed with a 2-octet hardware type assigned
by 1ANA, 4 octets containing the time the DU D is generated
(represented in seconds since mdnight (UTC), January 1, 2000,
modul o 2732), and a |ink-layer address. The address is encoded
wi t hout separator characters. For exanple:



Thi s exanpl e includes the 2-octet DU D type of 1 (0x01); the
hardware type is 0x06 (| EEE Hardware Types), and the creation
time i s 0x28490058 (constructed as described above). Finally,
the link-layer address is Ox5E005300 (EUI -48 address

00- 00- 5E- 00-53-00) . ";

reference

"RFC 8415: Dynamic Host Configuration Protocol for

| Pv6 (DHCPv6), Section 11.2

| ANA ' Hardware Types' registry

<https://wwv. i ana. or g/ assi gnnent s/ ar p- par anet er s>";

}

typedef duid-en {
type dui d-base {
pattern ' 0002’
+ '[0-9a-fA-F]{8,}";
}

description
"DU D type 2, assignhed by vendor based on Enterprise
Nunber (DUID-EN). This DU D consists of the 4-octet vendor’s
registered Private Enterprise Number, as maintai ned by | ANA
followed by a unique identifier assigned by the vendor. For

exanpl e:

S S Fom e e e oo +
| 0002 | O0007ED9 | 0CC084D303000912 |
R TS o e e e e oo oo +

Thi s exanpl e includes the 2-octet DU D type of 2 (0x02),
4 octets for the Enterprise Nunber (Ox7ED9), followed by
8 octets of identifier data (0x0CC084D303000912).";
ref erence

"RFC 8415: Dynam c Host Configuration Protocol for

| Pv6 (DHCPv6), Section 11.3

I ANA ' Private Enterprise Nunbers’ registry

<https://wwv. i ana. or g/ assi gnnent s/ ent er pri se- nunber s>";

}

typedef duid-I1 {
type dui d-base {
pattern 0003
+ ' ([0-9a-fA-F]){4,}’
}

description
"DU D type 3, based on Link-Layer Address (DU D-LL).
Constructed with a 2-octet hardware type assi gned
by 1 ANA and a link-layer address. The address is encoded
wi t hout separator characters. For exanpl e:

Thi s exanpl e includes the 2-octet DU D type of 3 (0x03); the
hardware type is 0x06 (| EEE Hardware Types), and the
I'ink-1ayer address is Ox5E005300 (EUI -48 address

00- 00- 5E- 00-53-00) . *;

ref erence

"RFC 8415: Dynami c Host Configuration Protocol for

| Pv6 (DHCPv6), Section 11.4

| ANA ' Hardware Types' registry

<https://wwv. i ana. or g/ assi gnnent s/ ar p- par anet er s>";



}

typedef duid-uuid {
type dui d-base {
pattern ' 0004’
+ '[0-9a-fA-F] {32}’
}

description
"DU D type 4, based on Universally Unique Identifier
(DUDUUD). This type of DU D consists of 16 octets
containing a 128-bit UU D. For exanple:

Thi s exanpl e includes the 2-octet DU D type of 4 (0x04) and
the UUI D 9f03b182- 7057-47e3- 8ale- 422910078642. ";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 11.5
RFC 6355: Definition of the UU D Based DHCPv6 Uni que
Identifier (DUD UUD)";

}

typedef duid-unstructured {
type dui d-base {
pattern ' (000[ 1-4].*)" {
nmodi fier "invert-mtch";
}

}

description
"Used for DU Ds follow ng any formats other than DU D
types 1-4. For exanpl e:

Here, an arbitrary 16-octet value is used. The only
constraint placed on this is that the first 2 octets
are not 0x01-0x04 to avoid collision with the other
defined DU D types (duid-I1t, duid-en, duid-II

or duid-uuid).";

reference

"RFC 8415: Dynami c Host Configuration Protocol for

| Pv6 (DHCPv6), Section 11";

}

typedef duid {
type union {
type duid-11t;
type duid-en
type duid-11;
type dui d-uuid;
type dui d-unstructured;
}
description
"Represents the DU D and is neutral to the DU D s construction
format.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 11";

/*



G oupi ngs
*/

groupi ng status {
description
"Hol ds i nformation about the nbst recent status code that
has been sent by the server or received by the client.";
ref erence
"RFC 8415: Dynam c Host Configuration Protoco
for 1 Pv6 (DHCPv6), Section 7.5.";
contai ner status {
description
"Status code information, relating to the success or failure
of operations requested in nessages.";
| eaf code {
type uint 16;
description
"The numeric code for the status encoded in this option
See the ' Status Codes’ registry at
<https://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s>
for the current list of status codes.";
}
| eaf nmessage {
type string;
description
"A UTF-8-encoded text string suitable for display to an
end user. It MJST NOT be null terminated.";
}
}
}

groupi ng aut h-option-group {
description
"OPTI ON_AUTH (11) Authentication Option.";
reference
"RFC 8415: Dynam c Host Configuration Protoco
for 1Pv6 (DHCPv6), Section 21.11
RFC 3118: Authentication for DHCP Messages
I ANA ' Dynam ¢ Host Configuration Protocol (DHCP)
Aut hentication Option Nane Spaces’ registry
<https://wwv. i ana. or g/ assi gnnent s/ aut h- nanespaces>";
cont ai ner auth-option {
description
"OPTI ON_AUTH (11) Authentication Option.";
| eaf al gorithm {
type uint8;
description
"The al gorithmused in the authentication protocol.";

| eaf rdm{
type uint8;
description
"The Replay Detection Method (RDM used in this
Aut henti cation option.";

| eaf replay-detection {
type uint 64;
description
"The replay detection information for the RDM";
}
choi ce protocol {
description
"The aut hentication protocol used in the option. Protoco
Nanespace Val ues 1 (delayed authentication) and 2 (Del ayed
Aut hentication (Obsolete)) are not applicable and so are
not nodel ed.";



case conf-token {
| eaf token-auth-information {
type binary;
description
"Protocol Namespace Value 0. The authentication
i nformati on, as specified by the protocol and
algorithmused in this Authentication option.";

}

case rkap {
description
"Protocol Nanmespace Value 3. The Reconfigure Key
Aut henti cation Protocol (RKAP) provides protection
agai nst msconfiguration of a client caused by a
Reconfi gure nessage sent by a nalici ous DHCP
server.";
| eaf datatype {
type uint8 {
range "1 .. 2";
}

description
"Type of data in the Value field carried in this

opti on.
1 Reconfigure key value (used in the Reply
message) .

2 HVAC- MD5 digest of the nmessage (used in
the Reconfigure nessage).";
}
| eaf auth-info-value {
type binary {
| ength "16";
}

description
"Data, as defined by the Type field. A 16-octet
field. ";

groupi ng rapi d-conmmit-option-group {
description
"OPTION_RAPID COM T (14) Rapid Conmit Option.";
reference
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.14";
contai ner rapid-commt-option {
presence "Enabl e sending of this option";
description
"OPTION_RAPID COM T (14) Rapid Conmit Option.";
}

}

groupi ng vendor-specific-information-option-group {
description
" OPTI ON_VENDOR_OPTS (17) Vendor-specific Information
Option.";
reference
"RFC 8415: Dynam c Host Configuration Protoco
for IPv6 (DHCPv6), Section 21.17";
cont ai ner vendor-specific-information-options {
description
" OPTI ON_VENDOR_OPTS (17) Vendor-specific Information
Option.";

l'ist vendor-specific-information-option {



4. 2.

key "enterprise-nunber”;
description
"The Vendor-specific Information option allows for

multiple instances in a single nessage. Each list entry
defines the contents of an instance of the option.";

| eaf enterprise-nunber {
type uint32;
description
"The vendor’'s registered Enterprise Nunber, as
mai ntai ned by | ANA.";
reference
"I ANA ' Private Enterprise Numbers’ registry

<https://wwv. i ana. or g/ assi gnnent s/ ent er pri se- nunber s>";

}

|ist vendor-option-data {
key "sub-option-code";
description
"Vendor options, interpreted by vendor-specific
client/server functions.";
| eaf sub-option-code {
type uint 16;
description
"The code for the sub-option.";
}

| eaf sub-option-data {
type binary;
description
"The data area for the sub-option.";

groupi ng reconfi gure-accept-option-group {
description
" OPTI ON_RECONF_ACCEPT (20) Reconfigure Accept Option

A client uses the Reconfigure Accept option to announce to
the server whether or not the client is willing to accept
Reconfi gure nmessages, and a server uses this option to tel
the client whether or not to accept Reconfigure nmessages.
the absence of this option, the default behavior is that the
client is unwilling to accept Reconfigure nessages. The

presence node is used to enable the option.";
reference
"RFC 8415: Dynami c Host Configuration Protoco
for 1Pv6 (DHCPv6), Section 21.20";
cont ai ner reconfigure-accept-option {
presence "Enabl e sending of this option";
description

}

" OPTI ON_RECONF_ACCEPT (20) Reconfigure Accept Option.";

}
}
<CODE ENDS>

DHCPv6 Server YANG Mdul e

This nodul e i nmports typedefs from[RFC6991] and the nodul e defined in

[ RFC8343] .

<CODE BEG NS> file "ietf-dhcpv6-server @022-06-20. yang"
nmodul e i etf-dhcpv6e-server {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-dhcpv6-server";
prefix dhc6-srv;



inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Commobn YANG Data Types";

}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
i mport ietf-dhcpv6-comon {
prefix dhcé6;
ref erence
"RFC 9243: A YANG Data Model for DHCPv6 Configuration";
}

i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}

organi zati on

"I ETF Dynami ¢ Host Configuration (DHC) Working G oup"”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

WG List: <nmailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs.tsinghua. edu. cn>

Aut hor : Li nhui Sun <I h. sunli nh@muail . cone

Edi t or: lan Farrer <ian.farrer @el ekom de>

Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>

Aut hor : Zi hao He <hezi hao9512@nmi | . con®

Aut hor : M chal Now kowski <godfryd@ sc. org>";
description

"Thi s YANG nodul e defines conmponents for the configuration

and managenent of DHCPv6 servers

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://www. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revision 2022-06-20 {
description
"Initial revision.";
ref erence
"RFC 9243: A YANG Data Model for DHCPv6 Configuration";

}

/*
* Features
*/

feature na-assi gnnment {
description
"Denotes that the server inplenents DHCPv6 non-tenporary
address assignnent.";



ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6.2";

}

feature prefix-del egation {
description
"Denotes that the server inplenents DHCPv6 prefix
del egation.”;
reference
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6.3";

}

/*
* &roupi ngs
*/

groupi ng resource-config {

description

"Nodes that are reused at nultiple levels in the DHCPv6
server’s addressing hierarchy.";

leaf-1ist option-set-id {

type leafref {
pat h "/ dhcpv6-server/option-sets/option-set/option-set-id";

}

description
"The ID field of the rel evant set of DHCPv6 options
(option-set) to be provisioned to clients using the
al | ocati on-range.";

|l eaf valid-lifetine {
type dhc6:tinmer-seconds32;
description
"Valid lifetime for the ldentity Association (1A).";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 12.1";
}
| eaf renewtinme {
type dhc6:timer-seconds32;
description
"Renew (T1) tine.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 4.2";

| eaf rebind-time {
type dhc6:timer-seconds32;
description
"Rebind (T2) time.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 4.2";

| eaf preferred-lifetime {
type dhc6:tinmer-seconds32;
description
"Preferred |ifetine for the 1A ";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 12.1";

| eaf rapid-commt {
type bool ean;
description



"When set to 'true’, specifies that client-server exchanges
i nvol ving two nessages is supported.”;
reference
"RFC 8415: Dynami ¢ Host Configuration Protocol for
| Pv6 (DHCPv6), Section 5.1";

}
}

groupi ng | ease-information {
description
"Binding information for each client that has been allocated
an | Pv6 address or prefix.";
| eaf client-duid {
type dhc6: dui d;
description
"Client DUD.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 11";

leaf ia-id {
type uint32;
mandat ory true;
description
"Client’s ldentity Association IDentifier (IAID).";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 12";

| eaf allocation-time {
type yang: date-and-ti ne;
description
"Time and date that the | ease was nade.";
ref erence
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 18";

| eaf | ast-renewrebind {
type yang: date-and-ti ne;
description
"Time of the last successful renew or rebind.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 18";

| eaf preferred-lifetime {
type dhc6:timer-seconds32;
description
"The preferred lifetime expressed in seconds.”;
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6";
}
|l eaf valid-lifetine {
type dhc6:timer-seconds32;
description
"The valid lifetine for the | ease expressed in seconds.";
ref erence
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6";

| eaf lease-tl {
type dhc6:tinmer-seconds32;
description
"The time interval after which the client should contact
the server fromwhich the addresses in the A NA were



obtained to extend the lifetinmes of the addresses assigned
to the lIdentity Association for Prefix Delegation (IA PD).";
reference
"RFC 8415: Dynami ¢ Host Configuration Protocol for
| Pv6 (DHCPv6), Section 4.2";
}
| eaf |ease-t2 {
type dhc6:tinmer-seconds32;
description
"The time interval after which the client should contact
any avail abl e server to extend the lifetines of the
addresses assigned to the 1A PD.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 4.2";

uses dhc6: st at us;

}

groupi ng nessage-statistics {
description
"Counters for DHCPv6 nessages.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time on the nbst recent occasion at which any one or
nmore of DHCPv6 server’'s counters suffered a discontinuity.
If no such discontinuities have occurred since the |ast
re-initialization of the |ocal nanagenent subsystem then
this node contains the time the | ocal management subsystem
re-initialized itself.";
}
| eaf solicit-count {
type yang: count er 32;
config fal se;
description
"Number of Solicit (1) messages received.";

| eaf advertise-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Advertise (2) nessages sent.";
}

| eaf request-count {
type yang: count er 32;
config fal se;
description
"Number of Request (3) messages received.";
}

| eaf confirmcount {
type yang: count er 32;
config fal se;
description
"Number of Confirm (4) messages received.";
}

| eaf renew count {
type yang: count er 32;
config fal se;
description
"Nurmber of Renew (5) nessages received.";

| eaf rebind-count {
type yang: count er 32;
config fal se;
description



"Number of Rebind (6) nessages received.

| eaf reply-count {
type yang: count er 32;
config fal se;
description
"Number of Reply (7) messages sent.";

| eaf rel ease-count {
type yang: count er 32;
config fal se;
description
"Number of Rel ease (8) messages received.";
}

| eaf decline-count {
type yang: count er 32;
config fal se;
description
"Number of Decline (9) messages received.";

| eaf reconfigure-count {
type yang: count er 32;
config fal se;
description
"Number of Reconfigure (10) messages sent.";

| eaf information-request-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Information-request (11) messages
received.";

| eaf di scarded- nessage-count {
type yang: count er 32;
config fal se;
description
"Nunmber of nessages that have been discarded for any
reason. ",

}
}

groupi ng preference-option-group {
description
"OPTI ON_PREFERENCE (7) Preference Option.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.8";
cont ai ner preference-option {
description
"OPTI ON_PREFERENCE (7) Preference Option.";
| eaf pref-value {
type uint8;
description
"The preference value for the server in this nmessage.
1-octet unsigned integer.";
}
}
}

groupi ng server-uni cast-option-group {
description
"OPTI ON_UNI CAST (12) Server Unicast Option.";
ref erence
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.12";



cont ai ner server-unicast-option {
description
"OPTI ON_UNI CAST (12) Server Unicast Option.";
| eaf server-address {
type inet:ipv6-address;
description
"The 128-bit address to which the client should send
messages delivered using unicast.";

}
}
}

groupi ng reconfi gure-message-opti on-group {
description
" OPTI ON_RECONF_MSG (19) Reconfigure Message Option.";
ref erence
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.19";
cont ai ner reconfigure-nessage-option {
description
" OPTI ON_RECONF_MSG (19) Reconfigure Message Option.";
| eaf meg-type {
type uint8;
description
"5 for Renew nessage, 6 for Rebind nessage, and 11 for
I nf ormati on-request nessage.";

}
}
}

groupi ng info-refresh-time-option-group {
description
" OPTI ON_I| NFORVATI ON_ REFRESH TI ME (32) Infornation Refresh
Time Option.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.23";
container info-refresh-tinme-option {
description
" OPTI ONLI NFORVATI ON_REFRESH TI ME (32) Information Refresh
Time Option.";
| eaf info-refresh-tine {
type dhc6:timer-seconds32;
description
"Time duration specifying an upper bound for how |l ong a
client should wait before refreshing information retrieved
froma DHCP server.";

}
}
}

groupi ng sol -max-rt-option-group {
description
"OPTI ON_SOL_MAX_RT (82) SOL_MAX RT Option (Max Solicit timeout
val ue).";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.24";
cont ai ner sol-max-rt-option {
description
"OPTI ON_SOL_MAX_RT (82) SO._MAX _RT Option.";
| eaf sol -max-rt-val ue {
type dhc6:tinmer-seconds32;
description
"Maxi mum Solicit timeout value.";



}
}

groupi ng inf-max-rt-option-group {
description
"OPTI ON_I NF_MAX_RT (83) | NF_MAX RT Option (Max
I nf ormati on-request timeout value).";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.25";
contai ner inf-max-rt-option {
description
"OPTI ON_I NF_MAX_RT (83) I NF_MAX_RT Option.";
| eaf inf-max-rt-value {
type dhc6:tinmer-seconds32;
description
"Maxi mum | nf or mati on-request timeout value.";

}
}
}

/*
* Data Nodes
*/

cont ai ner dhcpv6-server {
description
"Configuration nodes for the DHCPv6 server.";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 18.3";
| eaf enabl ed {
type bool ean;
description
"Enabl es the DHCP server function.";
}
| eaf server-duid {
type dhc6: dui d;
description
"DUI D of the server.";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 11";
}
cont ai ner vendor-config {
description
"This container provides a |ocation for augnenting vendor

or inplementation-specific configuration nodes.";
}
contai ner option-sets {
description
"A server may allow different option sets to be configured
for clients matching specific paraneters, such as
topol ogi cal location or client type. The 'option-set’ |ist
is a set of options and their contents that will be
returned to clients.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21";
list option-set {
key "option-set-id";
description
"YANG definitions for DHCPv6 options are contained in
separate YANG nodul es and augrmented to this container as
required."”;
| eaf option-set-id {



}

}

type string;
description
"Option set identifier.";

| eaf description {
type string;
description
"An optional field for storing additional information
rel evant to the option set.";

uses preference-option-group;

uses dhc6: aut h- opti on- gr oup;

uses server-uni cast-option-group;

uses dhc6: rapi d-commit-option-group;

uses dhc6: vendor - speci fic-i nfornmati on-option-group;
uses reconfigure-nessage- opti on-group;

uses dhc6: reconfi gure-accept-option-group;

uses info-refresh-tine-option-group;

uses sol -max-rt-option-group;

uses i nf-max-rt-option-group;

cont ai ner cl ass-sel ector {
description

}

"DHCPv6 servers use a 'class-selector’ function in order

to identify and classify incomng client nessages

so that they can be given the correct configuration

The nmechani sns used for inplenenting this function vary
greatly between different inplenmentations; as such, it is
not possible to include themin this nmodule. This container
provides a location for server inplenentors to augnment their
own cl ass-sel ector YANG ";

contai ner allocation-ranges {
description

"This nodel is based on an address and paraneter
al l ocation hierarchy. The top level is ’"global’ -- which
is defined as the container for all allocation-ranges.
Under this are the individual allocation-ranges.";

uses resource-config;
list allocation-range {

key "id";
description
"Network ranges are identified by the "id key.";
leaf id {
type string;
mandat ory true;
description
"Unique identifier for the allocation range.";
}
| eaf description {
type string;
description
"Description for the allocation range.";

| eaf network-prefix {
type inet:ipv6e-prefix;
mandat ory true;
description
"Network prefix.";
}
uses resource-config;
cont ai ner address-pools {
i f-feature "na-assignnment";
description
"Configuration for the DHCPv6 server’s



address pool s.";
|ist address-pool {
key "pool -id";
description
"Li st of address pools for allocation to clients,
di stingui shed by ’'pool-id .";
| eaf pool-id {
type string;
mandat ory true;
description
"Unique identifier for the pool.";

| eaf pool -prefix {
type inet:ipv6-prefix;
mandat ory true;
description
"I'Pv6 prefix for the pool. Should be contained
within the network-prefix if configured."

| eaf start-address {
type inet:ipv6-address-no-zone;
mandat ory true;
description
"Starting | Pv6 address for the pool.";

| eaf end-address {
type inet:ipv6-address-no-zone;
mandat ory true;
description
"Endi ng | Pv6 address for the pool.";

| eaf max-address-utilization {
type dhc6:threshol d;
description
"Maxi mum anount of the addresses in the
pool that can be simultaneously all ocated,
cal cul ated as a percentage of the avail able
addresses (end-address minus start-address plus
one), and rounded up. Used to set the value for
t he address-pool -utilization-threshol d- exceeded
notification.";
}
uses resource-config;
cont ai ner host-reservations {
description
"Configuration for host reservations fromthe
address pool . ";
list host-reservation {
key "reserved-addr”;
description
"List of host reservations.";
| eaf client-duid {
type dhc6: dui d;
description
"Client DUD for the reservation.";
}

| eaf reserved-addr {
type inet:ipv6-address;
description
"Reserved | Pv6 address.";
}

uses resource-config;
contai ner active-Ileases {
config fal se;



description
"Holds state related to active client

| eases. ";
| eaf total-count {
type uint64;

mandat ory true;
description
"The total nunber of addresses in the pool.";

| eaf allocated-count {
type uint 64;
mandat ory true;
description
"The nunber of addresses or prefixes in the poo
that are currently allocated.";
}
list active-Ilease {
key "l eased- address";
description
"List of active address |eases.";
| eaf | eased-address {
type inet:ipv6-address;
description
"Active address |l ease entry.";
}

uses | ease-information;
}
}
}
}
cont ai ner prefix-pools {
if-feature "prefix-del egation”;
description
"Configuration for the DHCPv6 server’'s prefix pools.";
list prefix-pool {
key "pool -id";
description
"List of prefix pools for allocation to clients,
di stingui shed by 'pool-id .";
| eaf pool-id {
type string;
mandat ory true;
description
"Unique identifier for the pool.";

| eaf pool -prefix {
type inet:ipv6-prefix;
mandat ory true;
description
"I Pv6 prefix for the pool. Should be contained
within the network-prefix if configured.";

| eaf client-prefix-length {

type uint8 {
range "1 .. 128";

}

mandat ory true;

description
"Length of the prefixes that will be del egated
to clients.";

| eaf max-pd-space-utilization {
type dhc6:threshol d;
description
"Maxi mum anount of the prefixes in the pool that
can be sinultaneously allocated, calculated as a



percent age of the avail able prefixes, and rounded
up. Used to set the value for the
prefix-pool -utilization-threshol d-exceeded
notification.";
}
uses resource-config;
cont ai ner host-reservations {
description
"Configuration for host reservations fromthe
prefix pool.";
list prefix-reservation {
key "reserved-prefix";
description
"Reserved prefix reservation.";
|l eaf client-duid {
type dhc6: dui d;
description
"Client DUD for the reservation.";
}

| eaf reserved-prefix {
type inet:ipv6e-prefix;
description
"Reserved | Pv6 prefix.";
}

| eaf reserved-prefix-len {
type uint8;
description
"Reserved | Pv6 prefix length.";
}
}

uses resource-config;

contai ner active-Ileases {
config fal se;
description
"Hol ds state related to active client prefix

| eases. ";
| eaf total-count {
type uint 64;

mandat ory true;
description
"The total nunber of prefixes in the pool.";

| eaf allocated-count {
type uint 64;
mandat ory true;
description
"The nunber of prefixes in the pool that are
currently allocated.”;
}
list active-lease {
key "l eased-prefix";
description
"List of active prefix |eases.";
| eaf | eased-prefix {
type inet:ipv6-prefix;
description
"Active |l eased prefix entry.";
}

uses | ease-informati on;

}
}
}
}
}

contai ner statistics {



description
"DHCPv6 nmessage counters for the server.";
uses nmessage-statistics;
}
}
}

/*
* RPCs
*/

rpc del et e-address-1ease {
nacm def aul t - deny- al |
i f-feature "na-assignnent";
description
"Deletes a client’s active address | ease fromthe server’s
| ease database. Note that this will not cause the address
to be revoked fromthe client, and the | ease may be refreshed
or renewed by the client.";
i nput {
| eaf | ease-address-to-delete {
type leafref {
pat h "/ dhcpv6-server/allocation-ranges/"
+ "al | ocati on-range/ addr ess- pool s/ addr ess- pool "
+ "/active-|eases/active-| ease/l eased- address”;

mandat ory true;

description
"I Pv6 address of an active |lease that will be
del eted fromthe server.";

}
}
out put {
| eaf return-nessage {
type string;
description
"Response message fromthe server. |If available, a
| anguage identifier should be included in the nessage.";
ref erence
"BCP 18 (RFC 2277) | ETF Policy on Character Sets
and Languages, Section 4.2";
}
}

}

rpc del ete-prefix-Iease {
nacm def aul t - deny- al |
if-feature "prefix-del egation";
description
"Deletes a client’s active prefix |lease fromthe server’s
| ease database. Note that this will not cause the prefix
to be revoked fromthe client, and the | ease nmay be refreshed
or renewed by the client.";
i nput {
| eaf | ease-prefix-to-delete {
type leafref {
pat h "/ dhcpv6-server/allocation-ranges/"
+ "al | ocati on-range/ prefix-pool s/ prefix-pool "
+ "/active-leases/active-|easel/l eased-prefix";
}
mandat ory true;
description
"I Pv6 prefix of an active lease that will be deleted
fromthe server.";



out put {
| eaf return-nessage {

type string;
description
"Response nessage fromthe server. |f available, a
| anguage identifier should be included in the nessage.";
reference

"BCP 18 (RFC 2277) | ETF Policy on Character Sets
and Languages, Section 4.2";

}
}
}

/*
* Notifications
*/

notification address-pool-utilization-threshol d-exceeded {
i f-feature "na-assignment"”;
description
"Notification sent when the address poo
utilization exceeds the threshold configured in
max- address-utilization.";
| eaf pool-id {
type leafref {
pat h "/ dhcpv6-server/allocation-ranges/"
+ "al | ocati on-range/ addr ess- pool s/ addr ess- pool "
+ "/pool -id";

mandat ory true;

description
"Leafref to the address pool that the notification is being
generated for.";

| eaf total-pool-addresses {
type uint 64;
mandat ory true;
description
"Total nunber of addresses in the pool (end-address ninus
start-address plus one).";
}
| eaf max-al | ocat ed- addresses {
type uint 64;
mandat ory true;
description
"Maxi mum nunber of addresses that can be simultaneously
all ocated fromthe pool. This value may be | ess than the
count of total addresses. Calculated as the
max- address-utilization (percentage) of the
t ot al - pool - addresses and rounded up.";

| eaf all ocat ed-address-count {
type uint 64;
mandat ory true;
description
"Nurmber of addresses allocated fromthe pool.";
}

}

notification prefix-pool-utilization-threshol d-exceeded {
if-feature "prefix-del egation”;
description
"Notification sent when the prefix pool utilization
exceeds the threshold configured in
max- pd- space-utilization.";
| eaf pool-id {



type leafref {
pat h "/ dhcpv6-server/all ocation-ranges”
+ "/allocation-range/ prefix-pool s/ prefix-pool/pool -id";

mandat ory true;
description
"Unique identifier for the pool.";

| eaf total-pool-prefixes {
type uint 64;
mandat ory true;
description
"Total nunber of prefixes in the pool.";
}

| eaf max-al |l ocat ed-prefixes {
type uint 64;
mandat ory true;
description
" Maxi mum nunber of prefixes that can be sinmultaneously
all ocated fromthe pool. This value may be | ess than
the count of total prefixes. Calculated as the
max- prefix-utilization (percentage) of the
tot al - pool - prefi xes and rounded up.";
}
| eaf all ocated-prefixes-count {
type ui nt 64;
mandat ory true;
description
"Nunmber of prefixes allocated fromthe pool.";
}

}

notification invalid-client-detected {
description
"Notification sent when the server detects an invalid
client.";
| eaf message-type {
type enuneration {
enumsolicit {
description
"Solicit (1) message.";
}
enum r equest {
description
"Request (3) nessage.";
}
enum confirm {
description
"Confirm (4) message.";
}
enum renew {
description
"Renew (5) nessage.";

enum rebi nd {
description
"Rebi nd (6) nmessage.";
}
enum r el ease {
description
"Rel ease (8) nessage.";

enum decline {
description
"Decline (9) nmessage.";



enum i nf o-request {
description
"Information request (11) nessage.";
}
}

description
"The message type received by the server that has caused
the error.";

}
| eaf duid {
type dhc6: dui d;
description
"Client DUD.";
}

| eaf description {
type string;
description
"Description of the event (e.g., an error code or |og
message) . ";

}

notification decline-received {
i f-feature "na-assignhment”
description
"Notification sent when the server has received a Decline (9)
message froma client.”;
| eaf duid {
type dhc6: dui d;
description
"Client DUD.";
}

|ist declined-resources {
description
"Li st of declined addresses and/or prefixes.";
choi ce resource-type {
description
"Type of resource that has been declined.”;
case declined-address {
| eaf address {
type inet:ipv6-address;
description
"Address that has been declined.”;
}

case declined-prefix {
| eaf prefix {
type inet:ipv6-prefix;
description
"Prefix that has been declined.";

notification non-success-code-sent {

description
"Notification sent when the server responded to a client with
a non-success status code.";

| eaf duid {
type dhc6: dui d;
description

"Client DUD.";

uses dhc6: st at us;



}
}
<CODE ENDS>

4.3. DHCPv6 Rel ay YANG Mbdul e

This nodul e i nports typedefs from [RFC6991] and nodul es defined in
[ RFC8341] and [ RFCB8343].

<CODE BEG NS> file "ietf-dhcpv6e-rel ay@022-06-20. yang"
modul e i etf-dhcpve-relay {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-dhcpv6-rel ay”;
prefix dhcé-rly;

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types",

}
import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types";
}
i mport ietf-dhcpv6-comon {
prefix dhcé
ref erence
"RFC 9243: A YANG Data Moddel for DHCPv6 Configuration”;
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}

i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}

organi zati on

"I ETF Dynam ¢ Host Configuration (DHC) Working G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

WG List: <mailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs.tsinghua. edu. cn>

Aut hor : Li nhui Sun <l h. sunli nh@muai |l . conr

Edi t or: lan Farrer <ian.farrer @el ekom de>

Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>

Aut hor : Zi hao He <hezi hao9512@nmi | . conP

Aut hor : M chal Now kowski <godfryd@ sc. org>";
description

"Thi s YANG nodul e defi nes conmponents necessary for the

configurati on and managenent of DHCPv6 rel ays.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or



wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://ww. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revi sion 2022- 06-20 {
description
"Initial revision.";
ref erence
"RFC 9243: A YANG Data Model for DHCPv6 Configuration";
}

/*
* Features
*/

feature prefix-del egation {
description
"Enable if the relay functions as a del egating router for
DHCPv6 prefix del egation.”;
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6.3";

}

/*
* & oupi ngs
*/

groupi ng pd-| ease-state {
description
"State data for the relay.";
list pd-leases {
key "ia-pd-prefix";
config fal se;
description
"Information about an active | A PD prefix del egation."”;
| eaf ia-pd-prefix {
type inet:ipv6-prefix;
description
"Prefix that is delegated.";

| eaf | ast-renew {
type yang: date-and-ti ne;
description
"Time of the last successful refresh or renew of the
del egated prefix.";
}
| eaf client-peer-address {
type inet:ipv6-address;
description
"Peer-address of the leasing client.";

|l eaf client-duid {

type dhc6: dui d;

description

"DU D of the leasing client.";

}
| eaf server-duid {

type dhc6: dui d;

description



"DU D of the del egating server.";

}
}
}

groupi ng nessage-statistics {
description
"Contains counters for the different DHCPv6 nessage types.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time on the nbst recent occasion at which any one or
more of DHCPv6 relay’s counters suffered a discontinuity.
If no such discontinuities have occurred since the | ast
re-initialization of the |ocal nmanagenent subsystem then
this node contains the tinme the | ocal managenent subsystem
re-initialized itself.";

| eaf solicit-received-count {
type yang: counter 32;
config fal se;
description
"Number of Solicit (1) nmessages received.";
}

| eaf advertise-sent-count ({
type yang: counter 32;
config fal se;
description
"Nurmber of Advertise (2) nessages sent.";
}

| eaf request-received-count ({
type yang: counter 32;
config fal se;
description
"Number of Request (3) nessages received.";

| eaf confirmreceived-count ({
type yang: counter 32;
config fal se;
description
"Number of Confirm (4) messages received.";
}
| eaf renew-received-count ({
type yang: counter 32;
config fal se;
description
"Nurmber of Renew (5) nessages received.";

| eaf rebind-received-count {
type yang: counter 32;
config fal se;
description
"Number of Rebind (6) nessages received.";

| eaf reply-sent-count {
type yang: counter 32;
config fal se;
description
"Nurmber of Reply (7) messages sent.";
}
| eaf rel ease-received-count {
type yang: counter 32;
config fal se;
description
"Number of Rel ease (8) nessages received.";



| eaf decline-received-count ({
type yang: counter 32;
config fal se;
description
"Nurmber of Decline (9) nmessages received.";
}

| eaf reconfigure-sent-count {
type yang: counter 32;
config fal se;
description
"Number of Reconfigure (10) messages sent.";

| eaf information-request-received-count {
type yang: counter 32;
config fal se;
description
"Nurmber of Information-request (11) nessages
received.";

| eaf unknown- message-recei ved- count {
type yang: count er 32;
config fal se;
description
"Number of nessages of unknown type that have
been received.";

| eaf unknown- message-sent-count {
type yang: count er 32;
config fal se;
description
"Number of nessages of unknown type that have
been sent.";

| eaf di scarded- nessage-count {
type yang: count er 32;
config fal se;
description
"Nunmber of nessages that have been di scarded
for any reason.";
}
}

groupi ng gl obal -statistics {
description
"d obal statistics for the device.";
| eaf relay-forward-sent-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Relay-forward (12) nessages sent.";

| eaf relay-forward-received-count {
type yang: count er 32;
config fal se;
description
"Nunmber of Relay-forward (12) nessages received.";
}

| eaf relay-reply-received-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Relay-reply (13) nmessages received.";

| eaf relay-forward-unknown-sent-count {
type yang: count er 32;
config fal se;



description
"Nunmber of Relay-forward (12) nessages contai ning
a nmessage of unknown type sent.";

| eaf relay-forward-unknown-received-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Relay-forward (12) nessages contai ning
a nessage of unknown type received.";

| eaf di scarded- nessage-count {
type yang: count er 32;
config fal se;
description
"Nurmber of nessages that have been di scarded
for any reason.";
}
}

grouping interface-id-option-group {
description
"OPTI ON_I NTERFACE_ID (18) Interface-Id Option.";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.18";
container interface-id-option {
description
"OPTI ON_I NTERFACE_ID (18) Interface-1d Option.";
| eaf interface-id {
type binary;
description
"An opaque value of arbitrary |ength generated by the
relay agent to identify one of the relay agent’s

interfaces.";
}
}
}
/*
* Data Nodes
*/

cont ai ner dhcpv6-rel ay {
description
"This container contains the configuration data nodes
for the relay.";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 19";
| eaf enabl ed {
type bool ean;
description
"d obally enables the DHCP relay function.";

list relay-if {

key "if-name";
description

"List of interfaces configured for DHCPv6 rel aying.";
| eaf if-nane {

type if:interface-ref;

description

"interface-ref to the relay interface.";

}
| eaf enabled {

type bool ean;



description
"Enabl es the DHCP relay function for this interface.”;
}

| eaf-1ist destination-address {
type inet:ipv6-address;
description
"Each DHCPv6 rel ay agent may be configured with a |ist
of destination addresses for rel ayed nessages.
The list may include uni cast addresses, nulticast
addresses, or other valid addresses.";

| eaf |ink-address {
type inet:ipv6-address;
description
"An address that nay be used by the server to identify
the link on which the client is |located.";
}
cont ai ner relay-options {
description
"Definitions for DHCPv6 options that can be sent
by the relay are augnented to this |location from other
YANG nodul es as required.";
uses dhc6: aut h- opti on- gr oup;
uses interface-id-option-group;
}
contai ner statistics {
description
"DHCPv6 nessage counters for the relay’s interface.";
uses nessage-statistics;
}
cont ai ner prefix-del egation {
if-feature "prefix-del egation”;
presence "Enabl es prefix delegation for this interface.";
description
"Controls and holds state information for prefix
del egation.”;
uses pd-| ease-state;

}
}

contai ner statistics {
description
"d obal DHCPv6 message counters for the relay."”;
uses gl obal -statistics;
}
}

/*
* RPCs
*/

rpc clear-prefix-entry {
nacm def aul t - deny- al |
if-feature "prefix-del egation";
description
"Clears an entry for an active del egated prefix
fromthe relay.";

reference
"RFC 8987: DHCPv6 Prefix Del egating Rel ay Requirenents,
Section 4.4";
i nput {

| eaf | ease-prefix {
type leafref {
pat h "/dhcpv6-rel ay/rel ay-if/prefix-del egation”
+ "/ pd-| eases/ia-pd-prefix";

mandat ory true;



description
"I Pv6 prefix of an active lease entry that wll
be deleted fromthe relay.";

}
out put {
| eaf return-nessage {
type string;
description
"Response nessage fromthe server. |f available, a
| anguage identifier should be included in the nessage.";
ref erence
"BCP 18 (RFC 2277) | ETF Policy on Character Sets
and Languages, Section 4.2";
}

}
}

rpc clear-client-prefixes {
nacm def aul t - deny- al |
if-feature "prefix-del egation”;
description
"Clears all active prefix entries for a single client.";
ref erence
"RFC 8987: DHCPv6 Prefix Del egating Rel ay Requirenents,
Section 4.4";
i nput {
| eaf client-duid {
type dhc6: dui d;
mandat ory true;
description
"DU D of the client.";

}
out put {
| eaf return-nessage {
type string;
description
"Response nessage fromthe server. |If available, a
| anguage identifier should be included in the nessage.";
reference
"BCP 18 (RFC 2277) | ETF Policy on Character Sets
and Languages, Section 4.2";
}

}
}

rpc clear-interface-prefixes {
nacm def aul t - deny- al |
if-feature "prefix-del egation”;
description
"Clears all delegated prefix bindings froman
interface on the relay.";

ref erence
"RFC 8987: DHCPv6 Prefix Del egating Rel ay Requirenents,
Section 4.4";
i nput {

| eaf interface {
type leafref {
path "/dhcpv6-relay/relay-if/if-name";

mandat ory true;

description
"Reference to the relay interface that will have all
active prefix del egation bindings deleted.";



out put {
| eaf return-nessage {

type string;
description
"Response nmessage fromthe server. |If available, a
| anguage identifier should be included in the nessage."”;
reference

"BCP 18 (RFC 2277) | ETF Policy on Character Sets
and Languages, Section 4.2";
}
}
}

/*
* Notifications
*/

notification relay-event {
description
"DHCPv6 relay event notifications.";
cont ai ner topol ogy-change {
description
"Raised if the entry for an interface with DHCPv6-rel at ed
configuration or state is removed fromif:interface-refs.”;
| eaf relay-if-name {
type leafref {
path "/dhcpv6-relay/relay-if/if-name";
}
description
"Name of the interface that has been renoved.";
}
| eaf |ast-ipv6-addr {
type inet:ipv6-address;
description
"Last | Pv6 address configured on the interface.";
}
}
}

}
<CODE ENDS>
4.4. DHCPv6 Cient YANG Mdul e

This nodul e i nports typedefs from[RFC6991] and the nodul e defined in
[ RFC8343] .

<CODE BEG NS> file "ietf-dhcpv6e-client@022-06-20. yang"
modul e i etf-dhcpv6-client {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-dhcpvé-client";
prefix dhcé6-clnt;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
i mport ietf-dhcpv6-common {
prefix dhcé;
ref erence



"RFC 9243: A YANG Data Mddel for DHCPv6 Configuration”;

}
inmport ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}

organi zati on

"I ETF Dynami ¢ Host Configuration (DHC) Working G oup"”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

W5 List: <mailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs. tsi nghua. edu. cn>

Aut hor : Li nhui Sun <l h. sunli nh@nuail . conp

Edi t or: lan Farrer <ian.farrer@el ekom de>

Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>

Aut hor : Zi hao He <hezi hao9512@mmai | . conP

Aut hor : M chal Now kowski <godfryd@ sc. org>";
description

"Thi s YANG nodul e defines conponents necessary for the

configuration and nanagenent of DHCPv6 clients.

The key words ' MJST', ' MJST NOT', 'REQUIRED , ' SHALL',
"SHALL NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://www. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revisi on 2022-06-20 {
description
"Initial revision.";
reference
"RFC 9243: A YANG Data Mddel for DHCPv6 Configuration”;

}

/*
* Features
*/

feature non-tenp-addr {
description
"Denotes that the client supports DHCPv6 non-tenporary address
al l ocations.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6.2";

}

feature tenp-addr {
description



"Denotes that the client supports DHCPv6 tenporary address
al l ocations.";
reference
"RFC 8415: Dynami ¢ Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6.5";

}

feature prefix-del egation {
description
"Denotes that the client inplenents DHCPv6 prefix
del egation.";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 6.3";

}

feature anon-profile {
description
"Denotes that the client supports DHCP anonymity profiles.”;
reference
"RFC 7844: Anonymity Profiles for DHCP Clients";
}

/*
* (¥ oupi ngs
*/

groupi ng nessage-statistics {
description
"Counters for DHCPv6 nmessages.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time on the nbst recent occasion at which any one or
more of DHCPv6 client’s counters suffered a discontinuity.
If no such discontinuities have occurred since the |ast
re-initialization of the |ocal management subsystem then
this node contains the tine the | ocal nmanagenent subsystem
re-initialized itself.";

| eaf solicit-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Solicit (1) nessages sent.";
}

| eaf advertise-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Advertise (2) nessages received.";
}

| eaf request-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Request (3) nessages sent.";

| eaf confirmcount {
type yang: count er 32;
config fal se;
description
"Nurmber of Confirm (4) nessages sent.";
}

| eaf renew count {
type yang: count er 32;



config fal se;
description
"Number of Renew (5) nessages sent.";

| eaf rebind-count {
type yang: count er 32;
config fal se;
description
"Nunmber of Rebind (6) nessages sent.";
}

| eaf reply-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Reply (7) nmessages received.";

| eaf rel ease-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Rel ease (8) nessages sent.";

| eaf decline-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Decline (9) nessages sent.";
}

| eaf reconfigure-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Reconfigure (10) nmessages received.";

| eaf information-request-count {
type yang: count er 32;
config fal se;
description
"Nurmber of Information-request (11) nessages sent.";

| eaf di scarded- nessage-count {
type yang: count er 32;
config fal se;
description
"Nunmber of nessages that have been di scarded for any
reason.";
}
}

groupi ng | ease-state {
description
"Informati on about the active IA NA | ease.";
| eaf preferred-lifetime {
type dhc6:timer-seconds32;
description
"The preferred lifetime for the | eased address
expressed in seconds.";

leaf valid-lifetine {

type dhc6:timer-seconds32;

description

"The valid lifetine for the | eased address expressed
in seconds.";

}
| eaf allocation-time {

type yang: date-and-ti ne;



description
"Time and date that the address was first |eased.”;
}

| eaf | ast-renewrebind {
type yang: date-and-ti ne;
description
"Time of the |last successful renew or rebind of the
| eased address.";
}
| eaf server-duid {
type dhc6: dui d;
description
"DUI D of the |easing server.";

uses dhc6: st at us;

}

groupi ng opti on-request-option-group {
description
"OPTI ON_CRO (6) Option Request Option. A client MJST include
an Option Request option in a Solicit, Request, Renew,
Rebi nd, or Information-request nessage to informthe server
about options the client wants the server to send to the
client.";
ref erence
"RFC 8415: Dynami c Host Configuration Protocol for
| Pv6 (DHCPv6), Sections 21.23, 21.24, 21.25, & 21.7";
cont ai ner option-request-option {
description
"OPTI ON_CRO (6) Option Request Option.";
| eaf-1ist oro-option {
type uint 16;
description
"List of options that the client is requesting,
identified by option code. This list MJST include the
code for option SO._MAX RT (82) when included in a
Solicit message. |If this option is being sent in an
I nf ormati on-request nessage, then the code for option
OPTI ON_I NFORMATI ON_REFRESH_TI ME (32) and | NF_MAX_RT (83)
MJUST be included.";
}
}
}

groupi ng user-cl ass-option-group {
description
"OPTI ON_USER CLASS (15) User Cass Option";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 21.15";
cont ai ner user-class-option {
presence "Configures the option";
description
"OPTI ON_USER _CLASS (15) User Cass Option.";
|ist user-class-data-instance {
key "user-class-data-id";
m n-el enents 1;
description
"The user classes of which the client is a menber.";
| eaf user-class-data-id {
type uint8;
description
"User class data ID.";
}
| eaf user-class-data {
type binary;



description
"Opaque field representing a User O ass of which the
client is a menber.";

}
}
}
}

groupi ng vendor-cl ass-option-group {
description
" OPTI ON_VENDOR_CLASS (16) Vendor Class Option.";
ref erence
"RFC 8415: Dynam c Host Configuration Protoco
for IPv6 (DHCPv6), Section 21.16";
cont ai ner vendor-cl ass-option {
description
" OPTI ON_VENDOR_CLASS (16) Vendor Class Option.";
list vendor-class-option-instances {
key "enterprise-nunber”;
description
"The vendor class option allows for nultiple instances
in a single message. Each list entry defines the contents
of an instance of the option.";
| eaf enterprise-nunber {
type uint32;
description
"The vendor’'s registered Enterprise Nunber, as
mai ntai ned by | ANA.";

l'ist vendor-cl ass-dat a-el ement {

key "vendor-cl ass-data-id";
description

"The vendor cl asses of which the client is a nenber.";
| eaf vendor-class-data-id {

type uint8;

description

"Vendor class data ID.";

| eaf vendor-cl ass-data {
type binary;
description
"Opaque field representing a vendor class of which
the client is a nmenber.”

/*
* Data Nodes
*/

cont ai ner dhcpv6-client {
description
"DHCPv6 client configuration and state.";
| eaf enabl ed {
type bool ean;
default "true";
description
"d obally enables the DHCP client function.";

| eaf client-duid {
if-feature "(non-tenp-addr or prefix-del egation "
+ "or tenp-addr) and not anon-profile";
type dhc6: dui d;



description
"A single client DUDthat will be used by all of the
client’s DHCPv6-enabl ed interfaces.";
ref erence
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 11";

list client-if {
key "if-name";
description
"The list of interfaces for which the client will
be requesting DHCPv6 configuration.”;
| eaf if-nane {
type if:interface-ref;
mandat ory true;
description
"Reference to the interface entry that the requested
configuration is relevant to.";

| eaf enabl ed {
type bool ean;
default "true";
description
"Enabl es the DHCP client function for this interface.";

| eaf interface-duid {
if-feature "(non-tenp-addr or prefix-del egation
+ "or tenp-addr) and anon-profile";
type dhc6: dui d;
description
"Per-interface client DU Ds for use with DHCP anonynity
profiles."”;
ref erence
"RFC 7844: Anonymity Profiles for DHCP Cients,
Section 3";

}

contai ner client-configured-options {
description
"Definitions for DHCPv6 options that can be sent by
the client. Additional option definitions can be
augnmented to this location fromother YANG nodul es as
required.”;
uses option-request-option-group;
uses dhc6: rapi d-commit-option-group;
uses user-cl ass-option-group;
uses vendor-cl ass-opti on-group;
uses dhc6: vendor - speci fi c-i nformati on-opti on-group;
uses dhc6: reconfigure-accept-option-group;

list ia-na {
i f-feature "non-tenp-addr";
key "ia-id";

description
"Configuration relevant for an ldentity Association
for Non-tenporary Addresses (I A NA).";
ref erence
"RFC 8415: Dynam c Host Configuration Protoco
for 1 Pv6 (DHCPv6), Section 13.1";
leaf ia-id {
type uint32;
description
"A unique identifier for this A NA";
reference
"RFC 8415: Dynamic Host Configuration Protoco
for 1Pv6 (DHCPv6), Section 12";



cont ai ner ia-na-options {
description
"An augnentation point for additional options
that the client may send in the A NA-options field
of OPTION_IA NA.";
}
contai ner | ease-state {
config fal se;
description
"Informati on about the active I A NA | ease.";
| eaf ia-na-address {
type inet:ipv6-address;
description
"Address that is currently |eased.";

| eaf lease-tl {
type dhc6:timer-seconds32;
description
"The time interval after which the client should
contact the server from which the addresses in the
I A NA were obtained to extend the lifetinmes of the
addresses assigned to the 1A NA ";

| eaf |ease-t2 {
type dhc6:timer-seconds32;
description
"The time interval after which the client should
contact any available server to extend the lifetines
of the addresses assigned to the 1A NA ";

}
uses | ease-state;
}
list ia-ta {
if-feature "tenp-addr”;
key "ia-id";

description
"Configuration relevant for an ldentity Association
for Tenporary Addresses (1A TA).";
ref erence
"RFC 8415: Dynamic Host Configuration Protocol for
| Pv6 (DHCPv6), Section 13.2";
leaf ia-id {
type uint32;
description
"The unique identifier for this A TA";
ref erence
"RFC 8415: Dynam c Host Configuration Protoco
for 1Pv6 (DHCPv6), Section 12";
}
contai ner ia-ta-options {
description
"An augnentation point for additional options
that the client may send in the I A TA-options field
of OPTION IA TA ";
}
contai ner |ease-state {
config fal se;
description
"I nformati on about an active |A TA | ease.";
| eaf ia-ta-address {
type inet:ipv6-address;
description
"Address that is currently |eased.";

}

uses | ease-state;



}

}

list ia-pd {
if-feature "prefix-del egation";
key "ia-id";

description
"Configuration relevant for an ldentity Association
for Prefix Delegation (IAPD).";
reference
"RFC 8415: Dynami ¢ Host Configuration Protocol for
| Pv6 (DHCPv6), Section 13.3";
leaf ia-id {
type uint32;
description
"The unique identifier for this A PD";
reference
"RFC 8415: Dynamnic Host Configuration Protoco
for 1Pv6 (DHCPv6), Section 12";

| eaf prefix-length-hint {
type uint8 {
range "1..128";
}
description
"Prefix-length hint value included in the nmessages sent
to the server to indicate a preference for the size of
the prefix to be del egated.";
ref erence
"RFC 8415: Dynamnic Host Configuration Protoco
for 1Pv6 (DHCPv6), Section 18.2.1";
}
contai ner ia-pd-options {
description
"An augnentation point for additional options that the
client will send in the | A_PD-options field of
OPTION IA TA. ";
}
contai ner | ease-state {
config fal se;
description
"Informati on about an active | A PDdel egated prefix.";
| eaf ia-pd-prefix {
type inet:ipv6e-prefix;
description
"Del egated prefix that is currently |eased.";
}

| eaf lease-t1l {
type dhc6:timer-seconds32;
description
"The tinme interval after which the client should
contact the server from which the addresses in the
I ANA were obtained to extend the lifetines of the
addresses assigned to the A PD.";

| eaf |ease-t2 {
type dhc6:tiner-seconds32;
description
"The time interval after which the client should
contact any avail able server to extend the lifetines
of the addresses assigned to the 1A PD.";
}
uses | ease-state;
}
}

contai ner statistics {
description



"DHCPv6 nmessage counters for the client.";
uses nmessage-statistics;

}
}
}

/*
* Notifications
*/

notification invalid-ia-address-detected {
i f-feature "non-tenp-addr or tenp-addr"”;
description
"Notification sent when an address received in an identity
association option is determned invalid. Possible conditions
include a duplicate or otherwise illegal address.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 18.2.10.1";
leaf ia-id {
type uint32;
mandat ory true;
description
"IAID.";
}

|l eaf ia-na-tl-tinmer {
type uint32;
description
"The value of the T1 time field for non-tenporary address
all ocations (OPTION_IA NA).";
}
| eaf ia-na-t2-tinmer {
type uint32;
description
"The value of the preferred-lifetinme field for non-tenporary
address allocations (OPTION_ 1A NA).";

| eaf invalid-address {
type inet:ipv6-address;
description
"The | P address that has been detected to be invalid.";
}

| eaf preferred-lifetime {
type uint32;
description
"The value of the preferred-lifetinme field in
OPTI ON_I AADDR. ";

leaf valid-lifetine {
type uint32;
description
"The value of the valid-lifetine field in OPTI ON_| AADDR. ";
}

| eaf ia-options {
type binary;
description
"A copy of the contents of the | Aaddr-options field.";

| eaf description {
type string;
description
"Description of the invalid lIdentity Association (IA)
detection error.";



notification transmission-failed {
description
"Notification sent when the transm ssion or retransm ssion
of a nessage fails.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 7.6";
| eaf failure-type {
type enuneration {
enum solicit-timeout {
description
"Max Solicit timeout value (SOL_MAX RT) exceeded.";
}

enum request -ti meout {
description
"Max Request timeout value (REQ MAX RT) exceeded.";
}

enum request-retries-exceeded {
description
"Max Request retry attenpts (REC MAX RC) exceeded.";
}

enum confirmduration-exceeded {
description
"Max Confirmduration (CNF_MAX RD) exceeded.";
}

enum renewti nmeout {
description
"Max Renew tinmeout value (REN MAX RT) exceeded.";
}

enum r ebi nd-ti neout {
description
"Max Rebind tineout value (REB_MAX RT)
exceeded. ";
}
enum i nf o-request-ti meout {
description
"Max | nformation-request tineout value (I NF_MAX RT)
exceeded. ";
}
enum rel ease-retries-exceeded {
description
"Max Rel ease retry attenmpts (REL_MAX RC) exceeded.";

enum decline-retries-exceeded {
description
"Max Decline retry attenpts (DEC MAX RT) exceeded.";
}

mandat ory true;
description
"Description of the failure.";

| eaf description {
type string;
description
"Information related to the failure, such as nunber of
retries and tiner values.";
}
}

notification unsuccessful-status-code {
description
"Notification sent when the client receives a nessage that
i ncl udes an unsuccessful Status Code option.";
reference
"RFC 8415: Dynam c Host Configuration Protocol for



| Pv6 (DHCPv6), Section 21.13";
| eaf server-duid {
type dhc6: dui d;
mandat ory true;
description
"DUI D of the server sending the unsuccessful error code.";

uses dhc6: st at us;

}

notification server-duid-changed {
i f-feature "non-tenp-addr or prefix-del egation or
+ "tenp-addr”;
description
"Notification sent when the client receives a | ease froma
server with different DU D to the one currently stored by the
client, e.g., in response to a Rebind nessage.";
ref erence
"RFC 8415: Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6), Section 18.2.5";
| eaf new server-duid {
type dhc6: dui d;
mandat ory true;
description
"DU D of the new server.";
}

| eaf previous-server-duid {
type dhc6: dui d;
mandat ory true;
description
"DU D of the previous server.";
}

| eaf | ease-ia-na {
i f-feature "non-tenp-addr";
type leafref {
path "/dhcpve-client/client-if/ia-na/ia-id";
}

description
"Reference to the A NA | ease. ";

| eaf | ease-ia-ta {
if-feature "tenp-addr”;
type leafref {
path "/dhcpv6-client/client-if/ia-ta/ia-id";
}

description
"Reference to the |A TA | ease. ";

| eaf | ease-ia-pd {
if-feature "prefix-del egation”;
type leafref {
path "/dhcpv6-client/client-if/ia-pd/ia-id";
}

description
"Reference to the A PD | ease.";
}

}
}
<CODE ENDS>

Security Considerations

The YANG nopdul es specified in this docunent define schemas for data

that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure



transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS
[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in these YANG nodul es that
are witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
in the 'ieft-dhcpv6-server.yang’ nodule and their sensitivity/

vul nerability:

* Denial -of -Service (DoS) attacks, such as disabling the DHCP server
service or renoving address/prefix pool configuration

(dhc6-srv/vendor-config)
(dhc6-srv/al |l ocati on-ranges)

* Various attacks based on reconfiguring the contents of DHCPv6
options, leading to several types of security or privacy threats.
These options could redirect clients to services under an
attacker’s control, for exanple, by changing the address of a DNS
server supplied in a DHCP option to point to a rogue server

(dhc6-srv/option-sets)

These are the subtrees and data nodes in the 'ieft-dhcpv6-rel ay.yang
nmodul e and their sensitivity/vulnerability:

* DoS attacks, based on disabling the DHCP relay function or
modi fying the relay’ s "destination-address” to a non-existent
addr ess.

(dhc6-rly/relay-if)

* Mdifying the relay’s "destination-address" to send nessages to a
rogue DHCPv6 server.

(dhc6-rly/relay-if)

Sone of the RPC operations in these YANG nodul es may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control access to these operations. These RPCs use
"nacm def aul t-deny-al |’ .

These are the operations in the 'ieft-dhcpv6-rel ay.yang’ nodul e and
their sensitivity/vulnerability:

* Deleting/clearing active address and prefix | eases causing a DoS
attack, as traffic will no |longer be routed to the client.

(dhc6-rly/clear-prefix-entry)
(dhc6-rly/clear-client-prefixes)
(dhc6-rly/clear-interface-prefixes)

An attacker sending DHCPv6 nessages that cause the server to generate
"invalid-client-detected” and ’'decline-received notifications could
result in a DoS attack. Such an attack could be nitigated by the
NETCONF client unsubscribing fromthe affected notifications.
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Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

The foll owi ng subtrees and data nodes can be m sused to track the
activity or fingerprint the device type of the host:

* |nformation the server holds about clients with active | eases:

(dhc6-srv/al |l ocati on-ranges/ al |l ocati on-range/ addr ess- pool s/
addr ess- pool / acti ve-1| eases)

* |Information the relay holds about clients with active | eases:
(dhce-rly/relay-if/prefix-del egation/)

I nformati on about a server’s configured address and prefix pools may

be used by an attacker for network reconnai ssance [ RFC7707]. The

foll owi ng subtrees and data nodes could be used for this purpose:

* Information about client address all ocation ranges:

(dhc6-srv/al |l ocati on-ranges/ al |l ocati on-range/ addr ess- pool s/
addr ess- pool / pool - prefix)

* Information about client prefix allocation ranges:

(dhc6-srv/al |l ocati on-ranges/ al | ocati on-range/ prefi x-pool s/

pr efi x- pool / pool - prefi x)
[ RFC7844] describes anonymity profiles for DHCP clients. These can
be used to prevent client tracking on a visited network. Support for
this can be enabled by inplenmenting the 'anon-profile’ feature in the
client mnodul e.

[ RFC7824] covers privacy considerations for DHCPv6 and is applicable
her e.

Security considerations related to DHCPv6 are discussed in [ RFC8415].

Security considerations given in [ RFC7950] are al so applicable here.
I ANA Consi derati ons

Thi s docunent registers four URIs and four YANG nodul es.

1. URl Registration

Per this docunent, |ANA has registered the following four URIs in the
"ns" subregistry within the "I ETF XM. Regi stry" [ RFC3688]:

URI: wurn:ietf:paramnms:xm:ns:yang:ietf-dhcpve-server
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

URI: wurn:ietf:paranms:xm:ns:yang:ietf-dhcpv6-relay
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

URI: wurn:ietf:parans: xm:ns:yang:ietf-dhcpv6-client
Regi strant Contact: The |ESG
XM: N A; the requested URI is an XM. nanmespace

URI: wurn:ietf:params:xm:ns:yang:ietf-dhcpv6-comon



Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanmespace.

6.2. YANG Modul e Nane Regi stration
Per this docunent, |ANA has registered the follow ng four YANG

modul es in the "YANG Modul e Nanes" subregistry [RFC6020] within the
"YANG Par aneters" registry.

nane: i etf-dhcpv6-server

namespace: urn:ietf:parans: xm:ns:yang:ietf-dhcpve-server
mai ntai ned by ANA: N

prefix: dhc6-srv

r ef erence: RFC 9243

nane: i etf-dhcpv6-rel ay

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-dhcpve-rel ay
mai ntai ned by ANA: N

prefix: dhc6-rly

r ef erence: RFC 9243

nane: i etf-dhcpv6-client

nanespace: urn:ietf:parans: xm:ns:yang:ietf-dhcpv6e-client
mai ntai ned by ANA: N

prefix: dhc6- cl nt

r ef erence: RFC 9243

nane: i etf-dhcpv6- cormon

nanespace: urn:ietf:parans: xm :ns:yang:ietf-dhcpv6-comon
mai ntai ned by ANA: N

prefix: dhc6

r ef erence: RFC 9243
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Appendi x A. Data Tree Exanples

This section contains XM. exanples of data trees for the different
DHCPv6 el enments.

A. 1. DHCPv6 Server Configuration Exanples

The foll owi ng exanpl e shows a basic configuration for a server. The
configuration defines:

* enabling the DHCP server function,
* the server’s DU D,

* an option set (id=1) with configuration for the Solicit Max Retry
Ti meout (SOL_MAX RT (82)) option,

* a single network range (2001: db8::/32), and

* a single address pool, with start and end addresses, relevant
|l ease timers, and an ’'option-set-id of "1" referencing the option
set configured above.

<dhcpv6-server
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-dhcpv6-server">
<enabl ed>t r ue</ enabl ed>
<server-dui d>000200090CC084D303000912</ ser ver - dui d>



<vendor-confi g/ >
<opti on-set s>
<opti on-set >
<option-set-id>1</option-set-id>
<descri pti on>Exanpl e DHCP opti on set</description>
<sol -max-rt-option>
<sol - max-rt-val ue>3600</ sol - max-rt-val ue>
</ sol -max-rt-opti on>
</ option-set >
</ option-sets>
<cl ass-sel ector/>
<al | ocat i on-ranges>
<valid-lifeti me>54000</valid-lifetinme>
<renewti me>7200</renewti me>
<r ebi nd-ti me>32400</r ebi nd-ti me>
<preferred-lifeti me>43200</preferred-1ifetine>
<al | ocati on-range>
<id>1</id>
<descri pti on>exanpl e-al | ocati on-range</descri pti on>
<net wor k- pr ef i x>2001: db8: : / 32</ net wor k- prefi x>
<option-set-id>1l</option-set-id>
<addr ess- pool s>
<addr ess- pool >
<pool -i d>1</ pool -i d>
<pool - prefix>2001: db8: 1: 1: : / 64</ pool - prefi x>
<start-address>2001: db8: 1: 1: : 1000</ st art - addr ess>
<end- addr ess>2001: db8: 1: 1: : 2000</ end- addr ess>
<max- address-utilization>50</nmax-address-utilization>
<option-set-id>1</option-set-id>
</ addr ess- pool >
</ addr ess- pool s>
</ al |l ocati on-range>
</ al |l ocati on-ranges>
</ dhcpv6- server >

Figure 4: Basic Server Configuration Exanple XM

The foll owi ng exanpl e configuration snippet shows a static host
reservation within an address pool. The host’'s lease tiners are
configured to be longer than hosts fromthe pool with dynamcally
assi gned addresses.

<addr ess- pool s>
<addr ess- pool >
<pool -i d>1</ pool -i d>
<pool - prefi x>2001: db8: 1: 1: : / 64</ pool - prefi x>
<start-address>2001: db8: 1: 1:: 1000</ st art - addr ess>
<end- addr ess>2001: db8: 1: 1: : 2000</ end- addr ess>
<max- address-utilizati on>50</ max- address-utilizati on>
<option-set-id>1l</option-set-id>
<host -reservati ons>
<host -reservati on>
<r eserved- addr >2001: db8: 1: 1: : 1001</ r eser ved- addr >
<cl i ent - dui d>00052001db81</cl i ent - dui d>
<option-set-id>1</option-set-id>
<valid-lifeti ne>604800</valid-lifetinme>
<renewti me>86400</renewtine>
<r ebi nd-ti ne>172800</r ebi nd-ti nme>
<preferred-1ifeti me>345600</preferred-lifetine>
</ host-reservati on>
</ host-reservati ons>
</ addr ess- pool >
</ addr ess- pool s>

Figure 5: Server Host Reservation Configuration Exanple XM. Sni ppet



The foll owi ng exanpl e configuration snippet shows a network range and
pool to be used for delegating prefixes to clients. In this exanple,
each client will receive a /56 prefix.

The ' max- pd-space-utilization’ is set to 80 percent so that a
"prefix-pool-utilization-threshol d-exceeded’ notification will be
raised if the number of prefix allocations exceeds this.

<al | ocati on-ranges>
<al | ocati on-range>
<id>1</id>
<descri pti on>prefi x- pool - exanpl e</ descri pti on>
<net wor k- pr ef i x>2001: db8: : / 32</ net wor k- pr efi x>
<pr ef i x- pool s>
<valid-lifetime>54000</valid-lifetine>
<renewti me>7200</renewtime>
<r ebi nd-ti me>32400</r ebi nd-ti me>
<preferred-lifeti me>43200</preferred-lifetine>
<pr ef i x- pool >
<pool -i d>0</ pool -i d>
<option-set-id>1l</option-set-id>
<pool - prefi x>2001: db8: 1: : / 48</ pool - prefi x>
<client-prefix-Iength>56</client-prefix-Iength>
<max- pd- space-utilizati on>80</ max- pd-space-utilization>
</ prefix-pool >
</ prefix-pool s>
</ al |l ocati on-range>
</ al |l ocati on-ranges>

Figure 6: Server Prefix Del egation Configurati on Exanple XM. Sni ppet

The next exanpl e configuration snippet shows a set of options that
may be returned to clients, depending on the contents of a received
DHCP request nessage. The option set IDis "1, which will be
referenced by other places in the configuration (e.g., address poo
configuration) as the available options for clients that request

t hem

The exanpl e shows how the option definitions can be extended via
augnmentation. In this case, "OPTION_SIP_SERVER D (21) SIP Servers
Domai n- Narme List" fromthe exanple nodule in Appendi x B has been
augnmented to the server’s option set.

<option-set s>
<opti on-set >
<option-set-id>1</option-set-id>
<descri pti on>Exanpl e DHCP option set</description>
<vendor - speci fi c-informati on-opti ons>
<vendor - speci fi c-i nformati on-opti on>
<ent er pri se- nunber >32473</ ent er pri se- nunber >
<vendor - opt i on- dat a>
<sub-opti on- code>01</ sub- opti on- code>
<sub- opti on- dat a>1234abcd</ sub- opt i on- dat a>
</ vendor - opt i on- dat a>
<vendor - opt i on- dat a>
<sub- opti on- code>02</ sub- opt i on- code>
<sub-opti on- dat a>abcd1234</ sub- opt i on- dat a>
</ vendor - opti on- dat a>
</vendor - speci fic-informati on-opti on>
</ vendor - speci fi c-i nformati on-opti ons>
<sol -max-rt-option>
<sol - max-rt-val ue>3600</ sol - max-rt-val ue>
</ sol -max-rt-opti on>
<si p- server-domai n- nane-1i st-option
xm ns="https://exanpl e. com ns/ exanpl e- dhcpv6- opt - si p-serv">
<si p- server >



<si p-serv-id>0</sip-serv-id>
<si p- serv-donmai n- nane>si pl. exanpl e. or g</ si p- ser v- domai n- nane>
</ si p-server>
<si p-server>
<si p-serv-id>1</sip-serv-id>
<si p- serv-domai n- nane>si p2. exanpl e. or g</ si p- serv-donai n- nane>
</ si p-server>
</ si p-server-donai n- nane-| i st -option>
</ option-set>
</ option-sets>

Figure 7: Server Option Set Configuration Exanple XM Sni ppet
A. 2. DHCPv6 Relay Configuration Exanple

The foll owi ng exanpl e shows a basic configuration for a single DHCP
relay interface and its interaction with the ietf-interfaces nodul e.
The configuration shows two XM. docunents, one for ietf-interfaces
and a second for ietf-dhcpv6-relay, defining:

* configuring an interface using the ietf-interfaces nodule that the
relay configuration will be applied to,

* enabling the DHCP relay function globally and for the rel evant
interface,

* referencing the interface that the relay configuration is rel evant
for via an interface-ref to the ietf-interfaces nodul e,

* defining two destination addresses that incom ng DHCP nessages
will be relayed to,

* configuring the |ink-address value that will be sent in the relay-
forward nessage, and

* configuring a value for the Interface ID Option
(OPTION_I NTERFACE I D (18)), which will be included in the rel ay
forward nessage

<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces"
xmns:ianai ft="urn:ietf:parans: xnm :ns:yang:iana-if-type">
<interface>
<nane>et hO</ nanme>
<type>i anai ft: et her net Csmacd</t ype>
<descri pti on>DHCPv6 Rel ay | nterface</description>
<enabl ed>t r ue</ enabl ed>
</interface>
</interfaces>

<dhcpv6-relay xml ns="urn:ietf:parans: xm :ns:yang:ietf-dhcpve-rel ay">
<enabl ed>t r ue</ enabl ed>
<relay-if>
<i f-nanme>et hO</i f - nane>
<enabl ed>t r ue</ enabl ed>
<desti nati on- address>2001: db8: 2: : 1</ desti nati on- addr ess>
<desti nati on- addr ess>2001: db8: 2: : 2</ desti nat i on- addr ess>
<l i nk- addr ess>2001: db8: 3:: 1</ | i nk- addr ess>
<rel ay-opti ons>
<interface-id-option>
<i nterface-i d>EXAMPLElI NTERFACEI DO1</i nterface-i d>
</interface-id-option>
</rel ay-options>
</relay-if>
</ dhcpv6-rel ay>

Figure 8: Basic Relay Configuration Exanple XM



A 3.

DHCPv6 Cient Configuration Exanple

The foll owi ng exanpl e shows a basic configuration for a DHCP client
and its interaction with the ietf-interfaces nodule. The
configuration shows two XM. docunents, one for ietf-interfaces and a
second for ietf-dhcpv6-client, defining:

*

configuring an interface using the ietf-interfaces nodule that the
client configuration will be applied to,

enabling the DHCP client function globally and for the rel evant
interface,

referencing the interface that the client configuration is
relevant for via an interface-ref to the ietf-interfaces nodul e,

setting the DU D for the DHCPv6-enabl ed interface,

configuring a list of option codes that will be requested by the
client inits Option Request Option (OPTION ORO (6)),

configuring a single instance of the Vendor-specific Information
Option (OPTION_VENDOR OPTS (17)) with a single sub-option data
item

requesting a non-tenporary |Pv6 address (I A NA) with an identity
association interface identifier of 1, and

requesting an | Pv6 del egated prefix address (A PD) with an
identity association interface identifier of 2

<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces"

xmns:ianai ft="urn:ietf:parans: xnm :ns:yang:iana-if-type">
<interface>

<name>et hO</ name>

<type>i anai ft: et hernet Csmacd</type>
<descri pti on>DHCPv6 Rel ay | nterface</description>
<enabl ed>t r ue</ enabl ed>

</interface>

</interfaces>

<dhcpv6-client

xm ns="urn:ietf:parans: xm :ns:yang:ietf-dhcpve-client">
<enabl ed>t r ue</ enabl ed>
<client-if>

<i f-nanme>et hO</i f - name>
<enabl ed>t r ue</ enabl ed>
<i nt er f ace- dui d>000200090CC084D303000913</ i nt er f ace- dui d>
<client-configured-options>
<opti on-request-option>
<or o- opti on>17</ or o- opti on>
<or o- opti on>23</ or 0- opt i on>
<or 0- opt i on>24</ or o- opt i on>
<or 0- opt i on>82</ or 0- opt i on>
</ opti on-request - opti on>
<vendor -speci fic-information-options>
<vendor - speci fi c-i nformati on-option>
<ent er pri se- nunber >32473</ ent er pri se- nunber >
<vendor - opt i on- dat a>
<sub- opti on- code>1</ sub- opti on- code>
<sub- opti on- dat a>abcd1234</ sub- opti on- dat a>
</ vendor - opti on- dat a>
</vendor - speci fic-informati on-option>
</ vendor - speci fi c-i nformati on-opti ons>
</client-configured-options>



<i a- na>
<ia-id>l</ia-id>

</ia-na>

<i a- pd>
<ia-id>2</ia-id>

</ia-pd>

</client-if>
</ dhcpv6-client>

Figure 9: Basic Cient Configuration Exanple XM
Appendi x B. Exanple of Augnenting Additional DHCPv6 Option Definitions

The foll owi ng section provides an exanple of how the DHCPv6 option
definitions can be extended to include additional options. It is
expected that additional specification docunents will be published
for this in the future.

The exanpl e defi nes YANG nodul es for OPTION_SIP_SERVER D (21) and
OPTION_SIP_SERVER D (22) as specified in [RFC3319]. An exanple XM
configuration, showing the interworking with other nodules, is
provided in Figure 7.

The mpbdul e is constructed as foll ows:

* The nodul e i s naned using a neaningful, shortened version of the
docunent nane in which the DHCP option format is specified.

* A separate grouping is used to define each option

* The nane of the option is taken fromthe registered | ANA name for
the option, with an '-option’ suffix added.

* The description field is taken fromthe rel evant option code nane
and nunber.

*  The reference section is the nunber and nanme of the RFC in which
the DHCPv6 option is defined.

* The remaining fields match the fields in the DHCP option. They
are in the sanme order as defined in the DHCP option. \Werever
possible, the format that is defined for the DHCP field should be
mat ched by the rel evant YANG type.

* Fields that can have nultiple entries or instances are defined
using list or leaf-list nodes.

Bel ow t he groupings for option definitions, augnent statenents are
used to add the option definitions for use in the rel evant DHCP
el ement’ s nodul e (server, relay, and/or client).

<CODE BEG NS>
modul e exanpl e- dhcpv6- opt - si p-serv {
yang-version 1.1;
nanespace "https://exanpl e.com ns/"
+ "exanpl e- dhcpv6- opt - si p-serv”
prefix sip-srv;

inmport ietf-inet-types {
prefix inet;
}

import ietf-dhcpv6e-server {
prefix dhc6-srv;
}

organi zati on



"I ETF Dynam ¢ Host Configuration (DHC) Working G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

WG List: <mailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs.tsinghua. edu. cn>

Aut hor : Li nhui Sun <l h. sunli nh@muai |l . conr

Edi t or: lan Farrer <ian.farrer @el ekom de>

Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>

Aut hor : Zi hao He <hezi hao9512@nmi | . conP
Aut hor : M chal Now kowski <godfryd@ sc. org>";
description
"Thi s YANG nodul e contai ns DHCPv6 options defined in RFC 8415
that can be used by DHCPv6 servers.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://ww. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revi sion 2022- 06-20 {
description
"Initial revision.";
ref erence
"RFC 9243: A YANG Data Model for DHCPv6 Configuration";

}

/*
* & oupi ngs
*/

groupi ng si p-server-donai n-nanme-1|i st-option-group {
description
"OPTI ON_SI P_SERVER D (21) SIP Servers Domai n-Nane List.";
ref erence
"RFC 3319: Dynam c Host Configuration Protoco
(DHCPv6) Options for Session Initiation Protocol (SIP)
Servers";
cont ai ner si p-server-domai n-nane-1|ist-option {
description
"OPTI ON_SI P_SERVER D (21) SIP Servers Domain Nane Li st
Option.";
list sip-server {
key "sip-serv-id";
description
"SI P server information.";
| eaf sip-serv-id {
type uint8;
description
"SIP server list identifier."
}
| eaf sip-serv-domain-nane {
type inet:domai n- nane;
description
"SI P server domain nane.";



}

groupi ng sip-server-address-list-option-group {
description
"OPTI ON_SI P_SERVER_A (22) SIP Servers |Pv6 Address List.";
ref erence
"RFC 3319: Dynam c Host Configuration Protoco
(DHCPv6) Options for Session Initiation Protocol (SIP)
Servers";
cont ai ner sip-server-address-list-option {
description
"OPTI ON_SI P_SERVER A (22) SIP Servers |Pv6 Address List
Option. ",
list sip-server {
key "sip-serv-id";
description
"SIP server information.";
| eaf sip-serv-id {
type uint8;
description
"SIP server list entry identifier.";
}

| eaf sip-serv-addr {
type inet:ipv6-address;
description
"SI P server |Pv6 address.”;
}

}
}
}

/*
* Augnent ati ons
*/

augrment "/ dhc6-srv: dhcpv6e-server/dhc6-srv:option-sets/"
+ "dhc6-srv: option-set” {
description
"Augnent the option definition groupings to the server
nmodul e. *;
uses sip-server-domai n-nane-1|i st-option-group
uses sip-server-address-1list-option-group;

}
}
<CODE ENDS>

The correct location to augnment the new option definition(s) wll
vary according to the specific rules defined for the use of that

specific option. For exanple, for options that will be augnented
into the ietf-dhcpv6-server nodule, in many cases, these will be

augnent ed to:

"/ dhc6-srv: dhc6-srv/ dhc6-srv: option-sets/dhc6-srv:option-set

so that they can be defined within option sets. However, there are
sonme options that are only applicable for specific depl oynent
scenarios, and in these cases, it nmay be nore | ogical to augnent the
option group to a location relevant for the option

One exanple for this could be OPTION _PD EXCLUDE (67). This optionis
only relevant in conbination with a delegated prefix that contains a
specific prefix. In this case, the following | ocation for the
augnentation rmay be nore suitable:

"/ dhc6-srv: dhc6-srv/ dhc6-srv: al |l ocati on-ranges/ dhc6-srv: allocation-
range/ dhc6- srv: prefi x- pool s/ dhc6-srv: prefi x-pool



Appendi x C. Exanpl e Vendor-Specific Server Configuration Mdule

This section shows how to extend the server YANG nodul e defined in
thi s docunent with vendor-specific configuration nodes, e.g.,
configuring access to a | ease storage dat abase.

The exanpl e nodul e defines additional server attributes, such as nane
and description. Storage for |eases is configured using a | ease-
storage container. It allows storing |eases in one of three options:
menory (menfile), MySQ., and PostgreSQ.. For each case, the
necessary configuration paraneters are provided.

For sinplicity, this exanple nodul e assunes that the DHCPv6 server is
col ocated with the MySQ. or PostgreSQ. dat abase server and can serve
traffic securely on the |ocal host w thout additional cryptographic
protection. In a production deploynment, these functions would likely
not be col ocated and thus use TLS to secure the database connection
bet ween the DHCPv6 server and dat abase server. A YANG nodul e for
configuring TLS is defined in [ GROUPI NGS-TLS].

At the end, there is an augnment statenent that adds the vendor-
specific configuration defined in "dhcpv6-server-config:config" under
the "/ dhcpv6-server: confi g/ dhcpv6-server:vendor-config" nount point.

<CODE BEG NS>
nmodul e exanpl e- dhcpv6- server-conf {
yang-version 1.1;
nanespace "https://exanple.com ns/"
+ "exanpl e- dhcpv6- server-conf";
prefix dhc6-srv-conf;

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-interfaces {
prefix if;

}

i mport ietf-dhcpv6e-server {
prefix dhc6-srv;

}

organi zati on

"I ETF Dynami ¢ Host Configuration (DHC) Working G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

WG List: <mailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs.tsinghua. edu. cn>

Aut hor : Li nhui Sun <l h. sunli nh@muai |l . con»

Edi t or: lan Farrer <ian.farrer @el ekom de>

Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>
Aut hor : Zi hao He <hezi hao9512@muai | . con®

Aut hor : M chal Now kowski <godfryd@ sc. org>";
description
"Thi s YANG nodul e defines components for the configuration and
managenent of vendor-/inpl enmentation-specific DHCPv6 server
functionality. As this functionality varies greatly between
different inplenmentations, the nodule is provided as an exanpl e
only.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set



forth in Section 4.c of the I ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://www. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revisi on 2022-06-20 {
description
"Initial revision.";
reference
"RFC 9243: A YANG Data Mddel for DHCPv6 Configuration”;
}

/*
* xoupi ngs
*/

grouping config {
description
"Paraneters necessary for the configuration of a DHCPv6
server.";
contai ner serv-attributes {
description
"Contains basic attributes necessary for running a DHCPv6
server.";
| eaf nane {
type string;
description
"Name of the DHCPv6 server.";
}
| eaf description {
type string;
description
"Description of the DHCPv6 server.";

| eaf ipv6-listen-port {
type uint 16;
default "547";
description
"UDP port that the server will listen on.";

choice listening-interfaces {
default "all-interfaces";
description
"Configures which interface or addresses the server wll
listen for incom ng nessages on.";
case all-interfaces {
container all-interfaces {
presence "true",
description
"Configures the server to listen for incom ng nmessages
on all 1Pv6 addresses (unicast and nulticast) on al
of its network interfaces.";

}
}

case interface-list {
leaf-list interfaces {

type if:interface-ref;

description
"List of interfaces on which the server will listen
for incom ng nessages. Messages addressed to any
valid I Pv6 address (unicast and nmulticast) will be
received.";



case address-list {
| eaf-1ist address-list {
type inet:ipv6-address;
description
"List of IPv6 address(es) on which the server wll
listen for incom ng DHCPv6 nessages."”;
}
}
}
leaf-list interfaces-config {
type if:interface-ref;
default "if:interfaces/if:interface/if:name";
description
"Aleaf list of interfaces on which the server should
listen.";
}
cont ai ner | ease-storage {
description
"Configures how the server will store |eases.";
choi ce storage-type {
description
"The type of storage that will be used for |ease
i nformation.";
case menfile {
description
"Configuration for storing |eases information in a
Comma- Separ ated Value (CSV) file.";
| eaf menfil e-nane {
type string;
description
"Specifies the absolute location of the |ease file.
The format of the string follow the semantics of
the rel evant operating system?";
}
|l eaf menfile-Ifc-interval {
type uint 64;
description
"Specifies the interval in seconds, at which the
server will performa |lease file cleanup (LFC).";
}
}
case nysql {
| eaf mysql - name {
type string;
description
"Name of the MySQL database, running on the
| ocal host . ";

| eaf mysql -usernane {
type string;
description
"User nane of the account under which the server
wi || access the database.";

}
| eaf mysql - password {
type string;
description
"Password of the account under which the server
wi || access the database.";

}
| eaf mysql -port {
type inet: port-nunber;
default "3306";
description
"If the database is |l ocated on a different system



the port nunber may be specified.”;

| eaf mysql-I1fc-interval {
type uint 64;
description
"Specifies the interval in seconds, at which the
server will performa |lease file cleanup (LFC).";

| eaf mysql - connect-tinmeout {
type uint 64;
description
"Defines the timeout interval for connecting to the
dat abase. A longer interval can be specified if the
dat abase is renote.”;

}
}
case postgresql {
| eaf postgresqgl -name {
type string;
description
"Nanme of the PostgreSQ database, running on the
| ocal host . ";

| eaf postgresql -usernanme {
type string;
description
"User nane of the account under which the server
wi Il access the database.";

| eaf postgresql-password {
type string;
description
"Password of the account under which the server
will access the database.";
}
| eaf postgresqgl-port {
type inet:port-nunber;
default "5432";
description
"If the database is | ocated on a different system
the port nunber nmay be specified.”;
}
| eaf postgresqgl-lfc-interval {
type ui nt 64;
description
"Specifies the interval in seconds, at which the
server will performa lease file cleanup (LFC).";

| eaf postgresql-connect-tinmeout {
type ui nt 64;
description
"Defines the timeout interval for connecting to the
dat abase. A longer interval can be specified if the
dat abase is renote.";

/*
* Augnent ati ons
*/

augrment "/ dhc6-srv: dhcpv6e-server/dhc6-srv: vendor-config" {



description
"Augnent the server-specific YANG nodule to the
i etf-dhcpv6-server nodule.”;
uses config;

}
}
<CODE ENDS>

Appendi x D. Exanple Definition of C ass-Sel ector Configuration

The nodul e "ietf-exanpl e-dhcpv6-cl ass-sel ector" provi des an exanpl e
of how vendor-specific class selection configuration can be nodel ed
and integrated with the "ietf-dhcpv6-server” nodule defined in this
docunent .

The exanpl e nodul e defines "client-class-names" with associated
matching rules. A client can be classified based on the "client-id",
"interface-id" (ingress interface of the client’s nmessages), packet’s
source or destination address, relay link address, relay link
interface-id, and nore. Actually, there are endl ess nethods for
classifying clients. So this standard does not try to provide ful
specification for class selection; it only shows an exanple of how it
coul d be defi ned.

At the end of the exanple, augment statements are used to add the
defined class selector rules into the overall DHCPv6 addressing
hierarchy. This is done in two main parts:

* the augnmented cl ass-sel ector configuration in the main DHCPv6
Server configuration

* client-class |leafrefs augmented to "all ocation-range", "address-
pool ", and "pd-pool", pointing to the "client-class-nane" that is
required

The nmechanismis as follows: class is associated to a client based on
rules, and then a client is allowed to get an address(es) or a
prefix(es) froma given allocation-range/pool if the class nane

mat ches.

<CODE BEG NS>
modul e exanpl e- dhcpv6- cl ass-sel ect {
yang-version 1.1;
nanespace "https://exanple.comns/"
+ "exanpl e-dhcpv6-cl ass-sel ect”;
prefix dhc6-cl ass-sel;

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-interfaces {
prefix if;

} _

i mport ietf-dhcpv6-comon {
prefix dhcé6;

}

i mport ietf-dhcpv6-server {
prefix dhc6-srv;

}

organi zati on

"I ETF Dynami ¢ Host Configuration (DHC) Working G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dhc/>

WG List: <mailto:dhcwg@etf.org>

Aut hor : Yong Cui <yong@snet 1. cs.tsinghua. edu. cn>



Aut hor : Li nhui Sun <l h. sunli nh@muai |l . conr

Edi t or: lan Farrer <ian.farrer @el ekom de>
Aut hor : Sl adj ana Zei chlin <sl adj ana. zechl i n@ el ekom de>
Aut hor : Zi hao He <hezi hao9512@muai | . con®

Aut hor : M chal Now kowski <godfryd@ sc. org>";
description
"Thi s YANG nodul e defines conmponents for the definition and
configuration of the client class selector function for a
DHCPv6 server. As this functionality varies greatly between
different inplenmentations, the nodul e provided as an exanpl e
only.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject to

the license terns contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9243
(https://www. rfc-editor.org/info/rfc9243); see the RFC itself
for full legal notices.";

revi si on 2022-06-20 {
description
"Initial revision.";
reference
"RFC 9243: A YANG Data Mddel for DHCPv6 Configuration”;
}

/*
* xoupi ngs
*/

grouping client-class-id {
description
"Definitions of client nmessage classification for
aut hori zati on and assi gnment purposes."”;
| eaf client-class-nane {
type string;
mandat ory true;
description
"Unique identifier for client class identification Iist
entries."”;

}
choi ce id-type {
mandat ory true;
description
"Definitions for different client identifier types.";
case client-id-id {
leaf client-id {
type string;
mandat ory true;
description
"String literal client identifier.";
}

description
"Client class selection based on a string literal client
identifier.";
}
case received-interface-id {
description
"Client class selection based on the inconing interface



of the DHCPv6 nessage."”;
| eaf received-interface {
type if:interface-ref;
description
"Reference to the interface entry for the incomning
DHCPv6 nessage.";

}
}

case packet-source-address-id {

description
"Client class selection based on the source address of
the DHCPv6 nessage."”;

| eaf packet -source-address {
type inet:ipv6-address;
mandat ory true;
description

"Source address of the DHCPv6 nessage.";

}
}

case packet-destination-address-id {
description
"Client class selection based on the destination address
of the DHCPv6 nessage.";
| eaf packet-destination-address {
type inet:ipv6-address;
mandat ory true;
description
"Destination address of the DHCPv6 nessage.";

}
}

case relay-link-address-id {
description
"Client class selection based on the prefix of the
link-address field in the relay agent nessage header.";
| eaf relay-link-address {
type inet:ipv6-prefix;
mandat ory true;
description
"Prefix of the Iink-address field in the relay agent
message header.";
}
}
case rel ay-peer-address-id {
description
"Client class selection based on the value of the
peer-address field in the relay agent nessage header.";
| eaf rel ay-peer-address {
type inet:ipv6-prefix;
mandat ory true;
description
"Prefix of the peer-address field in the relay agent
message header.";
}
}
case relay-interface-id {
description
"Client class selection based on a received instance of
OPTI ON_| NTERFACE I D (18).";
| eaf relay-interface {
type string;
description
"An opaque value of arbitrary |ength generated by the
relay agent to identify one of the relay agent’s
interfaces.";



case user-class-option-id {
description
"Client class selection based on the value of the
OPTI ON_USER CLASS (15) and its user-class-data field.";
| eaf user-class-data {
type string;
mandat ory true;
description
"User Cass value to match.";
}

}

case vendor-cl ass-present-id {
description
"Client class selection based on the presence of
OPTI ON_VENDOR CLASS (16) in the received nessage.";
| eaf vendor-cl ass-present {
type bool ean;
mandat ory true;
description
"Presence of OPTION VENDOR CLASS (16) in the received
nmessage. ",
}
}

case vendor-cl ass-option-enterprise-nunber-id {
description
"Client class selection based on the value of the
enterprise-nunber field in OPTI ON_ VENDOR CLASS (16).";
| eaf vendor-cl ass-option-enterprise-nunber {
type uint32;
mandat ory true;
description
"Val ue of the enterprise-nunber field.";
}
}

case vendor-cl ass-option-data {
description
"Client class selection based on the value of a data
field within a vendor-class-data entry for a natching
enterprise-nunber field in OPTI ON_ VENDOR CLASS (16).";
cont ai ner vendor-cl ass-option-data {
description
"Vendor class option data container.";
| eaf enterprise-nunber {
type uint32;
description
"The vendor’s registered Enterprise Nunber, as
mai ntai ned by | ANA.";

| eaf vendor-cl ass-data-id {
type uint8;
description

"Vendor class data ID.";

}
| eaf vendor-cl ass-data {
type string;
description
"Opaque field for matching the client’s vendor class
data.";
}

}
}
case client-duid-id {
description
"Client class selection based on the value of the

received client DUD. ";
| eaf duid {



type dhc6: dui d;
description

"Client DUD.";
}
}

}
}
/*

* Augnent ati ons

*/

augrment "/ dhc6-srv: dhcpv6-server/dhc6-srv: cl ass-sel ector” {
description
"Augnent class selector functions to the DHCPv6 server
nmodul e. *;
container client-classes {
description
"Client classes to augnent."”;
list class {
key "client-class-nane";
description
"List of the client class identifiers applicable to
clients served by this address pool.";
uses client-class-id;
}
}
}

augrment "/dhc6-srv: dhcpv6e-server/ "
+ "dhc6-srv: all ocation-ranges/dhc6-srv:all ocation-range” ({
description
"Augnent class selector functions to the DHCPv6 server
al | ocati on-ranges.";
leaf-list client-class {
type leafref {
pat h "/dhc6-srv: dhcpv6-server/dhc6-srv: ™
+ "cl ass-selector/client-classes/class/client-class-nane";
}
description
"Leafrefs to client classes.";
}

}

augnment "/dhc6-srv: dhcpv6-server/dhc6-srv:"
+ "al l ocati on-ranges/ dhc6-srv: al |l ocati on-range/ dhc6-srv:"
+ "addr ess- pool s/ dhc6- srv: addr ess- pool " {
description
"Augnent class selector functions to the DHCPv6 server
addr ess-pool s. ";
leaf-list client-class {
type leafref {
pat h "/ dhc6-srv: dhcpv6-server/ dhc6-srv: "
+ "cl ass-sel ector/client-classes/class/client-class-nane";
}
description
"Leafrefs to client classes.";
}

}

augnment "/ dhc6-srv: dhcpv6-server/dhc6-srv:”
+ "al | ocati on-ranges/ dhc6-srv: al |l ocati on-range/ dhc6-srv:"
+ "prefix-pool s/dhc6-srv: prefix-pool" {
description
"Augnent cl ass sel ector functions to the DHCPv6
server prefix-pools.";



leaf-list client-class {
type leafref {
pat h "/ dhc6-srv: dhcpv6-server/ dhc6-srv:"
+ "class-sel ector/client-classes/class/client-class-nane";
}
description
"Leafrefs to client classes."”;
}

}
}
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