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Abst r act

Thi s docunent describes the registration of nmedia types for the
ECMAScri pt and JavaScri pt programm ng | anguages and confor mance
requirenents for inplenentations of these types. This docunent

obsol etes RFC 4329 ("Scripting Media Types)", replacing the previous
registrations with information and requirenments aligned with comon
usage and i npl enentati on experiences.

| ESG Not e

Thi s docunent records the relationship between the work of Ecna
International’s Technical Conmmittee 39 and the nedia types used to
identify rel evant payl oads.

That rel ationship was devel oped outside of the |ETF and as a result
is unfortunately not aligned with the best practices of BCP 13.
Consequently, consensus exists in the | ETF to docunent the

rel ationship and update the relevant | ANA registrations for those
medi a types, but this is not an | ETF endorsenent of the nedia types
chosen for this work

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc9239

Copyright Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
i nclude Revised BSD License text as described in Section 4.e of the



Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.
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1. Introduction

This meno descri bes nedia types for the JavaScript and ECMAScri pt
programm ng | anguages. Refer to the sections "Introduction" and
"Overview' in [ ECMA-262] for background information on these

| anguages. This docunent updates the descriptions and registrations
for these nedia types to reflect existing usage on the Internet, and
it provides up-to-date security considerations.

Thi s docunent replaces the nedia type registrations in [ RFC4329] and
updates the requirenments for inplementations using those nedia types
defined in [ RFC4329] based on current existing practices. As a
consequence, this docunent obsol etes [ RFC4329].

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Compatibility

Thi s docunent defines equival ent processing requirenents for the
various script nmedia types. The npst wi dely supported nedia type in
use is text/javascript; all others are considered historical and
obsol ete aliases of text/javascript.

The types defined in this docunent are applicable to scripts witten
in [ ECVA-262]. New editions of [ECVMA-262] are subjected to strong
obligations of backward conpatibility, inposed by the standardization
process of Ecrma International’s Technical Committee 39 (TC39). As a
result, JavaScript code based on an earlier edition is generally
conmpatible with a JavaScript engine adhering to a later edition. The
few exceptions to this are docunented in [ ECVA-262] in the section
"Addi ti ons and Changes That Introduce Inconpatibilities with Prior
Editions". JavaScript devel opers commonly use feature detection to
ensure that nodern JavaScript features are only used when avail abl e
in the current environnent. Later editions of [ECVA-262] are not



directly addressed in this document, although it is expected that

i mpl ementations will behave as if applicability were extended to
them This docunent does not address other extensions to [ ECVA-262]
or scripts witten in other |anguages.

Thi s docunent may be updated to take other content into account.
Updates of this docunment may introduce new optional paraneters;
i npl ement ati ons nust consider the inpact of such an update.

Thi s docunent does not define how fragnent identifiers in resource
identifiers [ RFC3986] [RFC3987] for docunments |abeled with one of the
medi a types defined in this docunment are resolved. An update of this
docunent may define processing of fragnment identifiers.

Note that this use of the "text" nmedia type tree willfully does not
align with its original intent per [RFC2045]. The reason for this is
historical. [RFC4329] registered both the text/* and application/*
types, marking the text/* types obsolete. This was done to encourage
peopl e toward application/*, matching the guidance in [ RFC4288], the
predecessor to [ RFC6838]. Since then, however, the industry widely
adopted text/* anyway. The definitions in this docunent reflect the
current state of inplenentation across the JavaScript ecosystem in
web browsers and ot her environments such as Node.js alike, in order
to guarantee backward conpatibility with existing applications as
much as possible. Future registrations should not viewthis as a

r epeat abl e precedent.

Modul es

In order to formalize support for nodul ar prograns, [ECVA-262]
(starting with the 6th Edition) defines two top-level goal synbols
(or roots to the abstract syntax tree) for the ECMAScri pt grammar:
Modul e and Script. The Script goal represents the original structure
where the code executes in the global scope, while the Mdul e goa
represents the nodule systembuilt into ECMAScript starting with the
6th Edition. See the section "ECMAScript Language: Scripts and

Modul es” in [ ECMA-262] for details.

Thi s separation neans that (in the absence of additional information)
there are two possible interpretations for any gi ven ECMAScri pt
source text.

Ecma International’s Technical Committee 39 (TC39), the standards
body in charge of ECMAScript, has determ ned that nedia types are
outside of their scope of work [TC39-M Me- | SSUE] .

It is not possible to fully determine if a source text of ECMAScri pt
is meant to be parsed using the Mdule or Script grammar goal s based
upon content or media type alone. Therefore, as pernmitted by the
medi a types in this docunent, scripting environnments use out - of - band
information in order to determ ne what goal should be used. Sone
scripting environnents have chosen to adopt the file extension of
.njs for this purpose.

Encodi ng

Refer to [ RFC6365] for a discussion of term nology used in this
section. Source text (as defined in the section "Source Text" in

[ ECVMA- 262] ) can be binary source text. Binary source text is a
textual data object that represents source text encoded using a
character encoding scheme. A textual data object is a whole text
protocol nessage or a whole text docunent, or a part of it, that is
treated separately for purposes of external storage and retrieval
An inplementation’s internal representation of source text is not
consi dered binary source text.



I mpl enent ati ons need to determ ne a character encodi ng schene in
order to decode binary source text to source text. The nedia types
defined in this docunment allow an optional charset paraneter to
explicitly specify the character encoding schene used to encode the
source text.

In order to ensure interoperability and align with w despread

i npl ementation practices, the charset paraneter is optional rather
than required, despite the recommendation in BCP 13 [ RFC6838] for
text/* types.

How i npl ement ati ons determ ne the character encoding schene can be
subj ect to processing rules that are out of the scope of this
docunent. For exanple, transport protocols can require that a
specific character encoding schene is to be assuned if the optiona
charset paranmeter is not specified, or they can require that the
charset paraneter is used in certain cases. Such requirenments are
not defined by this docunent.

I npl enent ati ons that support binary source text MJST support binary
source text encoded using the UTF-8 [ RFC3629] character encoding
schene. Mddul e goal sources MJST be encoded as UTF-8; all other
encodings will fail. Source goal sources SHOULD be encoded as UTF-8;
ot her character encodi ng schemes MAY be supported but are

di scouraged. Whether W+FEFF is processed as a Byte Order Mark (BOV
signature or not depends on the host environnent and is not defined
by this docunent.

4.1. Charset Paraneter

The charset paraneter provides a means to specify the character
encodi ng schene of binary source text. |If present, the value of the
charset paranmeter MJST be a registered charset [CHARSETS] and is
considered valid if it matches the nime-charset production defined in
Section 2.3 of [RFC2978].

The charset paraneter is only used when processing a Script goa
source; Modul e goal sources MJST al ways be processed as UTF-8

4.2. Character Encodi ng Schene Detection

It is possible that inplenmentations cannot interoperably determne a
singl e character encoding schene sinply by conplying with al
requirenents of the applicable specifications. To foster
interoperability in such cases, the followi ng algorithmis defined.

I mpl ementations apply this algorithmuntil a single character
encodi ng schene i s determ ned.

1. If the binary source text is not already determ ned to be using a
Modul e goal and starts with a Uni code encodi ng form si gnature,
the signature deternines the encoding. The follow ng octet
sequences, at the very beginning of the binary source text, are
considered with their correspondi ng character encodi ng schenes:

B el et
| Leadi ng sequence | Encodi ng

B ety e p—j—_———
| EF BB BF | UTF-8 |
I I I R +
| FF FE | UTF- 16LE |
R i F--- - - +
| FE FF | UTF- 16BE |
I i T ) I +

Table 1



I mpl enentati ons of this step MIUST use these octet sequences to
determ ne the character encodi ng schene, even if the determ ned
schene is not supported. |If this step determines the character
encodi ng schene, the octet sequence representing the Unicode
encodi ng form si gnature MJST be ignored when decodi ng the binary
source text.

2. Else, if a charset paraneter is specified and its value is valid
and supported by the inplenentation, the value determnines the
character encodi ng schene.

3. Else, the character encoding schene is assunmed to be UTF-8.

If the character encoding schene is determned to be UTF-8 through
any neans other than step 1 as defined above and the binary source
text starts with the octet sequence EF BB BF, the octet sequence is
i gnored when decodi ng the binary source text.

4.3. Character Encoding Scherme Error Handling

Bi nary source text that is not properly encoded for the deternined
character encoding can pose a security risk, as discussed in

Section 5. That said, because of the varied and conpl ex environments
scripts are executed in, nost of the error handling specifics are
left to the processors. The follow ng are broad guidelines that
processors foll ow.

If binary source text is deternined to have been encoded using a
certain character encodi ng scheme that the inplenentation is unable
to process, inplementations can consider the resource unsupported
(i.e., do not decode the binary source text using a different
character encodi ng schene).

Bi nary source text can be determined to have been encoded using a
certain character encodi ng scheme but contain octet sequences that
are not valid according to that scheme. |nplenentations can
substitute those invalid sequences with the replacenent character
U+FFFD (properly encoded for the schenme) or stop processing

al t oget her.

5. Security Considerations

Refer to [ RFC3552] for a discussion of term nology used in this
section. Exanples in this section and discussions of interactions of
host environments with scripts, nodul es, and extensions to [ ECVA- 262]
are to be understood as non-exhaustive and of a purely illustrative
nat ure.

The programm ng | anguage defined in [ECMA-262] is not intended to be
conputationally self-sufficient; rather, it is expected that the
conput ational environment provides facilities to prograns to enabl e
specific functionality. Such facilities constitute unknown factors
and are thus not defined by this docunent.

Derived programm ng | anguages are permtted to include additional
functionality that is not described in [ ECMA-262]; such functionality
constitutes an unknown factor and is thus not defined by this
docunment. In particular, extensions to [ ECMA-262] defined for the
JavaScri pt programm ng | anguage are not discussed in this docunent.

Uncontrol | ed execution of scripts can be exceedi ngly dangerous.

I npl enent ati ons that execute scripts MJST give consideration to their
application’s threat nodels and those of the individual features they
inmplement; in particular, they MIUST ensure that untrusted content is

not executed in an unprotected environnent.



Modul e scripts in ECMAScript can request the fetching and processing
of additional scripts; this is called "inporting". |Inplenentations
that support nodul es need to process inported sources in the sane way
as scripts. See the section "ECMAScript Language: Scripts and

Modul es” in [ ECMA-262] for details. Further, there may be additiona
privacy and security concerns, depending on the location(s) the
original script and its inported nodul es are obtained from For
instance, a script obtained from "host-a.exanple" could request to
inmport a script from "host-b.exanple", which could expose information

about the executing environnent (e.g., |IP address) to "host-

b. exanpl e".

Speci fications for host environment facilities and for derived
programm ng | anguages shoul d i nclude security considerations. |f an
i mpl ement ation supports such facilities, the respective security
considerations apply. |In particular, if scripts can be referenced

fromor included in specific docunment formats, the considerations for
the enbeddi ng or referencing docunent format apply.

For exanple, scripts enbedded in application/xhtm +xm [ RFC3236]
docunents coul d be enabl ed through the host environment to mani pul ate
t he docunment instance, which could cause the retrieval of renote
resources; security considerations regarding retrieval of renote
resources of the enbeddi ng docunent would apply in this case.

This circunstance can further be used to nake information that is
normal ly only available to the script also available to a web server
by encoding the information in the resource identifier of the
resource, which can further enabl e eavesdroppi ng attacks.

I mpl enentati on of such facilities is subject to the security

consi derations of the host environnment, as di scussed above.

The progranm ng | anguage defined in [ ECMA-262] does include
facilities to | oop, cause conputationally conpl ex operations, or
consunme | arge amounts of menmory; this includes, but is not limted
to, facilities that all ow dynam cally generated source text to be
executed (e.g., the eval () function); uncontrolled execution of such
features can cause denial of service, which inplenmentati ons MJST
protect against.

Wth the addition of SharedArrayBuffer objects in ECMAScript version
8, it could be possible to inmplenent a high-resolution timer, which
could lead to certain types of timng and side-channel attacks (e.g.,
[ SPECTRE]). |Inplenentations can take steps to nitigate this concern,
such as disabling or renoving support for SharedArrayBuffer objects,
or can take additional steps to ensure that this shared nmenory is
only accessi bl e between execution contexts that have sonme form of

mut ual trust.

A host environnment can provide facilities to access external input.
Scripts that pass such input to the eval () function or simlar

| anguage features can be vulnerable to code injection attacks.
Scripts are expected to protect against such attacks.

A host environment can provide facilities to output conputed results
in a user-visible manner. For exanple, host environments supporting
a graphi cal user interface can provide facilities that enable scripts
to present certain nessages to the user. |Inplenentations MJST take
steps to avoid confusion of the origin of such nmessages. In general,
the security considerations for the host environment apply in such a
case as di scussed above.

I npl enentations are required to support the UTF-8 character encoding
schenme; the security considerations of [RFC3629] apply. Additiona
character encodi ng schenmes nay be supported; support for such schenes
is subject to the security considerations of those schenes.



Source text is expected to be in Unicode Normalization FormC
Scripts and inpl enentati ons MUST consider security inplications of
unnormal i zed source text and data. For a detail ed discussion of such
inmplications, refer to the security considerations in [ RFC3629].

Scripts can be executed in an environnment that is vulnerable to code
injection attacks. For exanple, a Cormbn Gateway Interface (Cd)
script [RFC3875] echoing user input could allow the inclusion of
untrusted scripts that could be executed in an otherw se trusted
environnment. This threat scenario is subject to security

consi derations that are out of the scope of this docunent.

The "data" resource identifier schene [ RFC2397], in conbination with
the types defined in this docunment, could be used to cause execution
of untrusted scripts through the inclusion of untrusted resource
identifiers in otherwi se trusted content. Security considerations of
[ RFC2397] apply.

I npl enentations can fail to inplenment a specific security nodel or
other neans to prevent possibly dangerous operations. Such failure
coul d possibly be exploited to gain unauthorized access to a system
or sensitive information; such failure constitutes an unknown factor
and is thus not defined by this docunent.

I ANA Consi derati ons
The nedia type registrations herein are divided into two nmjor

categories: (1) the sole nedia type "text/javascript", which is now
in common usage and (2) all of the nmedia types that are obsol ete

(i.e., "application/ecmascript”, "application/javascript"”,
"application/x-ecnmascript", "application/x-javascript", "text/
ecmascript”, "text/javascriptl.0", "text/javascriptl.1l", "text/
javascriptl.2", "text/javascriptl. 3", "text/javascriptl.4", "text/
javascriptl.5", "text/jscript", "text/livescript", and "text/

X-ecmascript").

For both categories, the "Published specification" entry for the
medi a types is updated to reference [ ECMA-262]. In addition, a new
file extension of .njs has been added to the Iist of file extensions
with the restriction that contents should be parsed using the Mdul e
goal. Finally, the [HTM.] specification uses "text/javascript" as
the default media type of ECVMAScri pt when preparing script tags;
therefore, "text/javascript" intended usage has been noved from
OBSOLETE t o COVMON.

These changes have been reflected in the | ANA "Media Types" registry
in accordance with [RFC6838]. All registrations will point to this
docunent as the reference. The outdated note stating that the "text/
javascript" nmedia type has been "OBSOLETED in favor of application/
javascript" has been renpved. The outdated note stating that the
"text/ecmascript" nmedia type has been "OBSOLETED in favor of
application/ecnascript" has been renoved. |ANA has added the note
"OBSOLETED in favor of text/javascript" to all registrations except
"text/javascript"; that is, this note has been added to the "text/
ecmascript”, "application/javascript”, and "application/ecmascript”
regi strations.

Four of the legacy nmedia types in this docunment have a subtype
starting with the "x-" prefix:

* application/x-ecmascript
* application/x-javascript

* text/x-ecmascript



* text/x-javascript

Note that these are grandfathered nedia types registered as per

Appendi x A of [RFC6838]. These registrations predate BCP 178

[ RFC6648], which they violate, and are only included in this docunent

for backward conpatibility

.1. Common JavaScript Media Types

.1.1. text/javascript

Type name: text

Subt ype name: javascript

Required paraneters: NA

Optional parameters: charset. See Section 4.1 of RFC 9239

Encodi ng considerations: Binary

Security considerations: See Section 5 of RFC 9239.

Interoperability considerations: It is expected that inplenentations
will behave as if this registration applies to later editions of
[ ECMA-262], and its published specification references may be
updat ed accordingly fromtinme to tinme. Al though this expectation
i s unusual anong nedia type registrations, it matches w despread
i ndustry conventions. See Section 2 of RFC 9239

Publ i shed specification: [ECVA-262]

Applications that use this nmedia type: Script interpreters as
di scussed in RFC 9239.

Addi tional information:

Deprecated alias names for this type: application/javascript,
application/x-javascript, text/javascriptl.0, text/
javascriptl.1, text/javascriptl.2, text/javascriptl.3, text/
javascriptl.4, text/javascriptl.5, text/jscript, text/

l'ivescript
Magi ¢ nunber(s): NA
File extension(s): .js, .ns

Maci ntosh File Type Code(s): TEXT

Person & email address to contact for further information: See the
Aut hors’ Addresses sections of RFC 9239 and [ RFC4329].

I nt ended usage: COMVON

Restrictions on usage: The .njs file extension signals that the file
represents a JavaScript nodule. Execution environments that rely
on file extensions to determ ne how to process inputs parse .njs
files using the Mbdul e grammar of [ ECMA-262].

Aut hor: See the Authors’ Addresses sections of RFC 9239 and
[ RFC4329] .

Change controller: |1ESG <iesg@etf.org>
.2. Historic JavaScript Media Types
The foll owi ng nedia types and | egacy aliases are added or updated for

hi storical purposes. Al herein have an intended usage of OBSOLETE
and are not expected to be in use with nodern inpl enentations.



6.

7.

7.

2.

1.

1. text/ecmascript

Type nane: text

Subt ype name: ecnascri pt

Required paraneters: NA

Optional parameters: charset. See Section 4.1 of RFC 9239.
Encodi ng consi derations: Binary

Security considerations: See Section 5 of RFC 9239.

Interoperability considerations: It is expected that inplenmentations
will behave as if this registration applies to later editions of
[ ECMA-262], and its published specification references may be
updat ed accordingly fromtinme to time. Al though this expectation
i s unusual anong nedia type registrations, it matches w despread
i ndustry conventions. See Section 2 of RFC 9239.

Publ i shed specification: [ECMA- 262]

Applications that use this nmedia type: Script interpreters as
di scussed in RFC 9239.

Addi tional infornmation:
Deprecated alias names for this type: application/ecmascript,
appl i cation/x-ecmascript, text/x-ecnascript
Magi ¢ nunber(s): NA
File extension(s): .es, .njs
Maci ntosh File Type Code(s): TEXT

Person & email address to contact for further information: See the
Aut hors’ Addresses sections of RFC 9239 and [ RFC4329].

I ntended usage: OBSCLETE

Restrictions on usage: This nedia type is obsolete; current
i mpl ement ati ons shoul d use text/javascript as the only JavaScri pt/
ECMAScript media type. The .njs file extension signals that the
file represents a JavaScript nodul e. Execution environnents that
rely on file extensions to determ ne how to process inputs parse
.njs files using the Mddul e grammar of [ ECMA-262].

Aut hor: See the Authors’ Addresses sections of RFC 9239 and
[ RFC4329] .

Change controller: |ESG <iesg@etf.org>
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Appendi x A.  Changes from RFC 4329

* Added a section discussing ECMAScri pt nodul es and the inpact on
processi ng.

* Updated the Security Considerations section to discuss concerns
associ ated with ECMAScri pt nodul es and SharedArrayBuffers.

* Updated the character encodi ng schenme detection to renpve
normati ve gui dance on its use, to better reflect operational
reality.

* Changed the intended usage of the nedia type "text/javascript"
from OBSOLETE t o COVMON.

* Changed the intended usage for all other script media types to
obsol et e.

* Updated various references where the original has been obsol et ed.

* Updated references to ECMA-262 to natch the version at the time of
publi cati on.
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