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This informational document details a protocol to | oad Manufacturer
Usage Description (MJD) definitions from RFC 8520 for devices that do
not have them i ntegrat ed.

This document is published to informthe Internet community of this
mechanismto allow interoperability and to serve as a basis of other
standards work if there is interest.
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I nt roducti on

The Manuf acturer Usage Description (MJD) [RFC8520] defines a YANG
data nodel to express what sort of access a device requires to
operate correctly. That docurment additionally defines three ways for
the device to comunicate the MJUD URL (i.e., the URL of the resulting
MUID file in JSON [ RFC8259]) to a network enforcenent point: via DHCP
within an X. 509 certificate extension, and via the Link Loca

Di scovery Protocol (LLDP).

Each of the above nechani sns conveys the MJUD URL in band and requires
nmodi fications to the device firnware. Mst small Internet of Things
(1 oT) devices do not have LLDP and often have very restricted DHCP
clients. Adding LLDP or DHCP options requires at |east sone m ninma
configuration change and possibly entirely new subsystens.

Meanwhi | e, use of the PKIX certification extension only nmakes sense
as part of a larger depl oynent based on an Initial Device Identifier
(1 Devi D) [I| EEE802-1AR], for instance, as described in [ RFC8995].

In the above cases, these nechani sns can only be inplenmented by
persons with access to nodify and update the firmwvare of the device.

In the neantine, there is a chicken or egg problem|[chickenegq].

That is, manufacturers are not notivated to (and thus |likely do not)
include MJD URLs in their products, as they believe that there are no
gateways using those URLs. At the sanme tinme, gateways have little
incentive to (and thus likely do not) include code that processes MJD
URLs, as it is believed that no products have or dissem nate URLs.

The protocol described in this docunment allows any person with

physi cal access to the device to affix a reference to a MJUD URL that
can |l ater be scanned by an end user.

The QR-based protocol is presented as a convenient alternative when

the nmechani sns from [ RFC8520] are not available to use on the device
or the gateway.

Affixing a sticker can be done by:

* the marketing departnment of the manufacturer,

* an outsourced assenbl er plant,

* val ue-added resellers (perhaps in response to a | ocal request for
proposal (RFP)),

* a conpany inporting the product (possibly to conply with a | oca
regul ati on),

* a network adm nistrator (perhaps before sendi ng devices hone with



enpl oyees or to renote sites), and
* aretailer as a val ue-added servi ce.

R codes are informally described in [qrcode] and forrmally defined in
[isoi ec18004]. The protocol described in this document uses a R
code to encode the MU URL. Specifically, the protocol |everages the
data format fromthe Reverse Logi stics Association s Standardized
Qui ck Response for Logistics [SQRL].

SQRL codes are being put on devices via a sticker or via |l aser
etching into the case in order to deal with many situations but
specifically for end-of-life processing for the device. An inportant
i dea behind the effort is that clearly identifying a product pernmits
appropri ate di sposal, refurbishnent, or recycling of the conponents
of the product.

There are al so use cases for SQRL in which the codes are used as part
of regul ar mai ntenance for a product.

SQRL is an application of the 12N Data ldentifier system specified by
the ANSI MH10.8.2 Committee [mhl0] in a format appropriate for QR
codes, as well as other things like Normalization Form C (NFC)
transm ssi ons.

R code generators are avail able as web services or as progranms, such
as [grencode].

Section 5 summari zes the considerations contained in "Updating files
vs Updating MJUD URLs" (Section 7.1 of [MJD-URLS]). Due to the

i mmut abl e nature of the QR code, MJUD URLs in this docunment will need
to be non-firmmvare specific.

2. Term nol ogy

Al t hough this docunent is not an | ETF Standards Track publication, it
adopts the conventions for normative | anguage to provide clarity of
instructions to the inplenenter. The key words "MJST", "MJST NOT",
"REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
"RECOMVENDED', "NOT RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
here.

Readers should be familiar with the term nology in [ RFC8520],
including: MUID file, MJD URL, nmanufacturer, MJD manager, and
controller.

3. Protocol
The QR code protocol builds upon the work by [SQRL]. That protoco
is very briefly described in Section 3.1. Then, the list of needed
Data Records to be filled in is explained.

3.1. The SQRL Protoco
[ SQRL] docunments an octet protocol that can be efficiently encoded
into QR codes using a sequence of US-ASCI| bytes, plus six contro
codes (see Section 3.1 of [SQRL]):
* <RS> Record Separator (US-ASCII 30)
* <EOT> End of Transm ssion (US-ASCI| 4)

* <FS> Field Separator (US-ASCII 28)



* <GS> oup Separator (US-ASCII 29)
*  <US> Unit Separator (US-ASCII 31)
* Concatenation Qperator (US-ASCI| 43: "+")
Section 7.2 of [SQRL] gives the details, which can be summari zed as:
1. The QR code header starts with:
"[)>" <RS> "06" <GS> "12N'

2. Include one or nore Data Records. This consists of a four-letter
Field Identifier, followed by US-ASCI| characters termnated with
a <Unit Separator>.

3. End wit h:
<RS><Eo0T>

Additionally, there are optional flags that may be present in every
Data Record, as described in Section 7.4 of [SQRL]. These flags have
no bearing on MJD processing. A parser that is only collecting MID
URLs will not need to parse those flags. A general-purpose SQRL
parser will need nore conplexity.

Fi el d Separator characters are used in SQRL to signify the begi nning
of a newunit of data. A MJDspecific parser that encounters a Field
Separator and has not yet collected the right MJD information MJST

i gnore the characters collected so far and then restart.

Envi ronnment records, as described in Section 7.4 of [SQRL], |ook and
act exactly as fields, with a special Field Identifier. They serve
no purpose when | ooking for MJUD informati on and MAY be i gnored.

3.2. Manufacturer Usage Descriptions in SCQRL
3.2.1. BO0OO Conpany Nane

The BOOO Data Record is mandatory in [SQRL]. It MJST be in US-ASClI
representation. It should be a representation of the conpany or
brand name. It SHOULD match the ietf-nud/ mud/ nfg-name in the MJD
file; however, the MID file can contain arbitrary UTF-8 for this
nane, while the SQRL files are expected to be 7-bit US-ASClI.

3.2.2. B001 Product Nane

The B0OO1 Data Record is optional in [SQRL]. It is the Product Name
in US-ASCII. |Its presence is RECOMVENDED. Sone third parties that
create QR code stickers mght not know the product nane with 100%
certainty and MAY prefer to omit this rather than create further
conf usi on.

3.2.3. B002 Mbdel Nunber

The B002 Data Record is optional in [SQRL] but is MANDATORY in this
profile. 1t is the Model Nane in US-ASCII. It SHOULD match the
optional ietf-nud/nud/ nodel-nane in the MID file if that entry is
present in the MID file. MJD files can contain arbitrary UTF-8 for
the nmodel -name, while the SQRL files are expected to be 7-bit US-
ASCl | .

If athird party that is creating QR codes cannot |ocate an official
nmodel nunber when creating their MID file and QR code, then the third
party SHOULD make one up.
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2. 4. MJUD URL Data Record

A new Field lIdentifier has been assigned by the Reverse Logistics
Associ ation, which is "ML80". This record MJST be filled with the
MUD URL.

Short URLs are easier to encode into a QR code because they require
fewer pixels of QR code. Mbdre content in the QR code requires a
bi gger i mage.

Use of URL shortening services (see [URLshorten]) can be useful,
provi ded that the service is stable throughout the lifetine of the
device and QR code and that the privacy stance of the service is well
understood. The Security Considerations section of [RFC3986]
applies, particularly Section 7.1.

Section 8.1 of [SQRL] al so has sone good advice on |ongevity concerns
wi th URLs.

The URL provided MUST NOT have a query (?) portion present. |If one
is present, the query portion MJST be renoved before processing.

2.5. Device MAC Address

If a Media Access Control (MAC) address is used as a uni que device
identifier (which is RECOWENDED if possible), then it MJST be
included in this Data Record.

Section 9.10 of [SQRL] defines the Data Record "M6C' as the MAC
address. No format for the MAC address is provided in that docunent.

In this docunment, it is RECOVWENDED that 12 (or 16) hex octets are
used with no spaces or punctuation. (16 octets are used in the | EEE
64-bit Extended Unique ldentifier (EU-64) format used in

[l EEE. 802. 15. 4] and some next generation Ethernet proposals). In
this document, it is RECOMVENDED t hat uppercase hexadecimal letters
be used.

Parsers that find punctuation (such as colons (":"), dashes ("-"),
US- ASClI | Space (32), US-ASCII TAB (0), US-ASCl| linefeed (10), or US-
ASCI| carriage return (13)) MJIST skip over the punctuation. Parsers
MJUST tol erate hexadeci mal in uppercase, |owercase, and even nixed
case. Systens SHOULD canonicalize it to uppercase.

Applicability

The use of stickers to convey MJID URLs woul d appear to have little
val ue when the stickers are applied by the end-user organization and
consunmed by the same. This is particularly the case when the QR code
does not include the device MAC address. In such a situation, the
installer handling the device would scan the QR code to get the
appropriate MID file reference and have to input the associated MAC
address as wel I .

In such a case, one m ght wonder why the installer couldn't just
enter the appropriate MAC address and sel ect the appropriate Access
Control Lists (ACLs) for the device. Then a MUID file or QR code to
convey the MAC address woul d not be needed. However, the use of a
MJD file (or QR code or other way to convey the MAC address) is
advant ageous because it offers several layers of indirection

1. The ACLs for a given device may be added or renoved.

2. The ACLs may refer to DNS nanes, which may map to | Pv4 or |Pv6
addr esses.



3. The entire file may be replaced and may al so i nclude supply chain
i nformati on, such as Software Bill of Mterials (SBOM.

In addition, the mechanismto install a new device (MAC address) to
MJUD file mappi ng does not need to pernit any other network security
settings to be alterable by the person doing the installation

Generic URL or Version-Specific URL

MJUD URLs that are comuni cated in band by the device and that are
programed into the device's firmvare may provide a firmare-specific
version of the MUD URL. The advantage of this is that the resulting
ACLs enforced in the network are specific to the needs of that
version of the firmare.

A MJD URL that is affixed to the device with a sticker or etched into
t he case cannot be changed.

G ven the considerations of "Updating MJD URLs vs Updating MJD fil es”
(Section 6.1 of [MJID-URLS]), it is prudent to use a MJD URL that
points to a MID file that will only have new features added over tine
and never have features renoved. To recap, if a feature is renoved
fromthe firmvare and the MID file still permits it, then there is a
potential hole that could perhaps be exploited. The opposite
situation, where a MID file wongly forbids something, |leads to fal se
positives in the security system and the evidence is that this
results in the entire systembeing ignored. Preventing attacks on
core infrastructure may be nmore inportant than getting the ACL
perfect.

VWhen the firmvare eventually receives built-in MJD URL support, then
a nore-specific URL may be used.

Note that in many cases, it will be third parties who are generating
these QR codes, so the MUID file may be hosted by the third party.

Crowd Supply of MJUD Fil es

At the time of witing, the |ETF MUD is a new | ETF Proposed Standard.
Hence, |oT devi ce manufacturers have not yet provided MJD profiles
for their devices. A research group at the University of New South
Wal es (UNSW Sydney) has devel oped an open-source tool, called MJDgee
[ MUDgee], which automatically generates a MID file (profile) for an

| oT device fromits traffic trace in order to nmake this process
faster, easier, and nore accurate. Note that the generated profile
conpl et eness sol el y depends on the conpl eteness of the input traffic
traces. MJDgee assunes that all the activity seen is intended and
beni gn.

UNSW r esear chers have applied MJDgee to about 30 consuner |oT devices
fromtheir lab testbed and publicly rel eased their MID files
[MUIDfiles]. MJDgee can assist |oT nanufacturers in devel opi ng and
verifying MJUD profiles, while also hel ping adopters of these devices
to ensure they are conpatible with their organizational policies.

Sim | ar processes have been done in a nunber of other public and
private labs. One of the strong notivations for this specification
isto allowfor this work to |l eave the lab and to be applied in the
field.

Privacy Consi derations
The presence of the MUD URL in the QR code reveal s the manufacturer

of the device, the type or nodel of the device, and possibly the
firmvare version of the device
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The MAC address of the device will also need to be present, and this
is potentially Personally ldentifiable Information (PIl). Such QR
codes shoul d not be placed on the outside of the packaging and only
on the device itself, ideally on a non-promnent part of the device
(e.g., the bottom.

The QR code sticker should not be placed on any part of the device
that m ght becone visible to nachine vision systens in the sanme area.
Thi s includes security systens, robotic vacuum cl eaners, or anyone
taking a picture with a canera. Such systens nmay store the
picture(s) in such a way that a future viewer of the image will be
abl e to decode the QR code, possibly through an assenbly of multiple
pictures. O course, the QR code is not, however, a certain
indicator that the device is present, only that the QR code sticker
that canme with the device is present.

The use of URL shorting services discussed in Section 3.2.4 may
result in trading convenience and efficiency with privacy, since the
service provider mght |everage per-device or per-custoner, short
URLs to track and correl ate requests.

Security Considerations
1. @R Codes Are Not Assurances

The nere presence of a QR code on a device does not in itself create
any security issues on its own. Neither an attached paper sticker
nor a laser-etched code in a plastic case will affect the device
operati on.

The QR code is not active; in general, it is not able to conmunicate
usi ng nearby networks. It is conceivable that sonething nore active
is concealed in the sticker, e.g., an NFC or a Radi o Frequency
Identification (RFID) tag. But, any sticker could contain such a
thing, e.g., on some university campuses, stickers are often used as
part of political canpaigns and can be found attached all over the
pl ace.

Security issues that this protocol creates are related to assunptions
that the presence of the QR code might inply. The presence of the QR
code may inply to sonme owners or network operators that the behavior
of the device has been vetted by sone authority. It is here that
some caution is required

A possibly bigger risk fromapplication of MID file stickers to
devices is that they may begin to convey a sense of safety to users
of the device. The presence of the sticker, possibly with the |ogo
of the physical establishment in which the device is |ocated, could
convey to occupants of the establishment that this device is an
official device, for instance, a university that only depl oys sensors
on the university canpus that have been vetted for conpliance agai nst
a MJD definition

The risk is then of social engineering, e.g., any device with a
reasonabl e-1 ooki ng QR code may be seen as a trusted device (even

t hough such trust is not justified based on that evidence). An
attacker that wishes to infiltrate their own devices need only

sui tably canoufl age the device with an appropriate sticker in order
to convey | egitimacy.

2. MU Files Can Have Signatures

The network operator who takes the MUD fil e designated by the QR code
needs to be careful that they are validating the signature on the MJD
file. The network operator needs to verify that the file is intact
and that the signer of the file is authorized to sign MID files for
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that vendor, or if a MIDfile is a crowd-sourced definition, they
need to establish if it can be trusted. [RFC8520] does not define
any infrastructure to authenticate or authorize MJID file signers.

3. URL Shortening Services Can Change Content

If a URL shortening service is used, it is possible that the MJD
controller will be redirected to another MID file with different
content. The use of MJD signatures can detect attacks on the
integrity of the file. To do this, the MJD controller needs to be
able to verify the signature on the file.

If a Trust-On-First-Use (TOFU) policy is used for signature trust
anchors, then the URL shortening service can still attack if it
substitutes content and signhature on the first use. MJD controllers
and t he peopl e operating them need to be cautious when using TOFU

4. MJID QR Code Stickers Could Be Confused

Anot her issue with the stickers is that the wong sticker could be
applied to a device by a reseller or another trusted party, either in
error or via some physical or socially engineered attack agai nst that
party. The network operator now onboards a device and applies what
they think is a legitimate network policy for the device in their
hands, only it is in fact a policy for another kind of device.

Careful exam nation of stickers is in order
5. @R Code Can Include a MAC Address

I nclusi on of the device-specific MAC address (described in

Section 3.2.5) in the QR code nakes use of the MJD code nmuch easier
as it identifies the device specifically. If the MAC address is not
i ncluded, then a network operator, having the device in their hands,
has to associate the policy with the device through sone other

i nterface.

Despite the significant advantage of having the MAC address incl uded,
it isunlikely that third-party stickers will include it. Including
the MAC address requires that a unique sticker with a QR code be
created for each device. This is possible if the sticker is applied
by a manufacturer; it is already comon to have a serial nunber and
MAC address on the outside of the device. In that case, if the QR
code is part of that sticker, then the customni zation problemis not
that conpl ex.

For cases where a third party has produced the QR code, it is likely
that every device of a particular nodel will have the same QR code
applied, omtting the MAC address. This increases the possibility
that the wong policy will be applied to a device.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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