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Abst r act

I nformation about which entities are authorized to perform what
operations on which constituents of other entities is a crucia
component of producing an overall systemthat is secure. Conveying
preci se authorization information is especially critical in highly
aut omat ed systens with | arge nunbers of entities, such as the

I nternet of Things.

Thi s specification provides a generic information nodel and format
for representing such authorization information, as well as two
variants of a specific instantiation of that format for use with
Representational State Transfer (REST) resources identified by URI
pat h.
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I ntroduction

Constrai ned devices, as they are used in the Internet of Things, need
security in order to operate correctly and prevent mnisuse. One
important element of this security is that devices in the Internet of
Things need to be able to decide which operations requested of them
shoul d be considered authorized, ascertain that the authorization to
request the operation does apply to the actual requester as

aut henti cated, and ascertain that other devices they nake requests of
are the ones they intended.

To transfer detailed authorization information froman authorization
manager (such as an ACE-QAuth authorization server [ RFC9200]) to a
devi ce, a conpact representation format is needed. This docunent
defines such a format -- the Authorization Information Format (AlF).
AlF is defined both as a general structure that can be used for many
different applications and as a specific instantiation tailored to
REST resources and the perm ssions on them including sone provision
for dynam cally created resources

. 1.  Term nol ogy

This menmo uses terns fromthe Constrained Application Protocol (CoAP)
[ RFC7252] and the Internet Security d ossary [ RFC4949]; CoAP is used
for the explanatory exanples as it is a good fit for constrained

devi ces.

The shape of data is specified in Concise Data Definition Language
(CDDL) [ RFC8610] [RFC9165]. Term nology for constrained devices is
defined in [ RFC7228].

The term "byte", abbreviated by "B", is used in its now custonary
sense as a synonymfor "octet".

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

I nf ormati on Model

Aut hori zations are generally expressed through sone data structures
that are cryptographically secured (or transmitted in a secure way).
Thi s section discusses the information nodel underlying the payl oad
of that data (as opposed to the cryptographic arnor around it).

The semantics of the authorization information defined in this
docunent are that of an _allowlist _: everything is denied until it
is explicitly all owed.

For the purposes of this specification, the underlying access contro



model will be that of an access matrix, which gives a set of

perm ssions for each possible conbination of a subject and an obj ect.
We are focusing the AIF data itemon a single rowin the access
matri x (such a row has often been called a "capability list") w thout
concern to the subject for which the data itemis issued. As a
consequence, AlF MJST be used in a way that the subject of the

aut hori zations i s unanbi guously identified (e.g., as part of the
arnmor around it).

The generic nodel of such a capability list is alist of pairs of
object identifiers (of type Toid) and the perm ssions (of type Tperm
that the subject has on the object(s) identified.

Al F- Generi c<Toid, Tperm> = [* [Toid, Tperm]
Figure 1: Definition of Generic AF

In a specific data nmodel (such as the one specified in this
docunent), the object identifier (Toid) will often be a text string,
and the set of permissions (Tperm) will be represented by a bit set,
which in turn is represented as a nunber (see Section 3).

Al F-Specific = Al F-Generic<tstr, uint>
Figure 2: Commonly Used Shape of a Specific AF
2.1. REST-Specific Mdel

In the specific instantiation of the REST resources and the

perm ssions on them we use the URI of a resource on a CoAP server
for the object identifier (Toid). More specifically, since the parts
of the URI that identify the server ("authority" in [RFC3986]) are
aut henti cated during REST resource access (Section 4.2.2 of [RFC9110]
and Section 6.2 of [RFC7252]), they naturally fall into the realm
handl ed by the cryptographic arnor; we therefore focus on the "path"
("pat h-abenmpty") and "query" parts of the URI (_URI-local-part_ in
this specification, as expressed by the Ui-Path and Uri-Query
options in CoAP). As a consequence, AlF MJST be used in a way that
it is clear who is the target (enforcenent point) of these

aut hori zations (note that there may be nore than one target that the
same aut horization applies to, e.g., in a situation with honbgeneous
devi ces).

For the perm ssions (Tperm, we use a sinple pernissions nodel that
lists the subset of the REST (CoAP or HTTP) nethods permitted. This
nmodel is summarized in Table 1.

[ s ool )
| URI-1ocal-part | Perm ssion Set |
+ o4 o= =+
| /s/tenp | GET |
I I I I +
| /alled | PUT, GET |
R R +
| /dtls | POST |
I I I I +

Table 1: An Authorization
Instance in the REST-Specific
AlF I nformati on Model

In this exanple, a device offers a tenperature sensor /s/tenp for
read-only access, a LED actuator /a/led for read/wite, and a /dtls
resource for POST access.

As shown in the data nodel (Section 3), the representations of REST
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met hods provided are limted to those that have a CoAP net hod nunber
assi gned; an extension to the nbdel may be necessary to represent
perm ssions for exotic HITP net hods.

2. Limtations

This sinmple informati on nodel only allows granting perm ssions for
statically identifiable objects, e.g., URIs for the REST-specific
instantiation. One mght be tenmpted to extend the nodel towards URI
tenpl ates [ RFC6570] (for instance, to open up an authorization for
many paraneter values as in /s/tenp{?any*}). However, that requires
some consi derations of the ease and unanbi guity of matching a given
URI against a set of tenplates in an AIF data item

This sinple informati on nodel al so does not all ow expressing
conditionalized access based on state outside the identification of
objects (e.g., "opening a door is allowed if it is not |ocked").

Finally, the nodel does not provide any special access for a set of
resources that are specific to a subject, e.g., that the subject
created itself by previous operations (PUT, POST, or PATCH i PATCH

[ RFC8132]) or that were specifically created for the subject by

ot hers.

3. REST-Specific Mdel with Dynam c Resource Creation

The REST-specific nodel with dynam c resource creation_ addresses
the need to provide defined access to dynam c resources that were
created by the subject itself, specifically, a resource that is nade
known to the subject by providing Location-* options in a CoAP
response or using the Location header field in HITP [ RFC9110] (the
Location-indi cati ng nmechanisns). (The concept is sonewhat conparable
to "Access Control List (ACL) inheritance" in the Network File System
version 4 (NFSv4) protocol [RFC8881], except that it does not use a
contai nment relationship but rather the fact that the dynanic
resource was created froma resource to which the subject had
access.) In other words, it addresses an inportant subset of the
third limtation nentioned in Section 2.2.

| URI-1ocal-part | Permission Set |
| /al make-coffee | POST, Dynam c- GET, Dynani c- DELETE |
oo - - oo e e e e e e e e e oo - oo +

Table 2: An Authorization Instance in the REST-
Specific AIF Information Model with Dynanic
Resource Creation

For a nmethod X, the presence of a Dynam c-X pernission neans that the
subj ect hol ds pernission to exercise the nethod X on resources that
have been returned in a 2.01 (201 Created) response by a Location-

i ndi cating mechanismto a request that the subject nade to the
resource listed. 1In the exanple shown in Table 2, POST operations on
[ al make-cof fee mght return the |ocation of a resource dynamically
created on the coffee nmachine that allows GET to find out about the
status of, and DELETE to cancel, the coffee-nmaki ng operation.

Since the use of the extension defined in this section can be
detected by the mentioning of the Dynamic-X permi ssions, there is no
need for another explicit switch between the basic and the node

ext ended by dynamic resource creation; the extended nodel is always
presunmed once a Dynam c- X permission is present.

Dat a Mbdel



Different data nodel specializations can be defined for the generic
i nformati on nodel given above.

In this section, we will give the data nodel for sinple REST

aut hori zation as per Sections 2.1 and 2.3. As discussed, in this
case the object identifier is specialized as a text string giving a
relative URI (URI-local -part as the absolute path on the server
serving as the enforcenent point). The pernission set is specialized
to a single nunber _REST-nethod-set_ by the follow ng steps:

* The entries in the table that specify the sane URI-1ocal -part are
merged into a single entry that specifies the union of the
per m ssion sets.

* The (non-dynamic) nmethods in the pernission sets are converted
into their CoAP nethod nunbers, mnus 1.

* Dynamic-X perm ssions are converted into what the nunber woul d
have been for X, plus a Dynami c-Ofset that has been chosen as 32
(e.g., 35 is the nunber for Dynam c- DELETE as the nunber for
DELETE is 3).

* The set of nunbers is converted into a single nunber REST-nethod-
set by taking two to the power of each (decrenented) nethod number
and conputing the inclusive OR of the binary representations of
all the power val ues.

Thi s data nodel could be interchanged in the JSON [ RFC8259]
representation given in Figure 3.

[[“/s/tenp",1],["/al/led",5],["/dtls", 2]]
Figure 3: An Authorization Instance Encoded in JSON (40 Bytes)

In Figure 4, a straightforward specification of the data nodel
(including both the nethods from [ RFC7252] and the new ones from

[ RFC8132], identified by the method code mnus 1) is shown in CDDL
[ RFC8610] [ RFC9165] :

Al F- REST = Al F- Generi c<l ocal - pat h, REST-net hod- set >
| ocal -path = tstr ;7 URI relative to enforcement point
REST- net hod-set = uint .bits methods
met hods = &(
GET: O
POST: 1
PUT: 2
DELETE: 3
FETCH: 4
PATCH: 5
i PATCH: 6
Dynam c- GET: 32; 0 .plus Dynam c- O f set
Dynam c- POST: 33; 1 .plus Dynamc-Ofset
Dynami c- PUT: 34; 2 .plus Dynam c- O f set
Dynam c- DELETE: 35; 3 .plus Dynam c- O f set
Dynam c- FETCH: 36; 4 .plus Dynam c-O f set
Dynam c- PATCH. 37; 5 .plus Dynam c-Of f set
Dynam c-i PATCH: 38; 6 .plus Dynam c- O f set

)
Dynam c-Offset = 32
Figure 4: AIF in CDDL
For the information shown in Table 1 and Figure 3, a representation

in Concise Binary Object Representation (CBOR) [RFC8949] is given in
Figure 5; again, several optinizations and inprovenents are possible.
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83 # array(3)
82 # array(2)
67 # text(7)
2f 732f 74656d70  # "/s/tenmp"
01 # unsigned(1)
82 # array(2)
66 # text(6)
2f 612f 6¢c6564 # "lalled"
05 # unsi gned(5)
82 # array(2)
65 # text(5)
2f 64746¢c73 # "/dtls"
02 # unsi gned(2)

Figure 5: An Authorization Instance Encoded in CBOR (28 Bytes)

Not e that having chosen 32 as Dynanic-Offset nmeans that all future
CoAP met hods that are registered can be represented both as
thenselves and in the Dynam c-X variant, but that only the dynamc
forns of methods 1 to 21 are typically usable in a JSON form

[ RFC7493] .

Medi a Types

Thi s specification defines nedia types for the generic information
nodel , expressed in JSON (application/aif+json) or in CBOR
(application/aif+cbor). These nedia types have paraneters for
specifying Toid and Tperm default values are the values "URI-1ocal -
part" for Toid and "REST-nethod-set"” for Tperm as per Section 3 of
the present specification.

A specification that wants to use generic AIF with different Toid
and/or Tpermis expected to request these as nedia type paraneters
(Section 5.2) and register a correspondi ng Content - For nat
(Section 5.3).

I ANA Consi derati ons
1. Media Types

| ANA has added the follow ng nedia types to the "Media Types"
registry. The registration entries are in the foll ow ng subsecti ons.

[} ettt —— —p————————————————————_ Ll p—p—p—_——
| Nare | Tenpl ate | Reference |
| aif+cbor | application/aif+cbor | RFC 9237, Section 4
Fomm e e e oo o e e e e e e e oo o e e e e e a e oo +
| aif+json | application/aif+json | RFC 9237, Section 4
N o e e e e o o - o e e e m oo oo +

Table 3: New Medi a Types
1.1. application/aif+cbor
Type name: application
Subt ype nane: aif +cbor
Required paraneters: NA
Opti onal paraneters:
Toi d:

the identifier for the object for which perm ssions are
supplied. A value fromthe "Sub-Paranmeter Registry for



application/aif+cbor and application/aif+json" subregistry for
Toid. Default value: "URI-local-part" (RFC 9237).

Tperm
the data type of a permission set for the object identified via
a Toid. A value fromthe "Sub-Paraneter Registry for
application/aif+cbor and application/aif+json" subregistry for
Tperm Default value: "REST-nethod-set” (RFC 9237).

Encodi ng consi derations: binary (CBOR)

Security considerations: Section 6 of RFC 9237

Interoperability considerations: NA

Publ i shed specification: Section 4 of RFC 9237

Applications that use this nmedia type: Applications that need to
convey structured authorization data for identified resources,
conveyi ng sets of perm ssions.

Fragrment identifier considerations: The syntax and senantics of
fragment identifiers is as specified for "application/cbor". (At
publication of RFC 9237, there is no fragnent identification
syntax defined for "application/cbor".)

Person & email address to contact for further information: ACE W5
mailing list (ace@etf.org) or |IETF Applications and Real - Tine
Area (art@etf.org)

I ntended usage: COMMVON

Restrictions on usage: NA

Aut hor/ Change controller: |ETF

Provisional registration: no

.1.2. application/aif+json

Type name: application

Subt ype nane: aif+json

Required paraneters: NA

Opti onal paraneters:

Toi d:
the identifier for the object for which perm ssions are
supplied. A value fromthe nmedi a-type paraneter subregistry
for Toid. Default value: "URI-local -part" (RFC 9237).
Tperm
the data type of a perm ssion set for the object identified via
a Toid. A value fromthe nedi a-type parameter subregistry for
Tperm Default value: "REST-nethod-set" (RFC 9237).
Encodi ng considerations: binary (JSON is UTF-8-encoded text)
Security considerations: Section 6 of RFC 9237

Interoperability considerations: NA

Publ i shed specification: Section 4 of RFC 9237



Applications that use this nmedia type: Applications that need to
convey structured authorization data for identified resources,
conveyi ng sets of perm ssions.

Fragrment identifier considerations: The syntax and senmantics of
fragment identifiers is as specified for "application/json". (At
publication of RFC 9237, there is no fragnent identification
syntax defined for "application/json".)

Person & enmail address to contact for further information: ACE WG
mailing list (ace@etf.org) or |ETF Applications and Real -Tinme
Area (art@etf.orqg)

I nt ended usage: COMVON

Restrictions on usage: NA

Aut hor/ Change controller: |1ETF

Provisional registration: no
5.2. Registries

For the nedia types application/aif+cbor and application/aif+json,

I ANA has created a subregistry within

[ 1 ANA. nedi a-type-sub-paraneters] for the nedia-type paraneters Toid
and Tperm populated with the foll ow ng:

Descri ption/
Speci fication

| Toid URI - | ocal - part | ocal -part of URI RFC 9237
T T T T +
| Tperm | REST-nmethod-set | set of REST methods | RFC 9237
| | | represented | |
R o e e e oo o e e e e e oo - R +

Table 4: New Medi a Type Paraneters

The registration policy is Specification Required [ RFC8126]. The
designated expert will engage with the submitter to ascertain whether
the requirenents of this docunent are addressed

* The specifications for Toid and Tpermneed to realize the genera
i deas of unanbi guous object identifiers and perm ssion lists in
the context where the AIF data itemis intended to be used, and
their structure needs to be usable with the intended nedia types
(application/aif+cbor and application/aif+json) as identified in
the specification.

* The paraneter nanes need to conformto Section 4.3 of [RFC6838],
but preferably they are in [KebabCase] so they can be easily
translated into names used in APlIs with popul ar progranmm ng
| anguages.

The desi gnated experts will develop further criteria and guidelines
as needed.

5.3. Content - For mat
| ANA has regi stered Content-Format nunbers in the "CoAP Content -
Format s" subregistry, within the "Constrai ned RESTful Environnents
(CoRE) Paraneters" registry [|I ANA core-paraneters], as follows:

B sl sl ool oo oo °}
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| Media Type | Encoding | ID | Reference

[ s et e Cjj—p—j——" b po o pj—j—j—r 0
| application/aif+cbor | - | 290 | RFC 9237
g S +o-m o - Fom e oo +
| application/aif+json | - | 291 | RFC 9237

o e e e e e e e oo Fomm e e e oo +----- o m e e e - +

Tabl e 5: New Cont ent - For mat s

Note that applications that register Toid and Tperm val ues are
encouraged to al so register Content-Formats for the rel evant
conbi nati ons.

Security Considerations

The security considerations of [RFC7252] apply when AIF is used with
CoAP; Section 11.1 of [RFC7252] specifically applies if conplex
formats such as URIs are used for Toid or Tperm Sone w der issues
are di scussed in [ RFC8576].

When applying these formats, the referencing specification needs to
be careful to ensure:

* that the cryptographic arnor enpl oyed around this format fulfills
the referencing specification’ s security objectives and that the
armor or some additional information included in it with the AIF
data item (1) unanbi guously identifies the subject to which the
aut hori zations shall apply and (2) provides any context
i nformati on needed to derive the identity of the object to which
aut hori zation is being granted fromthe object identifiers (such
as, for the data nodels defined in the present specification, the
schene and authority information that is used to construct the
full URI), and

* that the types used for Toid and Tperm provi de the appropriate
granularity and precision so that application requirenents on the
preci sion of the authorization information are fulfilled and that
all parties have the sanme understandi ng of each Toid/ Tpermpair in
terns of specified objects (resources) and operations on those.

For the data formats, the security considerations of [RFC8259] and
[ RFC8949] apply.

A plain inplenentation of AIF m ght inplenent just the basic REST
nmodel as per Section 2.1. |If it receives authorizations that include
perm ssions that use the REST-specific nobdel with dynam c resource
creation (Section 2.3), it needs to either reject the AIF data item
entirely or act only on the permi ssions that it does understand. In
ot her words, the semantics underlying an allowlist as discussed
above need to hold here as well.

An i npl enentation of the REST-specific nodel with dynam c resource
creation (Section 2.3) needs to carefully keep track of the
dynanically created objects and the subjects to which the Dynam c- X
perm ssions apply -- both on the server side to enforce the

perm ssions and on the client side to know which perm ssions are
avai | abl e.
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