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I ntroduction

Network visibility is the ability of nmanagenent tools to see the
state and behavior of a network, which is essential for successfu
networ k operation. Network telemetry revolves around network data
that 1) can help provide insights about the current state of the
networ k, including network devices, forwarding, control, and
managenent pl anes; 2) can be generated and obtai ned through a variety
of techniques, including but not limted to network instrunentation
and neasurenents; and 3) can be processed for purposes ranging from
service assurance to network security using a wide variety of data
anal ytical techniques. |In this document, network telemetry refers to
both the data itself (i.e., "Network Telenetry Data") and the

techni ques and processes used to generate, export, collect, and
consune that data for use by potentially autonated nanagenent
applications. Network telenetry extends beyond the cl assical network
QOperations, Adm nistration, and Managenent (OAM techni ques and
expects to support better flexibility, scalability, accuracy,
coverage, and perfornance.

However, the term"network tel enetry" |acks an unanbi guous
definition. The scope and coverage of it cause confusion and
m sunderstandings. It is beneficial to clarify the concept and



provide a clear architectural framework for network telenetry, so we
can articulate the technical field and better align the related
techni ques and standard works.

To fulfill such an undertaking, we first discuss sone key
characteristics of network telemetry that set a clear distinction
fromthe conventional network OAM and show that sone conventional OAM
technol ogi es can be considered a subset of the network telenetry
technol ogies. W then provide an architectural framework for network
telemetry that includes four npdul es, each associated with a
different category of telenmetry data and correspondi ng procedures.

Al'l the nodules are internally structured in the same way, including
components that allow the operator to configure data sources in
regard to what data to generate and how to make that available to
client applications, conponents that instrunent the underlying data
sources, and components that performthe actual rendering, encoding,
and exporting of the generated data. W show how t he network
telemetry framework can benefit current and future network
operations. Based on the distinction of nmodul es and function
conponents, we can map the existing and energi ng techni ques and
protocols into the framework. The franmework can also sinplify

desi gni ng, maintaining, and understanding a network tel enetry system
In addition, we outline the evolution stages of the network telenetry
system and di scuss the potential security concerns.

The purpose of the franework and taxonony is to set a common ground
for the collection of related work and provi de gui dance for future
techni que and standard devel opments. To the best of our know edge,
this docunent is the first such effort for network telenmetry in

i ndustry standards organi zations. This docunent does not define
speci fic technol ogi es.

1.1. Applicability Statenent

Large-scal e network data collection is a major threat to user privacy
and may be indistinguishable from pervasive nmonitoring [ RFC7258].

The network telemetry framework presented in this document must not
be applied to generating, exporting, collecting, analyzing, or
retaining individual user data or any data that can identify end
users or characterize their behavior w thout consent. Based on this
principle, the network telemetry franmework is not applicable to

net wor ks whose endpoi nts represent individual users, such as general -
pur pose access networ ks.

1.2. dossary

Bef ore further discussion, we |list some key terninol ogy and

abbrevi ations used in this document. There is an intended
differentiation between the ternms of network telemetry and OAM
However, it should be understood that there is not a hard-line

di stinction between the two concepts. Rather, network telemetry is
consi dered an extension of OAM It covers all the existing OAM
protocol s but puts nore enphasis on the newer and energi ng techni ques
and protocols concerning all aspects of network data from acquisition
to consunpti on.

Al : Artificial Intelligence. In the network domain, Al
refers to machi ne-1 earning-based technol ogi es for
aut omat ed network operation and ot her tasks.

AM Alternate Marking. A flow performance neasurenent
met hod, as specified in [ RFC8321].

BMP: BGP Monitoring Protocol. Specified in [RFC7854].

DPI : Deep Packet Inspection. Refers to the techniques that



gNM :

gRPC:

I PFI X:

| OAM

JSON:

M B:

NETCONF:

Net FI ow:

exam ne packets beyond packet L3/L4 headers.

gRPC Networ k Managenent Interface. A network managenent
protocol fromthe OpenConfig Operator Wrking G oup,
mai nly contributed by Google. See [gnm] for details.

Googl e Protocol Buffer. An extensible mechanismfor
serializing structured data. See [gpb] for details.

gRPC Renpte Procedure Call. An open-source high-
performance RPC franmework that gNM is based on. See
[grpc] for details.

IP Flow I nformati on Export Protocol. Specified in
[ RFC7011] .

In situ OAM [ RFC9197]. A data plane on-path telenetry
t echni que.

JavaScript Object Notation. An open standard file format
and data interchange format that uses hunan-readabl e text
to store and transmit data objects, as specified in

[ RFC8259] .

Management | nformati on Base. A database used for
managi ng the entities in a network.

Net wor k Configuration Protocol. Specified in [RFC6241].

A Cisco protocol used for flow record collecting, as
described in [ RFC3954].

Net work Tel emetry: The process and instrunentation for acquiring and

NMS:

PBT:

RESTCONF:

SM v2:

SNIVP:

utilizing network data renotely for network nonitoring
and operation. A general termfor a large set of network
visibility techniques and protocols, concerning aspects
|i ke data generation, collection, correlation, and
consunption. Network telenetry addresses current network
operation i ssues and enabl es snpoth evolution toward
future intent-driven autononous networks.

Net wor k Management System Refers to applications that
al | ow network adm nistrators to nanage a networ k.

Qperations, Adm nistration, and Mai ntenance. A group of
net wor k managerent functions that provide network fault
i ndication, fault localization, performance information,
and data and di agnosis functions. Mst conventional
networ k monitoring techni ques and protocols belong to
net wor k OAM

Post card-Based Tel enmetry. A data plane on-path telenetry
technique. A representative technique is described in
[ 1 PPM | CAM DI RECT- EXPORT] .

An HTTP- based protocol that provides a progranmatic
interface for accessing data defined in YANG using the
dat astore concepts defined in NETCONF, as specified in
[ RFC8040] .

Structure of Managenent Information Version 2. Defines
M B objects, as specified in [ RFC2578].

Si npl e Net work Managenent Protocol. Versions 1, 2, and 3
are specified in [RFCL157], [RFC3416], and [ RFC3411],
respectively.



XML: Ext ensi bl e Markup Language. A markup |anguage for data
encodi ng that is both human readabl e and nachi ne
readabl e, as specified by WBC [ WBC. REC- xml - 20081126] .

YANG YANG i s a data model i ng | anguage for the definition of
data sent over network managenent protocols such as
NETCONF and RESTCONF. YANG is defined in [ RFC6020] and
[ RFC7950] .

YANG ECA: A YANG nodel for Event-Condition-Action policies, as
defined in [ NETMOD- ECA- POLI CY] .

YANG- Push: A nechani smthat allows subscriber applications to
request a stream of updates froma YANG datastore on a
network device. Details are specified in [RFC8639] and
[ RFC8641] .

Backgr ound

The term"hbig data" is used to describe the extrenely | arge vol une of
data sets that can be analyzed conputationally to reveal patterns,
trends, and associations. Networks are undoubtedly a source of big
data because of their scale and the volune of network traffic they
forward. When a network’s endpoints do not represent individua

users (e.g., in industrial, data-center, and infrastructure
contexts), network operations can often benefit fromlarge-scal e data
coll ection w thout breaching user privacy.

Today, one can access advanced big data anal ytics capability through
a plethora of comercial and open-source platforns (e.g., Apache
Hadoop), tools (e.g., Apache Spark), and techniques (e.g., machine

| earning). Thanks to the advance of conputing and storage
technol ogi es, network big data anal ytics give network operators an
opportunity to gain network insights and nove towards network

aut onony. Some operators start to explore the application of
Artificial Intelligence (Al) to nake sense of network data. Software
tools can use the network data to detect and react on network faults,
anomal i es, and policy violations, as well as predict future events.
In turn, the network policy updates for planning, intrusion
prevention, optimzation, and self-healing my be appli ed.

It is conceivable that an autonom c network [ RFC7575] is the |ogica
next step for network evolution foll ow ng Software-Defined Networking
(SDN), which ains to reduce (or even elimnate) human | abor, make
nmore efficient use of network resources, and provide better services
nmore aligned with custoner requirements. The | ETF ANl MA Wor ki ng

G oup is dedicated to devel opi ng and mai ntai ni ng protocols and
procedures for automated network nmanagement and control of

prof essional | y nanaged networks. The rel ated techni que of

I ntent -Based Networking (IBN) [ NVRG | BN- CONCEPTS- DEFI NI TI ONS]
requires network visibility and telenetry data in order to ensure
that the network is behaving as intended.

However, while the data processing capability is inproved and
applications require nore data to function better, the networks | ag
behind in extracting and translating network data into useful and
actionable information in efficient ways. The system bottleneck is
shifting fromdata consunption to data supply. Both the nunber of
net wor k nodes and the traffic bandw dth keep increasing at a fast
pace. The network configuration and policy change at smaller tine
slots than before. Morre subtle events and fine-grained data through
all network planes need to be captured and exported in real tinme. In
a nutshell, it is a challenge to get enough high-quality data out of
the network in a manner that is efficient, tinely, and flexible.
Therefore, we need to survey the existing technol ogi es and protocol s



and identify any potential gaps.

In the renmai nder of this section, we first clarify the scope of
network data (i.e., telenetry data) relevant in this docunent. Then
we di scuss several key use cases for network operations of today and
the future. Next, we show why the current network QOAM techni ques and
protocols are insufficient for these use cases. The discussion
underlines the need for new nethods, techniques, and protocols, as
wel | as the extensions of existing ones, which we assign under the
unbrella term "Network Tel emetry".

.1. Telemetry Data Coverage

Any information that can be extracted fromnetworks (including the
data plane, control plane, and nmanagenent plane) and used to gain
visibility or as a basis for actions is considered telenetry data.
It includes statistics, event records and | ogs, shapshots of state,
configuration data, etc. It also covers the outputs of any active
and passive neasurenents [RFC7799]. |In sonme cases, raw data is
processed in network before being sent to a data consuner. Such
processed data is al so considered telenetry data. The val ue of
telemetry data varies. |In sone cases, if the cost is acceptable,

| ess but higher-quality data are preferred rather than a ot of |ow
quality data. A classification of telemetry data is provided in
Section 3. To preserve the privacy of end users, no user packet
content should be collected. Specifically, the data objects
generated, exported, and collected by a network telenetry application
shoul d not include any packet payload fromtraffic associated with
end- user systens.

. 2. Use Cases

The foll owing set of use cases is essential for network operations.
Wiile the list is by no nmeans exhaustive, it is enough to highlight
the requirenents for data velocity, variety, volunme, and veracity,
the attributes of big data, in networks.

* Security: Network intrusion detection and prevention systens need
to nonitor network traffic and activities and act upon anonali es.
G ven increasingly sophisticated attack vectors coupled with
i ncreasingly severe consequences of security breaches, new tools
and techni ques need to be devel oped, relying on w der and deeper
visibility into networks. The ultimate goal is to achieve
security with no, or only mninal, human intervention and without
disrupting legitinmate traffic fl ows.

* Policy and Intent Conpliance: Network policies are the rules that
constrain the services for network access, provide service
differentiation, or enforce specific treatment on the traffic.

For exanple, a service function chainis a policy that requires
the selected flows to pass through a set of ordered network
functions. Intent, as defined in [ NVRG | BN- CONCEPTS- DEFI NI TI ONS] ,
is a set of operational goals that a network should nmeet and

out conmes that a network is supposed to deliver, defined in a

decl arative manner without specifying how to achieve or inplenent
them An intent requires a conplex translation and mappi ng
process before being applied on networks. While a policy or
intent is enforced, the conpliance needs to be verified and

nmoni tored continuously by relying on visibility that is provided
through network telenmetry data. Any violation nust be reported
imediately - this will alert the network adm nistrator to the
policy or intent violation and will potentially result in updates
to how the policy or intent is applied in the network to ensure
that it remains in force

* SLA Conmpliance: A Service Level Agreenent (SLA) is a service
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contract between a service provider and a client, which includes
the nmetrics for the service neasurenent and renedy/penalty
procedures when the service |evel msses the agreenent. Users
need to check if they get the service as pronised, and network
operators need to eval uate how they can deliver services that neet
the SLA based on real-tine network telemetry data, including data
from network neasuremnents.

Root Cause Analysis: Many network failures can be the effect of a
sequence of chai ned events. Troubl eshooting and recovery require
quick identification of the root cause of any observabl e issues.
However, the root cause is not always straightforward to identify,
especially when the failure is sporadic and the nunber of event
messages, both related and unrelated to the sane cause, is
overwhel ming. Wile technol ogi es such as machi ne | earni ng can be
used for root cause analysis, it is up to the network to sense and
provi de the rel evant di aghostic data that are either actively fed
into or passively retrieved by the root cause anal ysis
appl i cations.

Network Optim zation: This covers all short-termand | ong-term
network optim zation techni ques, including |oad bal ancing, Traffic
Engi neering (TE), and network planning. Network operators are
motivated to optimze their network utilization and differentiate
services for better Return on Investment (RO) or |lower Capita
Expenditure (CAPEX). The first step is to know the real-tine
network conditions before applying policies for traffic
mani pul ation. In sone cases, mcrobursts need to be detected in a
very short tine frame so that fine-grained traffic control can be
applied to avoid network congestion. Long-term planni ng of
networ k capacity and topol ogy requires analysis of real-world
network telenetry data that is obtained over |ong periods of tine.

Event Tracking and Prediction: The visibility into traffic path
and performance is critical for services and applications that
rely on healthy network operation. Nunerous rel ated network
events are of interest to network operators. For exanple, network
operators want to | earn where and why packets are dropped for an
application flow. They also want to be warned of issues in
advance, so proactive actions can be taken to avoid catastrophic
consequences.

Chal | enges

For a long tine, network operators have relied upon SNVP [ RFC3416],
Conmand-Line Interface (CLI), or Syslog [RFC5424] to nonitor the
networ k. Sone other QAM techni ques as described in [RFC7276] are

al so used to facilitate network troubl eshooting. These conventiona
techni ques are not sufficient to support the above use cases for the
fol |l owi ng reasons

*

Most use cases need to continuously nonitor the network and
dynanically refine the data collection in real tine. Poll-based
| ow-frequency data collectionis ill-suited for these
applications. Subscription-based streanmng data directly pushed
fromthe data source (e.g., the forwarding chip) is preferred to
provide sufficient data quantity and precision at scale.

Conpr ehensi ve data i s needed, ranging from packet processing
engines to traffic nmanagers, line cards to main control boards,
user flows to control protocol packets, device configurations to
operations, and physical layers to application |ayers.
Conventional OAM only covers a narrow range of data (e.g., SNW
only handl es data fromthe Managenment |nformation Base (MB)).

Cl assical network devices cannot provide all the necessary probes.
More open and programmabl e network devices are therefore needed.



* Many application scenarios need to correlate network-w de data
frommultiple sources (i.e., fromdistributed network devices,
di fferent conponents of a network device, or different network
pl anes). A pieceneal solution is often lacking the capability to
consolidate the data frommultiple sources. The conposition of a
compl ete solution, as partly proposed by Autonom c Resource
Control Architecture (ARCA) [ NVRG ANTI Cl PATED- ADAPTATI ON], will be
enpower ed and gui ded by a conprehensive franework

* Sone conventional OAM techniques (e.g., CLI and Syslog) lack a
formal data nmodel. The unstructured data hinder the too
aut omati on and application extensibility. Standardized data
nodel s are essential to support the programmabl e networks.

* Al though sone conventional OAM techni ques support data push (e.g.,
SNVP Trap [ RFC2981][ RFC3877], Syslog, and sFlow [ RFC3176]), the
pushed data are limted to only predefined managenent pl ane
war ni ngs (e.g., SNWP Trap) or sanpled user packets (e.g., sFlow).
Net work operators require the data with arbitrary source,
granularity, and precision, which is beyond the capability of the
exi sting techniques.

* Conventional passive neasurenent techniques can either consune
excessi ve network resources and produce excessive redundant data
or lead to inaccurate results; on the other hand, conventiona
active measurenent techniques can interfere with the user traffic,
and their results are indirect. Techniques that can coll ect
direct and on-demand data fromuser traffic are nore favorable.

These chal | enges were addressed by newer standards and techni ques
(e.g., IPFIX Netflow, Packet Sanmpling (PSAMP), | OAM and YANG Push),
and nore are energing. These standards and techni ques need to be
recogni zed and accomodated in a new frameworKk.

2.4. Network Tel enetry

Network tel emetry has energed as a nmaminstreamtechnical termto refer
to the network data collection and consunption techni ques. Severa
network telenetry techniques and protocols (e.g., |PFIX [RFC7011] and
gRPC [grpc]) have been wi dely deployed. Network telenetry allows
separate entities to acquire data from network devices so that data
can be visualized and anal yzed to support network nonitoring and
operation. Network telenetry covers the conventional network OAM and
has a wi der scope. For instance, it is expected that network

tel emetry can provide the necessary network insight for autononous
net wor ks and address the shortcomi ngs of conventional OAM techni ques.

Network tel emetry usually assunmes machi nes as data consuners rather
than human operators. Hence, network telenetry can directly trigger
the aut omated network operation, while in contrast, some conventiona
OAM t ool s were desi gned and used to hel p human operators to nonitor
and di agnose the networks and gui de manual network operations. Such
a proposition |leads to very different techniques.

Al t hough new network telenetry techniques are energing and subject to
conti nuous evol ution, several characteristics of network telenetry
have been wel|l accepted. Note that network telenetry is intended to
be an unbrella termcovering a wi de spectrum of techniques, so the
followi ng characteristics are not expected to be held by every

speci fic technique.

* Push and Streaning: Instead of polling data from network devices,
telemetry collectors subscribe to stream ng data pushed from data
sources in network devices.



* Volume and Velocity: Telemetry data is intended to be consumed by
machi nes rather than by human beings. Therefore, the data vol une
can be huge, and the processing is optimzed for the needs of
automation in real tine.

* Normalization and Unification: Telemetry ainms to address the
overall network automati on needs. Efforts are made to nornmalize
the data representation and unify the protocols, so as to sinplify
data anal ysis and provide integrated anal ysis across heterogeneous
devi ces and data sources across a network.

* Mbdel - Based: Telenetry data is nodel ed i n advance, which all ows
applications to configure and consune data wi th ease.

* Data Fusion: The data for a single application can cone from
mul tiple data sources (e.g., cross-dommin, cross-device, and
cross-layer) that are based on a conmon nane/|I D and need to be
correlated to take effect.

* Dynamc and Interactive: Since the network telenetry neans to be
used in a closed control |oop for network automation, it needs to
run continuously and adapt to the dynam c and interactive queries
fromthe network operation controller.

In addition, an ideal network telenmetry solution may al so have the
followi ng features or properties:

* |In-Network Custom zation: The data that is generated can be
customi zed in network at runtine to cater to the specific need of
applications. This needs the support of a programmbl e data
pl ane, which allows probes with custom functions to be depl oyed at
flexible | ocations.

* In-Network Data Aggregation and Correlation: Network devices and
aggregation points can work out which events and what data needs
to be stored, reported, or discarded, thus reducing the | oad on

the central collection and processing points while still ensuring
that the right information is ready to be processed in a tinely
way.

* In-Network Processing: Sonmetines it is not necessary or feasible
to gather all information to a central point to be processed and
acted upon. It is possible for the data processing to be done in
network, allow ng reactive actions to be taken |ocally.

* Direct Data Plane Export: The data originated fromdata pl ane
forwardi ng chips can be directly exported to the data consumer for
efficiency, especially when the data bandwidth is |large and real -
time processing is required.

* |n-Band Data Collection: In addition to the passive and active
data col |l ecti on approaches, the new hybrid approach allows to
directly collect data for any target flow on its entire forwarding
pat h [ OPSAWG | FI T- FRAMEWORK] .

It is worth noting that a network telenetry system should not be
intrusive to normal network operations by avoiding the pitfall of the
"observer effect". That is, it should not change the network
behavi or and affect the forwardi ng perfornance. Mreover, high-
volume telenetry traffic may cause network congestion unl ess proper
isolation or traffic engineering techniques are in place, or
congestion control nechanisns ensure that telemetry traffic backs off
if it exceeds the network capacity. [RFC8084] and [ RFC8085] are

rel evant Best Current Practices (BCPs) in this space.

Al t hough in many cases a systemfor network telenetry involves a
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renote data collecting and consuming entity, it is inmportant to
understand that there are no i nherent assunptions about how a system
shoul d be architected. Wile a network architecture with a
centralized controller (e.g., SDN) seens to be a natural fit for
network telenetry, network telenetry can work in distributed fashions
as well. For exanple, telenetry data producers and consumers can
have a peer-to-peer relationship, in which a network node can be the
direct consuner of telenmetry data from ot her nodes

The Necessity of a Network Tel emetry Franework

Net wor k data analytics (e.g., machine learning) is applied for

net wor k operation automation, relying on abundant and coherent data
fromnetworks. Data acquisition that is limted to a single source
and static in nature will in many cases not be sufficient to neet an
application’s telenmetry data needs. As a result, multiple data
sources, involving a variety of techniques and standards, will need
to be integrated. It is desirable to have a framework that
classifies and organi zes different telemetry data sources and types,
defines different conponents of a network telenetry systemand their
interactions, and hel ps coordinate and integrate nultiple telenetry
approaches across layers. This allows flexible conbinations of data
for different applications, while normalizing and sinplifying
interfaces. 1In detail, such a framework woul d benefit the

devel opment of network operation applications for the foll ow ng
reasons:

* Future networks, autononous or otherw se, depend on holistic and
conmprehensi ve network visibility. Use cases and applications are
better when supported uniformly and coherently using an
i ntegrated, converged nechani sm and conmon tel enmetry data
representati ons wherever feasible. Therefore, the protocols and
mechani snms shoul d be consolidated into a m ni nrum yet conprehensive
set. Atelenmetry framework can help to nornalize the technique
devel opment s.

* Network visibility presents multiple viewpoints. For exanple, the
devi ce viewpoint takes the network infrastructure as the
nmoni toring object from which the network topol ogy and device
status can be acquired, and the traffic viewdoint takes the fl ows
or packets as the nonitoring object fromwhich the traffic quality
and path can be acquired. An application may need to switch its
Vi ewpoi nt during operation. It may also need to correlate a
service and its inpact on user experience (UE) to acquire the
conpr ehensi ve information.

* Applications require network telenmetry to be elastic in order to
make efficient use of network resources and reduce the inmpact of
processing related to network telemetry on network perfornmance.
For exanple, routine network nonitoring should cover the entire
network with a |ow data sanpling rate. Only when issues arise or
critical trends energe should telenetry data sources be nodified
and telenmetry data rates be boosted as needed.

* FEfficient data aggregation is critical for applications to reduce
the overall quantity of data and inprove the accuracy of anal ysis.

A telenetry framework collects all the telemetry-rel ated works from
di fferent sources and working groups within the ETF. This nakes it
possi ble to assenbl e a conprehensive network telenetry systemand to
avoid repetitious or redundant work. The framework shoul d cover the
concepts and conponents fromthe standardi zati on perspective. This
docunent describes the nodul es that nmake up a network telenetry
framewor k and deconposes the telenetry systeminto a set of distinct
conponents that existing and future work can easily map to.



3. Network Tel emetry Franmework

The top-level network telenetry franmework partitions the network
telemetry into four nodul es based on the telenetry data object source
and represents their relationship. Once the network operation
applications acquire the data fromthese nodul es, they can apply data
anal ytics and take actions. At the next |evel, the framework
deconposes each nodul e i nto separate conponents. Each of these
nmodul es follows the sane underlying structure, with one conmponent

dedi cated to the configuration of data subscriptions and data
sources, a second conponent dedi cated to encodi ng and exporting data,
and a third conponent instrumenting the generation of telenetry
related to the underlying resources. Throughout the franmework, the
sanme set of abstract data-acquiring nechani sns and data types
(Section 3.3) are applied. The two-level architecture with the

uni form data abstracti on hel ps accurately pinpoint a protocol or
technique to its position in a network telenmetry system or

di saggregates a network telemetry systeminto nmanageabl e parts

3.1. Top-Level Modul es

Tel enetry can be applied on the forwardi ng plane, control plane, and

managenment plane in a network, as well as on other sources out of the
network, as shown in Figure 1. Therefore, we categorize the network

telemetry into four distinct nodul es (managenent plane, contro

pl ane, forwardi ng plane, and external data and event telenmetry) with

each having its own interface to network operation applications.

|

| Net wor k Qper at i on | <------- +
| Appl i cati ons |
|

I
I

o e e e e e e e e e e e e maea o + |

N N N |

I I I I

\Y \Y | \Y
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| | Control | | |
| | Pl ane | | | External |
| <---> | | | Data and
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| Management | N V | | Telemetry |
| Plane R [------- + |
| Telenetry | \Y [ R +
| | Forwarding |
| | Pl ane |
I <---> I
| | Telemetry |
I I I
oo oo +

Figure 1: Mdules in Layer Category of the Network Tel enetry
Fr amewor k

The rationale of this partition lies in the different telenetry data
objects that result in different data sources and export |ocations.
Such differences have profound inplications on in-network data
programm ng and processing capability, data encoding and the
transport protocol, and required data bandwi dth and | atency. Data
can be sent directly or proxied via the control and managenent

pl anes. There are advant ages/di sadvant ages to bot h approaches.

Note that in sone cases, the network controller itself may be the
source of telenetry data that is unique to it or derived fromthe
telemetry data collected fromthe network el enents. Sone of the



principles and taxonomy specific to the control plane and nmanagenent
pl ane telenmetry could also be applied to the controller when it is
required to provide the telenetry data to network operation
appl i cations hosted outside. The scope of this docunment is focused
on the network elenments telemetry, and further details related to
controllers are thus out of scope.

We summari ze the major differences of the four nodules in Table 1.
They are conpared from si x angl es:

* Data Object

* Data Export Location

* Data Mde

* Data Encoding

* Telemetry Application Protoco
* Data Transport Method

Data bject is the target and source of each nodule. Because the
data source varies, the location where data is nostly conveniently
exported al so varies. For exanple, forwarding plane data mainly
originates as data exported fromthe forwardi ng Application-Specific
Integrated Circuits (ASICs), while control plane data mainly
originates fromthe protocol daenbns running on the control CPU(S).
For conveni ence and efficiency, it is preferred to export the data
off the device fromlocations near the source. Because the |ocations
that can export data have different capabilities, different choices
of data nodels, encoding, and transport nethods are nade to bal ance
the performance and cost. For exanple, the forwarding chip has high
throughput but linmted capacity for processing conplex data and

mai ntaining state, while the main control CPU is capable of conpl ex
data and state processing but has limted bandwi dth for high
throughput data. As a result, the suitable telemetry protocol for
each nodul e can be different. Some representative techniques are
shown in the correspondi ng table blocks to highlight the technica
diversity of these nopdules. Note that the sel ected techni ques just
reflect the de facto state of the art and are by no means exhaustive
(e.g., IPFIX can also be inplenented over TCP and SCTP, but that is
not recommended for the forwarding plane). The key point is that one
cannot expect to use a universal protocol to cover all the network
telenmetry requirenents.

B ool e s s s ool oo el st o}
| Modul e | Managenent | Contr ol | Forwar di ng| External Data |
| | Pl ane | Pl ane | Pl ane | |
[ st el sty e, b pe gty b puju s po e ppj——r o
| Ohj ect | configuration |control | flow and |term nal, |
| | and operation |protocol |packet | social, and |
| | state | and | QS, | environmental |
| | | signaling,|traffic | |
| | | RIB | stat., | |
| | | | buf fer and| |
I I I | queue I I
I I I | stat., I I
I I I | FI B, I I
I I I | Access I I
| | | | Control | |
I I I | List (ACL)| I
S Fom e S R Fom e +
| Export | mai n control | mai n | f orwar di ng| vari ous |
| Locati on | CPU | control | chip or | |
I

| | | CPU, | l'inecard |



| linecard | CPU; nmain

| | | |
| | | CPU, or | control | |
| | | f orwar di ng| CPU | |
| | | chip |unlikely | |
R oo S S oo +
| Dat a Model | YANG M B, | YANG | YANG | YANG custom |
| | sysl og | cust om | cust om | |
S S TS TS S +
| Dat a Encodi ng| GPB, JSON, XM. | GPB, JSON, |plain text|GPB, JSON, XM, |
| | | XM, plain] | pl ai n text |
I I | text I I I
o m e e e oo - o m e e e oo - Fomm oo - Fomm oo - o m e e e oo - +
| Application |gRPC, NETCONF, |gRPC, | I PFI X, | gRPC

| Protocol | RESTCONF | NETCONF, |[traffic |

| | | I PFI X, | mrroring,

I
|[traffic | gRPC, |
|mirroring | NETFLON |

| Dat a | HTTP(S), TCP  |HTTP(S), |UDP | HTTP(S), TCP, |
| Transport | | TCP, UDP | | UDP

Table 1: Conparison of Data Object Mdules

Note that the interaction with the applications that consume network
telenmetry data can be indirect. Some in-device data transfer is
possi ble. For example, in the managenent plane telenmetry, the
managenent plane will need to acquire data fromthe data plane. Sone
operational states can only be derived fromdata pl ane data sources
such as the interface status and statistics. As another exanple,
obt ai ning control plane telemetry data nmay require the ability to
access the Forwarding Information Base (FIB) of the data pl ane.

On the other hand, an application may involve nore than one plane and
interact with multiple planes simltaneously. For exanple, an SLA
compliance application may require both the data plane telemetry and
the control plane telemetry.

The requirenents and chal | enges for each nodule are sunmarized as
follows (note that the requirenments nmay pertain across all telenetry
modul es; however, we enphasize those that are nost pronounced for a
particul ar pl ane).

.1.1. ©Managenent Plane Tel enetry

The managenent pl ane of network el enents interacts with the Network
Managenent System (NMS) and provides informati on such as perfornmance
data, network |ogging data, network warning and defects data, and
network statistics and state data. The managenent pl ane includes
many protocols, including the classical SNMP and syslog. Regardless
the protocol, managenent plane telenmetry nust address the follow ng
requirenents:

* Conveni ent Data Subscription: An application should have the
freedomto choose which data is exported (see Section 3.3) and the
means and frequency of how that data is exported (e.g., on-change
or periodic subscription).

* Structured Data: For automatic network operation, nachines wll
repl ace humans for network data conprehension. Data nodeling
| anguages, such as YANG can efficiently describe structured data
and normal i ze data encodi ng and transfornation.

* Hi gh- Speed Data Transport: In order to keep up with the velocity
of information, a data source needs to be able to send | arge
anounts of data at high frequency. Conpact encoding formats or



data compression schenmes are needed to reduce the quantity of data
and i nprove the data transport efficiency. The subscription node,
by replacing the query node, reduces the interactions between
clients and servers and helps to inprove the data source’s
efficiency.

* Network Congestion Avoi dance: The application nmust protect the
network from congestion with congestion control nechanisns or, at
mnimum with circuit breakers. [RFC8084] and [ RFC8085] provide
sone solutions in this space

3.1.2. Control Plane Telenetry

The control plane telenetry refers to the health condition nonitoring
of different network control protocols at all layers of the protoco
stack. Keeping track of the operational status of these protocols is
beneficial for detecting, |ocalizing, and even predicting various
network issues, as well as for network optimzation, in real time and
with fine granularity. Some particul ar challenges and issues faced
by the control plane telenetry are as foll ows:

* Howto correlate the End-to-End (E2E) Key Performance | ndicators
(KPI's) to a specific layer’s KPIs. For exanple, |PTV users may
describe their UE by the video snoothness and definition. Then in
case of an unusually poor UE KPI or a service disconnection, it is
non-trivial to delimt and pinpoint the issue in the responsible
protocol layer (e.g., the transport layer or the network | ayer),

the responsible protocol (e.g., 1S 1S or BGP at the network
layer), and finally the responsible device(s) with specific
reasons.

* Conventional OAM based approaches for control plane KP
measur enent, which include Ping (L3), Traceroute (L3), Y.1731
[y1731] (L2), and so on. One conmon issue behind these nethods is
that they only neasure the KPIs instead of reflecting the actua
runni ng status of these protocols, making theml|ess effective or
efficient for control plane troubl eshooting and network
optim zation.

*  How nore research is needed for the BGP nonitoring protocol (BW).
BMP is an exanple of the control plane telenmetry; it is currently
used for nonitoring BGP routes and enables rich applications, such
as BGP peer analysis, Autonompus System (AS) analysis, prefix
anal ysis, and security analysis. However, the nonitoring of other
| ayers, protocols, and the cross-layer, cross-protocol KPI
correlations are still in their infancy (e.g., IGP nmonitoring is
not as extensive as BMP), which requires further research

Note that the requirenment and solutions for network congestion
avoi dance are also applicable to the control plane telenetry.

3.1.3. Forwarding Plane Tel enetry

An effective forwarding plane telenetry systemrelies on the data
that the network device can expose. The quality, quantity, and
tinmeliness of data nust neet sone stringent requirenents. This

rai ses sone challenges for the network data pl ane devi ces where the
first-hand data origi nates.

* A data plane device’'s main function is user traffic processing and
forwarding. While supporting network visibility is inportant, the
telenmetry is just an auxiliary function, and it should strive to
not inpede normal traffic processing and forwarding (i.e., the
f orwar di ng behavi or should not be altered, and the trade-off
bet ween forwardi ng perfornmance and telenmetry should be well -
bal anced).



Net wor k operation applications require end-to-end visibility
across various sources, which can result in a huge volune of data.
However, the sheer quantity of data nust not exhaust the network
bandwi dt h, regardl ess of the data delivery approach (i.e., whether
t hrough in-band or out-of-band channel s).

The data pl ane devices nust provide tinely data with the m ni num
possi bl e delay. Long processing, transport, storage, and anal ysis
del ay can inpact the effectiveness of the control |oop and even
render the data usel ess.

The data should be structured, |abeled, and easy for applications
to parse and consune. At the sane tine, the data types needed by
applications can vary significantly. The data plane devi ces need
to provide enough flexibility and programmability to support the
preci se data provision for applications.

The data plane telenetry should support increnmental deploynment and
wor k even though sone devices are unaware of the system

The requirement and solutions for network congestion avoi dance are
al so applicable to the forwarding plane telenetry.

Al t hough not specific to the forwardi ng pl ane, these challenges are
more difficult for the forwardi ng pl ane because of the linmted
resources and flexibility. Data plane programuability is essential
to support network telenetry. Newer data plane forwarding chips are
equi pped with advanced telenetry features and provide flexibility to
support customi zed telemetry functions.

Techni que Taxonony: This pertains to how one instrunents the
telenmetry; there can be nultiple possible dinmensions to classify the
forwardi ng plane telenetry techni ques.

*

Active, Passive, and Hybrid: This dinmension pertains to the end-
to-end nmeasurenent. Active and passive nethods (as well as the
hybrid types) are well docunented in [RFC7799]. Passive nethods
i nclude TCPDUMP, | PFI X [ RFC7011], sFlow, and traffic mrroring.
These nethods usually have | ow data coverage. The bandw dth cost
is very high in order to inprove the data coverage. On the other
hand, active nethods include Ping, the One-Way Active Measurenent
Prot ocol (OMMP) [ RFC4A656], the Two-Way Active Measurenent

Prot ocol (TWAMP) [ RFC5357], the Sinple Two-way Active Measurenent
Prot ocol (STAWMP) [RFC8762], and Cisco’'s SLA Protocol [RFC6812].
These nethods are intrusive and only provide indirect network
measurenents. Hybrid methods, including | OAM [ RFC9197], Alternate
Marki ng (AM [RFC8321], and Miltipoint Alternate Marking

[ RFC8889], provide a well-balanced and nore fl exi bl e approach
However, these nethods are al so nore conplex to inplenent.

I n-Band and Qut-of-Band: Telenmetry data carried in user packets
bef ore being exported to a data collector is considered in-band
(e.g., IOAM [ RFC9197]). Telemetry data that is directly exported
to a data collector wthout nodifying user packets is considered
out -of -band (e.g., the postcard-based approach described in
Appendix A . 3.5). It is also possible to have hybrid nethods,
where only the telenetry instruction or partial data is carried by
user packets (e.g., AM[RFCB8321]).

End-to- End and I n-Network: End-to-end nmethods start from and end
at, the network end hosts (e.g., Ping). In-network nethods work
in networks and are transparent to end hosts. However, if needed,
i n-network nmethods can be easily extended into end hosts.

Dat a Subject: Depending on the telenmetry objective, the methods
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can be flow based (e.g., 10AM [ RFC9197]), path based (e.qg.,
Traceroute), and node based (e.g., IPFIX [RFC7011]). The various
data objects can be packet, flow record, neasurenent, states, and
signal .

1.4. External Data Telenetry

Events that occur outside the boundaries of the network systemare
anot her inportant source of network telenetry. Correlating both
internal telenmetry data and external events with the requirements of
network systens, as presented in [ NVRG ANTI Cl PATED- ADAPTATI ON] ,
provi des a strategic and functional advantage to managenent
oper ati ons.

As with other sources of telenetry information, the data and events
must neet strict requirenents, especially in terms of tineliness,
which is essential to properly incorporate external event information
into network managenent applications. The specific challenges are
descri bed as foll ows:

* The role of the external event detector can be played by nultiple
el ements, including hardware (e.g., physical sensors, such as
sei snoneters) and software (e.g., big data sources that can
anal yze streans of information, such as Twitter nessages). Thus,
the transmtted data nust support different shapes but, at the
sane time, follow a conmon but extensible schenma.

* Since the main function of the external event detectors is to
performthe notifications, their tinmeliness is assuned. However,
once nessages have been dispatched, they nmust be quickly collected
and inserted into the control plane with variable priority, which
is higher for inportant sources and events and | ower for secondary
ones.

* The schena used by external detectors nust be easily adopted by
current and future devices and applications. Therefore, it nust
be easily mapped to current data nodels, such as in ternms of YANG

* As the communication with external entities outside the boundary
of a provider network nay be realized over the Internet, the risk
of congestion is even nore relevant in this context and proper
count ermeasures nust be taken. Solutions such as network
transport circuit breakers are needed as well.

Organi zing both internal and external telenetry information together
will be key for the general exploitation of the managenent
possibilities of current and future network systens, as reflected in
the incorporation of cognitive capabilities to new hardware and
software (virtual) el enents.

2. Second-Level Function Conponents

The telemetry nodul e at each plane can be further partitioned into
five distinct conceptual components:

* Data Query, Analysis, and Storage: This conponent works at the
net wor k operation application block in Figure 1. It is nornmally a
part of the network nanagenent systemat the receiver side. On
one hand, it is responsible for issuing data requirenments. The
data of interest can be nodel ed data through configuration or
custom data t hrough programm ng. The data requirenents can be
queries for one-shot data or subscriptions for events or stream ng
data. On the other hand, it receives, stores, and processes the
returned data from network devices. Data analysis can be
interactive to initiate further data queries. This conponent can
reside in either network devices or renote controllers. It can be



centralized and distributed and i nvol ve one or nore instances.

* Data Configuration and Subscription: This conmponent manages data
queries on devices. It determ nes the protocol and channel for
applications to acquire desired data. This conponent is also
responsible for configuring the desired data that m ght not be
directly available fromdata sources. The subscription data can
be described by nodels, tenplates, or prograns.

* Data Encoding and Export: This conponent deternines how tel enetry
data is delivered to the data anal ysis and storage conponent with
access control. The data encoding and the transport protocol may
vary due to the data export | ocation.

* Data Ceneration and Processing: The requested data needs to be
captured, filtered, processed, and fornmatted in network devices
fromraw data sources. This nmay involve in-network conputing and
processing on either the fast path or the slow path in network
devi ces.

* Data Object and Source: This conmponent determ nes the nonitoring
obj ects and original data sources provisioned in the device. A
data source usually just provides raw data that needs further
processing. Each data source can be considered a probe. Some
data sources can be dynamically installed, while others will be
nmore static.
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Figure 2: Conponents in the Network Tel emetry Franmework
3.3. Data Acquisition Mechani smand Type Abstraction

Broadl y speaking, network data can be acquired through subscription
(push) and query (poll). A subscription is a contract between
publ i sher and subscriber. After initial setup, the subscribed data
is automatically delivered to registered subscribers until the
subscription expires. There are two variations of subscription. The
subscriptions can be predefined, or the subscribers are allowed to
configure and tailor the published data to their specific needs.



In contrast, queries are used when a client expects i medi ate and
one-of f feedback from network devices. The queried data may be
directly extracted from sone specific data source or synthesized and
processed fromraw data. Queries work well for interactive network
telemetry applications.

In general, data can be pulled (i.e., queried) whenever needed, but
in many cases, pushing the data (i.e., subscription) is nore
efficient, and it can reduce the latency of a client detecting a
change. Fromthe data consumer point of view, there are four types
of data fromnetwork devices that a telenetry data consuner can
subscri be or query:

* Sinple Data: Data that are steadily avail able from sone datastore
or static probes in network devices.

* Derived Data: Data that need to be synthesized or processed in the
network fromraw data fromone or nore network devices. The data
processing function can be statically or dynamcally | oaded into
net wor k devi ces.

* Event-triggered Data: Data that are conditionally acquired based
on the occurrence of some events. An exanple of event-triggered
data could be an interface changi ng operational state between up
and down. Such data can be actively pushed through subscription
or passively polled through query. There are nany ways to nodel
events, including using Finite State Machine (FSM or Event
Condition Action (ECA) [ NETMOD- ECA- POLI CY] .

* Stream ng Data: Data that are continuously generated. 1t can be a
time series or the dunp of databases. For exanple, an interface
packet counter is exported every second. The stream ng data
reflect real-tine network states and netrics and require | arge
bandwi dt h and processi ng power. The streami ng data are al ways
actively pushed to the subscri bers.

The above telenetry data types are not mutually exclusive. Rather,
they are often conposite. Derived data is conposed of sinple data;
event-triggered data can be sinple or derived; and streaning data can
be based on sonme recurring event. The relationships of these data

types are illustrated in Figure 3.
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Figure 3: Data Type Rel ationship

Subscription usually deals with event-triggered data and streani ng
data, and query usually deals with sinple data and derived data. But
the ot her ways are al so possible. Advanced network telenetry

techni ques are designed nmainly for event-triggered or streaning data
subscription and derived data query.

3.4. Mapping Existing Mechanisnms into the Franework



The foll owi ng table shows how t he existing nechanisns (mainly
published in IETF and with the enphasis on the | atest new
technol ogi es) are positioned in the framework. G ven the vast body
of existing work, we cannot provide an exhaustive list, so the
mechani sms in the tabl es shoul d be considered as just exanples.

Al so, sone conprehensive protocols and techni ques nmay cover multiple
aspects or nodul es of the framework, so a name in a block only
enphasi zes one particular characteristic of it. More details about
sone |isted nmechani sns can be found in Appendi x A

[ oo s ool s el s U
| | Managenent | Control Plane | Forwarding

| | Pl ane | | Pl ane |
[ sy el e ey e 0
| data | gNM, NETCONF, | gNM, NETCONF, | NETCONF, |
| configuration | RESTCONF, SNWMP, | RESTCONF, | RESTCONF, |
| and subscribe | YANG Push | YANG- Push | YANG Push |
o m e e e oo - o e e e e oo - oo o - Fomm e oo - +
| data | MB, YANG | YANG | | OAM |
| generation | | | PSAMP, |
| and process | | | PBT, AM |
Fommmmmmeeeaaaas IRy T S Iy +
| data encoding | gRPC, HTTP, TCP | BWMP, TCP | I'PFIX, UDP

| and export | | | |
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Tabl e 2: Existing Wrk Mapping

Al t hough the franmework is generally suitable for any network
environments, the nmulti-domain telenetry has some uni que chal | enges
that deserve further architectural consideration, which is out of the
scope of this docunent.

Evol uti on of Network Tel emetry Applications

Network telemetry is an evolving technical area. As the network
moves towards the automated operation, network telenetry applications
undergo several stages of evolution, which add a new | ayer of
requirenents to the underlying network telenetry techniques. Each
stage is built upon the techni ques adopted by the previous stages
pl us sone new requirenments.

Stage 0 - Static Telemetry: The telenetry data source and type are
determned at design tinme. The network operator can only
configure howto use it with linmted flexibility.

Stage 1 - Dynamic Telenetry: The customtelenetry data can be
dynani cal | y programmed or configured at runtine w thout
interrupting the network operation, allow ng a trade-off anong
resource, performance, flexibility, and coverage.

Stage 2 - Interactive Telenmetry: The network operator can
continuously custom ze and fine tune the telenetry data in rea
time to reflect the network operation’s visibility requirenents.
Conpared with Stage 1, the changes are frequent based on the real -
time feedback. At this stage, sone tasks can be automated, but
human operators still need to sit in the mddle to make deci sions.

Stage 3 - Closed-Loop Telenmetry: The telemetry is free fromthe
interference of human operators, except for generating the
reports. The intelligent network operation engine automatically
i ssues the telenetry data requests, analyzes the data, and updates
the network operations in closed control |oops.

Exi sting technol ogies are ready for Stages 0 and 1. |ndividua
applications for Stages 2 and 3 are al so possi ble now. However, the



future autonom c networks may need a conprehensi ve operation
managenment systemthat works at Stages 2 and 3 to cover all the
network operation tasks. A well-defined network telenetry franework
is the first step towards this direction

Security Considerations

The conplexity of network telenetry raises significant security
inmplications. For exanple, telenetry data can be nmani pulated to
exhaust various network resources at each plane as well as the data
consuner; falsified or tanpered data can mi sl ead the decision-naking
process and paral yze networks; and wong configuration and
programmng for telenetry is equally harnful. The telemetry data is
hi ghly sensitive, which exposes a |ot of information about the
network and its configuration. Some of that information can nmake
desi gning attacks against the network nmuch easier (e.g., exact
details of what software and patches have been installed) and all ows
an attacker to determ ne whether a device may be subject to
unprotected security vulnerabilities.

G ven that this docunent has proposed a franmework for network
telemetry and the telemetry nmechani snms di scussed are nore extensive
(in both nmessage frequency and traffic ampbunt) than the conventiona
net wor k OQAM concepts, we nust also anticipate that new security
considerations that may also arise. A nunber of techniques already
exi st for securing the forwarding plane, control plane, and
managenent plane in a network, but it is inportant to consider if any
new t hreat vectors are now bei ng enabl ed via the use of network
telemetry procedures and mechani sms.

Thi s docunent proposes a conceptual architectural for collecting,
transporting, and analyzing a wide variety of data sources in support
of network applications. The protocols, data formats, and
configurations chosen to inplenent this framework will dictate the
specific security considerations. These considerations may include:

* Telemetry framework trust and policy nodels;

* Rol e managenent and access control for enabling and disabling
telenmetry capabilities;

* Protocol transport used for telemetry data and its inherent
security capabilities;

* Telemetry data stores, storage encryption, nethods of access, and
retention practices;

* Tracking telenetry events and any abnormalities that night
identify malicious attacks using telenetry interfaces.

* Authentication and integrity protection of telenetry data to nake
data nore trustworthy; and

* Segregating the telenmetry data traffic fromthe data traffic
carried over the network (e.g., historically managenent access and
managenent data nmay be carried via an i ndependent nanagenent
net wor k) .

Sone security considerations highlighted above may be m ninized or

negated with policy nanagement of network telenetry. 1n a network
telemetry deploynent, it would be advantageous to separate telenetry
capabilities into different classes of policies, i.e., Role-Based

Access Control and Event-Condition-Action policies. Al so, potentia
conflicts between network tel enetry mechani snms nust be detected
accurately and resol ved quickly to avoid unnecessary network
telemetry traffic propagation escalating into an unintended or



i nt ended deni al -of -service attack.

Further study of the security issues will be required, and it is
expected that the security nechani sns and protocols are devel oped and
depl oyed along with a network telemetry system
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Appendi x A. A Survey on Existing Network Tel enetry Techni ques

In this non-normative appendi x, we provide an overvi ew of sone
exi sting techniques and standard proposals for each network tel enetry
modul e.

A. 1. Managenent Pl ane Tel enetry
A.1.1. Push Extensions for NETCONF

NETCONF [ RFC6241] is a popul ar network nanagement protocol
recomrended by IETF. Its core strength is for managi ng
configuration, but it can also be used for data collection.

YANG- Push [ RFC8639] [ RFC8641] extends NETCONF and enabl es subscri ber
applications to request a continuous, custonized stream of updates
froma YANG datastore. Providing such visibility into changes nade
upon YANG configuration and operational objects enables new
capabilities based on the remote mrroring of configuration and
operational state. Moreover, a distributed data collection nmechani sm
[ NETCONF- DI STRI B- NOTI F] via a UDP-based publication channel

[ NETCONF- UDP- NOTI F] provi des enhanced efficiency for the NETCONF-
based tel enetry.

A.1.2. gRPC Network Managenent Interface

gRPC Networ k Managenent Interface (gNM) [gnm] is a network
managenent protocol based on the gRPC [grpc] Renpte Procedure Call
(RPC) framework. Wth a single gRPC service definition, both
configuration and telenetry can be covered. gRPC is an open-source
m cro-service comunication framework based on HITP/ 2 [ RFC7540]. It
provi des a nunber of capabilities that are well-suited for network
telemetry, including:

* A full-duplex stream ng transport nodel; when combined with a
bi nary encodi ng mechanism it provides good telenmetry efficiency.

* A higher-level feature consistency across platforns that common
HTTP/2 libraries typically do not provide. This characteristic is
especially valuable for the fact that telenetry data collectors
normaelly reside on a large variety of platfornmns.

* A built-in | oad-bal anci ng and fail over mechani sm

A.2. Control Plane Tel enetry

A.2.1. BGP Mnitoring Protocol



BMP [ RFC7854] is used to nonitor BGP sessions and is intended to
provide a convenient interface for obtaining route views.

BGP routing information is collected fromthe nonitored device(s) to
the BMP nonitoring station by setting up the BMP TCP session. The
BGP peers are nmonitored by the BMP Peer Up and Peer Down
notifications. The BGP routes (including Adj_RIB In [RFC7854],

Adj RIB out [RFC8671], and local RIB [ RFC9069]) are encapsulated in
the BMP Route Monitoring Message and the BMP Route Mrroring Message,
providing both an initial table dunp and real-tinme route updates. In
addition, BGP statistics are reported through the BWP Stats Report
Message, which could be either timer triggered or event-driven.
Future BMP extensions could further enrich BGP nonitoring
appl i cations.

A.3. Data Plane Tel enetry
A.3.1. Alternate-Mrking (AM Technol ogy

The Alternate-Mrking nethod enabl es efficient nmeasurenments of packet
| oss, delay, and jitter both in | P and Overlay Networks, as presented
in [ RFC8321] and [ RFC8889].

Thi s techni que can be applied to point-to-point and rulti point-to-
mul tipoint flows. Alternate Marking creates batches of packets by
alternating the value of 1 bit (or a label) of the packet header
These batches of packets are unanbi guously recogni zed over the
network, and the conparison of packet counters for each batch all ows
the packet |l oss calculation. The sane idea can be applied to del ay
measur enent by sel ecting ad hoc packets with a marking bit dedicated
for delay nmeasuremnents.

The Al ternate-Mrking nethod needs two counters each narking period
for each flow under nmonitor. For instance, by considering n

measur enent points and mnonitored flows, the order of nagnitude of
the packet counters for each time interval is n*nt2 (1 per color).

Since networks offer rich sets of network perfornmance neasurenent
data (e.g., packet counters), conventional approaches run into
limtations. The bottleneck is the generation and export of the data
and the anpunt of data that can be reasonably collected fromthe
network. In addition, managenent tasks related to determ ning and
configuring which data to generate |ead to significant depl oynent
chal | enges

The Mul tipoint Alternate-Marking approach, described in [ RFC8889],
ainms to resolve this issue and nmake the perfornmance nonitoring nore
flexible in case a detailed analysis is not needed.

An application orchestrates network performance neasurenent tasks
across the network to allow for optimized nonitoring. The
application can choose how roughly or precisely to configure
measur enent poi nts depending on the application’s requirenents.

Using Alternate Marking, it is possible to nmonitor a Miltipoint

Net work wi t hout in-depth exam nation by using Network C ustering
(subnetworks that are portions of the entire network that preserve
the sane property of the entire network, called clusters). So in the
case where there is packet loss or the delay is too high, the
specific filtering criteria could be applied to gather a nore
detailed analysis by using a different conbination of clusters up to
a per-fl ow neasurenent as described in the Alternate-Mrking docunent
[ RFC8321] .

In summary, an application can configure end-to-end network
monitoring. |If the network does not experience issues, this



approxi mate nmonitoring i s good enough and is very cheap in ternms of
network resources. However, in case of problens, the application
becones aware of the issues fromthis approximte nonitoring and, in
order to localize the portion of the network that has issues,
configures the measurenent points nore extensively, allow ng nore
detailed nonitoring to be perforned. After the detection and
resolution of the problem the initial approxinmte nonitoring can be
used agai n.

A.3.2. Dynanmic Network Probe

A har dwar e- based Dynam ¢ Network Probe (DNP) [ OPSAWG DNP4l @ provi des
a programmabl e means to custom ze the data that an application
collects fromthe data plane. A direct benefit of DNP is the
reduction of the exported data. A full DNP solution covers severa
conmponents including data source, data subscription, and data
generation. The data subscription needs to define the derived data
that can be conposed and derived fromraw data sources. The data
generation takes advantage of the noderate in-network conputing to
produce the desired data.

Wil e DNP can introduce unforeseeable flexibility to the data pl ane
telemetry, it also faces sonme challenges. It requires a flexible
data pl ane that can be dynam cally reprogranmed at runtine. The
progranmm ng Application Programmng Interface (APl) is yet to be
def i ned.

A.3.3. IP Flow Information Export (IPFIX) Protoco

Traffic on a network can be seen as a set of flows passing through
network el ements. |PFIX [RFC7011] provides a neans of transmtting
traffic flowinformation for admnistrative or other purposes. A
typical |PFIX-enabled systemincludes a pool of Metering Processes
that collects data packets at one or nore Observation Points,
optionally filters them and aggregates information about these
packets. An Exporter then gathers each of the (ohservation Points
together into an Qbservati on Domain and sends this information via
the I PFI X protocol to a Collector.

A3.4. In Situ CAM

Cl assi cal passive and active nonitoring and neasurenent techni ques
are either inaccurate or resource consunming. It is preferable to
directly acquire data associated with a fl ow s packets when the
packets pass through a network. |QOAM [ RFC9197], a data generation
techni que, enbeds a new instruction header to user packets, and the
instruction directs the network nodes to add the requested data to
the packets. Thus, at the path’s end, the packet’s experience gai ned
on the entire forwarding path can be collected. Such firsthand data
is invaluable to many network OAM applications.

However, | OAM al so faces sone chal |l enges. The issues on perfornmance
i mpact, security, scalability and overhead linmits, encapsul ation
difficulties in some protocols, and cross-domai n depl oynment need to
be addressed.

A.3.5. Postcard-Based Tel enetry

The postcard-based telenmetry, as enbodied in | OAM Di rect Export (DEX)
[ 1 PPM | OAM DI RECT- EXPORT] and | OAM Mar ki ng

[ 1| PPM POSTCARD- BASED- TELEMETRY], is a conplenentary technique to the
passport-based | OAM [ RFC9197]. PBT directly exports data at each
node through an i ndependent packet. At the cost of higher bandw dth
overhead and the need for data correl ati on, PBT shows several unique
advantages. It can also help to identify packet drop |ocation in
case a packet is dropped on its forwardi ng path.



A 3.6. Existing OAM for Specific Data Pl anes

Various data planes raise unique OAM requirenents. | ETF has
publ i shed OAM techni que and franmework docunents (e.g., [RFC8924] and
[ RFC5085]) targeting different data planes such as Miltiprotoco
Label Switching (MPLS), L2 Virtual Private Network (VPN), Network
Virtualization over Layer 3 (NVQ3), Virtual Extensible LAN (VXLAN),
Bit Index Explicit Replication (BIER), Service Function Chaining
(SFC), Segnent Routing (SR), and Determ nistic Networking (DETNET)
The af orenentioned data plane telenmetry techni ques can be used to
enhance the OAM capability on such data pl anes.

A.4. External Data and Event Tel enetry
A.4.1. Sources of External Events

To ensure that the information provided by external event detectors
and used by the network managenent sol utions is neaningful for
managenent purposes, the network telenetry framework nmust ensure that
such detectors (sources) are easily connected to the nanagenent
solutions (sinks). This requires the specification of a |ist of
potential external data sources that could be of interest in network
managenment and matching it to the connectors and/or interfaces
required to connect them

Cat egories of external event sources that nmay be of interest to
net wor k managenent i ncl ude

* Smart objects and sensors. Wth the consolidation of the Internet
of Things (10T), any network systemw || have many smart objects
attached to its physical surroundings and | ogi cal operation
environments. Most of these objects will be essentially based on
sensors of many kinds (e.g., tenperature, humidity, and presence),
and the information they provide can be very useful for the
managenent of the network, even when they are not specifically
depl oyed for such purpose. Elenments of this source type wll
usual ly provide a specific protocol for interaction, especially
one of the protocols related to |oT, such as the Constrained
Application Protocol (CoAP)

* Online news reporters. Several online news services have the
ability to provide an enornous quantity of information about
different events occurring in the world. Sonme of those events can
have an inpact on the network system nmanaged by a specific
framework; therefore, such information nmay be of interest to the
management solution. For instance, diverse security reports, such
as Common Vul nerabilities and Exposures (CVEs), can be issued by
the corresponding authority and used by the managenent solution to
updat e the managed system if needed. Instead of a specific
protocol and data format, the sources of this kind of information
usually follow a rel axed but structured format. This format will
be part of both the ontol ogy and information nodel of the
telemetry frameworKk.

* dobal event analyzers. The advance of big data anal yzers
provi des a huge anount of information and, nore interestingly, the
identification of events detected by anal yzing many data streans
fromdifferent origins. |In contrast with the other types of
sources, which are focused on specific events, the detectors of
this source type will detect generic events. For exanple, during
a sports event, sone unexpected novenment makes it fascinating, and
many peopl e connect to sites that are reporting on the event. The
under | yi ng networks supporting the services that cover the event
can be affected by such situation, so their managenment sol utions
shoul d be aware of it. In contrast with the other source types, a



new i nformati on nodel, format, and reporting protocol is required
to integrate the detectors of this type with the nmanagenent
sol uti on.

Addi tional detector types can be added to the system but generally
they will be the result of conposing the properties offered by these
mai n cl asses.

A . 4.2. Connectors and Interfaces

For allowi ng external event detectors to be properly integrated with
ot her managenent sol utions, both el ements nmust expose interfaces and
protocols that are subject to their particular objective. Since
external event detectors will be focused on providing their
information to their main consuners, which generally will not be
limted to the network nanagenent sol utions, the franmework nust
include the definition of the required connectors for ensuring the

i nterconnecti on between detectors (sources) and their consuners

wi thin the nmanagenment systens (sinks) are effective.

In some situations, the interconnection between external event
detectors and the managenent systemis via the managenent plane. For
those situations, there will be a special connector that provides the
typical interfaces found in nost other el enents connected to the
managenent plane. For instance, the interfaces could acconplish this
with a specific data nodel (YANG and specific telemetry protocol
such as NETCONF, YANG Push, or gRPC

Acknowl edgrent s

We would like to thank Rob Wlton, Geg Mrsky, Randy Presuhn, Joe
Clarke, Victor Liu, Janmes @uichard, Uri Blunmenthal, G useppe

Fi occol a, Yunan GQu, Parviz Yegani, Young Lee, Q n Wi, Gyan M shra,
Ben Schwartz, Al exey Mel ni kov, M chael Scharf, Dhruv Dhody, Martin
Duke, Roman Danyliw, Warren Kumari, Sheng Jiang, Lars Eggert, ric
VWncke, Jean-M chel Conbes, Erik Kline, Benjanin Kaduk, and many

ot hers who have provi ded hel pful comrents and suggestions to inprove
t hi s docunent.

Contributors

The other contributors of this document are Tianran Zhou, Zhenbin Li,
Zhenqgi ang Li, Daniel King, Adrian Farrel, and Al exander C emm

Aut hors’ Addr esses

Haoyu Song

Fut ur ewei

United States of America

Enai | : haoyu. song@ ut ur ewei . com

Fengwei Q@ n

Chi na Mobile
Chi na
Enmai | : qi nf engwei @hi nanobi |l e. com

Pedro Martinez-Julia

NI CT

Japan

Enmai | : pedro@ict.go.jp

Laurent Ci avaglia
Rakut en Mobil e



France
Enmai | : laurent. ciavagli a@ akut en. com

Ai jun Vang

Chi na Tel ecom

Chi na

Enmai | : wangaj 3@hi nat el ecom cn



