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Abstract

Thi s docunent describes a protocol that allows clients to hide their

| P addresses from DNS resol vers via proxying encrypted DNS over HTTPS
(DoH) messages. This inproves privacy of DNS operations by not

all owi ng any one server entity to be aware of both the client IP
address and the content of DNS queries and answers.

Thi s experinental protocol has been devel oped outside the IETF and is
publ i shed here to guide inplenmentation, ensure interoperability anmong
i npl ement ati ons, and enabl e wi de-scal e experinentation
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I nt roducti on

DNS over HTTPS (DoH) [ RFC8484] defines a nmechanismto allow DNS
messages to be transmtted in HITP nmessages protected with TLS. This
provi des inproved confidentiality and authentication for DNS
interactions in various circunstances.

Wi | e DoH can prevent eavesdroppers fromdirectly reading the
contents of DNS exchanges, clients cannot send DNS queries to and
recei ve answers fromservers without revealing their |ocal |P address
(and thus information about the identity or l|ocation of the client)
to the server.

Proposal s such as blivious DNS [ OBLI VI QUS-DNS] i ncrease privacy by
ensuring that no single DNS server is aware of both the client IP
address and t he nessage contents.

Thi s docunent defines Oblivious DoH, an experinmental protocol built
on DoH that permits proxied resolution, in which DNS nessages are
encrypted so that no server can independently read both the client IP
address and the DNS nessage contents.

As with DoH, DNS nessages exchanged over blivious DoH are fully
fornmed DNS nessages. Clients that want to receive answers that are
rel evant to the network they are on without revealing their exact IP
address can thus use the EDNSO Cient Subnet option ([RFC7871],
Section 7.1.2) to provide a hint to the resolver using Oblivious DoH

This nmechanismis intended to be used as one nechani smfor resolving
privacy-sensitive content in the broader context of DNS privacy.

Thi s experinental protocol has been devel oped outside the IETF and is
publ i shed here to guide inplementation, ensure interoperability anong
i npl ement ati ons, and enabl e wi de-scal e experinmentation. See

Section 10 for nore details about the experinent.

Speci fication of Requirements

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy
Thi s docunent defines the follow ng terns:
olivious Client: A client that sends DNS queries to an Oblivious

Target, through an Oblivious Proxy. The Client is responsible for
sel ecting the conbination of Proxy and Target to use for a given

query.
b

i vious Proxy: An HITP server that proxies encrypted DNS queries
and responses between an Cblivious Cient and an Oblivious Target
and is identified by a URI Tenpl ate [ RFC6570] (see Section 4.1).
Note that this Oblivious Proxy is not acting as a full HITP proxy
but is instead a specialized server used to forward Oblivious DNS
nmessages.

b

ivious Target: An HTTP server that receives and decrypts
encrypted olivious Cient DNS queries froman Oblivious Proxy and
returns encrypted DNS responses via that same Proxy. In order to
provi de DNS responses, the Target can be a DNS resol ver, be co-

|l ocated with a resolver, or forward to a resol ver.

Thr oughout the rest of this docunent, we use the terns "Client",
"Proxy", and "Target" to refer to an Cblivious Cient, Oblivious
Proxy, and Oblivious Target, respectively.

Depl oynent Requi renents
ol ivious DoH requires, at a mni num

* An Oblivious Proxy server, identified by a URI Tenpl ate.

* An Oblivious Target server. The Target and Proxy are expected to
be non-col luding (see Section 11).

* One or nore Target public keys for encrypting DNS queries sent to
a Target via a Proxy (Section 5). These keys guarantee that only
the intended Target can decrypt Cient queries.

The nechani sm for discovering and provisioning the Proxy URI Tenpl ate
and Target public keys is out of scope for this docunent.

HTTP Exchange

Unli ke direct resolution, oblivious hostnane resol uti on over DoH
i nvol ves three parties:

1. The Cient, which generates queries.

2. The Proxy, which receives encrypted queries fromthe Cient and
passes themon to a Target.

3. The Target, which receives proxied queries fromthe Cient via
the Proxy and produces proxied answers.

--- [ Request encrypted with Target public key -->
R S —— + M + M +
| dient +------------- > vlivious +------------- > Oblivious |
| R + Pr oxy R + Target |
S + R + R +



Figure 1: Oblivious DoH Exchange
4.1. HITP Request

ol ivious DoH queries are created by the Client and are sent to the
Proxy as HITP requests using the POST nmethod. dCients are configured
with a Proxy URI Tenplate [ RFC6570] and the Target URI. The schene
for both the Proxy URI Tenplate and the Target URI MJST be "https"
The Proxy URI Tenpl ate uses the Level 3 encoding defined in

Section 1.2 of [RFC6570] and contains two variables: "targethost",

whi ch indicates the hostnanme of the Target server; and "targetpath",
whi ch indicates the path on which the Target is accessible. Exanples
of Proxy URI Tenpl ates are shown bel ow.

htt ps://dnsproxy. exanpl e/ dns- quer y{?t ar get host , t ar get pat h}
htt ps://dnsproxy. exanpl e/ {t arget host}/{t arget pat h}

The URI Tenpl ate MJST contain both the "targethost” and "t argetpath"
vari abl es exactly once and MJUST NOT contain any other variables. The
vari abl es MJST be within the path or query conponents of the URI
Clients MJST ignore configurations that do not conformto this

templ ate. See Section 4.2 for an exanpl e request.

ol i vi ous DoH nessages have no cache val ue, since both requests and
responses are encrypted using epheneral key material. Requests and
responses MJST NOT be cached.

Clients MJST set the HTTP Content-Type header to "application/

obl i vi ous-dns-nessage" to indicate that this request is an Oblivious
DoH query intended for proxying. Cients also SHOULD set this sane
val ue for the HTTP Accept header

A correctly encoded request has the HTTP Content-Type header

"appl i cation/ oblivi ous-dns-nmessage", uses the HTTP POST net hod, and
contains "targethost" and "targetpath" variables. |If the Proxy fails
to match the "targethost” and "targetpath" variables fromthe path,
it MUST treat the request as nmalformed. The Proxy constructs the UR
of the Target with the "https" schene, using the val ue of
"targethost" as the URI host and the percent-decoded val ue of
"targetpath" as the URI path. Proxies MJST check that dient
requests are correctly encoded and MIST return a 4xx (Cient Error)
if the check fails, along with the Proxy-Status response header with
an "error" paraneter of type "http request _error" [ RFC9209].

Proxi es MAY choose to not forward connections to non-standard ports.
In such cases, Proxies can indicate the error with a 403 response
status code, along with a Proxy-Status response header with an
"error"” paraneter of type "http_request_denied" and with an
appropriate explanation in "details".

If the Proxy cannot establish a connection to the Target, it can

indicate the error with a 502 response status code, along with a

Proxy- St atus response header with an "error" paranmeter whose type
i ndicates the reason. For exanple, if DNS resolution fails, the

error type mght be "dns_tineout", whereas if the TLS connection

fails, the error type mght be "tls protocol _error".

Upon recei pt of requests froma Proxy, Targets MJST validate that the
request has the HTTP Content-Type header "application/oblivious-dns-
message” and uses the HITP POST nmethod. Targets can respond with a
4xx response status code if this check fails.

4.2. HITP Request Exanple

The foll owi ng exanpl e shows how a Cient requests that a Proxy,



"dnsproxy. exanpl e", forward an encrypted message to
"dnstarget.exanple". The URI Tenplate for the Proxy is
"https://dnsproxy. exanpl e/ dns- quer y{?t ar get host,targetpath}". The
URI for the Target is "https://dnstarget. exanpl e/ dns-query".

:met hod = POST

:schene = https

cauthority = dnsproxy. exanpl e

:path = /dns-query?target host =dnst ar get . exanpl e&t ar get pat h=/ dns- query
accept = application/oblivious-dns-nessage

content-type = application/oblivious-dns-nessage

content-length = 106

<Bytes containing an encrypted Oblivious DNS query>
The Proxy then sends the followi ng request on to the Target:

> met hod POST

:schene ht t ps

;authority = dnstarget. exanple

:path = /dns-query

accept = application/oblivious-dns-nessage
content-type = application/oblivious-dns-nessage
content-length = 106

<Bytes containing an encrypted Oblivious DNS query>
4.3. HITP Response

The response to an Oblivious DoH query is generated by the Target.

It MIUST set the Content-Type HITP header to "application/oblivious-
dns- nessage" for all successful responses. The body of the response
contains an encrypted DNS nessage; see Section 6.

The response froma Target MJST set the Content-Type HTTP header to
"application/oblivious-dns-nessage", and that sane type MJST be used
on all successful responses sent by the Proxy to the dient. A
Client MUST only consider a response that contains the Content-Type
header before processing the payl oad. A response wi thout the
appropri ate header MIUST be treated as an error and be handl ed
appropriately. Al other aspects of the HITP response and error
handl ing are inherited from standard DoH

Proxies forward responses fromthe Target to the dient, wthout any
nmodi fi cations to the body or status code. The Proxy al so SHOULD add
a Proxy-Status response header with a "received-status" paraneter
indicating that the status code was generated by the Target.

Note that if a Cient receives a 3xx status code and chooses to
follow a redirect, the subsequent request MJST al so be perforned
through a Proxy in order to avoid directly exposing requests to the
Tar get .

Requests that cannot be processed by the Target result in 4xx (Cient
Error) responses. |If the Target and Client keys do not match, it is
an authorization failure (HTTP status code 401; see Section 15.5.2 of
[HTTP]). Oherwise, if the dient’s request is invalid, such as in
the case of decryption failure, wong nessage type, or
deserialization failure, this is a bad request (HITP status code 400;
see Section 15.5.1 of [HITP]).

Even in the case of DNS responses indicating failure, such as
SERVFAI L or NXDOVAIN, a successful HTTP response with a 2xx status
code is used as long as the DNS response is valid. This is identica
to how DoH [ RFC8484] handl es HITP response codes
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HTTP Response Exanpl e

The foll owi ng exanpl e shows a 2xx (Successful) response that can be
sent froma Target to a Client via a Proxy.

:status = 200
content-type = application/oblivious-dns-nessage
content-length = 154

<Bytes containing an encrypted Oblivious DNS response>
HTTP Met adat a

Proxi es forward requests and responses between Clients and Targets as
specified in Section 4.1. Mtadata sent with these nessages could

i nadvertently weaken or renpve Oblivious DoH privacy properties.
Proxi es MUST NOT send any Cient-identifying information about
Clients to Targets, such as "Forwarded" HTTP headers [RFC7239].
Additionally, Cients MJST NOT include any private state in requests
to Proxies, such as HTTP cookies. See Section 11.3 for related

di scussi on about Cdient authentication information.

Configuration and Public Key Format

In order to send a message to a Target, the Cient needs to know a
public key to use for encrypting its queries. The nechanismfor
di scovering this configuration is out of scope for this docunent.

Servers ought to rotate public keys regularly. It is RECOMVENDED
that servers rotate keys every day. Shorter rotation w ndows reduce
the anonymty set of Cients that m ght use the public key, whereas
| onger rotation wi ndows widen the tine franme of possible conpronise.

An bl ivious DNS public key configuration is a structure encoded,
usi ng TLS-styl e encodi ng [ RFC8446], as foll ows:

struct {

uint16 kemid;

uint16 kdf _id;

uint16 aead_ id;

opaque public_key<1..2"16-1>;
} ol ivi ousDoHConfi gCont ent s;

struct {
ui nt 16 version;
uint 16 | engt h;
sel ect (Oolivi ousDoHConfi g.version) {
case 0x0001: blivi ousDoHConfi gContents contents;

}
} olivi ousDoHConfi g;
Obl i vi ousDoHConfi g Obli vi ousDoHConfi gs<1..2"16-1>;

The bl i vi ousDoHConfi gs structure contains one or nore

ol i vi ousDoHConfi g structures in decreasing order of preference.
This allows a server to support nultiple versions of Oblivious DoH
and nultiple sets of Oblivious DoH paraneters.

An bl i vi ousDoHConfi g structure contains a versioned representation
of an Oblivious DoH configuration, with the follow ng fields.

version: The version of olivious DoH for which this configuration
is used. Clients MJST ignhore any olivi ousDoHConfig structure
with a version they do not support. The version of Oblivious DoH
specified in this docunent is 0x0001



length: The length, in bytes, of the next field.

contents: An opaque byte string whose contents depend on the
version. For this specification, the contents are an
ol i vi ousDoHConf i gContents structure.

An bl i vi ousDoHConfi gContents structure contains the information
needed to encrypt a nessage under

ol i vi ousDoHConf i gCont ents. publ i ¢c_key such that only the owner of the
correspondi ng private key can decrypt the nessage. The val ues for

Obl i vi ousDoHConf i gCont ents. kem.id, Oblivi ousDoHConfi gContents. kdf _i d,
and Obl i vi ousDoHConfi gContents. aead_id are described in Section 7 of
[HPKE]. The fields in this structure are as foll ows:

kemid: The hybrid public key encryption (HPKE) key encapsul ation
mechani sm (KEM identifier corresponding to public_key. dients
MUST i gnore any ObliviousDoHConfig structure with a key using a
KEM t hey do not support.

kdf id: The HPKE key derivation function (KDF) identifier
corresponding to public_key. dients MJST ignore any
ol i vi ousDoHConfig structure with a key using a KDF they do not
support.

aead_id: The HPKE authenticated encryption with associ ated data
(AEAD) identifier corresponding to public_key. dients MJST
i gnore any Oblivi ousDoHConfig structure with a key using an AEAD
they do not support.

public_key: The HPKE public key used by the Cient to encrypt
ol i vi ous DoH queri es.

Pr ot ocol Encodi ng
This section includes encoding and wire fornmat details for Oblivious
DoH, as well as routines for encrypting and decrypti ng encoded
val ues.

.1. Message For nat

There are two types of nolivious DoH nessages: Queries (0x01) and
Responses (0x02). Both messages carry the follow ng information

1. A DNS nessage, which is either a Query or Response, dependi ng on
cont ext .

2. Padding of arbitrary |length, which MJST contain all zeros.
They are encoded using the foll ow ng structure:
struct {
opaque dns_nessage<l..2716- 1>;
opaque paddi ng<0..2"16-1>;
} blivi ousDoHVessageP! ai nt ext ;

Both Query and Response nessages use the Oblivi ousDoHVessagePl ai nt ext
format.

ol i vi ousDoHMessageP! ai nt ext bl i vi ousDoHQuery;
ol i vi ousDoHMVessageP! ai nt ext bl i vi ousDoHResponse;

An encrypted Oblivi ousDoHVessagePl ai ntext parameter is carried in an
ol i vi ousDoHMVessage nessage, encoded as fol |l ows:

struct {
uint8 nessage_type;



opaque key_id<0..2"16-1>;
opaque encrypted _nessage<l..2"16-1>;
} blivi ousDoHVeSssage;

The Oblivi ousDoHVessage structure contains the follow ng fields:

message_type: A one-byte identifier for the type of nmessage. Query
messages use nmessage_type 0x01, and Response nessages use
message_type 0x02

key_id: The identifier of the corresponding
ol i vi ousDoHConf i gContents key. This is conputed as
Expand(Extract ("", config), "odoh key id", Nh), where config is
the olivi ousDoHConfi gContents structure and Extract, Expand, and
Nh are as specified by the HPKE ci pher suite KDF corresponding to
config. kdf _i d.

encrypted_message: An encrypted nessage for the Oblivious Target
(for Query nmessages) or Cient (for Response nessages).
I npl enent ati ons MAY enforce limts on the size of this field,
dependi ng on the size of plaintext DNS nessages. (DNS queri es,
for exanple, will not reach the size |limt of 2716-1 in practice.)

The contents of Oblivi ousDoHVessage. encrypt ed_nessage depend on

ol i vi ousDoHMVessage. nessage_type. In particular,

ol i vi ousDoHMessage. encrypt ed _nessage i s an encryption of an

ol i vi ousDoHQuery message if the nessage is a Query and an encryption
of ObliviousDoHResponse if the nessage is a Response.

Encrypti on and Decryption Routines

Clients use the following utility functions for encrypting a Query
and decrypting a Response as described in Section 7.

* encrypt_query_body: Encrypt an Oblivious DoH query.

def encrypt_query_body(pkR, key_id, Q plain):
enc, context = SetupBaseS(pkR, "odoh query")
aad = Ox01 || len(key_id) || key_id
ct = context. Seal (aad, Q_plain)
Q encrypted = enc || ct
return Q encrypted

* decrypt _response_body: Decrypt an Oblivi ous DoH response.

def decrypt response_body(context, Qplain, R encrypted, resp_nonce):
aead_key, aead_nonce = derive_secrets(context, Qplain, resp_nonce)
aad = 0x02 || len(resp_nonce) || resp_nonce
R plain, error = Open(key, nonce, aad, R encrypted)
return R plain, error

The derive_secrets function is described bel ow

Targets use the following utility functions in processing queries and
produci ng responses as described in Section 8.

* setup_query _context: Set up an HPKE context used for decrypting an
Obl i vi ous DoH query.

def setup_query_context (skR, key_id, Q encrypted):
enc || ct = Q.encrypted
context = SetupBaseR(enc, skR, "odoh query")
return context

* decrypt_query_body: Decrypt an Oblivious DoH query.



def decrypt_query_body(context, key_id, Q encrypted):
aad = 0x01 || len(key_id) || key_id
enc || ct = Qencrypted
Q plain, error = context.Cpen(aad, ct)
return Qplain, error

* derive_secrets: Derive keying material used for encrypting an
ol i vi ous DoH response.

def derive_secrets(context, Q plain, resp_nonce):
secret = context.Export("odoh response", Nk)
salt = Qplain || len(resp_nonce) || resp_nonce
prk = Extract(salt, secret)
key = Expand(odoh_prk, "odoh key", Nk)
nonce = Expand(odoh_prk, "odoh nonce", Nn)
return key, nonce

The randon(N) function returns N cryptographically secure random
bytes from a good source of entropy [ RFC4086]. The max(A, B)
function returns Aif A > B, and B otherw se.

* encrypt _response_body: Encrypt an Oblivi ous DoH response.

def encrypt_response_body(R pl ain, aead_key, aead_nonce, resp_nonce):
aad = 0x02 || len(resp_nonce) || resp_nonce
R encrypted = Seal (aead_key, aead nonce, aad, R plain)
return R encrypted

Oblivious dient Behavior

Let M be a DNS nessage (query) a Client wishes to protect with

ol ivious DoH  Wen sending an Oblivious DoH Query for resolving M
to an Oblivious Target with Oblivi ousDoHConfi gContents config, a
Client does the follow ng:

1. Creates an ObliviousDoHQuery structure, carrying the nessage M
and paddi ng, to produce Q plain.

2. Deserializes config.public_key to produce a public key pkR of
type config. kem.id.

3. Conputes the encrypted nessage as Q encrypted =
encrypt _query_body(pkR, key_id, Qplain), where key id is as
conputed in Section 6. Note also that |en(key id) outputs the
|l ength of key id as a two-byte unsigned integer

4. CQutputs an oliviousDoHVessage nessage Q where Q nessage_type =
0x01, Qkey_id carries key_id, and Q encrypted_nessage =

Q_encrypt ed.

The Client then sends Qto the Proxy according to Section 4.1. Once
the Cient receives a response R encrypted as specified in

Section 8, it uses decrypt_response_body to decrypt

R encrypted_nmessage (using R key_id as a nonce) and produce R plain.
Clients MJST validate R plain.padding (as all zeros) before using

R pl ai n. dns_nessage

ol i vi ous Target Behavi or

Targets that receive a Query nmessage Q decrypt and process it as
fol | ows:

1. Look up the OnliviousDoHConfi gContents information according to
Qkey_id. If no such key exists, the Target MAY discard the
query, and if so, it MJST return a 401 (Unauthorized) response to
the Proxy. Oherw se, let skR be the private key correspondi ng



to this public key, or one chosen for trial decryption.

2. Compute context = setup_query_context(skR Q key_id,
Q encrypt ed_nessage) .

3. Conpute Qplain, error = decrypt_query_body(context, Q key_id,
Q encrypt ed_nessage) .

4. 1If no error was returned and Q plain.padding is valid (al
zeros), resolve Q plain.dns_nmessage as needed, yielding a DNS
message M O herwise, if an error was returned or the padding
was invalid, return a 400 (Client Error) response to the Proxy.

5. Create an blivi ousDoHResponseBody structure, carrying the
message M and paddi ng, to produce R plain.

6. Create a fresh nonce resp_nonce = randon{max(Nn, NK)).

7. Compute aead_key, aead _nonce = derive_secrets(context, Q plain,
resp_nonce).

8. Conpute R encrypted = encrypt _response_body(R plain, aead key,
aead_nonce, resp_nonce). The key id field used for encryption
carries resp_nonce in order for Cients to derive the sane
secrets. Also, the Seal function is the function that is
associ ated with the HPKE AEAD

9. CQutput an blivi ousDoHVessage nmessage R, where R nessage type =
0x02, R key_id = resp_nonce, and R encrypted_nessage =
R _encrypt ed.

The Target then sends Rin a 2xx (Successful) response to the Proxy;
see Section 4.3. The Proxy forwards the nmessage R without
nmodi fi cation back to the dient as the HTTP response to the Client’s
original HTTP request. |In the event of an error (non-2xx status
code), the Proxy forwards the Target error to the Cient; see
Section 4. 3.

Conpl i ance Requirenents

ol i vi ous DoH uses HPKE for public key encryption [HPKE]. In the
absence of an application profile standard specifying otherw se, a
compliant blivious DoH inplenmentati on MUST support the follow ng
HPKE ci pher suite:

KEM  DHKEM X25519, HKDF- SHA256) (see [HPKE], Section 7.1)
KDF: HKDF- SHA256 (see [HPKE], Section 7.2)
AEAD: AES- 128- GCM (see [HPKE], Section 7.3)

Experi ment Overview

Thi s docunent describes an experinental protocol built on DoH  The
purpose of this experinment is to assess depl oynent configuration
viability and rel ated performance i npacts on DNS resol uti on by
measuring key performance indicators such as resolution |atency.
Experinment participants will test various paraneters affecting
service operation and performance, including nechanisns for discovery
and configuration of DoH Proxies and Targets, as well as performance
i mplications of connection reuse and pools where appropriate. The
results of this experinent will be used to influence future protoco
desi gn and depl oynent efforts related to Oolivious DoH, such as
Oblivious HTTP [OHTP]. Inplenentations of DoH that are not involved
in the experiment will not recognize this protocol and will not
participate in the experinent. It is anticipated that the use of
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olivious DoH will be wi despread and that this experinment will be of
| ong durati on.

Security Considerations

ol ivious DoH ainms to keep know edge of the true query origin and its
contents known only to Clients. As a sinplified nodel, consider a
case where there exist two Cients Cl and C2, one Proxy P, and one
Target T. Oblivious DoH assunmes an extended Dol ev-Yao style attacker
[ Dol ev- Yao] that can observe all network activity and can adaptively
conprom se either P or T, but not C1 or C2. Note that conproni sing
both P and T is equivalent to collusion between these two parties in
practice. Once conprom sed, the attacker has access to all session
information and private key material. (This generalizes to
arbitrarily many Clients, Proxies, and Targets, with the constraints
that (1) not all Targets and Proxies are simnultaneously conproni sed
and (2) at least two Clients are |eft unconpronmised.) The attacker
is prohibited fromsending Cient-identifying information, such as IP
addresses, to Targets. (This would allow the attacker to trivially
link a query to the corresponding Client.)

In this nodel, both Cl and C2 send Oblivious DoH queries QL and @,
respectively, through Pto T, and T provides answers Al and A2. The
attacker ains to link C1 to (Ql, Al) and C to (@, A2),
respectively. The attacker succeeds if this linkability is possible
wi thout any additional interaction. (For exanple, if Tis

conprom sed, it could return a DNS answer corresponding to an entity
it controls and then observe the subsequent connection froma Cient,
learning its identity in the process. Such attacks are out of scope
for this nodel.)

ol ivious DoH security prevents such linkability. Informally, this
neans:

1. Queries and answers are known only to Clients and Targets in
possession of the correspondi ng response key and HPKE keyi ng

material. In particular, Proxies know the origin and destination
of an oblivious query, yet do not know the plaintext query.
Li kewi se, Targets know only the oblivious query origin, i.e., the

Proxy, and the plaintext query. Only the Cient knows both the
pl ai ntext query contents and destination

2. Target resolvers cannot link queries fromthe same Client in the
absence of unique per-dient keys.

Traffic analysis nitigations are outside the scope of this docunent.
In particular, this docunment does not prescribe padding | engths for
ol i vi ousDoHQuery and Obli vi ousDoHResponse nmessages. | npl enentations
SHOULD fol I ow t he guidance in [ RFC8467] for choosing paddi ng | ength.

ol ivious DoH security does not depend on Proxy and Tar get

i ndi stinguishability. Specifically, an on-path attacker could
determ ne whether a connection to a specific endpoint is used for
oblivious or direct DoH queries. However, this has no effect on the
confidentiality goals |isted above.

1. Denial of Service

Mal i cious Cients (or Proxies) can send bogus blivious DoH queries
to Targets as a Denial -of-Service (DoS) attack. Target servers can
throttle processing requests if such an event occurs. Additionally,
since Targets provide explicit errors upon decryption failure, i.e.,

i f ciphertext decryption fails or if the plaintext DNS nessage is

mal formed, Proxies can throttle specific Cients in response to these
errors. In general, however, Targets trust Proxies to not overwhelm
the Target, and it is expected that Proxies inplenment either sone
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formof rate limting or client authentication to limt abuse; see
Section 11. 3.

Mal i ci ous Targets or Proxies can send bogus answers in response to
ol ivious DoH queries. Response decryption failure is a signal that
either the Proxy or Target is misbehaving. dients can choose to
stop using one or both of these servers in the event of such failure.
However, as noted above, malicious Targets and Proxies are out of
scope for the threat nodel

2. Proxy Policies

Proxies are free to enforce any forwarding policy they desire for
Clients. For exanple, they can choose to only forward requests to
known or otherw se trusted Targets.

Proxi es that do not reuse connections to Targets for many Cients may
all ow Targets to link individual queries to unknown Targets. To
mtigate this linkability vector, it is RECOMVENDED t hat Proxies poo
and reuse connections to Targets. Note that this benefits
performance as well as privacy, since queries do not incur any del ay
that m ght otherw se result from Proxy-to-Target connection
establ i shrent .

3. Authentication

Dependi ng on the depl oynent scenario, Proxies and Targets night
require authentication before use. Regardless of the authentication
mechani smin place, Proxies MJUST NOT reveal any Cient authentication
information to Targets. This is required so Targets cannot uniquely
identify individual dients.

Note that if Targets require Proxies to authenticate at the HTTP or
application |ayer before use, this ought to be done before attenpting
to forward any Client query to the Target. This will allow Proxies
to distinguish 401 (Unauthorized) response codes due to
aut hentication failure from 401 response codes due to Cient key
m smat ch; see Section 4. 3.

I ANA Consi derations

Thi s docunent nakes changes to the "Media Types" registry. The
changes are described in the foll ow ng subsection

1. olivious DoH Message Media Type

Thi s docunent registers a new nedia type, "application/oblivious-dns-
nmessage".

Type name: application

Subt ype nane: oblivi ous-dns-nessage

Required paraneters: NA

Optional paraneters: NA

Encodi ng considerations: This is a binary format, containing
encrypted DNS requests and responses encoded as

ol i vi ousDoHMVessage val ues, as defined in Section 6.1

Security considerations: See this docunent. The content is an
encrypted DNS nessage, and not executabl e code.

Interoperability considerations: This document specifies the format
of conform ng nessages and the interpretation thereof; see
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Section 6. 1.
Publ i shed specification: This docunent

Applications that use this nedia type: This nedia type is intended
to be used by Clients wishing to hide their DNS queries when using
DNS over HTTPS.

Addi tional information: NA

Person and enmnil address to contact for further information: See the
Aut hors’ Addresses secti on.

I nt ended usage: COMVON
Restrictions on usage: NA

Aut hor: Tonmy Pauly (tpaul y@ppl e.con

Change controller: |ETF

Provi sional registration? (standards tree only): No
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Appendi x A.  Use of CGeneric Proxy Services

Usi ng DoH over anonymi zi ng proxy services such as Tor can al so
achi eve the desired goal of separating query origins fromtheir
contents. However, there are several reasons why such systens are
undesirable as contrasted with Cblivious DoH:

1. Tor is nmeant to be a generic connection-level anonymty system
and it incurs higher latency costs and protocol conplexity for
t he purpose of proxying individual DNS queries. In contrast,
Oblivious DoH is a |ightweight protocol built on DoH, inplenented
as an application-layer proxy, that can be enabled as a default
mode for users that need increased privacy.

2. As a one-hop proxy, blivious DoH encourages connectionl ess
proxies to mitigate Cient query correlation with few round
trips. In contrast, nmulti-hop systens such as Tor often run
secure connections (TLS) end to end, which neans that DoH servers
could track queries over the same connection. Using a fresh DoH
connection per query would incur a non-negligible penalty in
connection setup tine.
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