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Sof t war e Def ects Consi dered Har nf ul
Abst ract

Thi s docunent di scourages the practice of introducing software
defects in general and in network protocol inplenentations
specifically. Software defects are one of the |largest cost drivers
for the networking industry. This docunent is intended to clarify
the best current practice in this regard.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this document at
its discretion and makes no statenent about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9225

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.
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I nt roduction

Sof tware defects (informally known as "bugs") have been the cause and
ef fect of innunerable system degradations and failures over the
years. Bugs are errors, flaws, or faults in a conputer programthat
cause the programto produce an incorrect or unexpected result.

(Pl ease note: unexpected results caused by bugs are not a valid
substitute for high-quality random nunber generators, though high-
qual ity random nunber generators are generally not considered to be
bugs.)

Endeavoring to reduce the nunber of degradations in the future,

i mpl ementers MJST NOT introduce bugs when witing software. This
docunent outlines why bugs are considered harnful and proposes a set
of recommendati ons.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Exampl es of Hi gh-1npact Software Defects

In June 1996, the European Space Agency [ARI ANE] | aunched an unnanned
rocket -- costing several billion dollars in development -- only to
see it go [ KABOOM 40 seconds after takeoff. A software exception
had occurred during the execution of a data conversion from 64-bit
floating point to 16-bit signed integer value. The floating point
nunber that was converted had a val ue greater than what could be
represented by a 16-bit signed integer. The vehicle probably would
not have disintegrated if the defect had not been witten into the
sof tware

As an exanple of the detrinental effects of bugs in physically hard
to reach systens: the [NASA] Deep | npact spacecraft [ DEEPI MPACT] was
rendered inoperable due to a fault in the fault-protection software,
which in turn triggered endl ess conputer reboots. M ssion contro

was unable to recover the systemfromthis error condition because no
engi neers were avail able on-site. The comute was deened infeasible
due to a lack of reasonably priced comercial transport options in
that region of the solar system

In 1983, the Soviet Union’s Early Warning Satellite System

[ Ser pukhov] announced it had detected a possible missile |aunch
originating in the US; fortunately, a human operator recognized this
as a likely systemfailure. |Indeed, a retrospective analysis
suggested the software had m sclassified reflections fromcloud cover
as mssile launch bloons. Wth this bug, the software held the
potential to trigger a cascadi ng sequence of events that could ve |ed
to the start of a planetary-scale war. Seem ngly innocuous software
defects can have outsized inpact, and sonetinmes it pays off to sinply
do nothing and wait.

The US Department of Commerce’s National Institute of Standards and
Technol ogy [ NI ST] commi ssioned a study to devel op a deeper
under st andi ng of the preval ence of software defects and their cost to
society. The study estimted about 0.6 percent of the gross donestic
product is squandered due to programm ng bugs. Each person works
approxi mately one hour a week to conpensate for this debt -- an hour
that coul d’ ve been spent in leisure -- in addition to any tine spent
on the direct consequences of buggy software.
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The uni versal deploynment of |IP networks on Avian Carriers [ RFCL149]
is facing a nulti-decade delay. After operators discovered that
birds are not real (now [confirmed] by the US Government), work began
to first understand the nmany [quirks] of the drones’ firmvare before
proceeding with w der-scal e deploynment. No clear tinelines exist at
this point in tine.

For nore exanples, consult the RISKS Digest [RISKS]: it docunents a
mul titude of exanples of defects in technol ogical infrastructure and
their risk to society. Unsupervised study of the Di gest archive may
i nduce a sense of panic.

Best Current Practises
1. Authors MJUST NOT inpl enent bugs.
2. If bugs are introduced in code, they MJST be clearly docunented.

3. Wen inplenenting specifications that are broken by design, it is
RECOMVENDED to aggregate multiple snmaller bugs into one |arger
bug. This will be easier to docunent: rather than having a | ot
of hard-to-track inconsequential bugs, there will be only a few
easy-to-recogni se significant bugs.

4. The aphorism™"Ilt’s not a bug, it’'s a feature" is considered rude.

5. Assune all external input is the result of (a series of) bugs.
(Especially in nmachi ne-to-machi ne applications such as
i mpl ement ati ons of network protocols.)

6. In fact, assune all internal inputs also are the result of bugs.
Security Considerations

Wth the production of fewer bugs, there will necessarily be fewer
security impacts. To inmprove the collective security posture, a
thorough review of ALL existing software to find any renmai ni ng bugs
i s RECOVIVENDED.

As it is assuned that there is an even distribution of bugs through
all software, it is safe to consider any piece of software to be bug
free once a certain nunber of bugs have been found.

Sone phil osophers argue in defense of an obviously wong contrary

vi ew that bugs introduce a certain anmount of unpredictable variance
in behaviour, which in turn could serve to increase security. Such
heretics mght even go one step further and cel ebrate the existence
of bugs, shielding issues frompublic scrutiny. However, it
[ostensibly] is in society’s best interest to fully disclose any and
all bugs as soon as they are discovered.

I ANA Consi derations

I ANA is assunmed to operate flaw essly.
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Appendi x A, Future Research

The exi stence of this very docunent of course begs the question: what
are software defects, truly? Do bugs happen for a purpose? |s what
we perceive as the concept of bugs an indication for a wider issue in
the natural world? Do m stakes happen in other domains? Are they
evi dence of a superior software architect?

An interdisciplinary approach to understand m stakes night be an area
of further study for the [IRTF]. It may very well turn out that

m st akes are provably detrinmental in all domains; however, the
authors do not feel qualified to make any statenments in this regard.
Once nmade aware of the above thesis, research-oriented interest
groups coul d perhaps take on the task of disproving Goedel’s

i nconpl et eness theorem [inconplete], and in doing so, put an end to
al I bugs.
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