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Abstract

The Real -tine Transport Object delivery over Unidirectional Transport
(ROUTE) protocol is specified for robust delivery of Application

oj ects, including Application Objects with real-tine delivery
constraints, to receivers over a unidirectional transport.
Application Ohjects consist of data that has neaning to applications
that use the ROUTE protocol for delivery of data to receivers; for
exanple, it can be a file, a Dynam c Adaptive Streani ng over HTTP
(DASH) or HTTP Live Streaming (HLS) segnment, a WAV audio clip, etc.
The ROUTE protocol also supports |owlatency stream ng applications.

The ROUTE protocol is suitable for unicast, broadcast, and mnulticast
transport. Therefore, it can be run over UDP/IP, including multicast
I P. The ROUTE protocol can | everage the features of the underlying
protocol layer, e.g., to provide security, it can leverage |IP
security protocols such as | Psec.

Thi s docunent specifies the ROUTE protocol such that it could be used
by a variety of services for delivery of Application Objects by
specifying their owm profiles of this protocol (e.g., by adding or
constrai ning some features).

This is not an | ETF specification and does not have | ETF consensus.
Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9223

Copyright Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents



(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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I nt roducti on
Overvi ew

The Real -tine Transport Object delivery over Unidirectional Transport
(ROUTE) protocol can be used for robust delivery of Application

oj ects, including Application Objects with real-tine delivery
constraints, to receivers over a unidirectional transport.
Unidirectional transport in this docunment has identical nmeaning to
that in RFC 6726 [ RFC6726], i.e., transport in the direction of
receiver(s) froma sender. The robustness is enabled by a built-in
mechani sm e.g., signaling for |oss detection, enabling |oss
recovery, and optionally integrating application-layer Forward Error
Correction (FEC).

Application hjects consist of data that has neaning to applications
that use the ROUTE protocol for delivery of data to receivers, e.g.,
an Application Object can be a file, an MPEG Dynani ¢ Adaptive

Stream ng over HITP (DASH) [ DASH] video segnent, a WAV audio clip, an
MPEG Common Medi a Application Format (CMAF) [ CVMAF] addressabl e
resource, an MPEG 4 video clip, etc.

The ROUTE protocol is designed to enable delivery of sequences of
related Application bjects in a tinmely manner to receivers, e.g., a
sequence of DASH video segnments associated to a Representation or a
sequence of CMAF addressabl e resources associated to a CMAF Track.
The applications of this protocol target services enabl ed on nedia
consunption devi ces such as smartphones, tablets, television sets,
and so on. Most of these applications are real-tinme in the sense
that they are sensitive to and rely upon such tinely reception of
data. The ROUTE protocol al so supports chunked delivery of real-time
Application Ohjects to enable | ow | atency stream ng applications
(simlar inits properties to chunked delivery using HTTP). The
protocol also enables |owlatency delivery of DASH and Apple HTTP
Live Streaning (HLS) content with CMAF Chunks.

Content not intended for rendering in real time as it is received
(e.g., a downl oaded application), a file conprising continuous or
di screte nedia and bel onging to an app-based feature, or a file
containing (opaque) data to be consuned by a Digital Rights
Managenent (DRM) systemclient can al so be delivered by ROUTE.

The ROUTE protocol supports a caching nodel where Application bjects
are recovered into a cache at the receiver and nmay be nade avail abl e
to applications via standard HTTP requests fromthe cache. Many
current day applications rely on using HTTP to access content; hence,
thi s approach enabl es such applications in broadcast/nulticast

envi ronment s.

ROUTE is aligned with File Delivery over Unidirectional Transport
(FLUTE) as defined in RFC 6726 [ RFC6726] as well as the extensions
defined in Miltinedia Broadcast/Milticast Service (MBV5) [ MBMS], but
it al so makes use of sone principles of FCAST (Object Delivery for
the Asynchronous Layered Codi ng (ALC) and NACK-Oriented Reliable
Mul ticast (NORM Protocols) as defined in RFC 6968 [ RFC6968]; for
exanpl e, object nmetadata and the object content may be sent together
in a conpound object.

The alignment to FLUTE is enabled since in addition to reusing
several of the basic FLUTE protocol features, as referred to by this
docunent, certain optim zations and restrictions are added that
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enabl e optim zed support for real-time delivery of nmedia data; hence,
the nanme of the protocol. Anpong others, the source ROUTE protoco
enabl es or enhances the follow ng functionalities:

* Real-time delivery of object-based nedia data

* Fl exi bl e packetization, including enabling nedi a-aware
packetization as well as transport-aware packetization of delivery

obj ects

* Independence of Application Objects and delivery objects, i.e., a
delivery object my be a part of a file or may be a group of
files.

Advanced Tel evi sion Systens Conmittee (ATSC) 3.0 specifies the ROUTE
protocol integrated with an ATSC 3.0 services layer. That
specification will be referred to as ATSC- ROUTE [ ATSCA331] for the
remai nder of this docunent. Digital Video Broadcasting (DVB) has
specified a profile of ATSC- ROUTE in DVB Adaptive Media Stream ng
over |P Miulticast (DVB-MABR) [DVBMABR]. This docurent specifies the
Application bject delivery aspects (delivery protocol) for such
services, as the corresponding delivery protocol could be used as a
reference by a variety of services by specifying profiles of ROUTE in
their respective fora, e.g., by adding new optional features atop or
by restricting various optional features specified in this docunent
in a specific service standard. Hence, in the context of this
docunent, the aforementi oned ATSC- ROUTE and DVB- MABR are the services
using ROUTE. The definition of profiles by the services also have to
gi ve due consideration to conmpatibility issues, and sone rel ated

gui delines are also provided in this docunent.

This docunent is not an | ETF specification and does not have | ETF
consensus. It is provided here to aid the production of
i nteroperabl e i npl enent ati ons.

Protocol Stack for ROUTE

ROUTE del i vers Application Oojects such as MPEG DASH or HLS segnents
and optionally the associated repair data, operating over UDP/IP
networks, as depicted in Table 1. The session netadata signaling to
realize a ROUTE session as specified in this docunent MAY be
delivered out of band or in band as well. Since ROUTE delivers
objects in an application cache at the receiver fromwhere the
application can access themusing HTTP, an application |ike DASH may
use its standardi zed uni cast stream ng nmechani sns in conjunction with
ROUTE over broadcast/nulticast to augnent the services.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memma— o +
| Application (DASH and HLS segnents, CMAF Chunks, etc.)

o m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o +
| ROUTE |
N T ... +
I ubP I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memma— o +
| P |
o m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o +

Tabl e 1. Protocol Layering
Dat a Model
The ROUTE data nodel is constituted by the foll owi ng key concepts.
Application Cbject: data that has nmeaning to the application that

uses the ROUTE protocol for delivery of data to receivers,
e.g., an Application Object can be a file, a DASH video



segrment, a WAV audio clip, an MPEG 4 video clip, etc.

Delivery Object: an object on course of delivery to the application

fromthe ROUTE sender to ROUTE receiver.

Transport Ohject: an object identified by the Transport hject

ldentifier (TA) in RFC 5651 [RFC5651]. It MAY be either a
source or a repair object, depending on if it is carried by a
Source Flow or a Repair Flow, respectively.

Transport Session: a Layered Coding Transport (LCT) channel, as

defined by RFC 5651 [ RFC5651]. A Transport Session SHALL be
uniquely identified by a unique Transport Session ldentifier
(TSlI) value in the LCT header. The TSI is scoped by the IP
address of the sender, and the | P address of the sender
together with the TSI uniquely identify the session. Transport
Sessions are a subset of a ROUTE session. For nedia delivery,
a Transport Session would typically carry a media component,
for exanple, a DASH Representation. Wthin each Transport
Session, one or nore objects are carried, typically objects
that are related, e.g., DASH segnents associated to one

Repr esent ati on.

ROUTE Session: an ensenble or nultiplex of one or nore Transport

Sessions. Each ROUTE session is associated with an | P address/
port conbination. A ROUTE session typically carries one or
nmore medi a conponents of streaming nedia e.g., Representations
associated with a DASH Medi a Presentati on.

Source Flow. a Transport Session carrying source data. Source Flow

i s independent of the Repair Flow, i.e., the Source Flow MAY be
used by a ROUTE receiver without the ROUTE Repair Fl ows.

Repair Flow. a Transport Session carrying repair data for one or

1. 4.

nore Source Fl ows.

Architecture and Scope of Specification

The scope of the ROUTE protocol is to enable robust and real-tine
transport of delivery objects using LCT packets. This architecture
is depicted in Figure 1.

The normative aspects of the ROUTE protocol focus on the follow ng
aspects:

*

The format of the LCT packets that carry the transport objects.

The robust transport of the delivery object using a repair
prot ocol based on Forward Error Correction (FEC).

The definition and possible carriage of object netadata al ong with
the delivery objects. Mtadata nay be conveyed in LCT packets
and/ or separate objects.

The ROUTE session, LCT channel, and delivery object description
provi ded as service netadata signaling to enable the reception of
obj ect s.

The normative aspects (formats, semantics) of the delivery objects
conveyed as a content nanifest to be delivered along with the
objects to optim ze the performance for specific applications
e.g., real-tinme delivery. The objects and nanifest are nade

avail able to the application through an Application Object cache.
The interface of this cache to the application is not specified in
this document; however, it will typically be enabled by the
application acting as an HITP client and the cache as the HITP
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Application ojects

Application to application
oj ects from A
an application o m e e e e e e e e e e e eieeaaoooa- +
+ | ROUTE Recei ver | |
| | B S B S + |
I I | Application | |
I I | Ooject Cache| |
| | Homem- Homem- + |
| LCT over| Hommmm s + A |
\; UDP/ I P | | Source object | +--------- + | |
SR S | +->+ recovery +--+ Repair +-+ |
| ROUTE | | | 4---mmmmmea- - + Ao+ |
| Sender +---------- + A |
Foe - -+ | | | |
| | ] + | |
| | | | Repair object | | |
| | +->+ recovery R + |
S >+ S + |
ROUTE | |
Met adat a o m e e e e e e e e e +

Figure 1: Architecture/Functional Bl ock D agram
5. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

ROUTE Packet For mat
1. Packet Structure and Header Fields

The packet format used by ROUTE Source Flows and Repair Flows follows
the ALC packet format specified in RFC 5775 [ RFC5775] with the UDP
header followed by the default LCT header and the source FEC Payl oad
ID foll owed by the packet payload. The overall ROUTE packet format
is as depicted in Figure 2.

0 1 2 3

01234567890123456789012345678901
e e h o o S
| UDP Header

=—+4=4+=+4=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4=4+=
Default LCT header

_

e o e o S S
FEC Payl oad 1D |

B S S e i S S T A S S S S S S i S S
Payl oad Dat a |

I

+

+

+

i e R i e i i i e i i St S N e S
Figure 2: Overall ROUTE Packet Format

The Default LCT header is as defined in the LCT building block in RFC
5651 [ RFC5651].

The LCT packet header fields SHALL be used as defined by the LCT
buil di ng bl ock in RFC 5651 [ RFC5651]. The semantics and usage of the



followi ng LCT header fields SHALL be further constrained in ROUTE as
fol | ows:

Version nunmber (V): This 4-bit field indicates the protocol version
nunber. The version nunber SHALL be set to '0001’', as specified
in RFC 5651 [ RFC5651] .

Congestion Control flag (C) field: This 2-bit field, as defined in
RFC 5651 [ RFC5651], SHALL be set to '00'.

Prot ocol - Specific Indication (PSI): The nost signhificant bit of this
2-bit flag is called the Source Packet Indicator (SPl) and
i ndi cates whether the current packet is a source packet or a FEC
repair packet. The SPI SHALL be set to "1 to indicate a source
packet and SHALL bet set to 'O’ to indicate a repair packet.

Transport Session ldentifier flag (S): This 1-bit field SHALL be set
to 'l toindicate a 32-bit word in the TSI field.

Transport (hject ldentifier flag (O: This 2-bit field SHALL be set
to '01' to indicate the nunber of full 32-bit words in the TO
field.

Hal f-word flag (H): This 1-bit field SHALL be set to 0" to indicate
that no half-word field sizes are used.

Codepoint (CP): This 8-bit field is used to indicate the type of the
payl oad that is carried by this packet; for ROUTE, it is defined
as shown below to indicate the type of delivery object carried in
the payl oad of the associated ROUTE packet. The remai ning
unmapped Codepoi nt val ues can be used by a service usi ng ROUTE.
In this case, the Codepoint values SHALL follow the semantics
specified in the following table. "I1S" stands for Initialization
Segnent of the nedia content such as the DASH Initialization
Segnment [DASH]. The various nodes of operation in the table
(Filel/Entity/ Package Mode) are specified in Section 4. The table
al so lists a Codepoint value range that is reserved for future
servi ce-specific uses.

| Codepoint value | Semantics |
| O | Reserved (not used) |
o e e e e oo oo m e e e e e e e e e e ao - +
| 1 | Non Real Tine (NRT) - File Mde |
o e e oo o m e e e e e e e e e eee oo s +
| 2 | NRT - Entity Mde |
o e e e e oo - St +
| 3 | NRT - Unsigned Package Mbde |
o e e e e oo oo m e e e e e e e e e e ao - +
| 4 | NRT - Signed Package Mde |
o e e oo o m e e e e e e e e e eee oo s +
| 5 | New IS, tineline changed |
o e e e e oo - St +
| 6 | New IS, tineline continued |
o e e e e oo oo m e e e e e e e e e e ao - +
| 7 | Redundant IS |
o e e oo o m e e e e e e e e e eee oo s +
| 8 | Media Segnment, File Mde |
o e e e e oo - St +
| 9 | Media Segment, Entity Mode |
o e e e e oo oo m e e e e e e e e e e ao - +
| 10 | Media Segnment, File Mode with |
| | CMAF Random Access chunk |
o o m e e e e e e e eee— oo +

| 11 - 255 | Reserved, service-specific |



Tabl e 2: Codepoi nt Val ues

Congestion Control Information (CCl): For packets carrying DASH
segnments, CCl MAY convey the 32-bit earliest presentation time
[ DASH of the DASH segnment contained in the ROUTE packet. In this
case, this information can be used by a ROUTE receiver for fast
stream acquisition (details in Section 6.2). Oherwise, this
field SHALL be set to O.

Transport Session ldentifier (TSI): This 32-bit field identifies the
Transport Session in ROUTE. The context of the Transport Session
is provided by signaling netadata. The value TSI = 0 SHALL only
be used for service-specific signaling.

Transport hject ldentifier (TO): This 32-bit field SHALL identify
the object within this session to which the payl oad of the current
packet belongs. The mapping of the TO field to the object is
provi ded by the Extended File Delivery Table (FDT).

2.2. LCT Header Extensions
The foll owi ng LCT header extensions are defined or used by ROUTE
EXT _FTl: as specified in RFC 5775.

EXT _TOL: the length in bytes of the nulticast transport object shal
be signal ed using EXT_TOL as specified by ATSC- ROUTE [ ATSCA331]
with 24 bits or, if required, 48 bits of Transfer Length. The
frequency of using the EXT_TCOL header extension is determ ned by
channel conditions that may cause the | oss of the packet carrying
the Close bject flag (B) [ RFC5651].

NOTE: The transport object length can also be determ ned wi thout
the use of EXT_TOL by exami ning the LCT packet with the C ose
hject flag (B). However, if this packet is lost, then the
EXT_TOL information can be used by the receiver to deternine the
transport object |ength.

EXT_TI ME Header: as specified in RFC 5651 [ RFC5651]. The Sender
Current Tinme SHALL be signal ed using EXT_TI ME

2.3. FEC Payload ID for Source Flows

The syntax of the FEC Payload ID for the Conpact No-Code FEC Schene
used in ROUTE Source Flows is a 32-bit unsigned integer val ue that
SHALL express the start_offset as an octet nunber corresponding to
the first octet of the fragment of the delivery object carried in
this packet. The start _offset value for the first fragnent of any
delivery object SHALL be set to 0. Figure 3 shows the 32-bit
start_offset field.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| start _of fset |
T S S i S S S Sk i
Figure 3: FEC Payl oad I D for Source Flows
2.4. FEC Payload ID for Repair Flows
FEC Payload ID for Repair Flows is specified in RFC 6330 [ RFC6330].

3. Session Mtadata
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The required session netadata for Source and Repair Flows is

specified in the followi ng sections. The list specified here is not

exhaustive; a service MAY signal nore netadata to neet its needs.

The data format is also not specified beyond its cardinality; the
exact format of specifying the data is left for the service, e.g.,
usi ng XM. encoding format, as has been done by [ DVBMABR] and

[ ATSCA331]. It is specified inthe following if an attribute is

by

mandatory (m, conditional mandatory (cm or optional (0) to realize

a basic ROUTE session. A nmandatory field SHALL al ways be present
the session netadata, and a conditional mandatory field SHALL be
present if the specified condition is true. The delivery of the
session netadata to the ROUTE receiver is beyond the scope of this
docunent .

Ceneri c Metadata

Generic metadata is applicable to both Source and Repair Flows as
follows. Before a receiver can join a ROUTE session, the receiver
needs to obtain this generic netadata that contains at |east the
foll owi ng i nformation:

ROUTE version nunber (m: the version nunber of ROUTE used in this

n

session. The version nunber conformng to this docunment SHALL be

1.

Connection ID (n): the unique identifier of a Connection, usually

consisting of the followi ng 4-tuple: source |IP address/source port

nunber, destination |IP address/destination port nunber. The IP
addresses can be 1Pv4 or |Pv6 addresses dependi ng upon which IP
version is used by the depl oynent.

Sessi on Metadata for Source Fl ows

stsi (m): The LCT TSI val ue corresponding to the Transport Session
for the Source Fl ow.

rt (o): A Boolean flag that SHALL indicate whether the content
conponent carried by this Source Flow corresponds to real-tine
streaming nedia or non-real-tine content. Wen set to "true", i
SHALL be an indication of real-tine content, and when absent or

set to "false", it SHALL be an indication of non-real-tine (NRT)

content.

m nBufferSize (0): A 32-bit unsigned integer that SHALL represent,
in kil obytes, the mninmumrequired storage size of the receiver
transport buffer for the parent LCT channel of this Source Fl ow.

The buffer holds the data belonging to a source object until its
complete reception. This attribute is only applicable when rt =

"true".

t

A service that chooses not to signal this attribute relies on the

recei ver inplenmentation, which nust discard the received data
beyond its buffering capability. Such discarding of data wll
i npact the service quality.

EFDT (cm: \Wen present, SHALL contain a single instance of an FDT-

I nstance el enent per RFC 6726 FLUTE [ RFC6726], which MAY contain

the optional FDT extensions as defined in Section 4.1. The
optional EFDT el enent MAY only be present for File Mde of

delivery. In File Mbde, it SHALL be present if this Source Fl ow

transports stream ng nedia segnents.

content Type (0): A string that SHALL represent the nedia type for
the media content. It SHALL obey the semantics of the Content-
Type header as specified by the HTTP/1.1 protocol in RFC 7231
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[ RFC7231]. This docunent does not define any new content Type
strings. In its absence, the signaling of nedia type for the
medi a content is beyond the scope of this docunent.

applicationMapping (m: A set of identifiers that provide an
application-specific mapping of the received Application bjects
to the Source Flows. For exanple, for DASH, this would provide
the mapping of a Source Flow to a specific DASH Representation
froma Media Presentation Description (MPD), the latter identified
by its Representation and correspondi ng Adaptati on Set and Peri od
| Ds.

Session Metadata for Repair Fl ows

m nBuffSize (0): A 32-bit unsigned integer whose val ue SHALL
represent a required size of the receiver transport buffer for
AL- FEC decodi ng processing. Wen present, this attribute SHALL
indicate the mnimum buffer size that is required to handle all
associ ated objects that are assigned to a super-object, i.e., a
delivery object fornmed by the concatenation of nultiple FEC
transport objects in order to bundle these FEC transport objects
for AL-FEC protection

A service that chooses not to signal this attribute relies on the
recei ver inplenmentation, which nust discard the received repair
data beyond its buffering capability. Such discarding of data
will inpact the service quality.

fecOTl (m: A paraneter consisting of the concatenation of Comon
and Scheme- Specific FEC Object Transm ssion Information (FEC OTl)
as defined in Sections 3.3.2 and 3.3.3 of [RFC6330] and that
corresponds to the delivery objects carried in the Source Flow to
which this Repair Flowis associated, with the follow ng
qualification: the 40-bit Transfer Length (F) field may either
represent the actual size of the object, or it is encoded as al
zeroes. In the latter case, the FEC transport object size either
i s unknown or cannot be represented by this attribute. In other
words, for the all-zeroes format, the delivery objects in the
Source Fl ow correspond to streanming content, either a |live Service
wher eby content encoding has not yet occurred at the tine this
session data was generated or pre-recorded stream ng content whose
delivery object sizes, albeit known at the tinme of session data
generation, are variable and cannot be represented as a single
val ue by the fecOTll attribute.

ptsi (m: TSI value(s) of each Source Flow protected by this Repair
Fl ow.

mappi ngTAO x (0): Values of the constant X for use in deriving the
TO of the delivery object of each protected Source Flow fromthe
TO of the FEC (super-)object. The default value is "1".
Mul ti pl e mappi ngTO x val ues MAY be provi ded for each protected
Sour ce Fl ow dependi ng upon the usage of FEC (super-)object.

mappi ngTAy (0): The correspondi ng constant Y to each mappi ngTA x,
when present, for use in deriving the parent SourceTO value from
the above equation. The default value is "0"

Del i very (Object Mode

ROUTE provi des several different delivery object nodes, and one of
these nodes nmay suit the application needs better for a given
Transport Session. A delivery object is self contained for the
application, typically associated with certain properties, netadata,
and timng-related information relevant to the application. The
signaling of the delivery object node is done on an object basis



usi ng Codepoint as specified in Section 2.1
.1. File Mde

File Mbde uses an out-of-band Extended FDT (EFDT) signaling for
recovery of delivery objects with the follow ng extensions and
consi derati ons.

.1.1. Extensions to FDT

The foll owi ng extensions are specified to FDT, as specified in RFC
6726 [ RFC6726]. An Extended FDT-Instance is an instance of FLUTE

FDT, as specified in [RFC6726], plus optionally one or nore of the
fol | owi ng extensions:

efdtVersion: A value that SHALL represent the version of this
Ext ended FDT- 1 nst ance.

maxExpiresDel ta: Let "tp" represent the wall clock tine at the
recei ver when the receiver acquires the first ROUTE packet
carrying data of the object described by this Extended FDT-
I nstance. maxExpiresDelta, when present, SHALL represent a tine
interval that when added to "tp" SHALL represent the expiration
time of the associ ated Extended FDT-Instance "te". The tine
interval is expressed in nunber of seconds. When maxExpiresDelta
is not present, the expiration tine of the Extended FDT-Instance
SHALL be given by the sumof a) the value of the ERT field in the
EXT_TI ME LCT header extension in the first ROUTE packet carrying
data of that file, and b) the current receiver tine when parsing
the packet header of that ROUTE packet. See Sections 5.4 and
6.3.3 on additional rules for deriving the Extended FDT-Instance
expiration tinme. Hence, te = tp + maxExpiresDelta

maxTransport Si ze: An attribute that SHALL represent the naxi mum
transport size in bytes of any delivery object described by this
Ext ended FDT-Instance. This attribute SHALL be present if a) the
fileTenplate is present in Extended FDT-1nstance, or b) one or
more File elements, if present in this Extended FDT-1nstance, do
not include the Transfer-Length attribute. Wen naxTransportSize
is not present, the nmaxi mumtransport size is not signaled, while
ot her signaling such as the Transfer-Length attribute signal the
exact Transfer Length of the object.

fi

eTenplate: A string value, which when present and in conjunction
with parameter substitution, is used in deriving the Content-
Location attribute for the delivery object described by this

Ext ended FDT-Instance. It SHALL include the "$TO $" identifier
Each identifier MAY be suffixed as needed by specific file nanes
within the enclosing '$ characters follow ng this prototype:
%[ w dt h] d

The width paraneter is an unsigned integer that provides the ninimum
number of characters to be printed. |If the value to be printed is
shorter than this nunber, the result SHALL be padded with | eading
zeroes. The value is not truncated even if the result is |arger
When no fornmat tag is present, a default format tag with wi dth=1
SHALL be used.

Strings other than identifiers SHALL only contain characters that are
permitted within URIs according to RFC 3986 [ RFC3986].

$$ is an escape sequence in fileTenplate value, i.e., "$$" is non-
recursively replaced with a single "$".

The usage of fileTenplate is described in Sender and Recei ver
operations in Sections 5.4 and 6.3, respectively.
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1.2. Constraints on Extended FDT

The Extended FDT-Instance SHALL conformto an FDT-1nstance according
to RFC 6726 [RFC6726] with the following constraints: at |east one
File elenment and the @xpires attribute SHALL be present.

Cont ent encodi ng MAY be used for delivery of any file described by an
FDT-Instance. File element in the Extended FDT-1nstance. The content
encodi ng defined in the present document is gzip [RFC1952]. When
content encoding is used, the File@ontent-Encoding and Fi| e@ontent -
Length attributes SHALL be present in the Extended FDT-I1nstance.

2. Entity Mde
For Entity Mbde, the follow ng applies:

* Delivery object netadata SHALL be expressed in the formof entity
headers as defined in HITP/ 1.1, which correspond to one or nore of
the representation header fields, payload header fields, and
response header fields as defined in Sections 3.1, 3.3, and 7,
respectively, of [RFC7231].

* The entity headers sent along with the delivery object provide all
i nformati on about that nulticast transport object.

* Sending a nedia object (if the object is chunked) in Entity Mde
may result in one of the follow ng options:

- If the length of the chunked object is known at the sender, the
ROUTE Entity Mdde delivery object MAY be sent without using
HTTP/ 1.1 chunked transfer coding, i.e., the object starts with
an HTTP header containing the Content Length field foll owed by
the concatenati on of CMAF Chunks

| HTTP Header +Length||---chunk ----|]|---chunk ----|]---chunk --
--||---chunk ----|

- If the length of the chunked object is unknown at the sender
when starting to send the object, HTTP/1.1 chunked transfer
coding format SHALL be used:

| HTTP Header | | Separ at or +Lengt h| | - --chunk ----
| | Separ at or +Lengt h| | ---chunk ----]| Separat or +Lengt h| | - - - chunk
----|| Separat or+Lengt h| | ---chunk ----|| Separ at or +Lengt h=0|

Not e, however, that it is not required to send a CMAF Chunk in
exactly one HITP chunk

4.3. Unsigned Package Mode

In this delivery node, the delivery object consists of a group of
files that are packaged for delivery only. |If applied, the client is
expected to unpack the package and provide each file as an

i ndependent object to the application. Packaging is supported by

Mul tipart Miltipurpose Internet Mail Extensions (M M) [RFC2557],
wher e objects are packaged into one docunent for transport, with
Content-Type set to nmultipart/related. Wen binary files are
included in the package, Content-Transfer-Encoding of "binary" should
be used for those files.

4. 4. Signed Package Mdde

In Signed Package Mbde delivery, the delivery object consists of a
group of files that are packaged for delivery, and the package
i ncludes one or nore signatures for validation. Signed packaging is



supported by RFC 8551 Secure M ME (S/M ME) [ RFC8551], where objects
are packaged into one docunent for transport and the package incl udes
obj ects necessary for validation of the package.

5

5. 1.

Sender Operation

Usage of ALC and LCT for Source Fl ow

ROUTE Source Flow carries the source data as specified in RFC 5775

[ RFC5775]. There are several special considerations that ROUTE

i ntroduces to the usage of the LCT building block as outlined in the
fol | owi ng:

*

ROUTE limts the usage of the LCT building block to a single
channel per session. Congestion control is thus sender driven in
ROUTE. It also signifies that there is no specific congestion-
control -rel ated signaling fromthe sender to the receiver; the CC
field is either set to 0 or used for other purposes as specified
in Section 2.1. The functionality of receiver-driven |ayered

mul ticast may still be offered by the application, allow ng the
receiver application to select the appropriate delivery session
based on the bandwi dth requirenent of that session.

Further, the followi ng details apply to LCT

*

*

The Layered Codi ng Transport (LCT) Building Block as defined in
RFC 5651 [ RFC5651] is used with the followi ng constraints:

- The TSI in the LCT header SHALL be set equal to the value of
the stsi attribute in Section 3. 2.

-  The Codepoint (CP) in the LCT header SHALL be used to signa
the applied formatting as defined in the signaling netadata.

- In accordance with ALC, a source FEC Payload I D header is used
to identify, for FEC purposes, the encoding synbols of the
delivery object, or a portion thereof, carried by the
associ ated ROUTE packet. This information nay be sent in
several ways

0 As a sinple new null FEC scheme with the foll owi ng usage:

+ The val ue of the source FEC Payl oad | D header SHALL be
set to 0 in case the ROUTE packet contains the entire
delivery object, or

+ The val ue of the source FEC Payl oad | D header SHALL be
set as a direct address (start offset) corresponding to
the starting byte position of the portion of the object
carried in this packet using a 32-bit field.

0 |In a conpatible manner to RFC 6330 [ RFC6330] where the SBN
and ESI defines the start offset together with the synbol
size T.

o The signaling netadata provides the appropriate paraneters
to indicate any of the above nbdes using the srcFecPayl oadld
attribute.

The LCT Header EXT_TIME extension as defined in RFC 5651 [ RFC5651]
MAY be used by the sender in the foll ow ng manner

- The Sender Current Tine (SCT), depending on the application,
MAY be used to occasionally or frequently signal the sender
current time possibly for reliever tine synchronization



- The Expected Residual Tine (ERT) MAY be used to indicate the
expected remaining time for transm ssion of the current object
in order to optinize detection of a |ost delivery object.

- The Sender Last Changed (SLC) flag is typically not utilized
but MAY be used to indicate the addition/renoval of Segments.

Addi tional extension headers MAY be used to support real-tine
delivery. Such extension headers are defined in Section 2.1

5.2. ROUTE Packetization for Source Flow

The foll owi ng description of the ROUTE sender operation on the
mappi ng of the Application Object to the ROUTE packet payl oads

| ogically represents an extension of RFC 5445 [ RFC5445], which in
turn inherits the context, |anguage, declarations, and restrictions
of the FEC building block in RFC 5052 [ RFC5052] .

The data carried in the payl oad of a given ROUTE packet constitutes a
contiguous portion of the Application Object. ROUTE source delivery
can be considered as a special case of the use of the Conpact No- Code
Scheme associated with FEC Encoding ID = 0 according to Sections
3.4.1 and 3.4.2 of [RFC5445], in which the encoding synbol size is
exactly one byte. As specified in Section 2.1, for ROUTE Source

Fl ows, the FEC Payload I D SHALL deliver the 32-bit start_offset. Al
receivers are expected to support, at mninum operation with this
speci al case of the Conpact No-Code FEC

Note that in the event the source object size is greater than 2732
bytes (approximately 4.3 GB), the applications (in the broadcaster
server and the receiver) are expected to perform segnentation/
reassenbly using nethods beyond the scope of this docunent.

Finally, in some special cases, a ROUTE sender MAY need to produce
ROUTE packets that do not contain any payload. This may be required,
for exanple, to signal the end of a session. These datal ess packets
do not contain FEC Payload I D or payl oad data, but only the LCT
header fields. The total datagramlength, conveyed by outer protoco
headers (e.g., the I P or UDP header), enables receivers to detect the
absence of the LCT header, FEC Payload | D, and payl oad data.

5.2.1. Basi ¢ ROUTE Packeti zati on

In the basic operation, it is assuned that the Application bject is
fully available at the ROUTE sender

1. The anount of data to be sent in a single ROUTE packet is linmted
by the maxi mumtransfer unit of the data packets or the size of
the remaining data of the Application Object being sent,
whi chever is smaller. The transfer unit is determ ned either by
know edge of underlying transport bl ock sizes or by other
constraints.

2. The start_offset field in the LCT header of the ROUTE packet
indicates the byte offset of the carried data in the Application
bj ect being sent.

3. The Close bject flag (B) is set to 1 if this is the |last ROUTE
packet carrying the data of the Application Object.

The order of packet delivery is arbitrary, but in the absence of
other constraints, delivery with increasing start_offset value is
recommended.

5.2.2. ROUTE Packeti zation for CMAF Chunked Content
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The foll owi ng additional guidelines should be followed for ROUTE
packetizati on of CMAF Chunked Content in addition to the guidelines
of Section 5.2.1:

1. If it is the first ROUTE packet carrying a CMAF Random Access
chunk, except for the first CMAF Chunk in the segment, the
Codepoi nt val ue MAY be set to 10, as specified in the Codepoint
value table in Section 2.1. The receiver MAY use this
information for optim zation of random access.

2. As soon as the total length of the nedia object is known,
potentially with the packagi ng of the | ast CMAF Chunk of a
segnment, the EXT_TOL extension header MAY be added to the LCT
header to signal the Transfer Length, so that the receiver my
know this information in a tinely fashion.

Ti m ng of Packet Em ssion

The sender SHALL use the timng information provided by the
application to tine the em ssion of packets for a tinely reception.
This information nay be contained in the Application Objects e.g.,
DASH segnents and/or the presentation manifest. Hence, such packets
of streanming nmedia with real-time constraints SHALL be sent in such a
way as to enable their timely reception with respect to the
presentation tineline.

Ext ended FDT Encoding for File Mde Sending

For File Mde sending:

* The TAO field in the ROUTE packet header SHALL be set such that
Content-Locati on can be derived at the receiver according to File
Tenpl ate substitution specified in Section 6.3.1

* After sending the first packet with a given TO value, none of the

packets pertaining to this TO SHALL be sent later than the wall

clock time as derived from nmaxExpiresDelta. The EXT_TI ME header
with Expected Residual Tinme (ERT) MAY be used in order to convey
nore accurate expiry tine.

FEC Framewor k Consi derati ons

The FEC framework uses concepts of the FECFRAME work as defined in

RFC 6363 [ RFC6363], as well as the FEC building bl ock, RFC 5052

[ RFC5052], which is adopted in the existing FLUTE ALC LCT

speci fications.

The FEC design adheres to the follow ng principles:

* FECrelated information is provided only where needed.

* Receivers not capable of this framework can ignore repair packets.

* The FEC is synbol based with fixed synbol size per protected

Source Flow. The ALC protocol and existing FEC schenes are

reused.

* A FEC Repair Flow provides protection of delivery objects from one
or nore Source Fl ows.

The FEC-specific conponents of the FEC framework are:

* FEC Repair Flow declaration including all FEC specific
i nformati on.

* A FEC transport object that is the concatenation of a delivery



obj ect, padding octets, and size information in order to forma
chunk of data that has a size in synbols of N, where N >= 1.

* A FEC super-object that is the concatenati on of one or nore FEC
transport objects in order to bundle FEC transport objects for FEC
protecti on.

* A FEC protocol and packet structure.

A receiver needs to be able to recover delivery objects fromrepair
packets based on avail abl e FEC i nfornation.

5.6. FEC Transport Object Construction

In order to identify a delivery object in the context of the repair
protocol, the following information is needed:

* TSI and TO of the delivery object. 1In this case, the FEC object
corresponds to the (entire) delivery object.

* (Qctet range of the delivery object, i.e., start offset within the
delivery object and nunber of subsequent and contiguous octets of
delivery object that constitutes the FEC object (i.e., the FEC
protected portion of the source object). 1In this case, the FEC
obj ect corresponds to a contiguous byte range portion of the
del i very object.

Typically, for real-tine object delivery with smaller delivery object
sizes, the first mapping is applied, i.e., the delivery object is a
FEC obj ect .

Assumi ng that the FEC object is the delivery object, for each
delivery object, the associated FEC transport object is conprised of
the concatenation of the delivery object, padding octets (P), and the
FEC obj ect size (F) in octets, where Fis carried in a 4-octet field.

The FEC transport object size S, in FEC encoding synbols, SHALL be an
integer multiple of the synbol size Y. S is determned fromthe
session information and/or the repair packet headers.

Fis carried in the last 4 octets of the FEC transport object.
Specifically, let:

* F be the size of the delivery object in octets,
* F be the F octets of data of the delivery object,

* f' denote the four octets of data carrying the value of F in
networ k octet order (high-order octet first),

* S be the size of the FEC transport object with S=ceil ((F+4)/Y),
where the ceil () function rounds the result upward to its nearest
i nt eger,

* P be S*Y-4-F octets of data, i.e., padding placed between the
delivery object and the 4-byte field conveying the value of F and
| ocated at the end of the FEC transport object, and

* (O be the concatenation of F, P, and f'.

O then constitutes the FEC transport object of size S*Y octets.

Not e that paddi ng octets and the object size F are not sent in source
packets of the delivery object but are only part of a FEC transport
obj ect that FEC decoding recovers in order to extract the FEC object
and thus the delivery object or portion of the delivery object that
constitutes the FEC object. |In the above context, the FEC transport
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object size in synbols is S

The general information about a FEC transport object that is conveyed
to a FEC-enabl ed receiver is the source TSI, source TO, and the
associ ated octet range within the delivery object conprising the
associ ated FEC object. However, as the size in octets of the FEC
object is provided in the appended field within the FEC transport

obj ect, the remaining informati on can be conveyed as:

* The TSI and TA of the delivery object fromwhich the FEC object
associated with the FEC transport object is generated

* The start octet within the delivery object for the associated FEC
obj ect

* The size in synbols of the FEC transport object, S

Super - bj ect Construction

From the FEC Repair Flow declaration, the construction of a FEC
super - obj ect as the concatenation of one or nore FEC transport

obj ects can be determ ned. The FEC super-object includes the genera
i nformati on about the FEC transport objects as described in the

previ ous sections, as well as the placement order of FEC transport
objects within the FEC super-object.

Let :

* N be the total nunmber of FEC transport objects for the FEC super-
obj ect construction.

* For i =0, ..., N1, let Si] be the size in synbols of FEC
transport object i.

* B be the FEC super-object that is the concatenation of the FEC
transport objects in numerical order, conprised of K= Sumof N
source synbols, each synmbol denoted as S[i].

For each FEC super-object, the remaining general informtion that

needs to be conveyed to a FEC-enabl ed receiver, beyond what is

already carried in the FEC transport objects that constitute the FEC
super - obj ect, conpri ses:

* The total nunber of FEC transport objects N

* For each FEC transport object:

- The TSI and TA of the delivery object fromwhich the FEC
obj ect associated with the FEC transport object is generated,

- The start octet within the delivery object for the associated
FEC obj ect, and

- The size in synbols of the FEC transport object.

The carriage of the FEC repair information is discussed bel ow.

5.8. Repair Packet Considerations

The repair protocol is based on Asynchronous Layered Coding (ALC) as
defined in RFC 5775 [ RFC5775] and the Layered Codi ng Transport (LCT)
Bui I ding Bl ock as defined in RFC 5651 [ RFC5651] with the follow ng
detail s:

* The Layered Codi ng Transport (LCT) Building Block as defined in
RFC 5651 [ RFC5651] is used as defined in Asynchronous Layered



Codi ng (ALC), Section 2.1. 1In addition, the follow ng constraint
appl i es:

- The TSI in the LCT header SHALL identify the Repair Flow to
whi ch this packet applies by the matching the value of the ptsi
attribute in the signaling netadata anmong the LCT channel s
carrying Repair Fl ows.

* The FEC building block is used according to RFC 6330 [ RFC6330],
but only repair packets are delivered.

- Each repair packet within the scope of the Repair Flow (as
indicated by the TSI field in the LCT header) SHALL carry the
repair synbols for a correspondi ng FEC transport object/super-
object as identified by its TO. The repair object/super-
obj ect TO SHALL be unique for each FEC super-object that is
created within the scope of the TSI

5.9. Summary FEC I nformation

For each super-object (identified by a unique TO within a Repair
Flowthat is in turn identified by the TSI in the LCT header) that is
generated, the follow ng informati on needs to be conmuni cated to the
receiver:

* The FEC configuration consisting of:

- FEC nject Transm ssion Information (OTl) per RFC 5052
[ RFC5052] .

- Additional FEC information (see Section 3.3).

- The total nunber of FEC objects included in the FEC super-
obj ect, N

* For each FEC transport object:

- TSI and TAO of the delivery object used to generate the FEC
obj ect associated with the FEC transport object,

- The start octet within the delivery object of the associated
FEC object, if applicable, and

- The size in synbols of the FEC transport object, S
The above information is delivered:
* Statically in the session netadata as defined in Section 3.3, and
* Dynamcally in an LCT extension header
6. Receiver Qperation

The receiver receives packets and filters those packets according to
the following. Fromthe ROUTE session and each contained LCT
channel, the receiver regenerates delivery objects fromthe ROUTE
session and each contained LCT channel

In the event that the receiver receives data that does not conformto
the ROUTE protocol specified in this docunent, the receiver SHOULD
attenpt to recover gracefully by e.g., informng the application
about the issues using neans beyond the scope of this docurment. The
ROUTE packetization specified in Section 5.2.1 inplies that the

recei ver SHALL NOT receive overlapping data; if such a condition is
encountered at the receiver, the packet SHALL be assuned to be
corrupt ed.



The basic receiver operation is provided below (it assunes an error-
free scenario), while repair considerations are provided in
Section 7.

6. 1.

Basi ¢ Application Object Recovery for Source Fl ows

Upon recei pt of each ROUTE packet of a Source Flow, the receiver
proceeds with the following steps in the order |isted.

1)

2)

3)

4)

The ROUTE receiver is expected to parse the LCT and FEC Payl oad
IDto verify that it is a valid header. |If it is not valid, then
the payload is discarded w thout further processing.

Al'l ROUTE packets used to recover a specific delivery object
carry the sane TO value in the LCT header

The ROUTE receiver is expected to assert that the TSI and the
Codepoi nt represent valid operation points in the signaling
nmetadata, i.e., the signaling contains a matching entry to the
TSI val ue provided in the packet header, as well as for this TSI
and the Codepoint field in the LCT header has a valid Codepoi nt

mappi ng.

The ROUTE receiver should process the renmai nder of the payl oad,
including the appropriate interpretation of the other payl oad
header fields, using the source FEC Payload ID (to deternine the
start_offset) and the payload data to reconstruct the
correspondi ng object as foll ows:

a. For File Mdde, upon receipt of the first ROUTE packet payl oad
for an object, the ROUTE receiver uses the File@ransfer-
Length attribute of the associated Extended FDT-I1nstance,
when present, to determne the length T of the object. Wen
the File@ransfer-Length attribute is not present in the
Ext ended FDT-1nstance, the receiver uses the maxTransportSi ze
attribute of the associ ated Extended FDT-1nstance to
determne the maxi mumlength T° of the object.

Al ternatively, and specifically for delivery nbpdes other than
File Mbde, the EXT_TCOL header can be used to deternine the
length T of the object.

b. The ROUTE receiver allocates buffer space for the T or T
bytes that the object will or may occupy.

c. The ROUTE receiver conputes the I ength of the payload, Y, by
subtracting the payl oad header length fromthe total |ength
of the received payl oad.

d. The ROUTE receiver allocates a Boolean array RECElI VED[ 0.. T-1]
or RECEIVEDO..T -1], as appropriate, with all entries
initialized to false to track received object synbols. The
ROUTE recei ver continuously acquires packet payloads for the
object as long as all of the follow ng conditions are
satisfied:

i there is at least one entry in RECEIVED still set to
fal se,

ii. the object has not yet expired, and

iii. the application has not given up on reception of this
obj ect.

More details are provided bel ow.
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e. For each received ROUTE packet payload for the object
(including the first payload), the steps to be taken to help
recover the object are as follows:

i If the packet includes an EXT_TOL or EXT_FTI header,
modi fy the Bool ean array RECEIVED[O..T -1] to becomne
RECEI VED[ 0. . T-1] .

ii. Let X be the value of the start_offset field in the
ROUTE packet header and let Y be the Iength of the
payl oad, Y, conputed by subtracting the LCT header size
and the FEC Payl oad ID size fromthe total |ength of
the recei ved packet.

iii. The ROUTE receiver copies the data into the appropriate
pl ace within the space reserved for the object and sets
RECEI VED[ X ... X+Y-1] = true.

iv. If all T entries of RECEIVED are true, then the
recei ver has recovered the entire object.

Upon recovery of both the conplete set of packet payloads for the
delivery object associated with a given TO value, and the metadata
for that delivery object, the reception of the delivery object, now a
fully received Application Object, is conplete.

Gven the tinely reception of ROUTE packets belonging to an
Application Cbject, the receiver SHALL nmake the Application Objects
avail able to the application in a tinmely fashion using the
application-provided timng data (e.g., the timng data signaled via
the presentation manifest file). For exanple, HITP/ 1.1 chunked
transfer may need to be enabled to transfer the Application Objects
if MPD@vailabilityTimeOfset is signaled in the DASH presentation
mani fest in order to allow for the tinely sending of segnent data to
the application.

Fast Stream Acquisition

When the receiver initially starts reception of ROUTE packets, it is
likely that the reception does not start fromthe very first packet
carrying the data of a nmulticast transport object; in this case, such
a partially received object is normally discarded. However, the
channel acquisition or "tune-in" tines can be inproved if the
partially received object is usable by the application. One exanple
realization for this is as follows:

* The receiver checks for the first received packet with the
Codepoi nt value set to 10, indicating the start of a CMAF Random
Access chunk.

* The receiver MAY nmake the partially received object (a partia
DASH segnent starting fromthe packet above) available to the
application for fast stream acquisition.

* |t MAY recover the earliest presentation time of this CMAF Random
Access chunk fromthe ROUTE packet LCT Congestion Contro
Information (CCl) field as specified in Section 2.1 to be able to
add a new Period elenment in the MPD exposed to the application
containing just the partially received DASH segnent with period
continuity signaling.

Generating Extended FDT-1nstance for File Mde
An Ext ended FDT-Instance conformng to RFC 6726 [ RFC6726], is

produced at the receiver using the service netadata and in-band
signaling in the foll ow ng steps:
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3.1. File Tenplate Substitution for Content-Location Derivation

The Content-Location elenment of the Extended FDT for a specific
Application hject is derived as follows:

"$TA $" is substituted with the unique TO value in the LCT header of
the ROUTE packets used to recover the given delivery object (as
specified in Section 6.1).

After the substitution, the fileTenplate SHALL be a valid URL
corresponding to the Content-Location attribute of the associated
Application bject.

An exanple @il eTenplate using a width of 5 is:

fil eTenpl at e="nyVi deo$TA %05d$. nps", resulting in file names with
exactly five digits in the nunber portion. The Media Segnent file
nane for TO =33 using this tenmplate is nmyVi deo00033. nps

3.2. File@ransfer-Length Derivation

Ei ther the EXT_FTI header (per RFC 5775 [RFC5775]) or the EXT_TOL
header, when present, is used to derive the Transport Object Length
(TAL) of the File. |If the File@ransfer-Length paranmeter in the

Ext ended FDT-Instance is not present, then the EXT_TOL header or the
or EXT_FTI header SHALL be present. Note that a header containing
the transport object length (EXT_TOL or EXT_FTl) need not be present
in each packet header. |If the broadcaster does not know the |ength
of the transport object at the beginning of the transfer, an EXT_TCL
or EXT_FTI header SHALL be included in at |east the |ast packet of
the file and should be included in the |ast few packets of the
transfer.

3.3. FDT-Instance@xpires Derivation

When present, the maxExpiresDelta attribute SHALL be used to generate
the value of the FDT-Instance@xpires attribute. The receiver is
expected to add this value to its wall clock tinme when acquiring the
first ROUTE packet carrying the data of a given delivery object to
obtain the value for @xpires.

VWhen maxExpiresDelta is not present, the EXT_TIME header with
Expected Residual Time (ERT) SHALL be used to derive the expiry time
of the Extended FDT-Instance. Wen both maxExpiresDelta and the ERT
of EXT_TIME are present, the snaller of the two val ues should be used
as the incremental time interval to be added to the receiver’s
current tine to generate the effective value for @xpires. Wen
nei t her maxExpiresDelta nor the ERT field of the EXT_TI ME header is
present, then the expiration time of the Extended FDT-Instance is
given by its @xpires attribute

FEC Application
1. Ceneral FEC Application Cuidelines

It is up to the receiver to decide to use zero, one, or nore of the
FEC streans. Hence, the application assigns a recovery property to
each flow, which defines aspects such as the delay and the required
menory if one or the other is chosen. The receiver MAY decide

whet her or not to utilize Repair Flows based on the foll ow ng

consi derati ons:

* The desired start-up and end-to-end latency. |f a Repair Flow
requires a significant anmount of buffering tinme to be effective,
such Repair Flow night only be used in tinme-shift operations or in
poor reception conditions, since use of such Repair Flow trades



of f end-to-end | atency agai nst DASH Medi a Presentation quality.

* FEC capabilities, i.e., the receiver MAY pick only the FEC
algorithmthat it supports.

* \Which Source Flows are being protected; for exanple, if the Repair
Fl ow protects Source Flows that are not selected by the receiver
then the receiver may not select the Repair Flow.

* Other considerations such as avail abl e buffer size, reception
condi tions, etc.

If a receiver decides to acquire a certain Repair Flow, then the
recei ver nust receive data on all Source Flows that are protected by
that Repair Flow to collect the rel evant packets.

7.2. TA Mapping

VWhen mappi ngTA x/ mappi ngTAOy are used to signal X and Y val ues, the
TA val ue(s) of the one or nore source objects (sourceTO) protected
by a given FEC transport object or FEC super-object with a TO val ue
rTO is derived through an equation sourceTO = X*rTO + Y

VWhen neither mappi ngTO x nor mappingTAy is present, there is a 1:1
rel ati onshi p between each delivery object carried in the Source Fl ow
as identified by ptsi to a FEC object carried in this Repair Flow

In this case, the TO of each of those delivery objects SHALL be
identical to the TO of the correspondi ng FEC object.

7.3. Delivery Object Reception Timeout

The permtted start and end tines for the receiver to performthe
file repair procedure, in case of unsuccessful broadcast file
reception, and associated rules and paraneters are as foll ows:

* The latest tine that the file repair procedure may start is bound
by the @xpires attribute of the FDT-Instance.

* The receiver may choose to start the file repair procedure earlier
if it detects the occurrence of any of the follow ng events:

- Presence of the Cose Object flag (B) in the LCT header
[ RFC5651] for the file of interest;

- Presence of the Cose Session flag (A) in the LCT header
[ RFC5651] before the nom nal expiration of the Extended FDT-
I nstance as defined by the @xpires attribute.

7.4. Exanple FEC Operation

To be able to recover the delivery objects that are protected by a
Repair Flow, a receiver needs to obtain the necessary Service
signaling nmetadata fragments that describe the corresponding
collection of delivery objects that are covered by this Repair Fl ow
A Repair Flow is characterized by the conbination of an LCT channel,
a unique TSI nunber, as well as the correspondi ng protected Source
Fl ows.

If a receiver acquires data of a Repair Flow, the receiver is
expected to collect all packets of all protected Transport Sessions.
Upon recei pt of each packet, whether it is a source or repair packet,
the receiver proceeds with the following steps in the order listed.

1. The receiver is expected to parse the packet header and verify
that it is a valid header. |If it is not valid, then the packet
SHALL be discarded without further processing.
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2. The receiver is expected to parse the TSI field of the packet

header and verify that a matching value exists in the Service
signaling for the Repair Flow or the associated Protected Source
Flow. [|If no match is found, the packet SHALL be di scarded

wi t hout further processing.

3. The receiver processes the remainder of the packet, including

1.

interpretation of the other header fields, and using the source
FEC Payload ID (to determne the start_offset byte position
within the source object), the Repair FEC Payload ID, as well as
the payl oad data, reconstructs the decodi ng bl ocks correspondi ng
to a FEC super-object as follows:

a. For a source packet, the receiver identifies the delivery
obj ect to which the received packet is associated using the
session information and the TA carried in the payl oad
header. Simlarly, for a repair object, the receiver
identifies the FEC super-object to which the received packet
is associated using the session information and the TO
carried in the payl oad header.

b. For source packets, the receiver collects the data for each
FEC super-obj ect and recovers FEC super-objects in the sane
way as a Source Flow in Section 6.1. The received FEC super-
object is then mapped to a source block and the correspondi ng
encodi ng synbol s are generat ed.

c. Wth the reception of the repair packets, the FEC super-
obj ect can be recovered.

d. Once the FEC super-object is recovered, the individua
delivery objects can be extracted.

Consi derations for Defining ROUTE Profiles

Services (e.g., ATSC ROUTE [ ATSCA331], DVB- MABR [ DVBMABR], etc.) may
define specific ROUTE "profil es" based on this docunment in their
respective standards organi zations. An exanple is noted in the
overvi ew section: DVB has specified a profile of ATSC-ROUTE in DVB
Adaptive Media Streaming over |P Milticast (DvB-MABR) [DVBMABR]. The
definition has the foll owi ng considerations. Services MAY

* Restrict the signaling of certain values signaled in the LCT
header and/or provision unused fields in the LCT header

* Restrict using certain LCT header extensions and/or add new LCT
header extensions.

* Restrict or linmt usage of sone Codepoints and/or assign semantics
to service-specific Codepoints marked as reserved in this
docunent .

* Restrict usage of certain Service signaling attributes and/or add
their own service netadata.

Services SHALL NOT redefine the semantics of any of the ROUTE
attributes in LCT headers and extensions, as well as Service
signaling attributes already specified in this document.

By following these guidelines, services can define profiles that are
i nt eroper abl e.

ROUTE Concepts

ROUTE Modes of Delivery



D fferent ROUTE delivery nodes specified in Section 4 are optim zed
for delivery of different types of nmedia data. For exanple, File
Mode is specifically optimzed for delivering DASH content using
Segnent Tenpl ate with nunber substitution. Using File Tenplate in
EFDT avoids the need for the repeated sending of netadata as outlined
in the follow ng section. Same optim zations, however, cannot be
used for tinme substitution and segnent tineline where the addressing
of each segnent is tinme dependent and in general does not follow a
fixed or repeated pattern. |In this case, Entity Mde is nore
optinized since it carries the file location in band. Al so, Entity
Mode can be used to deliver a file or part of the file using HITP
Partial Content response headers.

.2. File Mbde Optim zations

In File Mode, the delivery object represents an Application Object.
This node replicates FLUTE as defined in RFC 6726 [ RFC6726] but with
the ability to send static and pre-known file metadata out of band.

In FLUTE, FDT-Instances are delivered in band and need to be
generated and delivered in real tinme if objects are generated in rea
time at the sender. These FDT-Instances have sone differences as
compared to the FDT specified in Section 3.4.2 of [RFC6726] and
Section 7.2.10 of MBM5S [ MBMS]. The key difference is that besides
separated delivery of file netadata fromthe delivery object it
describes, the FDT functionality in ROUTE nmay be extended by
additional file netadata and rules that enable the receiver to
generate the Content-Location attribute of the File elenment of the
FDT, on the fly. This is done by using information in both the
extensions to the FDT and the LCT header. The comnbination of pre-
delivery of static file netadata and receiver self generation of
dynanmic file nmetadata avoids the necessity of continuously sending
the FDT-Instances for real-tine objects. Such nodified FDT
functionality in ROUTE is referred to as the Extended FDT.

.3. In-Band Signaling of Object Transfer Length

As an extension to FLUTE, ROUTE allows for using EXT_TOL LCT header
extension with 24 bits or, if required, 48 bits to signal the
Transfer Length directly within the ROUTE packet.

The transport object length can al so be determ ned w thout the use of
EXT _TOL by examining the LCT packet with the Close bject flag (B).
However, if this packet is lost, then the EXT_TOL i nformati on can be
used by the receiver to determine the transport object |ength.

Applications using ROUTE for delivery of |owlatency streani ng
content may make use of this feature for sender-end | atency

optim zations: the sender does not have to wait for the conpletion of
t he packagi ng of a whole Application Object to find its Transfer
Length to be included in the FDT before the sending can start.

Rat her, partially encoded data can already be started to be sent via
the ROUTE sender. As the time approaches when the encodi ng of the
Application Ohject is nearing conpletion, and the |l ength of the

obj ect becones known (e.g., the time of witing the |ast CMAF Chunk
of a DASH segnent), only then the sender can signal the object |length
using the EXT TOL LCT header. For exanple, for a 2-second DASH
segnment with 100-nillisecond chunks, it may result in saving up to
1.9 second | atency at the sending end.

.4. Repair Protocol Concepts
The ROUTE repair protocol is FEC-based and is enabled as an

addi tional |ayer between the transport layer (e.g., UDP) and the
obj ect delivery layer protocol. The FEC reuses concepts of the FEC
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Framewor k defined in RFC 6363 [ RFC6363], but in contrast to the FEC
Framework in RFC 6363 [ RFC6363], the ROUTE repair protocol does not
protect packets but instead protects delivery objects as delivered in
the source protocol. 1In addition, as an extension to FLUTE, it
supports the protection of nultiple objects in one source bl ock which
is in alignment with the FEC Framework as defined in RFC 6363

[ RFC6363]. Each FEC source bl ock may consist of parts of a delivery
object, as a single delivery object (simlar to FLUTE) or nmultiple
delivery objects that are bundled prior to FEC protection. ROUTE FEC
makes use of FEC schenes in a simlar way as those defined in RFC
5052 [ RFC5052] and uses the term nol ogy of that document. The FEC
schene defines the FEC encodi ng and decoding as well as the protoco
fields and procedures used to identify packet payload data in the
context of the FEC schene.

In ROUTE, all packets are LCT packets as defined in RFC 5651
[ RFC5651]. Source and repair packets may be di stingui shed by:

* Different ROUTE sessions, i.e., they are carried on different UDP/
| P port conbinations.

* Different LCT channels, i.e., they use different TSI values in the
LCT header.

* The nost significant PSI bit in the LCT, if carried in the same
LCT channel. This node of operation is nostly suitable for FLUTE-
conpati bl e depl oynents.

Interoperability Chart

As noted in prevision sections, ATSC- ROUTE [ ATSCA331] and DVB- MABR

[ DVBMABR] are considered services using this docunent that constrain
specific features as well as add new ones. |n this context, the
following table is an informative conparison of the interoperability
of ROUTE as specified in this document with ATSC ROUTE [ ATSCA331] and
DVB- MABR [ DVBMABR] :

[ ety s sty e e pe et b pe—p—j——r o}
| El enent | ATSC- ROUTE | This Docunent | DVB-MABR |
| LCT header | PSI LSB set to O | Not defined | Set to 1 |
| field | for Source Flow | | for Source

| | | | Flow for |
I I I | CVAF I
I I I | Random I
| | | | Access |
I I I | chunk I
| o e e e e m e i oo o e e e e a e oo m S +
| | CC may be set to | CCl may be set to EPT for |
| | O | Source Fl ow |
S I S TRy S +
| LCT header | EXT_ROUTE_ | Not defined; | Shall not |
| extensions | PRESENTATION_TIME | may be added by | be used. |
| | Header used for | a profile. | |
| | Media Delivery | | |
| | Event (MNMDE) node | | |
| S S R +
| | EXT_TI ME Header | EXT_TI ME Header nmay be used |
| | linked to MDE | regardless (for FDT- |
| | node in Annex | I'nstance@kxpires |
| | A 3.7.2 | cal cul ation) |
| | [ ATSCA331] | |
S I Femmemeeiiaaaaaaa S +

Codepoi nt s Ful | set Does not Restricted

I I I
| specify range | to5- 9
| 11 - 255 | |
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| | | (leaves to | |

| | | profiles) | |
oo o e e o s o e e e oo Fom ek +
| Session | Full set | Only defines a | Reuses |
| netadata | | small subset of | A/ 331 |
| | | data necessary | netadata,

| | | for setting up | duplicated

| | | Source and | fromits |
| | | Repair Flows. | own |
| | | Does not define | Service |
| | | format or | signaling. |
| | | encodi ng of | |
| | | data except if | |
| | | data is | |
| | | integral/ | |
| | | al phanunerical. | |
| | | Leaves rest to | |
| | | profiles. | |
T o e e e o o e e e e oo oo R +
| Extended FDT | Instance shall | Not restricted, | Instance |
| | not be sent with | nmay be | shall not |
| | Source Fl ow | restricted by a | be sent |
| | | profile. | with |
I I I | Source I
| | | | Flow |
| o e e e e oo o e e e e oo oo R +
| | No restriction | Only allowed in File Mde |
o o e e oo s o e e oo Fom e e o - +
| Delivery | File, Entity, Signed/unsigned | Signed/

| Object Mdde | package | unsigned |
| | | package |
I I | not I
| | | allowed |
o o e e oo s o e e oo Fom e e o - +
| Sender | Defined for DASH | Defined for DASH segrment and

| operation: | segnent | CVAF Chunks |
| Packetization | | |
S o e e e e oo o mm e e e e e e a— oo oo +
| Receiver | Object handed to | Object may be handed before

| object | application upon | conpletion if |
| recovery | complete | MPD@vai l abi lityTi meCf fset |
| | reception | si gnal ed |
| o e e e e oo oo - oo o e e e e e e e e e oo oo o +
| | - | Fast Stream acquisition |
| | | gui del i nes provi ded |
o o e e oo s o m e e e e e e aaao o +

Table 3: Interoperability Chart
Security and Privacy Considerations
1. Security Considerations

As noted in Section 9, ROUTE is aligned with FLUTE as specified in
RFC 6726 [RFC6726] and only diverges in certain signaling

optim zations, especially for the real-time object delivery case.
Hence, nost of the security considerations docunented in RFC 6726
[ RFC6726] for the data flow itself, the session netadata (session
control paranmeters in RFC 6726 [RFC6726]), and the associ ated
bui l di ng bl ocks apply directly to ROUTE as el aborated in the
followi ng along with sonme additional considerations.

Both encryption and integrity protection applied either on file or
packet |evel, as recommended in the file corruption considerations of
RFC 6726 [ RFC6726], SHOULD be used for ROUTE. Additionally, RFC 3740
[ RFC3740] documents multicast security architecture in great detai
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with clear security reconrendations that SHOULD be fol |l owed.

When ROUTE is carried over UDP and a reverse channel fromreceiver to
sender is available, the security nechanisns provided in RFC 9147
[ RFC9147] SHOULD be appli ed.

In regard to considerations for attacks against session description,
this docunment does not specify the senmantics or mechani sm of delivery
of session netadata, though the sanme threats apply for service using
ROUTE as well. Hence, a service using ROUTE SHOULD t ake these
threats into consideration and address them appropriately follow ng
the guidelines provided by RFC 6726 [ RFC6726]. Additionally, to the
recomrendat i ons of RFC 6726 [ RFC6726], for Internet connected

devi ces, services SHOULD enable clients to access the session
description information using HITPS with custonary authentication/
aut hori zation, instead of sending this data via nulticast/broadcast,
si nce consi derabl e security work has been done already in this

uni cast domai n, which can enable highly secure access of session
description data. Accessing via unicast, however, will have
different privacy considerations, noted in Section 11.2. Note that
in general the nulticast/broadcast streamis delayed with respect to
the unicast stream Therefore, the session description protoco
SHOULD be time synchronized with the broadcast stream particularly
if the session description contains security-related information

In regard to FDT, there is one key difference for File Mde when
using File Tenplate in EFDT, which avoi ds repeated sendi ng of FDT-
I nstances and hence, the corresponding threats noted in RFC 6726

[ RFC6726] do not apply directly to ROUTE in this case. The threat,
however, is shifted to the ALC/ LCT headers, since they carry the
addi tional signaling that enabl es determ ning Content-Location and
File@ransfer-Length in this case. Hence, integrity protection
recomendat i ons of ALC/ LCT header SHOULD be considered with higher
enphasis in this case for ROUTE

Finally, attacks against the congestion control building block for
the case of ROUTE can inpact the optional fast stream acquisition
specified in Section 6.2. Receivers SHOULD have robustness agai nst

ti mestanp val ues that are suspicious, e.g., by conparing the signaled
time in the LCT headers with the approximate tine signaled by the
MPD, and SHOULD di scard outlying values. Additionally, receivers
MUST adhere to the expiry tinelines as specified in Section 6
Integrity protection nechani sns docunented in RFC 6726 [ RFC6726]
SHOULD be used to address this threat.

2. Privacy Considerations

Encrypti on mechani sms reconmended for security considerations in
Section 11.1 SHOULD al so be applied to enable privacy and protection
from snoopi ng attacks.

Since this protocol is primarily targeted for IP nulticast/broadcast
environments where the end user is nostly listening, identity
protection and user data retention considerations are nore protected
than in the unicast case. Best practices for enabling privacy on IP
mul ti cast/ broadcast SHOULD be applied by the operators, e.g.,
"Recommendati ons for DNS Privacy Service Qperators" in RFC 8932

[ RFC8932] .

However, if clients access session description information via HITPS
the sanme privacy considerations and solutions SHALL apply to this
access as for regular HITPS conmuni cation, an area that is very wel
studi ed and the concepts of which are being integrated directly into
newer transport protocols such as | ETF QU C [ RFC9000] enabling HTTP/ 3
[HTTP3]. Hence, such newer protocols SHOULD be used to foster
privacy.
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Note that stream ng services MAY contain content that may only be

accessed via DRM (digital

ri ghts nanagenent) systens.

DRM syst ens

can prevent unauthorized access to content delivered via ROUTE

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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