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I ntroduction

Thi s docunment proposes guidelines for the design of Autonom c Service
Agents (ASAs) in the context of an Autonom c Network (AN) based on
the Autonomic Network Infrastructure (ANI) outlined in the autonomc
net wor ki ng reference nodel [RFC8993]. This infrastructure nakes use
of the Autonom c Control Plane (ACP) [RFC8994] and the GeneRic

Aut ononi ¢ Signaling Protocol (GRASP) [ RFC8990]. A genera
introduction to this environnent nmay be found at [IPJ], which also

i ncl udes expl anatory di agrans, and a sunmary of terminology is in
Section 2.

This docunent is a contribution to the description of an autonomc
net wor ki ng ecosystem recogni zing that a depl oyabl e aut onomi ¢ network
needs nore than just ACP and GRASP i npl enentations. Such an

aut onom ¢ network rust achi eve managenent tasks that a Network
Qperations Center (NOC) cannot readily achieve manually, such as
conti nuous resource optimzation or automated fault detection and
repair. These tasks, and ot her managenent automation goals, are
described at length in [RFC7575]. The net result should be
significant operational inprovement. To achieve this, the autononic
net wor ki ng ecosystem must include at least a library of ASAs and
correspondi ng GRASP technical objective definitions. A GRASP

obj ective [RFC8990] is a data structure whose main contents are a
nane and a value. The value consists of a single configurable
paraneter or a set of paranmeters of sone kind.

There nust also be tools to depl oy and oversee ASAs, and integration
with existing operational nechanisns [ RFC8368]. However, this
docunent focuses on the design of ASAs, with sonme reference to

i npl ement ati on and operational aspects.

There is considerable literature about autonom c agents with a
variety of proposals about how they should be characterized. Sone
exanpl es are [ DEMOLAO6], [HUEBSCHERO08], [ MOVAHEDI 12], and [ GANA13].
However, for the present docunent, the basic definitions and goals
for autonom c networking given in [ RFC7575] apply. According to RFC
7575, an Autononic Service Agent is "An agent inplenented on an

aut onom ¢ node that inplenents an autonom ¢ function, either in part
(in the case of a distributed function) or whole."



ASAs must be distinguished fromother fornms of software conponents.
They are conponents of network or service managenent; they do not in
t hensel ves provide services to end users. They do, however, provide
managenment services to network operators and administrators. For
exanpl e, the services envisaged for network function virtualization
(NFV) [NFV] or for service function chaining (SFC) [ RFC7665] m ght be
managed by an ASA rather than by traditional configuration tools.

Anot her exanple is that an existing script running within a router to
locally nmonitor or configure functions or services could be upgraded
to an ASA that could comunicate with peer scripts on nei ghboring or
renote routers. A high-level APl will allow such upgraded scripts to
take full advantage of the secure ACP and the di scovery, negotiation,
and synchroni zation features of GRASP. Familiar tasks such as
configuring an Interior Gateway Protocol (1GP) on neighboring routers
or even exchanging | GP security keys could be performed securely in
this way. This docunment mainly addresses issues affecting quite
compl ex ASAs, but initially, the nmost useful ASAs may in fact be

rat her sinple evolutions of existing scripts.

The reference nodel [RFC8993] for autonom ¢ networks explains further
the functionality of ASAs by adding the follow ng:

| [An ASA is] a process that makes use of the features provided by
| the ANl to achieve its own goals, usually including interaction
| with other ASAs via GRASP [ RFC8990] or otherwise. O course, it
| also interacts with the specific targets of its function, using
| any suitable nechanism Unless its function is very sinple, the
| ASA will need to handl e overl appi ng asynchronous operations. It
| may therefore be a quite conplex piece of software in its own

| right, form ng part of the application |ayer above the AN

As nentioned, there will certainly be sinple ASAs that nanage a
single objective in a straightforward way and do not need
asynchronous operations. |n nodes where conputing power and nenory
space are limted, ASAs should run at a nuch | ower frequency than the
primary workl oad, so CPU | oad shoul d not be a big issue, but nenory
footprint in a constrained node is certainly a concern. ASAs
installed in constrained devices will have limted functionality. 1In
such cases, many aspects of the current docunent do not apply.
However, in the general case, an ASA may be a relatively conpl ex
software conponent that will in many cases control and nonitor
simpler entities in the same or renote host(s). For exanple, a
device controller that nmanages tens or hundreds of sinple devices

m ght contain a single ASA

The remai nder of this docunment offers guidance on the design of
compl ex ASAs. Sone of the material may be famliar to those
experienced in distributed fault-tolerant and real-tine contro
systens. Robustness and security are of particular inportance in
aut onom ¢ networks and are discussed in Sections 9 and 10.

Ter mi nol ogy
Thi s section sumrari zes various acronyns and term nol ogy used in the
docunent. \Where no other reference is given, please consult
[ RFC8993] or [RFC7575].
Autononi c:  sel f-managi ng (sel f-configuring, self-protecting, self-
heal i ng, self-optim zing), but allow ng high-Ievel guidance by a
central entity such as a NOC

Autononi ¢ Function: a function that adapts on its own to a changing
envi ronnent

Aut ononi ¢ Node: a node that enploys autonom c functions



ACP: Autonomic Control Plane [ RFC8994]

AN:  Autonom c Network; a network of autonom c nodes, which interact
directly with each other

ANl :  Autonomc Network Infrastructure

ASA: Autononic Service Agent; an agent installed on an autononic
node that inplenents an autonomic function, either partially (in
the case of a distributed function) or conpletely

BRSKI : Bootstrappi ng Renote Secure Key Infrastructure [ RFC8995]

CBOR. Concise Binary Object Representation[ RFC8949]

GRASP:  GeneRric Autononic Signaling Protocol [RFC8990]

GRASP API: GRASP Application Progranm ng Interface [ RFC8991]

NOC. Network Operations Center [RFC8368]

oj ective: A CGRASP technical objective is a data structure whose
mai n contents are a name and a value. The value consists of a
singl e configurable paraneter or a set of paraneters of sonme kind
[ RFC8990] .

Logi cal Structure of an Autonomic Service Agent

As nentioned above, all but the sinplest ASAs will need to support

asynchronous operations. Different programm ng environments support

asynchronicity in different ways. In this docunment, we use an

explicit nmulti-threading nodel to describe operations. This is

illustrative, and alternatives to nmulti-threading are discussed in

detail in connection with the GRASP APl (see Section 4.3).

A typical ASA will have a main thread that performs various initial
housekeepi ng actions such as:

* obtain authorization credentials, if needed

* register the ASA with GRASP

* acquire relevant policy paraneters

* declare data structures for rel evant GRASP objectives

* register with GRASP those objectives that it will actively manage
* launch a self-nonitoring thread

* enter its main |oop

The logic of the main |oop will depend on the details of the

aut onom ¢ function concerned. Wenever asynchronous operations are
required, extra threads may be | aunched. Exanples of such threads

i ncl ude:

* repeatedly flood an objective to the AN so that any ASA can
receive the objective s |atest val ue

* accept incom ng synchronization requests for an objective nanaged
by this ASA

* accept inconing negotiation requests for an objective managed by
this ASA, and then conduct the resulting negotiation with the
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counterpart ASA
* manage subsidi ary non-autononic devices directly

These threads should all either exit after their job is done or enter
a wait state for new work to avoid wasting systemresources.

According to the degree of parallelismneeded by the application,
sonme of these threads m ght be launched in nultiple instances. In
particular, if negotiation sessions with other ASAs are expected to
be long or to involve wait states, the ASA designer might allow for
mul tiple simultaneous negotiating threads, with appropriate use of
queues and synchroni zation prinmtives to maintain consistency.

The nmain loop itself could act as the initiator of synchronization
requests or negotiation requests when the ASA needs data or resources

fromother ASAs. In particular, the main | oop should watch for
changes in policy paraneters that affect its operation and, if
appropriate, occasionally refresh authorization credentials. It

shoul d al so do whatever is required to avoid unnecessary resource
consunption, for exanple, by limting its frequency of execution

The self-nmonitoring thread is of considerable inmportance. Failure of
aut onom ¢ service agents is highly undesirable. To a large extent,
this depends on careful coding and testing, with no unhandl ed error
returns or exceptions, but if there is neverthel ess sone sort of
failure, the self-nonitoring thread should detect it, fix it if

possi ble, and, in the worst case, restart the entire ASA

Appendi x A presents sone exanple logic flows in informal pseudocode.
Interaction with the Autonom c Networking Infrastructure
1. Interaction with the Security Mechani sns

An ASA by definition runs in an autonom c node. Before any nornal
ASAs are started, such nodes nust be bootstrapped into the autonomc
network’s secure key infrastructure, typically in accordance with

[ RFC8995]. This key infrastructure will be used to secure the ACP
(next section) and rmay be used by ASAs to set up additional secure
interactions with their peers, if needed.

Note that the secure bootstrap process itself incorporates sinple
speci al - purpose ASAs that use a restricted node of GRASP (Section 4
of [RFC8995]).

2. Interaction with the Autonom c Control Pl ane

In a normal autonom c network, ASAs will run as clients of the ACP,
which will provide a fully secured network environnent for al
conmuni cation with other ASAs, in npost cases nediated by GRASP (next
section).

Note that the ACP formation process itself incorporates sinple
speci al - purpose ASAs that use a restricted node of GRASP (Section 6.4
of [RFC8994]).

3. Interaction with GRASP and its API

In a node where a significant nunmber of ASAs are installed, GRASP
[RFC8990] is likely to run as a separate process with its API

[ RFC8991] available in user space. Thus, ASAs nay operate without
special privilege, unless they need it for other reasons. The ASA s
view of GRASP is built around GRASP objectives (Section 6), defined
as data structures containing adm nistrative information such as the
obj ective’s unique name, and its current value. The format and size



of the value is not restricted by the protocol, except that it nust
be possible to serialize it for transmi ssion in Concise Binary Object
Representati on (CBOR) [ RFC8949], subject only to GRASP' s naxi mum
message size as discussed in Section 6

As discussed in Section 3, GRASP is an asynchronous protocol, and
this document uses a nulti-threading nodel to describe operations.
I n many progranm ng environnments, an "event |oop" nodel is used
instead, in which case each thread would be inpl enented as an event
handl er called in turn by the main loop. For this case, the GRASP
APl must provide non-bl ocking calls and possibly support call backs.
This topic is discussed in nore detail in [RFC8991], and ot her
asynchronicity nmodel s are al so possible. \Wenever necessary, the
GRASP session identifier will be used to distinguish sinultaneous
operati ons.

The GRASP APl should offer the follow ng features:

* Registration functions, so that an ASA can register itself and the
obj ectives that it nanages.

* A discovery function, by which an ASA can discover other ASAs
supporting a given objective.

* A negotiation request function, by which an ASA can start
negoti ati on of an objective with a counterpart ASA. Wth this,
there is a corresponding listening function for an ASA that wi shes
to respond to negotiation requests and a set of functions to
support negotiating steps. Once a negotiation starts, it is a
symretric process with both sides sending successive objective
val ues to each other until agreenent is reached (or the
negotiation fails).

* A synchronization function, by which an ASA can request the
current value of an objective froma counterpart ASA. Wth this,
there is a corresponding listening function for an ASA that wi shes
to respond to synchroni zation requests. Unlike negotiation,
synchroni zation is an asynmetric process in which the |istener
sends a single objective value to the requester

* A flood function, by which an ASA can cause the current val ue of
an objective to be flooded throughout the AN so that any ASA can
receive it.

For further details and sone additional housekeeping functions, see
[ RFC8991] .

The GRASP APl is intended to support the various interactions
expect ed between nost ASAs, such as the interactions outlined in
Section 3. However, if ASAs require additional communication between
t hensel ves, they can do so directly over the ACP to benefit fromits
security. One option is to use GRASP di scovery and synchroni zati on
as a rendezvous nechani sm between two ASAs, passing conmunication
paraneters such as a TCP port nunmber via GRASP. The use of TLS over
the ACP for such conmunications is advisable, as described in

Section 6.9.2 of [ RFC8994].

.4. Interaction with Policy Mechani sns

At the time of witing, the policy nmechanisnms for the ANl are
undefined. In particular, the use of declarative policies (aka
Intents) for the definition and managenent of an ASA' s behaviors
remai ns a research topic [| BN CONCEPTS] .

In the cases where ASAs are defined as cl osed control |oops, the
specifications defined in [ ZSM)09-1] regarding inperative and



decl arative goal statenents may be applicabl e.

In the ANI, policy dissem nation is expected to operate by an

i nformati on distribution nechanism (e.g., via GRASP [ RFC8990]) that
can reach all autonom c nodes and therefore every ASA. However, each
ASA must be capabl e of operating "out of the box" in the absence of

| ocally defined policy, so every ASA inplementation nust include
carefully chosen default values and settings for all policy

par ameters

Interaction with Non-autonomnm ¢ Conponents and Systens

To have any external effects, an ASA nust also interact w th non-

aut onom ¢ conponents of the node where it is installed. For exanple,
an ASA whose purpose is to nanage a resource nust interact with that
resource. An ASA managing an entity that is also nmanaged by | oca
software nmust interact with that software. For exanple, if such
managenent is perforned by NETCONF [ RFC6241], the ASA nust interact
with the NETCONF server as an independent NETCONF client in the sane
node to avoid any inconsistency between configuration changes
delivered via NETCONF and configurati on changes nade by the ASA

In an environment where systems are virtualized and specialized using
techni ques such as network function virtualization or network
slicing, there will be a design choice whether ASAs are depl oyed once
per physical node or once per virtual context. A related issue is
whet her the ANl as a whole is deployed once on a physical network or
whet her several virtual ANls are deployed. This aspect needs to be
consi dered by the ASA designer.

Desi gn of GRASP Obj ectives

The design of an ASA will often require the design of a new GRASP

obj ective. The general rules for the format of GRASP objectives,
their names, and | ANA registration are given in [ RFC8990].

Addi tionally, that document discusses various general considerations
for the design of objectives, which are not repeated here. However,
note that GRASP, |ike HTTP, does not provide transactional integrity.
In particular, steps in a GRASP negotiation are not idenpotent. The
design of a GRASP objective and the logic flow of the ASA should take
this into account. One approach, which should be used when possi bl e,
is to design objectives with idenpotent semantics. |If this is not
possible, typically if an ASAis allocating part of a shared resource
to other ASAs, it needs to ensure that the sane part of the resource
is not allocated twice. The easiest way is to run only one
negotiation at a tinme. |If an ASA is capable of overl apping severa
negotiations, it nust avoid interference between these negotiations.

Negoti ations will always end, normally because one end or the other
decl ares success or failure. |If this does not happen, either a

ti meout or exhaustion of the |oop count will occur. The definition
of a CGRASP obj ective shoul d describe a specific negotiation policy if
it is not self-evident.

GRASP allows a "dry run" node of negotiation, where a negotiation
session follows its normal course but is not committed at either end
until a subsequent live negotiation session. |If dry run node is
defined for the objective, its specification, and every

i npl erent ati on, must consider what state needs to be saved foll ow ng
a dry run negotiation, such that a subsequent |ive negotiation can be
expected to succeed. It nust be clear how long this state is kept
and what happens if the live negotiation occurs after this state is
del eted. An ASA that requests a dry run negotiation nust take
account of the possibility that a successful dry run is followed by a
failed live negotiation. Because of these conplexities, the dry run
mechani sm shoul d only be supported by objectives and ASAs where there



is a significant benefit fromit.

The actual value field of an objective is limted by the GRASP
protocol definition to any data structure that can be expressed in
Conci se Binary Object Representation (CBOR) [ RFC8949]. For sone
objectives, a single data itemw || suffice, for exanple, an integer,
a floating point nunber, a UTF-8 string, or an arbitrary byte string.
For nore conpl ex cases, a sinple tuple structure such as [itemd,
iten2, itenB] could be used. Since CBORis closely linked to JSON

it is also rather easy to define an objective whose value is a JSON
structure. The formats acceptable by the GRASP APl will linit the
options in practice. A generic solution is for the APl to accept and
deliver the value field in raw CBOR, with the ASA itself encodi ng and
decoding it via a CBOR library (Section 2.3.2.4 of [RFC8991]).

The maxi mum size of the value field of an objective is linmted by the
GRASP maxi mum nmessage size. |f the default maxi mum size specified as
GRASP_DEF _MAX_SI ZE by [RFC8990] is not enough, the specification of
the objective nmust indicate the required maxi num nmessage si ze for
bot h uni cast and nulticast nessages.

A mapping from YANG to CBOR is defined by [CBOR- YANG . Subject to
the size linmt defined for GRASP nessages, nothing prevents
obj ectives transporting YANG in this way.

The flexibility of CBOR inplies that the value field of many

obj ectives can be extended in service, to add additional information
or alternative content, especially if JSON-Iike structures are used.
Thi s has consequences for the robustness of ASAs, as discussed in
Section 9.

Life Cycle

The ASA life cycle is discussed in [ AUTONOM C- FUNCTI ON], from which
the followi ng text was derived. It does not cover all details, and
some of the terms used would require precise definitions in a given
i mpl ement at i on.

In sinple cases, autonom ¢ functions could be permanent, in the sense
that ASAs are shipped as part of a product and persist throughout the
product’s life. However, in conplex cases, a nore |likely situation
is that ASAs need to be installed or updated dynanically because of
new requi rements or bugs. This section describes one approach to the
resulting life cycle of individual ASAs. |t does not consider w der

i ssues such as updates of shared |ibraries.

Because continuity of service is fundanental to autononic networking,
the process of seam essly replacing a running instance of an ASA with
a new version needs to be part of the ASA's design. The inplication
of service continuity on the design of ASAs can be illustrated al ong
the three main phases of the ASA life cycle, nanely installation,
instantiation, and operation

o e e e e o - +
Undepl oyed ------ >| |------ > Undepl oyed
| Installed |
+-->| | ---+

Mandate | D LR + | Receives a
i s revoked | L + | Mandate
+---| |<--+
| I'nstantiated |

+-->| | ---+

set | R L + | set

down | D LR + | up
+--- | <--+

| Operational



Figure 1: Life Cycle of an Autonom c Service Agent
7.1. Installation Phase

We define "installation" to nean that a piece of software is | oaded
into a device, along with any necessary libraries, but is not yet
activated.

Bef ore being able to instantiate and run ASAs, the operator wll

first provision the infrastructure with the sets of ASA software
corresponding to its needs and objectives. Such software nust be
checked for integrity and authenticity before installation. The
provisioning of the infrastructure is realized in the installation
phase and consists of installing (or checking the availability of)
the pieces of software of the different ASAs in a set of Installation
Hosts within the autonom c networKk.

There are three properties applicable to the installation of ASAs:

* The dynanic installation property allows installing an ASA on
demand, on any hosts compatible with the ASA

* The decoupling property allows an ASA on one nmachine to contro
resources in another machi ne (known as "decoupl ed node").

* The multiplicity property allows controlling nmultiple sets of
resources froma single ASA

These three properties are very inportant in the context of the
installation phase as their variations condition how the ASA coul d be
installed on the infrastructure.

7.1.1. Installation Phase Inputs and Qutputs
I nputs are:
* [ASA type]: specifies which ASA to install

* [lInstallation_target_infrastructure]: specifies the candidate
installation Hosts.

* [ ASA placenent _function]: specifies howthe installation phase
will nmeet the operator’s needs and objectives for the provision of
the infrastructure. This function is only useful in the decoupl ed
mode. It can be as sinple as an explicit list of hosts on which
the ASAs are to be installed, or it could consist of operator-
defined criteria and constraints.

The main output of the installation phase is a [List_of ASAs]
installed on [List_of hosts]. This output is also useful for the
coordi nation function where it acts as a static interaction map (see
Section 8.1).

The condition to validate in order to pass to next phase is to ensure
that [List _of ASAs] are correctly installed on [List_of hosts]. A

m ni mum set of primtives to support the installation of ASAs coul d
be the followi ng: install (List_of_ ASAs,

Installation_target _infrastructure, ASA placenent_ function) and

uni nstall (List_of ASAs).

7.2. Instantiation Phase

We define "instantiation" as the operation of creating a single ASA



instance fromthe correspondi ng piece of installed software.

Once the ASAs are installed on the appropriate hosts in the network,
these ASAs nay start to operate. Fromthe operator viewpoint, an
operating ASA neans the ASA manages the network resources as per the
obj ectives given. At the ASA local level, operating neans executing
their control |oop algorithm

There are two aspects to take into consideration. First, having a

pi ece of code installed and available to run on a host is not the
same as having an agent based on this piece of code running inside
the host. Second, in a coupled case, determ ning which resources are
controlled by an ASA is straightforward (the ASA runs on the sane

aut onom ¢ node as the resources it is controlling). In a decoupled
node, determining this is a bit nore conplex: a starting agent wll
have to either discover the set of resources it ought to control, or
such information has to be comunicated to the ASA

The instantiati on phase of an ASA covers both these aspects: starting
the agent code (when this does not start autonmatically) and

det erm ni ng which resources have to be controlled (when this is not
strai ghtforward).

.2.1. (Operator’s Goal

Through this phase, the operator wants to control its autonomc
network regarding at | east two aspects:

1. deternmine the scope of autononic functions by instructing which
networ k resources have to be managed by whi ch autononic function
(and nore precisely by which rel ease of the ASA software code,
e.g., version nunber or provider).

2. determ ne how the autonom c functions are organi zed by
instantiating a set of ASAs across one or nore autonomni ¢ nodes
and instructing them accordingly about the other ASAs in the set
as necessary.

In this phase, the operator may al so want to set goals for autonomc
functions, e.g., by configuring GRASP objecti ves.

The operator’s goal can be summarized in an instruction to the

aut onom ¢ ecosystem matching the following format, explained in

detail in the next sub-section
[I nstances_of ASA type] ready to contro
[Instantiation_target_infrastructure] with
[I nstantiation_target paraneters]

.2.2. Instantiation Phase |Inputs and CQutputs

I nputs are:

* [lInstances_of ASA type]: specifies which ASAs to instantiate

* [lInstantiation_target infrastructure]: specifies which resources
are to be nmanaged by the autononmic function; this can be the whol e
network or a subset of it |like a domain, a physical segnent, or
even a specific list of resources.

* [lnstantiation_target_ paraneters]: specifies which GRASP
obj ectives are to be sent to ASAs (e.g., an optim zation target)

Qut puts are:

* [Set_of ASA resources_relations]: describes which resources are



managed by which ASA instances; this is not a formal nmessage but a
resulting configuration log for a set of ASAs.

7.2.3. Instantiation Phase Requirenents

The instructions described in Section 7.2 could be either of the
fol | owi ng:

* Sent to a targeted ASA. In this case, the receiving Agent wll
have to nanage the specified |ist of
[Instantiation_target _infrastructure], with the
[I nstantiation_target_paraneters].

* PBroadcast to all ASAs. In this case, the ASAs woul d determ ne
fromthe Iist which ASAs woul d handl e whi ch
[Instantiation_target infrastructure], with the
[I nstantiation_target paraneters].

These instructions may be grouped as a specific data structure
referred to as an ASA Instance Mandate. The specification of such an
ASA | nstance Mandate is beyond the scope of this docunent.

The conclusion of this instantiation phase is a set of ASA instances
ready to operate. These ASA instances are characterized by the
resources they nmanage, the nmetrics being nonitored, and the actions
that can be executed (like nodifying certain paraneter values). The
description of the ASA instance may be defined in an ASA | nstance
Mani fest data structure. The specification of such an ASA | nstance
Mani fest i s beyond the scope of this document.

The ASA |Instance Manifest does not only serve informational purposes

such as acknow edgenent of successful instantiation to the operator

but is also necessary for further autonom c operations wth:

* coordinated entities (see Section 8.1)

* collaborative entities with purposes such as to establish
know edge exchange (sone ASAs may produce know edge or nonitor
metrics that woul d be useful for other ASAs)

7.3. Operation Phase

During the operation phase, the operator can

* activate/deactivate ASAs: enabl e/ di sable their autonom c | oops

* nodify ASA targets: set different technical objectives

* nodi fy ASAs managed resources: update the Instance Mandate to
specify a different set of resources to manage (only applicable to

decoupl ed ASAs)

During the operation phase, running ASAs can interact wth other
ASAs:

* in order to exchange know edge (e.g., an ASA providing traffic
predictions to a | oad bal anci ng ASA)

* in order to collaboratively reach an objective (e.g., ASAs
pertaining to the sane autonom c function will collaborate, e.g.,
in the case of a |oad bal ancing function, by nodifying |ink
metrics according to neighboring resource | oads)

During the operation phase, running ASAs are expected to apply
coordi nati on schenes as per Section 8.1



7.4. Renpval Phase

When an ASA is renpoved from service and uninstalled, the above steps
are reversed. It is inportant that its data, especially any security
key material, is purged.

8. Coordination and Data Mdel s
8.1. Coordination between Autonom c Functions

Some autonom ¢ functions will be conpletely independent of each
other. However, others are at risk of interfering with each other;
for exanple, two different optimzation functions might both attenpt
to nodify the sane underlying paraneter in different ways. In a
conplete system a nethod is needed for identifying ASAs that night
interfere with each other and coordi nating their actions when
necessary.

8.2. Coordination with Traditional Managenent Functions

Sone ASAs will have functions that overlap with existing
configuration tools and network managenent mechani sms such as
conmand-1ine interfaces, DHCP, DHCPv6, SNWP, NETCONF, and RESTCONF.
This is, of course, an existing problemwhenever multiple
configuration tools are in use by the NOC. Each ASA designer wl|l
need to consider this issue and how to avoid cl ashes and

i nconsi stencies in various depl oynent scenarios. Sone specific
considerations for interaction with QAMtools are given in [ RFC8368].
As anot her exanpl e, [RFC8992] describes how aut onom ¢ managemnent of
I Pv6 prefixes can interact with prefix del egation via DHCPv6. The
description of a GRASP objective and of an ASA using it should

i nclude a discussion of any such interactions.

8.3. Data Model s

Management functions often include a shared data nodel, quite likely
to be expressed in a formal notation such as YANG This aspect
shoul d not be an afterthought in the design of an ASA. To the
contrary, the design of the ASA and of its GRASP objectives should
match the data nodel; as noted in Section 6, YANG serialized as CBOR
may be used directly as the value of a GRASP objective.

9. Robust ness

It is of great inportance that all conponents of an autonom c system
are highly robust. Although ASA designers should aimfor their
component to never fail, it is nore inportant to design the ASA to
assune that failures will happen and to gracefully recover fromthose
failures when they occur. Hence, this section |ists various aspects
of robustness that ASA designers should consider

1. If despite all precautions, an ASA does encounter a fatal error,
it should in any case restart automatically and try again. To
mtigate a loop in case of persistent failure, a suitable pause
shoul d be inserted before such a restart. The length of the
pause depends on the use case; randonization and exponenti al
backof f shoul d be consi dered.

2. If a newy received or calculated value for a paraneter falls
out of bounds, the correspondi ng paranmeter should be either |eft
unchanged or restored to a value known to be safe in all
configurations.

3. I f a GRASP synchroni zation or negotiation session fails for any
reason, it may be repeated after a suitable pause. The length
of the pause depends on the use case; randonization and
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exponenti al backoff shoul d be consi dered.

4. If a session fails repeatedly, the ASA should consider that its
peer has failed, and it should cause GRASP to flush its
di scovery cache and repeat peer discovery.

5. In any case, it may be prudent to repeat discovery periodically,
dependi ng on the use case.

6. Any recei ved GRASP nessage shoul d be checked. If it is wongly
formatted, it should be ignored. Wthin a unicast session, an
Invalid nessage (M INVALID) may be sent. This function may be
provi ded by the GRASP inplenentation itself.

7. Any recei ved GRASP obj ective should be checked. Basic

formatting errors like invalid CBOR will likely be detected by
GRASP itself, but the ASA is responsible for checking the
preci se syntax and semantics of a received objective. If it is

wongly formatted, it should be ignored. Wthin a negotiation
session, a Negotiation End nessage (M END) with a Decline option
(O _DECLINE) should be sent. An ASA nay |og such events for

di agnosti c purposes.

8. On the other hand, the definitions of GRASP objectives are very
likely to be extended, using the flexibility of CBOR or JSON
Therefore, ASAs should be able to deal gracefully wi th unknown
conponents within the val ues of objectives. The specification
of an objective shoul d describe how unknown conponents are to be
handl ed (ignored, |ogged and ignored, or rejected as an error).

9. If an ASA receives either an Invalid nessage (M INVALID) or a
Negoti ati on End message (M END) with a Decline option
(O _DECLINE), one possible reason is that the peer ASA does not
support a new feature of either GRASP or the objective in
question. In such a case, the ASA nay choose to repeat the
operation concerned w thout using that new feature.

10. Al other possible exceptions should be handled in an orderly
way. There should be no such thing as an unhandl ed exception
(but see point 1 above).

At a slightly nore general level, ASAs are not services in

thensel ves, but they automate services. This has a fundanental

i mpact on how to design robust ASAs. In general, when an ASA
observes a particular state (1) of operations of the services/
resources it controls, it typically ains to inprove this state to a
better state, say (2). ldeally, the ASAis built so that it can
ensure that any error encountered can still lead to returning to (1)
instead of a state (3), which is worse than (1). One exanmple
instance of this principle is "nmake-before-break" used in
reconfiguration of routing protocols in manual operations. This
principle of operations can accordingly be coded into the operation
of an ASA. The GRASP dry run option mentioned in Section 6 is

anot her tool hel pful for this ASA design goal of "test-before-mke".

Security Considerations

ASAs are intended to run in an environnment that is protected by the
Aut ononi ¢ Control Plane [ RFC8994], adm ssion to which depends on an
initial secure bootstrap process such as BRSKI [RFC8995]. Those
docunents describe security considerations relating to the use of and
properties provided by the ACP and BRSKI, respectively. Such an ACP
can provide keying material for nutual authentication between ASAs as
wel | as confidential comunication channels for nmessages between
ASAs. | n some deploynents, a secure partition of the link |ayer

m ght be used instead. GRASP itself has significant security
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12.

12.

consi derations [ RFC8990]. However, this does not relieve ASAs of
responsibility for security. Wen ASAs configure or manage network
el ements outside the ACP, potentially in a different physical node,
they nust interact with other non-autononic software conponents to
performtheir managenent functions. The details are specific to each
case, but this has an inmportant security inplication. An ASA m ght
act as a | oophol e by which the managed entity coul d penetrate the
security boundary of the ANI. Thus, ASAs nust be designed to avoid

| oophol es such as passi ng on executable code or proxying unverified
commands and should, if possible, operate in an unprivil eged node.

In particular, they nmust use secure coding practices, e.g., carefully
validate all incomng informati on and avoi d unnecessary el evati on of
privilege. This will apply in particular when an ASA interacts with
a managenent conponent such as a NETCONF server

A simlar situation will arise if an ASA acts as a gateway between
two separate autononic networks, i.e., it has access to two separate
ACPs. Such an ASA nust al so be designed to avoid | oopholes and to
validate incomng information from both sides

As a rem nder, CGRASP does not intrinsically provide transactiona
integrity (Section 6).

As appropriate to their specific functions, ASAs shoul d take account
of relevant privacy considerations [ RFC6973].

The initial version of the autonomic infrastructure assunmes that all
aut onom ¢ nodes are trusted by virtue of their adm ssion to the ACP
ASAs are therefore trusted to mani pul ate any GRASP objective sinply
because they are installed on a node that has successfully joined the
ACP. In the general case, a node may have nmultiple roles, and a role
may use nultiple ASAs, each using nultiple GRASP objectives.

Addi tional nechanisns for the fine-grained authorization of nodes and
ASAs to mani pul ate specific GRASP objectives coul d be desi gned.
Meanwhi |l e, we repeat that ASAs should run wi thout special privilege
if possible. Independently of this, interfaces between ASAs and the
router configuration and nonitoring services of the node can be

subj ect to authentication that provides nore fine-grained

aut hori zation for specific services. These additional authentication
paraneters could be passed to an ASA during its instantiation phase.
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Appendi x A,  Exanpl e Logic Flows

Thi s appendi x describes generic logic flows that conbine to act as an
Aut ononi ¢ Service Agent (ASA) for resource managenent. Note that
these are illustrative exanples and are in no sense requirenments. As
long as the rules of GRASP are followed, a real inplenentation could
be different. The reader is assuned to be familiar w th GRASP

[ RFC8990] and its conceptual API [RFC8991].

A compl ete autonomc function for a distributed resource will consi st
of a number of instances of the ASA placed at relevant points in a
network. Specific details will, of course, depend on the resource
concerned. One exanple is | P address prefix nmanagenent, as specified
in [RFC8992]. In this case, an instance of the ASA will exist in
each del egating router.



An underlying assunption is that there is an initial source of the
resource in question, referred to here as an origin ASA. The other
ASAs, known as del egators, obtain supplies of the resource fromthe
origin, delegate quantities of the resource to consuners that request
it, and recover it when no | onger needed.

Anot her assunption is there is a set of network-w de policy
paraneters, which the origin will provide to the delegators. These
paraneters will control how the del egators deci de how nuch resource
to provide to consunmers. Thus, the ASA | ogic has two operating
nmodes: origin and del egator. When running as an origin, it starts by
obtaining a quantity of the resource fromthe NOC, and it acts as a
source of policy paraneters, via both GRASP fl oodi ng and GRASP
synchroni zation. (In sone scenarios, flooding or synchronization

al one m ght be sufficient, but this exanple includes both.)

When running as a delegator, it starts with an enpty resource pool,
acquires the policy parameters by GRASP synchronization, and

del egates quantities of the resource to consunmers that request it.
Both as an origin and as a delegator, when its pool is low, it seeks
quantities of the resource by requesting GRASP negotiation wth peer
ASAs. Wien its pool is sufficient, it hands out resource to peer
ASAs in response to negotiation requests. Thus, over tine, the
initial resource pool held by the origin will be shared anong all the
del egators according to demand

In theory, a network could include any nunber of origins and any
nunber of delegators, with the only condition being that each
origin"s initial resource pool is unique. A realistic scenariois to
have exactly one origin and as nany del egators as you like. A
scenario with no origin is useless.

An inplenentation requirenent is that resource pools are kept in
stable storage. Oherwise, if a delegator exits for any reason, al
the resources it has obtained or delegated are lost. |If an origin
exits, its entire spare pool is lost. The logic for using stable
storage and for crash recovery is not included in the pseudocode

bel ow, which focuses on comunication between ASAs. Since GRASP
operations are not intrinsically idenpotent, data integrity during
failure scenarios is the responsibility of the ASA designer. This is
a conplex topic inits own right that is not discussed in the present
docunent .

The description bel ow does not inplement GRASP's dry run function
That would require tenporarily marking any resource handed out in a
dry run negotiation as reserved, until either the peer obtains it in
a live run, or a suitable timeout occurs.

The main data structures used in each instance of the ASA are:

* resource_pool: an ordered list of available resources, for
exanpl e. Depending on the nature of the resource, units of
resource are split when appropriate, and a background garbage
coll ector reconbines split resources if they are returned to the
pool

* delegated list: where a delegator stores the resources it has
gi ven to subsidiary devices.

Possible main logic flows are bel ow, using a threaded inpl ementation
nmodel .  As noted above, alternative approaches to asynchronous
operations are possible. The transformation to an event | oop nodel
shoul d be apparent; each thread would correspond to one event in the
event | oop.

The GRASP objectives are as foll ows:



* ["EXLl. Resource", flags, |oop _count, value], where the val ue
depends on the resource concerned but will typically include its
size and identification.

* ["EX1.Parans", flags, |oop_count, value], where the value will be,
for exanple, a JSON object defining the applicable paraneters.

In the outline logic flows bel ow, these objectives are represented
sinmply by their nanes.

MAI' N PROGRAM

Create enpty resource_pool (and an associ ated | ock)
Create enpty del egated |ist
Det ermi ne whether to act as origin
if origin:
otain initial resource_pool contents from NOC
ot ai n val ue of EX1. Parans from NOC
Regi ster ASA with GRASP
Regi st er GRASP obj ectives EX1. RResource and EXL. Parans
if origin:
Start FLOODER thread to flood EX1. Parans
Start SYNCHRONI ZER | i st ener for EXL. Parans
Start MAI N_NEGOTI ATOR thread for EX1. Resource
if not origin:
ot ai n val ue of EX1.Parans from GRASP fl ood or synchroni zation
Start DELEGATOR t hread
Start GARBAGE _COLLECTOR t hread
good_peer = none
do forever:
if resource_pool is |ow
Cal cul ate anpbunt A of resource needed
Di scover peers using GRASP M DI SCOVER / M RESPONSE
i f good_peer in peers:
peer = good_peer
el se:
peer = #any choi ce anpong peers
grasp. request _negoti at e("EX1. Resource", peer)
#i .e., send negotiation request
Wait for response (M_NEGOTI ATE, M END or M VWAIT)
if oK
if offered anpbunt of resource sufficient:
Send M END + O ACCEPT #negoti ati on succeeded
Add resource to pool

good_peer = peer #remenber this choice
el se:

Send M END + O DECLI NE #negotiation failed

good_peer = none #forget this choice

sl eep() #periodic timer suitable for application scenario
MAI N_NEGOTI ATOR t hr ead:
do forever:

grasp.listen_negoti at e("EX1. Resource")

#i.e., wait for negotiation request

Start a separate new NEGOTI ATOR thread for requested anpbunt A
NEGOTI ATOR t hr ead:

Request resource anmount A from resource_pool

if not OK
while not OK and A > Am n:
A=A1

Request resource anount A from resource_pool
if K



O fer resource amount A to peer by GRASP M NEGOTI ATE
if received M END + O ACCEPT:
#negoti ati on succeeded
elif received M END + O DECLINE or other error:
#negoti ation failed
Return resource to resource_pool
el se:
Send M END + O DECLI NE #negotiation failed
#thread exits

DELEGATOR t hr ead:

do forever:
Wait for request or release for resource anbunt A
i f request:
Get resource anount A from resource_pool
if oK
Del egate resource to consuner #atonic
Record in del egated_li st #operation
el se:
Signal failure to consuner
Signal main thread that resource pool is |ow
el se:

Del ete resource from del egated_li st
Return resource anmount A to resource_pool

SYNCHRONI ZER t hr ead:

do forever:
Wait for M REQ SYN nessage for EX1. Parans
Reply with M SYNCH nmessage for EX1. Parans

FLOCDER t hr ead:

do forever:
Send M FLOOD message for EX1. Parans
sl eep() #periodic timer suitable for application scenario

GARBAGE_COLLECTOR t hr ead:

do forever:
Search resource_pool for adjacent resources
Mer ge adj acent resources
sl eep() #periodic timer suitable for application scenario
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