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Boot st rappi ng WebSockets with HTTP/ 3
Abst r act

The nechani sm for running the WebSocket Protocol over a single stream
of an HTTP/ 2 connection is equally applicable to HTTP/ 3, but the
HTTP-versi on-specific details need to be specified. This docunent
descri bes how the mechanismis adapted for HITP/ 3.
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This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841
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1. I nt roducti on

"Boot strappi ng WebSockets with HTTP/ 2" [ RFC8441] defines an extension
to HTTP/2 [HTTP/ 2] that is also useful in HTTP/3 [HTTP/3]. This

ext ensi on makes use of an HTTP/ 2 setting. Appendix A 3 of [HITP/ 3]

gi ves some gui dance on what changes (if any) are appropriate when
porting settings fromHITP/2 to HITP/ 3



2.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

WebSocket s Upgrade over HTTP/ 3

[ RFC8441] defines a mechanismfor running the WbSocket Protocol

[ RFC6455] over a single streamof an HITP/ 2 connection. It defines
an Ext ended CONNECT net hod that specifies a new ":protocol" pseudo-
header field and new senmantics for the ":path" and ":authority"
pseudo- header fields. 1t also defines a new HTTP/2 setting sent by a
server to allow the client to use Extended CONNECT.

The semantics of the pseudo-header fields and setting are identical
to those in HITP/2 as defined in [RFC8441]. Appendix A 3 of [HITP/ 3]
requires that HTTP/ 3 settings be registered separately for HITP/ 3.
The SETTI NGS_ENABLE CONNECT_PROTOCCL val ue is 0x08 (decinal 8), as in
HTTP/ 2.

If a server advertises support for Extended CONNECT but receives an
Ext ended CONNECT request with a ":protocol" value that is unknown or
is not supported, the server SHOULD respond to the request with a 501
(Not I npl enented) status code (Section 15.6.2 of [HTTP]). A server
MAY provide nmore information via a "problemdetail s" response

[ RFC7807] .

The HTTP/ 3 streamclosure is al so anal ogous to the TCP connection
closure of [RFC6455]. Oderly TCP-level closures are represented as
a FIN bit on the stream (Section 4.4 of [HITP/3]). RST exceptions
are represented with a streamerror (Section 8 of [HITP/3]) of type
H3_REQUEST_CANCELLED (Section 8.1 of [HTTP/3]).

Security Considerations

Thi s docunent introduces no new security considerations beyond those
di scussed in [ RFC8441].

| ANA Consi der ations

Thi s docunent registers a new setting in the "HITP/3 Settings"
registry (Section 11.2.2 of [HTTP/3]).

Val ue: 0x08

Setting Name: SETTI NGS_ENABLE_CONNECT_PROTOCCOL
Default: O

Status: permanent

Speci fication: This docunent

Change Controller: |ETF

Contact: HITP Working Group (ietf-http-wy@a. org)
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