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Abst r act
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Protocol (JMAP) for Mail" (RFC 8621) for returning the S/M MeE
signature verification status.

Status of This Meno
This is an Internet Standards Track document.
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Internet Standards is available in Section 2 of RFC 7841.
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1. Introduction

JMAP for Mail [RFC8621] is a JSONbased application protocol for
synchroni zing emai|l data between a client and a server.

Thi s docunent describes an extension to JMAP for returning the SIMME
signature verification status [ RFC8551], w thout requiring a JVAP
client to downl oad the signature body part and all signed body parts
(when the nultipart/signed nedia type [ RFC1847] is used) or to

downl oad and decode the Cryptographic Message Syntax (CMS) (when the
appl i cation/pkcs7-mme media type (Section 3.2 of [RFC8551]) is

used). The use of the extension inplies the client trusts the JVAP
server’'s S/M ME signature verification code and configuration. This
extension is suitable for cases where reduction in network bandw dth
and client-side code conplexity outweigh security concerns about
trusting the JMAP server to perform S/M ME signature verifications.
One possi bl e use case is when the sane organi zati on controls both the
JMAP server and the JMAP client.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Type signatures, exanples, and property descriptions in this docunent
foll ow the conventions established in Section 1.1 of [RFC8620]. Data
types defined in the core specification are also used in this
docunent .

3. Addition to the Capabilities Ohject

The *capabilities* object is returned as part of the standard JVAP
Sessi on object; see Section 2 of [RFC8620]. Servers supporting this
specification MUST add a property called
"urn:ietf:parans:jmap:smneverify" to the capabilities object.

The value of this property is an enpty object in both the JMAP
Session _capabilities_ property and an account’s
_account Capabi lities_ property.

4. Extension for SIMME Signature Verification
4.1. Extension to Emmil/get

[ RFC8621] defines the Email/get method for retrieving nmessage-
specific information. This docunent defines the follow ng pseudo
values in the _properties_ argunent:

*smi meSt at us*:
If "smmeStatus” is included in the list of requested properties,
it MIST be interpreted by the server as a request to return the
"sm neSt at us" response property.

*sm nmeSt at usAt Del i very*:
If "smimeStatusAtDelivery" is included in the list of requested
properties, it MJST be interpreted by the server as a request to
return the "sm neStatusAtDel i very" response property. (It is
effectively the sane as the "snmineStatus" value calculated at the
date/time of delivery, as specified by "receivedAt".)

*smi meErrors*:
If "smmeErrors” is included in the list of requested properties,



it MIST be interpreted by the server as a request to return the
"sm neErrors" response property.

*sm meVerifi edAt *:
If "smmeVerifiedAt" is included in the Iist of requested
properties, it MJST be interpreted by the server as a request to
return the "smneVerifiedAt" response property.

The "sm nmeStatus" response property is defined as foll ows:

*smi meSt at us*:
"String|null" (server-set). null signifies that the nmessage
doesn’t contain any signature. Qherwi se, this property contains
the SIMME signature and certificate verification status
cal cul ated according to [ RFC8551], [RFC8550], and [ RFC5280].
Possi bl e string values of the property are listed below Servers
MAY return ot her values not defined below, as defined in
extensions to this docunment. Cients MJST treat unrecognized
val ues as "unknown" or "signed/failed". Note that the val ue of
this property m ght change over tine.

unknown:
An S/M ME nessage, but it was neither signed nor encrypted
This can al so be returned for a nultipart/signed nmessage that
contai ns an unrecogni zed signing protocol (for exanple,
QpenPGP) .

si ghed:
An S/ M ME si gned nmessage, but the signature was not yet
verified. Sonme servers mght not attenpt to verify a signature
until a particular nmessage is requested by the client. (This
is a useful optimzation for a JMAP server to avoid doing work
until exact information is needed. A JMAP client that only
needs to display an icon that signifies presence of an S/M ME
signature can still use this value.) JMAP servers conpliant
with this docunent SHOULD attenpt signhature verification and
return "signed/verified" or "signed/failed" instead of this
signature status

signed/verifi ed:
An S/ M ME si gned nmessage, and the sender’s signature was
successfully verified according to [ RFC8551] and [ RFC8550].
Additionally, the signer email address extracted fromthe S/
M ME certificate matches the From header field value, and the
signer certificate SHOULD be checked for revocation

signed/fail ed:
S/'M ME signed nmessage, but the signature failed to verify
according to [ RFC8551] and [ RFC8550]. This mi ght be because of
a policy-related decision (e.g., the nessage signer enmil
address doesn’'t match the From header field value), the nessage
was nodified, the signer’s certificate has expired or was
revoked, etc.

encrypt ed+si gned/ verifi ed:
This value is reserved for future use. It is typically handled
in the sane way as "signed/verified"

encrypt ed+si gned/ f ai | ed:
This value is reserved for future use. It is typically handled
in the same way as "signed/failed"

The "sm nmeSt at usAt Del i very" response property has the sane syntax as
"sm neStatus" but is calculated in relationship to the "receivedAt"
date/time. Unlike "smimeStatus", the "snineStatusAtDelivery"
response property val ue doesn’t change unless trust anchors are



added. (For exanple, addition of a trust anchor can change the val ue
of a nessage "sm neStat usAtDelivery" property from"signed/failed" to
"signed/verified'. Note that trust anchor renoval doesn’'t affect
this response property.) The "sni neStatusAtDelivery" response
property value allows clients to conpare the S/M ME signature
verification status at delivery with the current status as returned
by "sm neStatus", for exanple, to help to answer questions |ike "was
the signature valid at the tine of delivery?”

Note that the "smi neStatusAtDelivery" response property val ue doesn’'t
have to be calculated at delivery tine. A JMAP server can defer its
calculation until it is explicitly requested; however, once it is
calculated, its value is renenbered for |ater use

The "sm nmeErrors" response property is defined as foll ows:

*sm meErrors*:
"String[]|null" (server-set). null signifies that the nessage
doesn’t contain any signature or that there were no errors when
verifying the SIMME signature. (That is, this property is non-
null only when the correspondi ng "sm neStatus" response property
value is "signed/failed" or "encrypted+signed/failed". Note that
future extensions to this docunment can specify other "sm neStatus”
val ues that can be used with "sminmeErrors".) Each string in the
array i s a human-readabl e description (in the | anguage specified
in the Content-Language header field, if any) of a problemwth
the signature, the signing certificate, or the signing certificate
chain. (See Section 3.8 of [RFC8620] in regards to howthis is
af fected by the | anguage selection.) 1In one exanple, the signing
certificate mght be expired and the nmessage From email address
m ght not correspond to any of the email addresses in the signing

certificate. In another exanple, the certificate m ght be expired
and the JMAP server might be unable to retrieve a Certificate
Revocation List (CRL) for the certificate. In both of these

cases, there would be 2 elenents in the array.
The "sm neVerifiedAt" response property is defined as follows:

*sm meVerifi edAt*
"UTCDate| nulI" (server-set). null signifies that the nessage
doesn’t contain any S/M ME signhature or that there is a signature,
but there was no attenpt to verify it. (Retrieval of the
"sm nmeSt at us” val ue can be used to distinguish these 2 cases). In
all other cases, it is set to the date and tine of when the S/IM M
signature was nost recently verified. Note that a request to
fetch "sm nmeStatus”, "sm nmeStatusAtDelivery", and/or "sm neErrors”
woul d force this response property to be set to a non-null val ue
if an S/IM ME signature exists.

The "sm neStatus" and "smineErrors" values are calculated at the tinme
the correspondi ng JMAP request is processed (but see bel ow about the
effect of result caching), not at the tine when the nessage is
generated (according to its Date header field value). 1In all cases,
"sminmeVerifiedAt" is set to the time when "sm neStatus" and

"sm nmeErrors” were | ast updated. As recalculating these values is
expensive for the server, they MAY be cached for up to 24 hours from
the nmonent when they were cal cul at ed.

Exanpl e 1. Retrieval of mninmal information about a nessage,
including its From Subject, and Date header fields, as well as the
S/M ME signature verification status at delivery and date/time when
the nessage was received

["Email /get", {
"ids": [ "fel23u457" ],
"properties": [ "mail boxlds", "from', "subject", "date",



"sm nmeSt at usAt Del i very", "receivedAt" |
boo#]

This might result in the foll owi ng response:

[["Email/get", {

"accountld": "abc",
"state": "51234123231",
"list": |

{

"id": "fel23u457",
"mai | boxlds": { "f123": true },
"from: [{"name": "Joe Bl oggs",
"emai | ": "joe@l oggs. exanple.net"}],
"subject": "Dinner tonight?",
"date": "2020-07-07T14:12:00Z",
"sm neSt at usAt Del i very": "signed/verified",
"recei vedAt": "2020-07-07T14:15: 182"

)
boTHL]

Exanpl e 2: Retrieval of mninmal information about a nessage,
including its From Subject, and Date header fields, as well as the
| atest S/M ME signature verification status, S/MME verification
errors (if any), and when the S/M ME signhature status was | ast
verified. The response contains 2 SSMMe errors related to S/IM M
signature verification.

["Email/get", {
"ids": [ "agl23ul23" 1],

"properties": [ "mailboxlds", "from', "subject", "date",
"sm nmeStatus", "snmineErrors", "smnmeVerifiedAt" ]
}oo#]

This mght result in the foll owi ng response:

[["Email/get", {

"accountld": "abc",
"state": "47234123231",
"list": |

{

"id": "agl23ul23",
"mai | boxlds": { "f123": true },
"from: [{"nanme": "Jane Doe",
"emai | ": "jdoe@xanple.com'}],
"subject": "Conpany takeover",
"date": "2020-01-31T23:00: 002",
"sm nmeStatus": "signed/failed",
"sm neErrors": |
"From emai| address doesn’t match the certificate",
"Can't retrieve CRL fromthe CRL URL"],
"smneVerifiedAt": "2020-03-01T12:11:19Z"

}

L

b, "#HL]]
4.1.1. "smineStatus" Response Property Extensibility

Future extensions to this docunment can specify extra all owed val ues
for the "sm meStatus" response property. Al values (defined in this
docunent or in extensions to this docunent) MJST be in ASCII. (Note
that this response property contains tokens; thus, it is not subject
to internationalization or |ocalization).

New "sm neSt at us" response property val ues defined in extensions nmay



af fect the behavior of properties, such as the "sm nmeErrors” response
property of Emmil/get (see Section 4.1) or the "hasVerifiedSm ne"
property of Emmil/query (see Section 4.2). In particular, the new
val ues can be treated simlarly to values defined in this docunent.

For exanple, a putative JMAP extension for automatically decrypting
S/ M ME nessages can specify two additional values, one specifying
that a nessage is both encrypted and signed with a valid SIM M
signature (e.g. "encrypted+si gned/verified') and another one
specifying that a nessage is both encrypted and signed with an
invalid SIMME signature (e.g. "encrypted+signed/failed"). The
fornmer value can be treated as "signed/verified" (and would thus

af fect "hasVerifiedSm ne") and the latter can be treated as "signed/
failed" (and thus can be used with "sm neErrors").

4.2. Extension to Emmil/query
[ RFC8621] defines the Email/query nethod for searching for messages

with specific properties. This docunment defines the foll ow ng
properties of the *FilterCondition* object:

*hasSm ne*:
"Boolean". If "hasSm ne" has the value true, only nessages with
"sm neSt atus" other than null match the condition. I|f "hasSm ne"

has the value false, only nessages with "snmi neStatus” equal to
null match the condition.

*hasVeri fi edSm ne*:

"Boolean". If "hasVerifiedSm ne" has the value true, only
messages with "smi nmeStatus" equal to "signed/verified' or
"encrypt ed+si gned/verified" (*) match the condition. |If

"hasVerifiedSm me" has the value false, only nessages with

"sm neStatus" not equal to "signed/verified" and not equal to
"encrypt ed+si gned/ verified" (*) (including the value null) match
the condition. Note that use of this attribute is potentially
expensive for a JMAP server, as it forces cal culation of the

"sm meSt at us" property val ue for each nessage. However, caching
of the "sm meStatus"” val ues should aneliorate this cost sonmewhat.

(*) as well as the "smi neStatus" val ues added by future extensions
to this docunment that are explicitly specified as having sinilar
effect to "signed/verified' as far as "hasVerifiedSm ne"

cal cul ation is concerned.

*hasVeri fi edSm nmeAt Del i very*:
"Bool ean". The "hasVerifiedSm neAtDelivery" property is handl ed
simlarly to the "hasVerifiedSni ne" property, but the value of
"sm nmeSt at usAt Del i very" is used instead of "sm meStatus" to assess
whet her a particul ar nessage matches the condition.

4.3. Interaction with Email/changes
Changes to the "smneVerifiedAt" response property val ue MJST NOT
cause the message to be included in the "updated" argument of the
Emai | / changes response. However, changes to the "sm meStatus”,
"sm neSt at usAt Del i very", and/or "sm nmeErrors" response properties
MUST result in nessage inclusion in the "updated" argunment of the
Emai | / changes response.

5. | ANA Consi derations

5.1. JMAP Capability Registration for "sm neverify"
| ANA has registered the "snineverify" JMAP capability as foll ows:

Capability Name: wurn:ietf:parans:jmap:smmeverify
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Speci fication docunent: RFC 9219

I nt ended use: common

Change Controller: |ETF

Security and privacy considerations: RFC 9219, Section 6

Security Considerations

Use of the server-side S/M M signature verification JVMAP extension
requires the client to trust the server signature verification code,
the server configuration, and the server’'s operational practices to
perform S/M ME signature verification, as well as to trust that the
channel between the client and the server is integrity protected.
(For example, if the server is not configured with some trust
anchors, sone nessages will have the "signed/failed" status instead
of "signed/verified".) A malicious or conprom sed server could
return a false verification status to a client. A successfu
verification could be conveyed to a client for a forged or altered
message. A properly signed nessage coul d be signaled as having a
failed signature verification or no signature at all. In the case of
the latter attack, no new attack surface is presented with this

ext ensi on above what a nalicious or conpromi sed server could already
do by stripping or tanmpering with the SSMME information in the
message. |In the case of the former attack, client software capable
of performing S/MME signature verification could detect this attack
Local configuration of the client should determine if this client-
side verification should occur. For clients without |oca
verification capabilities, such an attack would be difficult to

det ect.

Integrity protection of the channel between the client and the server
is provided by use of TLS, as required by the JMAP specification (see
Section 8.1 of [RFC8620]).

Constant recal culation of the SIMME signature status can result in a
deni al -of -service condition. For that reason, it is RECOMVENDED t hat
servers cache results of signature verification for up to 24 hours.
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