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I ntroduction

It is common for representations of an HTTP [ HTTP] resource to have
rel ati onships to one or nore other resources. Clients will often
di scover these rel ationships while processing a retrieved
representation, which may lead to further retrieval requests.
Meanwhi |l e, the nature of the rel ationships determ nes whether a
client is blocked fromcontinuing to process |locally avail able
resources. An exanple of this is the visual rendering of an HTM
docunent, which could be blocked by the retrieval of a Cascading
Style Sheets (CSS) file that the document refers to. In contrast,
inline i mages do not block rendering and get drawn increnentally as
the chunks of the inages arrive.

HTTP/ 2 [HTTP/ 2] and HTTP/ 3 [HTTP/ 3] support nultiplexing of requests
and responses in a single connection. An inportant feature of any

i npl ementation of a protocol that provides nultiplexing is the
ability to prioritize the sending of information. For exanple, to
provi de neani ngful presentation of an HTM. docunent at the earliest
moment, it is inportant for an HTTP server to prioritize the HITP
responses, or the chunks of those HTTP responses, that it sends to a
client.

HTTP/ 2 and HTTP/ 3 servers can schedul e transm ssion of concurrent
response data by any neans they choose. Servers can ignore client
priority signals and still successfully serve HTTP responses.
However, servers that operate in ignorance of how clients issue
requests and consume responses can cause suboptimal client
application performance. Priority signals allow clients to

conmmuni cate their view of request priority. Servers have their own
needs that are independent of client needs, so they often conbine
priority signals with other available information in order to inform
schedul i ng of response data.

RFC 7540 [ RFC7540] streampriority allowed a client to send a series
of priority signals that communicate to the server a "priority tree";
the structure of this tree represents the client's preferred relative
ordering and wei ghted distribution of the bandwi dth anbng HTTP
responses. Servers could use these priority signals as input into
prioritization decisions.



The design and inplenmentation of RFC 7540 streampriority were
observed to have shortcom ngs, as explained in Section 2. HITP/2
[HTTP/ 2] has consequently deprecated the use of these streampriority
signals. The prioritization scheme and priority signals defined
herein can act as a substitute for RFC 7540 streampriority.

Thi s docunent describes an extensible schenme for prioritizing HITP
responses that uses absolute values. Section 4 defines priority
paraneters, which are a standardi zed and extensible format of
priority information. Section 5 defines the Priority HTTP header
field, which is an end-to-end priority signal that is independent of
protocol version. dients can send this header field to signal their
vi ew of how responses should be prioritized. Simlarly, servers
behind an internediary can use it to signal priority to the
intermediary. After sending a request, a client can change their

vi ew of response priority (see Section 6) by sending HITP-version-
specific frames as defined in Sections 7.1 and 7. 2.

Header field and franme priority signals are input to a server’s
response prioritization process. They are only a suggestion and do
not guarantee any particul ar processing or transm ssion order for one
response relative to any other response. Sections 10 and 12 provide
consi derati ons and gui dance about how servers m ght act upon signals.

.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng termni nology from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: "Bool ean”,
"Dictionary", and "Integer".

Exanpl e HTTP requests and responses use the HITP/ 2-style fornmatting
from[HTTP/ 2].

Thi s docunent uses the variable-length integer encoding from[QU C].

The term"control streanf is used to describe both the HITP/2 stream
with identifier 0xO0 and the HTTP/ 3 control stream see Section 6.2.1
of [HTTP/ 3].

The term "HTTP/ 2 priority signal” is used to describe the priority
information sent fromclients to servers in HITP/2 franes; see
Section 5.3.2 of [HITP/2].

Motivation for Replacing RFC 7540 Stream Priorities

RFC 7540 streampriority (see Section 5.3 of [RFC7540]) is a conpl ex
system where clients signal stream dependencies and weights to
descri be an unbal anced tree. It suffered fromlimted depl oynent and
interoperability and has been deprecated in a revision of HITP/ 2
[HTTP/2]. HITP/2 retains these protocol elenents in order to
maintain wire conpatibility (see Section 5.3.2 of [HTTP/2]), which
means that they might still be used even in the presence of
alternative signaling, such as the scheme this docunent descri bes.

Many RFC 7540 server inplenentations do not act on HITP/ 2 priority
si gnal s.

Prioritization can use information that servers have about resources
or the order in which requests are generated. For example, a server,



wi th know edge of an HTM. document structure, mght want to
prioritize the delivery of inages that are critical to user
experience above other images. Wth RFC 7540, it is difficult for
servers to interpret signals fromclients for prioritization, as the
sane conditions could result in very different signaling from
different clients. This docunment describes signaling that is sinpler
and nore constrained, requiring less interpretation and allow ng |ess
variation.

RFC 7540 does not define a nmethod that can be used by a server to
provide a priority signal for internediaries.

RFC 7540 streampriority is expressed relative to other requests
sharing the sanme connection at the sane tinme. It is difficult to

i ncorporate such a design into applications that generate requests
wi t hout knowl edge of how ot her requests night share a connection, or
into protocols that do not have strong ordering guarantees across
streans, |ike HTTP/ 3 [HITP/ 3].

Experinments fromindependent research [ MARX] have shown that sinpler
schenes can reach at |east equival ent performance characteristics
conpared to the nore conplex RFC 7540 setups seen in practice, at

| east for the Wb use case.

2.1. Disabling RFC 7540 Stream Priorities

The problens and insights set out above provided the notivation for
an alternative to RFC 7540 streampriority (see Section 5.3 of
[HTTP/ 2]).

The SETTI NGS_NO RFC7540_PRI ORI TIES HTTP/ 2 setting is defined by this
docunent in order to allow endpoints to omt or ignore HITP/2
priority signals (see Section 5.3.2 of [HTTP/2]), as described bel ow
The val ue of SETTI NGS _NO RFC7540 PRI ORI TIES MJUST be 0 or 1. Any

val ue other than 0 or 1 MJST be treated as a connection error (see
Section 5.4.1 of [HITP/2]) of type PROTOCOL_ERROR. The initial value
is O.

I f endpoints use SETTI NGS_NO RFC7540 PRIORITIES, they MJST send it in
the first SETTINGS frame. Senders MJST NOT change the

SETTI NGS_NO _RFC7540 PRIORITIES value after the first SETTINGS frane.
Recei vers that detect a change MAY treat it as a connection error of
type PROTOCOL_ERRCR.

Clients can send SETTINGS NO RFC7540 PRICRITIES with a value of 1 to
indicate that they are not using HITP/2 priority signals. The

SETTI NGS frane precedes any HITP/2 priority signal sent fromclients,
so servers can determ ne whether they need to allocate any resources
to signal handling before signals arrive. A server that receives
SETTI NGS_NO_RFC7540_PRIORI TIES with a value of 1 MJST ignore HITP/ 2
priority signals.

Servers can send SETTI NGS_NO RFC7540_PRIORITIES with a value of 1 to
indicate that they will ignore HITP/2 priority signals sent by
clients.

Endpoi nts that send SETTINGS NO RFC7540 PRI ORI TI ES are encouraged to
use alternative priority signals (for exanple, see Section 5 or
Section 7.1), but there is no requirenent to use a specific signal

type.
2.1.1. Advice when Using Extensible Priorities as the Alternative
Before receiving a SETTINGS frame froma server, a client does not

know i f the server is ignoring HITP/2 priority signals. Therefore,
until the client receives the SETTINGS franme fromthe server, the



client SHOULD send both the HTTP/2 priority signals and the signals
of this prioritization schene (see Sections 5 and 7.1).

Once the client receives the first SETTINGS frane that contains the
SETTI NGS_NO_RFC7540_PRI ORI TI ES paraneter with a value of 1, it SHOULD
stop sending the HITP/2 priority signals. This avoids sending
redundant signals that are known to be ignored.

Simlarly, if the client receives SETTINGS NO RFC7540 PRIORITIES with
a value of 0 or if the settings paranmeter was absent, it SHOULD stop
sendi ng PRI ORI TY_UPDATE franes (Section 7.1), since those franes are
likely to be ignored. However, the client MAY continue sending the
Priority header field (Section 5), as it is an end-to-end signal that
m ght be useful to nodes behind the server that the client is
directly connected to.

Applicability of the Extensible Priority Schene

The priority schene defined by this docunent is primarily focused on
the prioritization of HITP response nessages (see Section 3.4 of
[HTTP]). It defines new priority paraneters (Section 4) and a neans
of conveying those parameters (Sections 5 and 7), which is intended
to comunicate the priority of responses to a server that is
responsible for prioritizing them Section 10 provides

consi derations for servers about acting on those signals in

conbi nation with other inputs and factors.

The CONNECT net hod (see Section 9.3.6 of [HTTP]) can be used to
establish tunnels. Signaling applies simlarly to tunnels;

addi tional considerations for server prioritization are given in
Section 11.

Section 9 describes how clients can optionally apply elenments of this
schene locally to the request nessages that they generate.

Sone forms of HTTP extensions m ght change HTTP/ 2 or HTTP/ 3 stream
behavi or or define new data carriage mechani snms. Such extensions can
t hensel ves define how this priority schene is to be appli ed.

Priority Paraneters

The priority information is a sequence of key-value pairs, providing
room for future extensions. Each key-value pair represents a
priority paraneter.

The Priority HTTP header field (Section 5) is an end-to-end way to
transmt this set of priority paraneters when a request or a response
is issued. After sending a request, a client can change their view
of response priority (Section 6) by sending HITP-version-specific

PRI ORI TY_UPDATE frames as defined in Sections 7.1 and 7.2. Franes
transmit priority parameters on a single hop only.

I nternediari es can consunme and produce priority signals in a

PRI ORI TY_UPDATE frame or Priority header field. An internediary that
passes only the Priority request header field to the next hop
preserves the original end-to-end signal fromthe client; see
Section 14. An internediary could pass the Priority header field and
additionally send a PRIORI TY _UPDATE franme. This would have the

ef fect of preserving the original client end-to-end signal, while
instructing the next hop to use a different priority, per the

gui dance in Section 7. An internediary that replaces or adds a
Priority request header field overrides the original client end-to-
end signal, which can affect prioritization for all subsequent
recipients of the request.

For both the Priority header field and the PRI ORI TY_UPDATE frane, the



set of priority parameters is encoded as a Dictionary (see
Section 3.2 of [STRUCTURED- FI ELDS]) .

Thi s docunent defines the urgency (u) and increnental (i) priority
paraneters. Wen receiving an HTTP request that does not carry these
priority parameters, a server SHOULD act as if their default val ues
wer e specified.

An internediary can conbine signals fromrequests and responses that
it forwmards. Note that om ssion of priority paraneters in responses
is handled differently fromonission in requests; see Section 8.

Recei vers parse the Dictionary as described in Section 4.2 of

[ STRUCTURED- FI ELDS]. Where the Dictionary is successfully parsed,
this docunment places the additional requirenent that unknown priority
paraneters, priority paraneters with out-of-range val ues, or val ues
of unexpected types MJIST be ignored.

4.1. Urgency

The urgency (u) parameter value is Integer (see Section 3.3.1 of
[ STRUCTURED- FI ELDS] ), between 0 and 7 inclusive, in descending order
of priority. The default is 3.

Endpoi nts use this paraneter to conmunicate their view of the
precedence of HTTP responses. The chosen val ue of urgency can be
based on the expectation that servers mght use this information to
transmt HITP responses in the order of their urgency. The smaller
the val ue, the higher the precedence.

The foll owi ng exanpl e shows a request for a CSS file with the urgency

set to O:
:method = GET
:schene = https

cauthority = exanpl e. net
path = /style.css
priority = u=0

A client that fetches a docunent that likely consists of multiple
HTTP resources (e.g., HTM.) SHOULD assign the default urgency |eve
to the main resource. This convention allows servers to refine the
urgency using know edge specific to the website (see Section 8).

The | owest urgency level (7) is reserved for background tasks such as
delivery of software updates. This urgency |level SHOULD NOT be used
for fetching responses that have any inpact on user interaction

4. 2. I ncrenent a

The increnental (i) paraneter value is Bool ean (see Section 3.3.6 of
[ STRUCTURED- FI ELDS]). It indicates if an HITP response can be
processed increnentally, i.e., provide sone neani ngful output as
chunks of the response arrive.

The default value of the increnental parameter is false (0)

If a client makes concurrent requests with the increnental paraneter
set to false, there is no benefit in serving responses with the sane
urgency concurrently because the client is not going to process those
responses increnentally. Serving non-increnental responses with the
same urgency one by one, in the order in which those requests were
generated, is considered to be the best strategy.

If a client makes concurrent requests with the increnental paraneter
set to true, serving requests with the same urgency concurrently



m ght be beneficial. Doing this distributes the connection
bandwi dt h, neaning that responses take | onger to conplete.
Increnental delivery is nost useful where nultiple partial responses
m ght provide sonme value to clients ahead of a conplete response
bei ng avail abl e.

The foll owi ng exanpl e shows a request for a JPEGfile with the
urgency paraneter set to 5 and the increnental paraneter set to true

- met hod GET

:schene ht t ps
cauthority = exanpl e. net
:path = /inmage.jpg
priority = u=5, i

4.3. Defining New Priority Paraneters

When attenpting to define new priority parameters, care must be taken
so that they do not adversely interfere with prioritization perforned
by existing endpoints or internediaries that do not understand the
newy defined priority paraneters. Since unknown priority paraneters
are ignored, new priority paraneters shoul d not change the
interpretation of, or nodify, the urgency (see Section 4.1) or
incremental (see Section 4.2) priority paraneters in a way that is
not backwards conpatible or fallback safe.

For exanple, if there is a need to provide nore granularity than
eight urgency levels, it would be possible to subdivide the range
using an additional priority paraneter. |Inplenentations that do not
recogni ze the parameter can safely continue to use the |ess granul ar
ei ght | evels.

Al ternatively, the urgency can be augnented. For exanple, a
graphi cal user agent could send a visible priority paraneter to
indicate if the resource being requested is within the viewport.

Generic priority parameters are preferred over vendor-specific,
application-specific, or deploynent-specific values. |If a generic
val ue cannot be agreed upon in the conmunity, the paraneter’s nane
shoul d be correspondingly specific (e.g., with a prefix that
identifies the vendor, application, or deploynent).

4.3.1. Registration

New priority paraneters can be defined by registering themin the
"HTTP Priority" registry. This registry governs the keys (short
textual strings) used in the Dictionary (see Section 3.2 of

[ STRUCTURED- FI ELDS]). Since each HITP request can have associ at ed
priority signals, there is value in having short key |engths,
especially single-character strings. 1In order to encourage

ext ensi ons whil e avoi di ng uni ntended conflict anong attractive key
val ues, the "HTTP Priority" registry operates two registration
policies, depending on key I|ength.

* Registration requests for priority paranmeters with a key |ength of
one use the Specification Required policy, per Section 4.6 of
[ RFC8126] .

* Registration requests for priority paraneters with a key length
greater than one use the Expert Review policy, per Section 4.5 of
[ RFC8126]. A specification docunment is appreciated but not
required.

When reviewi ng registration requests, the designated expert(s) can
consi der the additional guidance provided in Section 4.3 but cannot
use it as a basis for rejection



Regi stration requests should use the foll owi ng tenplate:

Nane: [a name for the priority paraneter that natches the paraneter
key]

Description: [a description of the priority paraneter semantics and
val ue]

Reference: [to a specification defining this priority paraneter]

See the registry at <https://ww.iana.org/assignments/http-priority>
for details on where to send registration requests.

The Priority HTTP Header Field

The Priority HTTP header field is a Dictionary that carries priority
paraneters (see Section 4). It can appear in requests and responses.
It is an end-to-end signal that indicates the endpoint’s view of how
HTTP responses should be prioritized. Section 8 describes how

i ntermedi aries can conbine the priority information sent fromclients
and servers. Cients cannot interpret the appearance or om ssion of
a Priority response header field as acknow edgenent that any
prioritization has occurred. GCuidance for how endpoints can act on
Priority header values is given in Sections 9 and 10.

An HTTP request with a Priority header field night be cached and
reused for subsequent requests; see [CACHHNG. When an origin server
generates the Priority response header field based on properties of
an HTTP request it receives, the server is expected to control the
cacheability or the applicability of the cached response by using
header fields that control the cachi ng behavior (e.g., Cache-Control,
Vary).

Reprioritization

After a client sends a request, it may be beneficial to change the
priority of the response. As an exanple, a web browser mght issue a
prefetch request for a JavaScript file with the urgency paraneter of
the Priority request header field set to u=7 (background). Then,
when the user navigates to a page that references the new JavaScri pt
file, while the prefetch is in progress, the browser would send a
reprioritization signal with the Priority Field Value set to u=0.

The PRI ORI TY_UPDATE frame (Section 7) can be used for such
reprioritization.

The PRI ORI TY_UPDATE Fr ane

Thi s docunent specifies a new PRI ORI TY_UPDATE frame for HITP/ 2
[HTTP/ 2] and HTTP/3 [HTTP/3]. It carries priority parameters and
references the target of the prioritization based on a version-
specific identifier. In HTTP/2, this identifier is the streamID; in
HTTP/ 3, the identifier is either the streamID or push ID. Unlike
the Priority header field, the PRI ORI TY_UPDATE frane is a hop-by-hop
si gnal .

PRI ORI TY_UPDATE frames are sent by clients on the control stream
allowing themto be sent independently of the streamthat carries the
response. This nmeans they can be used to reprioritize a response or
a push stream or to signal the initial priority of a response
instead of the Priority header field.

A PRI ORI TY_UPDATE frane comuni cates a conplete set of all priority
paraneters in the Priority Field Value field. Omtting a priority
paraneter is a signal to use its default value. Failure to parse the
Priority Field Value MAY be treated as a connection error. In



HTTP/ 2, the error is of type PROTOCOL_ERROR, in HITP/3, the error is
of type H3_CENERAL_PROTOCOL_ERROR

A client MAY send a PRI ORI TY_UPDATE frame before the streamthat it
references is open (except for HITP/2 push streams; see Section 7.1).
Furt hermore, HITP/ 3 offers no guaranteed ordering across streans,

whi ch coul d cause the frame to be received earlier than intended.
Either case leads to a race condition where a server receives a

PRI ORI TY_UPDATE frame that references a request streamthat is yet to
be opened. To solve this condition, for the purposes of scheduling,
the nost recently received PRI ORI TY_UPDATE frame can be considered as
the nmost up-to-date information that overrides any ot her signal
Servers SHOULD buffer the nmost recently received PRI ORI TY_UPDATE
franme and apply it once the referenced streamis opened. Holding

PRI ORI TY_UPDATE frames for each streamrequires server resources,

whi ch can be bounded by | ocal inplenmentation policy. Although there
isnolimt to the nunmber of PRI ORI TY_UPDATE franmes that can be sent,
storing only the npst recently received frane limts resource
commi t nent .

7.1. HTTP/ 2 PRI ORI TY_UPDATE Frane

The HTTP/ 2 PRI ORI TY_UPDATE frane (type=0x10) is used by clients to
signal the initial priority of a response, or to reprioritize a
response or push stream It carries the streamI|D of the response
and the priority in ASCII text, using the same representation as the
Priority header field val ue.

The Stream ldentifier field (see Section 5.1.1 of [HITP/2]) in the
PRI ORI TY_UPDATE frame header MJST be zero (0x0). Receiving a

PRI ORI TY_UPDATE frame with a field of any other value MJST be treated
as a connection error of type PROTOCOL_ ERROR

HTTP/ 2 PRI ORI TY_UPDATE Frame {
Length (24),
Type (8) = 0x10,

Unused Fl ags (8),

Reserved (1),
Stream |l dentifier (31),

Reserved (1),
Prioritized Stream|D (31),
Priority Field Value (..),

Figure 1: HTTP/ 2 PRI ORI TY_UPDATE Frane For mat

The Length, Type, Unused Flag(s), Reserved, and Stream ldentifier
fields are described in Section 4 of [HITP/2]. The PRI ORI TY_UPDATE
frane payl oad contains the follow ng additional fields

Prioritized Stream|ID:. A 31-bit streamidentifier for the stream
that is the target of the priority update.

Priority Field Value: The priority update value in ASCI| text,
encoded using Structured Fields. This is the same representation
as the Priority header field val ue.

VWhen the PRI ORI TY_UPDATE franme applies to a request stream clients
SHOULD provide a prioritized streamID that refers to a streamin the
"open", "half-closed (local)", or "idle" state (i.e., streans where
data might still be received). Servers can discard franmes where the
prioritized streamID refers to a streamin the "half-closed (local)"
or "closed" state (i.e., streans where no further data will be sent).



The nunber of streans that have been prioritized but remain in the
"idle" state plus the nunber of active streans (those in the "open"
state or in either of the "half-closed" states; see Section 5.1.2 of
[HTTP/ 2]) MJST NOT exceed the val ue of the

SETTI NGS_MAX_CONCURRENT_STREAMS paraneter. Servers that receive such
a PRI ORI TY_UPDATE MJST respond with a connection error of type
PROTOCOL_ERROR.

When the PRI ORI TY _UPDATE franme applies to a push stream clients
SHOULD provide a prioritized streamID that refers to a streamin the
"reserved (renote)" or "half-closed (local)" state. Servers can
discard franmes where the prioritized streamID refers to a streamin
the "closed" state. Cdients MJST NOT provide a prioritized streamID
that refers to a push streamin the "idle" state. Servers that
receive a PRIORI TY_UPDATE for a push streamin the "idle" state MJST
respond with a connection error of type PROTOCOL_ERROR

If a PRIORITY_UPDATE frame is received with a prioritized streamID
of 0x0, the recipient MIST respond with a connection error of type
PROTOCOL_ERROR.

Servers MJST NOT send PRI ORI TY_UPDATE frames. |If a client receives a
PRI ORI TY_UPDATE frame, it MJST respond with a connection error of
t ype PROTOCOL_ERRCR.

7.2. HTTP/ 3 PRI ORI TY_UPDATE Frane

The HTTP/ 3 PRI ORI TY_UPDATE frane (type=0xFO0700 or OxFO0701) is used by
clients to signal the initial priority of a response, or to
reprioritize a response or push stream It carries the identifier of
the elenment that is being prioritized and the updated priority in
ASCI | text that uses the sane representation as that of the Priority
header field value. PRIORI TY_UPDATE with a frane type of OxFO0700 is
used for request streams, while PRIORI TY_UPDATE with a frame type of
OxF0701 is used for push streans.

The PRI ORI TY_UPDATE frame MJST be sent on the client control stream
(see Section 6.2.1 of [HITP/3]). Receiving a PRI ORI TY_UPDATE frane
on a streamother than the client control stream MJST be treated as a
connection error of type H3_FRAME UNEXPECTED.

HTTP/ 3 PRI ORI TY_UPDATE Frane {
Type (i) = O0xF0700..0xF0701,
Length (i),

Prioritized Elenent ID (i),
Priority Field Value (..),

Figure 2: HTTP/ 3 PRI ORI TY_UPDATE Frane
The PRI ORI TY_UPDATE frame payl oad has the follow ng fields:

Prioritized Elenent ID: The stream|ID or push ID that is the target
of the priority update.

Priority Field Value: The priority update value in ASCI| text,
encoded using Structured Fields. This is the sane representation
as the Priority header field val ue.

The request-stream variant of PRI ORI TY_UPDATE (type=0xF0700) MUST
reference a request stream |If a server receives a PRI ORI TY_UPDATE
(type=0xF0700) for a streamID that is not a request stream this
MUST be treated as a connection error of type H3 ID ERROR  The
stream | D MUST be within the client-initiated bidirectional stream
limt. |If a server receives a PRI ORI TY_UPDATE (type=0xF0700) with a
stream I D that is beyond the streamlinmits, this SHOULD be treated as
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a connection error of type H3 ID ERROR  Generating an error is not
mandat ory because HTTP/ 3 i npl enentations m ght have practica
barriers to determning the active streamconcurrency limt that is
applied by the QU C I ayer.

The push-stream vari ant of PRI ORI TY_UPDATE (type=0xF0701) MUST
reference a prom sed push stream |[If a server receives a

PRI ORI TY_UPDATE (type=0xF0701) with a push ID that is greater than
the maxi mum push 1D or that has not yet been prom sed, this MJST be
treated as a connection error of type H3_ID ERROR

Servers MJST NOT send PRI ORI TY_UPDATE franes of either type. |If a
client receives a PRICRI TY_UPDATE frane, this MJST be treated as a
connection error of type H3_FRAME UNEXPECTED.

Merging dient- and Server-Driven Priority Paraneters

It is not always the case that the client has the best understanding
of how the HTTP responses deserve to be prioritized. The server

m ght have additional information that can be conbined with the
client’s indicated priority in order to inprove the prioritization of
the response. For exanple, use of an HTM. docunent m ght depend
heavily on one of the inline inmages; the existence of such
dependencies is typically best known to the server. O, a server
that receives requests for a font [ RFC8081] and inmages with the sane
urgency mght give higher precedence to the font, so that a visua
client can render textual information at an early nonent.

An origin can use the Priority response header field to indicate its
vi ew on how an HTTP response should be prioritized. An internediary
that forwards an HITP response can use the priority paraneters found
in the Priority response header field, in conbination with the client
Priority request header field, as input to its prioritization
process. No guidance is provided for nerging priorities; this is
left as an inplenmentation deci sion.

The absence of a priority paraneter in an HITP response indicates the
server’'s disinterest in changing the client-provided value. This is
different fromthe request header field, in which onission of a
priority paranmeter inplies the use of its default value (see

Section 4).

As a non-normative exanple, when the client sends an HITP request
with the urgency paraneter set to 5 and the increnental paraneter set
to true

:method = GET

:schene = https
cauthority = exanpl e. net
:path = /menu. png
priority = u=5, i

and the origin responds with

:status = 200
content-type = i mage/ png
priority = u=1

the intermediary mght alter its understandi ng of the urgency from5
to 1, because it prefers the server-provided value over the client’s.
The increnental value continues to be true, i.e., the value specified
by the client, as the server did not specify the increnental (i)

par amet er .

Cient Scheduling
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A client MAY use priority values to make | ocal processing or
schedul i ng choi ces about the requests it initiates.

Server Scheduling

It is generally beneficial for an HTTP server to send all responses
as early as possible. However, when serving nultiple requests on a
singl e connection, there could be conpetition between the requests
for resources such as connection bandwi dth. This section describes
consi derations regardi ng how servers can schedul e the order in which
the conpeting responses will be sent when such conpetition exists.

Server scheduling is a prioritization process based on many inputs,
with priority signals being only one formof input. Factors such as
i npl ementati on choi ces or depl oynment environnment also play a role.
Any given connection is |likely to have many dynam c pernutations.

For these reasons, it is not possible to describe a universa

schedul ing algorithm This docunent provides sone basic, non-
exhaustive recomrendati ons for how servers might act on priority
paraneters. It does not describe in detail how servers m ght conbi ne
priority signals with other factors. Endpoints cannot depend on
particul ar treatment based on priority signals. Expressing priority
is only a suggestion

It is RECOVWWENDED t hat, when possible, servers respect the urgency
paraneter (Section 4.1), sending higher-urgency responses before
| ower - urgency responses.

The increnental paraneter indicates how a client processes response
bytes as they arrive. 1t is RECOVWENDED that, when possible, servers
respect the increnental paraneter (Section 4.2).

Non-increnental responses of the same urgency SHOULD be served by
prioritizing bandwi dth allocation in ascending order of the stream
I D, which corresponds to the order in which clients nake requests.
Doi ng so ensures that clients can use request ordering to influence
response order.

I ncrenental responses of the sane urgency SHOULD be served by sharing
bandwi dt h anong them The nessage content of increnental responses
is used as parts, or chunks, are received. A client mght benefit
more fromreceiving a portion of all these resources rather than the
entirety of a single resource. How |large a portion of the resource
is needed to be useful in inproving perfornmance varies. Sone
resource types place critical elenents early; others can use
informati on progressively. This schenme provides no explicit mandate
about how a server should use size, type, or any other input to
decide how to prioritize

There can be scenarios where a server will need to schedule nmultiple
i ncremental and non-increnental responses at the sane urgency | evel
Strictly abiding by the scheduling gui dance based on urgency and
request generation order mght lead to suboptinmal results at the
client, as early non-increnmental responses night prevent the serving
of incremental responses issued |later. The follow ng are exanpl es of
such chal | enges

1. At the sane urgency level, a non-increnental request for a | arge
resource followed by an incremental request for a small resource

2. At the same urgency level, an increnmental request of
i ndeterminate length followed by a non-incremental |arge
resource.

It is RECOWENDED that servers avoid such starvation where possible.
The nethod for doing so is an inplenentation decision. For exanple,
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a server mght preenptively send responses of a particul ar
incremental type based on other information such as content size.

Optimal scheduling of server push is difficult, especially when
pushed resources contend with active concurrent requests. Servers
can consider many factors when scheduling, such as the type or size
of resource being pushed, the priority of the request that triggered
the push, the count of active concurrent responses, the priority of
ot her active concurrent responses, etc. There is no general guidance
on the best way to apply these. A server that is too sinple could
easily push at too high a priority and block client requests, or push
at too low a priority and del ay the response, negating intended goals
of server push.

Priority signals are a factor for server push scheduling. The
concept of parameter value defaults applies slightly differently
because there is no explicit client-signaled initial priority. A
server can apply priority signals provided in an origin response; see
the mergi ng gui dance given in Section 8. In the absence of origin
signals, applying default paraneter val ues could be suboptimal. By
what ever nmeans a server decides to schedul e a pushed response, it can
signal the intended priority to the client by including the Priority
field in a PUSH PROM SE or HEADERS frane.

1. Internmediaries with Miultiple Backend Connections

An internediary serving an HTTP connection mght split requests over
mul ti pl e backend connections. Wen it applies prioritization rules
strictly, lowpriority requests cannot rmake progress while requests
with higher priorities are in flight. This blocking can propagate to
backend connections, which the peer might interpret as a connection
stall. Endpoints often inplenment protections against stalls, such as
abruptly cl osing connections after a certain tinme period. To reduce
the possibility of this occurring, internediaries can avoid strictly
followi ng prioritization and instead allocate small anounts of

bandwi dth for all the requests that they are forwarding, so that
every request can nake some progress over tine.

Simlarly, servers SHOULD al |l ocate sone anpbunt of bandwi dths to
streans acting as tunnels.

Schedul i ng and t he CONNECT Met hod

When a streamcarries a CONNECT request, the scheduling guidance in
this docunment applies to the franes on the stream A client that

i ssues nultiple CONNECT requests can set the increnental paraneter to
true. Servers that inplenent the recommendations for handling of the
incremental paranmeter (Section 10) are likely to schedul e these
fairly, preventing one CONNECT stream from bl ocki ng ot hers.

Ret ransm ssi on Schedul i ng

Transport protocols such as TCP and QU C provide reliability by
detecting packet losses and retransmtting lost information. In
addition to the considerations in Section 10, scheduling of
retransm ssion data could conpete with new data. The renmai nder of
this section discusses considerati ons when using QU C

Section 13.3 of [QUIC] states the follow ng: "Endpoints SHOULD
prioritize retransm ssion of data over sending new data, unless
priorities specified by the application indicate otherw se". Wen an
HTTP/ 3 application uses the priority schene defined in this docunent
and the QU C transport inplenentation supports application-indicated
streampriority, a transport that considers the relative priority of
streanms when scheduling both new data and retransm ssion data m ght
better match the expectations of the application. However, there are
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no requirenents on how a transport chooses to schedul e based on this

i nformati on because the decision depends on several factors and
trade-offs. It could prioritize new data for a higher-urgency stream
over retransnission data for a lower-priority stream or it could
prioritize retransm ssion data over new data irrespective of

ur genci es.

Section 6.2.4 of [QU C RECOVERY] al so highlights considerations
regarding application priorities when sendi ng probe packets after
Probe Tineout tiner expiration. A QU Cinplementation supporting
application-indicated priorities mght use the relative priority of
streans when choosi ng probe dat a.

Fai r ness

Typi cally, HTTP inpl ementati ons depend on the underlying transport to
mai ntai n fairness between connections conpeting for bandwi dth. Wen
an intermedi ary receives HITP requests on client connections, it
forwards themto backend connections. Depending on how the
intermedi ary coal esces or splits requests across different backend
connections, different clients might experience dissimlar
performance. This dissinmilarity mght expand if the internmediary

al so uses priority signals when forwardi ng requests. Sections 13.1
and 13.2 discuss nitigations of this expansion of unfairness.

Conversely, Section 13.3 discusses how servers might intentionally
al | ocat e unequal bandwi dth to sone connections, depending on the
priority signals.

1. Coal escing Internediaries

When an internediary coal esces HTTP requests comng fromnmultiple
clients into one HITP/2 or HTTP/ 3 connection going to the backend
server, requests that originate fromone client nmight carry signals
i ndi cating higher priority than those coming from ot hers.

It is sonetimes beneficial for the server running behind an
intermediary to obey Priority header field values. As an exanple, a
resour ce-constrai ned server night defer the transm ssion of software
update files that have the background urgency level (7). However, in
the worst case, the asymetry between the priority decl ared by
multiple clients m ght cause all responses going to one user agent to
be del ayed until all responses going to another user agent have been
sent.

In order to mtigate this fairness problem a server could use

know edge about the internediary as another input inits
prioritization decisions. For instance, if a server knows the
intermediary is coal escing requests, then it could avoid serving the
responses in their entirety and instead distribute bandw dth (for
exanple, in a round-robin manner). This can work if the constrained
resource i s network capacity between the internediary and the user
agent, as the internediary buffers responses and forwards the chunks
based on the prioritization scheme it inplenents.

A server can determine if a request cane froman internedi ary through
configuration or can check to see if the request contains one of the
foll owi ng header fields:

*  Forwarded [ FORWARDED], X-Forwar ded- For

* Via (see Section 7.6.3 of [HITP])

2. HTTP/1.x Back Ends

It is conmon for Content Delivery Network (CDN) infrastructure to
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support different HITTP versions on the front end and back end. For
instance, the client-facing edge m ght support HITP/2 and HTTP/ 3
whi | e communi cation to backend servers is done using HITP/ 1.1
Unl i ke connection coal escing, the CDN will "dermux" requests into

di screte connections to the back end. Response nmultiplexing in a
single connection is not supported by HITP/1.1 (or older), so there
is not a fairness problem However, backend servers MAY still use
client headers for request scheduling. Backend servers SHOULD only
schedul e based on client priority information where that infornmation
can be scoped to individual end clients. Authentication and other
session information nmight provide this linkability.

3. Intentional Introduction of Unfairness

It is sonetinmes beneficial to deprioritize the transnission of one
connection over others, knowi ng that doing so introduces a certain
amount of unfairness between the connections and therefore between
the requests served on those connections.

For exanple, a server mght use a scavengi ng congestion controller on
connections that only convey background priority responses such as
software update i nages. Doing so inproves responsiveness of other
connections at the cost of delaying the delivery of updates.

Why Use an End-to-End Header Field?

In contrast to the prioritization schenme of HTTP/ 2, which uses a hop-
by-hop frame, the Priority header field is defined as "end-to-end"

The way that a client processes a response is a property associ ated
with the client generating that request, not that of an intermediary.
Therefore, it is an end-to-end property. How these end-to-end
properties carried by the Priority header field affect the
prioritization between the responses that share a connection is a
hop- by- hop i ssue.

Having the Priority header field defined as end-to-end is inportant
for caching internmediaries. Such internediaries can cache the val ue
of the Priority header field along with the response and utilize the
val ue of the cached header field when serving the cached response,
only because the header field is defined as end-to-end rather than
hop- by- hop.

Security Considerations

Section 7 describes considerations for server buffering of
PRI ORI TY_UPDATE fr anes.

Section 10 presents exanpl es where servers that prioritize responses
in a certain way mght be starved of the ability to transmt
responses.

The security considerations from [ STRUCTURED FI ELDS] apply to the
processing of priority parameters defined in Section 4.

| ANA Consi der ati ons

This specification registers the following entry in the "Hypertext
Transfer Protocol (HTTP) Field Nane Registry" defined in [HTTP/ 2]:

Field Nanme: Priority
Status: permanent
Ref erence: This docunent

This specification registers the following entry in the "HTTP/ 2
Settings" registry defined in [ HTTP/ 2]:
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Code: 0x9

Nane: SETTI NGS_NO RFC7540 PRI ORI Tl ES
Initial Value: O

Ref erence: This document

This specification registers the following entry in the "HITP/ 2 Frame
Type" registry defined in [HITP/ 2]:

Code: 0x10
Frame Type: PRI ORI TY_UPDATE
Ref erence: This document

This specification registers the following entry in the "HTTP/ 3 Frane
Types" registry established by [HITP/ 3]:

Val ue:  0xF0700- OxF0701

Frame Type: PRI ORI TY_UPDATE
Status: permanent

Ref erence: This docunent
Change Controller: |ETF
Contact: ietf-http-wy@s.org

| ANA has created the "Hypertext Transfer Protocol (HTTP) Priority"
registry at <https://ww.iana.org/assignments/http-priority> and has
populated it with the entries in Table 1; see Section 4.3.1 for its
associ ated procedures.

| Nare | Descri ption | Reference |
[ bbb oo oo s s e ooy ooy o}
| u | The urgency of an HTTP response. | Section 4.1 |
Femmm o - o m e e e e e e e e e eee o on Fom e o - +
| i | Whether an HTTP response can be | Section 4.2 |
| | processed increnental ly. | |
Fom e e - - o e e e e e e e e e e e e e m e e o o m e e e oo - +
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