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Current Open Questions in Path-Aware Networking
Abst ract

In contrast to the present Internet architecture, a path-aware

i nternetworking architecture has two inportant properties: it exposes
the properties of available Internet paths to endpoints, and it

provi des for endpoints and applications to use these properties to
sel ect paths through the Internet for their traffic. Wile this
property of "path awareness" already exists in nmany Internet-
connected networks within single donains and via admi nistrative
interfaces to the network layer, a fully path-aware internetwork
expands these concepts across layers and across the Internet.

Thi s docunent poses questions in path-aware networking, open as of
2021, that nust be answered in the design, devel opnent, and

depl oynent of path-aware internetworks. It was originally witten to
frame discussions in the Path Aware Networki ng Research G oup
(PANRG, and has been published to snapshot current thinking in this
space.
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I ntroduction to Path-Aware Networki ng

In the current Internet architecture, the network | ayer provides a
best-effort service to the endpoints using it, without verifiability
of the properties of the path between the endpoints. Wile there are
net wor k-1 ayer technol ogi es that attenpt better-than-best-effort
delivery, the interfaces to these are generally administrative as
opposed to endpoi nt exposed (e.g., Path Conputation El erent (PCE)

[ RFC4655] and Sof t ware-Defi ned Wde Area Network (SD-WAN) [ MEF70]
approaches), and they are often restricted to single admnistrative
domains. In this architecture, an application can assune that a
packet with a given destination address will eventually be forwarded
toward that destination, but little el se.

A transport-layer protocol such as TCP can provide reliability over
this best-effort service, and a protocol above the network |ayer,
such as Transport Layer Security (TLS) [RFC8446], can authenticate
the renote endpoint. However, little, if any, explicit information
about the path is available to the endpoints, and any assunptions
made about that path often do not hold. These sonetinmes have serious
i mpacts on the application, as in the case with BGP hijacking

att acks.

By contrast, in a path-aware internetworking architecture, endpoints
can select or influence the path(s) through the network used by any
gi ven packet or flow. The network and transport |ayers explicitly
expose informati on about the path or paths available to the endpoints
and to the applications running on them so that they can nake this
sel ection. The Application-Layer Traffic Optim zation (ALTO

protocol [RFC7285] can be seen as an exanple of a path-awareness
approach inplenented in transport-layer terns on the present Internet
prot ocol stack.

Path sel ection provides explicit visibility and control of network
treatnment to applications and users of the network. This selection
is available to the application-, transport-, and/or network-|ayer
entities at each endpoint. Path control at the flow and subfl ow

| evel enables the design of new transport protocols that can | everage
mul ti path connectivity across disjoint paths through the Internet,
even over a single physical interface. Wen exposed to applications,
or to end users through a systemconfiguration interface, path
control allows the specification of constraints on the paths that
traffic should traverse, for instance to confound passive
surveillance in the network core [ RFC7624] .

We note that this property of "path awareness" already exists in nmany
I nternet-connected networks within single domains. Indeed, nuch of
the practice of network engi neering using encapsul ation at |layer 3
can be said to be "path aware” in that it explicitly assigns traffic
at tunnel endpoints to a given path within the network. Path-aware

i nternetwor ki ng seeks to extend this awareness across donmain
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boundaries without resorting to overlays, except as a transition
t echnol ogy.

Thi s docunent presents a snapshot of open questions in this space
that will need to be answered in order to realize a path-aware
i nternetworking architecture; it is published to further frame
di scussions within and outside the Path Aware Networki ng Research
Group, and is published with the rough consensus of that group

Definitions

For purposes of this document, "path-aware networking" describes
endpoi nt di scovery of the properties of paths they use for

conmuni cati on across an internetwork, and endpoint reaction to these
properties that affects routing and/or data transfer. Note that this
can and al ready does happen to sone extent in the current |nternet
architecture; this definition expands current techni ques of path

di scovery and nani pul ation to cross adninistrative domai n boundaries
and up to the transport and application |ayers at the endpoints.

Expanding on this definition, a "path-aware internetwork"” is one in
whi ch endpoi nt discovery of path properties and endpoint sel ection of
pat hs used by traffic exchanged by the endpoint are explicitly
supported regardl ess of the specific design of the protocol features
that enable this discovery and sel ection

A "path", for the purposes of these definitions, is abstractly
defined as a sequence of adjacent path el enents over which a packet
can be transnitted, where the definition of "path elenent” is
technol ogy dependent. As this document is intended to pose questions
rather than answer them it assumes that this definition will be
refined as part of the answer to the first two questions it poses
about the vocabulary of path properties and how they are

di sseni nat ed

Research into path-aware internetworking covers any and all aspects
of designing, building, and operating path-aware internetworks or the
net wor ks and endpoints attached to them This docunent presents a
collection of research questions to address in order to nake a pat h-
aware Internet a reality.

Questions

Real i zi ng pat h-aware networking requires answers to a set of open
research questions. This docunent poses these questions as a
starting point for discussions about howto realize path awareness in
the Internet and to direct future research efforts within the Path
Awar e Networ ki ng Research G oup.

A Vocabul ary of Path Properties

The first question: how are paths and path properties defined and
represent ed?

In order for information about paths to be exposed to an endpoint,
and for the endpoint to nake use of that information, it is necessary
to define a common vocabul ary for paths through an internetwork and
properties of those paths. The elenents of this vocabulary coul d

i nclude termnol ogy for components of a path and properties defined
for these components, for the entire path or for subpaths of a path.
These properties may be relatively static, such as the presence of a
gi ven node or service function on the path, as well as relatively
dynani c, such as the current values of netrics such as |oss and

| at ency.

This vocabul ary and its representation nust be defined carefully, as



its design will have inpacts on the properties (e.g., expressiveness,
scalability, and security) of a given path-aware internetworking
architecture. For exanple, a systemthat exposes node-| evel
informati on for the topol ogy through each network woul d maxim ze

i nformati on about the individual conponents of the path at the

endpoi nts, at the expense of making internal network topol ogy
universally public, which may be in conflict with the business goals
of each network’s operator. Furthernore, properties related to

i ndi vi dual conponents of the path may change frequently and may

qui ckly becone outdated. However, aggregating the properties of

i ndi vi dual components to distill end-to-end properties for the entire
path is not trivial.

2.2. Discovery, Distribution, and Trustworthiness of Path Properties

The second question: how do endpoints and applications get access to
accurate, useful, and trustworthy path properties?

Once endpoi nts and networks have a shared vocabul ary for expressing
path properties, the network nust have sone nmethod for distributing
those path properties to the endpoints. Regardless of how path
property information is distributed, the endpoints require a nethod
to authenticate the properties in order to determ ne that they
originated fromand pertain to the path that they purport to.

Choices in distribution and authentication nethods will have inpacts
on the scalability of a path-aware architecture. Possible dinensions
in the space of distribution nmethods include in band versus out of
band, push versus pull versus publish subscribe, and so on. There
are tenporal issues with path property di ssem nation as well,
especially with dynam c properties, since the neasurenent or
elicitation of dynam c properties nmay be outdated by the tine that
information is available at the endpoints, and interactions between

t he measurenent and di ssem nation delay may exhibit pathol ogi ca
behavi or for unlucky points in the paraneter space.

2.3. Supporting Path Sel ection

The third question: how can endpoints select paths to use for traffic
in a way that can be trusted by the network, the endpoints, and the
appl i cations using then?

Access to trustworthy path properties is only half of the challenge
in establishing a path-aware architecture. Endpoints nust be able to
use this information in order to select paths for specific traffic
they send. As with the dissem nation of path properties, choices
made in path-selection nethods will also have an inpact on the trade-
of f between scal ability and expressiveness of a path-aware
architecture. One key choice here is between in-band and out - of - band
control of path selection. Another is granularity of path selection
(whet her per packet, per flow, or per |arger aggregate), which also
has a | arge inpact on the scal ability/expressiveness trade-off. Path
sel ection nmust, like path property information, be trustworthy, such
that the result of a path selection at an endpoint is predictable.

Mor eover, any pat h-sel ecti on nechani smshould aimto provide an
outcone that is not worse than using a single path or selecting paths
at random

Path sel ection may be exposed in terns of the properties of the path
or the identity of elenents of the path. |In the latter case, a path
may be identified at any of nultiple |layers (e.g., routing domain
identifier, network-layer address, higher-layer identifier or nane,
and so on). |In this case, care nust be taken to present semantically
useful information to those naki ng deci sions about which path(s) to
trust.
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The fourth question: how can interfaces anong the network, transport,
and application |layers support the use of path awareness?

In order for applications to make effective use of a path-aware
net wor ki ng architecture, the control interfaces presented by the
network and transport |ayers nust al so expose path properties to the
application in a useful way, and provide a useful set of paths anobng
whi ch the application can select. Path selection nmust be possible
based not only on the preferences and policies of the application
devel oper, but of end users as well. Also, the path-selection
interfaces presented to applications and end users will need to
support multiple levels of granularity. Most applications
requirenents can be satisfied with the expression of path-selection
policies in terns of properties of the paths, while sone applications
may need finer-grained, per-path control. These interfaces will need
to support increnental devel opment and depl oynent of applications,
and provide sensible defaults, to avoid hindering their adoption.

I mplications of Path Awareness for the Transport and Application
Layers

The fifth question: how should transport-layer and hi gher-| ayer
protocol s be redesigned to work nost effectively over a path-aware
net wor ki ng | ayer?

In the current Internet, the basic assunption that at a given tine
all traffic for a given floww |l receive the same network treatnment
and traverse the sane path or equival ent paths often holds. 1In a
pat h-aware network, this assunption is nore easily violated. The
weakeni ng of this assunption has inplications for the design of
protocol s above any path-aware network | ayer

For exanpl e, one advantage of multipath conmunication is that a given
end-to-end flow can be "sprayed" along multiple paths in order to
confound attenpts to collect data or netadata fromthose flows for
pervasi ve surveill ance purposes [RFC7624]. However, the benefits of
this approach are reduced if the upper-layer protocols use |inkable
identifiers on packets belonging to the sane fl ow across different
paths. Cdients may mitigate linkability by opting to not reuse
cleartext connection identifiers, such as TLS session IDs or tickets,
on separate paths. The privacy-conscious strategies required for
effective privacy in a path-aware Internet are only possible if

hi gher-1ayer protocols such as TLS permit clients to obtain

unl i nkabl e identifiers.

VWhat is an Endpoint?

The sixth question: howis path awareness (in terns of vocabul ary and
interfaces) different when applied to tunnel and overlay endpoi nts?

The vision of path-aware networking articulated so far makes an
assunption that path properties will be dissem nated to endpoints on
whi ch applications are running (termnals with user agents, servers,
and so on). However, increnental deploynent may require that a path-
aware network "core" be used to interconnect islands of |egacy
protocol networks. In these cases, it is the gateways, not the
appl i cation endpoints, that receive path properties and nake path
selections for that traffic. The interfaces provided by this gateway
are necessarily different than those a path-aware networking | ayer
provides to its transport and application |layers, and the path
property information the gateway needs and nakes avail abl e over those
interfaces may al so be different.

Operating a Pat h- Aware Network



The seventh question: how can a path-aware network in a path-aware
internetwork be effectively operated, given control inputs from
networ k admini strators, application designers, and end users?

The network operations nmodel in the current Internet architecture
assunes that traffic flows are controlled by the decisions and
policies made by network operators as expressed in interdomain and

i ntradomain routing protocols. |In a network providing path selection
to the endpoints, however, this assunption no |onger holds, as
endpoints may react to path properties by selecting alternate paths.
Conpeting control inputs from path-aware endpoints and the routing
control plane may lead to nore difficult traffic engineering or non-
convergent forwarding, especially if the endpoints’ and operators
notion of the "best" path for given traffic diverges significantly.
The degree of difficulty nay depend on the fidelity of information
made avail able to path-selection algorithns at the endpoints.
Explicit path selection can al so specify outbound paths, while BGP
policies are expressed in ternms of inbound traffic.

A concept for path-aware network operations will need to have cl ear
met hods for the resolution of apparent (if not actual) conflicts of

i ntent between the network’s operator and the path selection at an
endpoint. It will also need a set of safety principles to ensure
that increasing path control does not |ead to decreasing
connectivity; one such safety principle could be "the existence of at
| east one path between two endpoi nts guarantees the selection of at

| east one path between those endpoints."

2.8. Deploying a Path-Aware Networ k

The ei ghth question: how can the incentives of network operators and
end users be aligned to realize the vision of path-aware networking,
and how can the transition fromcurrent ("path-oblivious") to path-
awar e networ ki ng be managed?

The vision presented in the introduction di scusses path-aware
networ ki ng fromthe point of view of the benefits accruing at the
endpoi nts, to designers of transport protocols and applications as
well as to the end users of those applications. However, this vision
requires action not only at the endpoints but also within the

i nterconnected networks offering path-aware connectivity. Wile the
specific actions required are a matter of the design and

i mpl ementation of a specific realization of a path-aware protoco
stack, it is clear that any path-aware architecture will require
network operators to give up sonme control of their networks over to
endpoi nt-driven control inputs.

Here, the question of apparent versus actual conflicts of intent

ari ses again: certain network operation requirenments nay appear
essential but are nerely accidents of the interfaces provided by
current routing and managenent protocols. For exanple, related (but
adj acent) to path-aware networking, the w despread use of the TCP
wire i mage [ RFC8546] in network nonitoring for DDoS prevention
appears in conflict with the depl oynent of encrypted transports, only
because path signaling [ RFC8558] has been inplicit in the depl oynent
of past transport protocols.

Similarly, incentives for deployment nust show how existing network
operation requirenents are net through new path sel ecti on and
property di ssem nation nechani sns.

The incentives for network operators and equi pnent vendors need to be
made clear, in terns of a plan to transition [ RFC8170] an
internetwork to path-aware operation, one network and facility at a
time. This plan to transition nmust also take into account that the



dynani cs of path-aware networking early in this transition (when few
endpoints and flows in the Internet use path selection) may be
different than those later in the transition.

Aspects of data security and information managenent in a network that
explicitly radiates nmore informati on about the network’s depl oynent
and configuration, and inplicitly radiates information about endpoint
configuration and preference through path sel ection, nust also be
addr essed.

3. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
4. Security and Privacy Considerations

Thi s docunent poses questions about path-aware internetworking; the
answers are a matter for future research, and security considerations
for those answers would be included in the correspondi ng RFCs t hat
describe them \While each of these questions is to a | esser or
greater degree relevant to the security and privacy of users of a

pat h-awar e network, questions of discovery and trustworthiness
(Section 2.2) are nost security-rel evant.

5. I nformati ve References

[ MEF70] VEF, "SD-WAN Service Attributes and Services", MeF
Standard, MEF 70, July 2019, <https://ww. mef. net/wp-
cont ent / upl oads/ 2019/ 07/ MEF- 70. pdf >.

[ RFC4655] Farrel, A, Vasseur, J.-P., and J. Ash, "A Path
Conput ati on El enent (PCE)-Based Architecture", RFC 4655,
DA 10. 17487/ RFC4655, August 2006,
<https://www. rfc-editor.org/info/rfc4655>.

[RFC7285] Alim, R, Ed., Penno, R, Ed., Yang, Y., Ed., Kiesel, S,
Previdi, S., Roome, W, Shalunov, S., and R Wundy,
"Application-Layer Traffic Optimzation (ALTO Protocol",
RFC 7285, DO 10. 17487/ RFC7285, Septenber 2014,
<https://www. rfc-editor.org/info/rfc7285>.

[ RFC7624] Barnes, R, Schneier, B., Jennings, C, Hardie, T.,
Tramell, B., Huitema, C., and D. Borkmann,
"Confidentiality in the Face of Pervasive Surveillance: A
Threat Model and Probl em Statenent", RFC 7624,

DA 10. 17487/ RFC7624, August 2015,
<https://ww. rfc-editor.org/info/rfc7624>.

[ RFC8170] Thaler, D., Ed., "Planning for Protocol Adoption and
Subsequent Transitions", RFC 8170, DA 10.17487/RFC8170,
May 2017, <https://ww.rfc-editor.org/info/rfc8170>.

[ RFC8446] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www.rfc-editor.org/info/rfc8446>.

[ RFC8546] Trammell, B. and M Kuehlewi nd, "The Wre | nage of a
Net work Protocol ", RFC 8546, DO 10.17487/ RFC8546, April
2019, <https://ww. rfc-editor.org/info/rfc8546>.

[ RFC8558] Hardie, T., Ed., "Transport Protocol Path Signals",
RFC 8558, DA 10.17487/ RFC8558, April 2019,
<https://ww.rfc-editor.org/info/rfc8558>.

Acknowl edgrent s



Many thanks to Adrian Perrig, Jean-Pierre Smth, Mrja Khlew nd,

A ivier Bonaventure, Martin Thonson, Shwetha Bhandari, Chris Wod,
Lee Howard, Mhamed Boucadair, Thorben Krger, CGorry Fairhurst,
Spencer Dawki ns, Reese Enghardt, Laurent Ciavaglia, Stephen Farrell,
and Richard Yang for discussions leading to questions in this
docunent and for feedback on the docunent itself.

This work is partially supported by the European Conm ssion under
Hori zon 2020 grant agreenment no. 688421 Measurenent and Architecture
for a Mddl eboxed Internet (MAM) and by the Swiss State Secretari at
for Education, Research, and Innovation under contract no. 15.0268.
Thi s support does not inply endorsenent.

Aut hor’ s Addr ess

Brian Tramrel |

Googl e Switzerl and GrbH
GQustav-@l |l -Platz 1
CH- 8004 Zurich
Switzerl and

Email: ietf@ramell.ch



