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Abst ract

The S/ M ME devel opnent conmunity benefits from sharing sanpl es of
signed or encrypted data. This document facilitates such

col l aboration by defining a small set of X 509v3 certificates and
keys for use when generating such sanpl es.
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1. Introduction

The S/M ME ([ RFC8551]) devel opnent comunity, in particular the enail
devel opment community, benefits from sharing sanpl es of signed and/or
encrypted data. Oten, the exact key material used does not natter
because the properties being tested pertain to inplenmentation
correctness, conpleteness, or interoperability of the overall system
However, w thout access to the relevant secret key material, a sanple
i s usel ess.

Thi s docunent defines a small set of X 509v3 certificates ([RFC5280])
and secret keys for use when generating or operating on such sanples.

An exanple RSA Certification Authority is supplied, and sanple RSA
certificates are provided for two "personas", Alice and Bob

Addi tionally, an Ed25519 ([ RFC8032]) Certification Authority is
supplied, along with sanmple Ed25519 certificates for two nore
"personas", Carlos and Dana.

Thi s docunent focuses narrowy on functional, well-fornmed identity
and key material. It is a starting point that other documents can
use to devel op sanpl e signed or encrypted nessages, test vectors, or
other artifacts for inproved interoperability.

1.1. Term nol ogy

"Certification Authority" (or "CA"): a party capable of issuing
X. 509 certificates
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"End Entity" (or "EE"): a party that is capable of using X 509
certificates (and their correspondi ng secret key material)

"Mail User Agent" (or "MJA"): a programthat generates or handl es
emai | nessages ([ RFC5322])

2. Prior Wrk

[ RFC4134] contains some sanple certificates as well as nessages of
various S/MMe formats. That ol der work has unacceptably ol d

al gorithm choi ces that may introduce failures when testing nodern
systens: in 2019, some tools explicitly marked 1024-bit RSA and
1024-bit DSS as weak

This earlier docunent al so does not use the now wi dely accepted
Privacy- Enhanced Mail (PEM encoding (see [ RFC7468]) for the objects
and instead enbeds runnable Perl code to extract themfromthe
docunent .

It also includes exanples of messages and other structures that are
greater in anbition than this docunent intends to be

[ RFC8410] includes an exanple X25519 certificate that is certified
wi th Ed25519, but it appears to be self issued, and it is not
directly useful in testing an S/ M Me-capabl e MJA

Backgr ound
1. Certificate Usage

These X. 509 certificates ([RFC5280]) are designed for use with SIM M
protections ([RFC8551]) for emmil ([RFC5322]).

In particular, they should be usable with signed and encrypted
messages as part of test suites and interoperability frameworks.

Al'l end-entity and internediate CA certificates are marked with
Certificate Policies from|[TEST-POLICY] indicating that they are
intended only for use in testing environments. End-entity
certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and
intermedi ate CAs are marked with policy 2.16.840.1.101.3.2.1.48. 2.

2. Certificate Expiration

The certificates included in this docunent expire in 2052. This
shoul d be sufficiently far in the future that they will be useful for
a few decades. However, when testing tools in the far future (or
when playing with clock-skew scenarios), care should be taken to
consider the certificate validity w ndow.

Due to this lengthy expirati on wi ndow, these certificates will not be
particularly useful to test or evaluate the interaction between
certificate expiration and protected nmessages.

3. Certificate Revocation

Because these are expected to be used in test suites or exanples, and
we do not expect there to be online network services in these use
cases, we do not expect these certificates to produce any revocation
artifacts.

As a result, none of the certificates include either an Online
Certificate Status Protocol (OCSP) indicator (see id-ad-ocsp as
defined in the Authority Informati on Access X. 509 extension in
Section 4.2.2.1 of [RFC5280]) or a Certificate Revocation List (CRL)



i ndi cator (see the CRL Distribution Points X 509 extension as defined
in Section 4.2.1.13 of [RFC5280]).

2.4. Using the CAin Test Suites

To use these end-entity certificates in a piece of software (for
exanple, in a test suite or an interoperability matrix), nost tools
will need to accept either the exanple RSA CA (Section 3) or the
exanpl e Ed25519 CA (Section 6) as a legitimte root authority.

Note that some tooling behaves differently for certificates validated
by "locally installed root CAs" than for pre-installed "systemlevel"
root CAs). For exanple, many comon inpl ementations of HITP Public
Key Pinning (HPKP) ([RFC7469]) only applied the designed protections
when dealing with a certificate issued by a pre-installed "system

| evel " root CA and were disabled when dealing with a certificate
issued by a "locally installed root CA".

To test some tooling specifically, it may be necessary to install the
root CA as a "systemlevel" root CA

2.5. Certificate Chains

In nmost real -world exanples, X 509 certificates are deployed with a
chain of nore than one X 509 certificate. 1In particular, there is
typically a long-lived root CA that users’ software knows about upon
installation, and the end-entity certificate is issued by an
intermedi ate CA, which is in turn issued by the root CA

The exanmpl e end-entity certificates in this docunent can be used
either with a sinple two-link certificate chain (they are directly
certified by their corresponding root CA) or in a three-link chain.

For exanple, Alice’'s encryption certificate (alice.encrypt.crt; see
Section 4.3) can be validated by a peer that directly trusts the
exanple RSA CA's root cert (ca.rsa.crt; see Section 3.1):

Figure 1: Validating Alice's encryption certificate directly when
the issuing CAis a trust anchor

And it can also be validated by a peer that only directly trusts the
exanpl e Ed25519 CA's root cert (ca.25519.crt; see Section 6.1) via an
i ntermedi ate cross-signed CA cert (ca.rsa.cross.crt; see

Section 3.3):

Figure 2: Validating Alice’'s cert froma different trust anchor
via an intermedi ate cross-signed CA certificate

By omtting the cross-signed CA certs, it should be possible to test
a "transvalid" certificate (an end-entity certificate that is
supplied without its internmediate certificate) in some
configurations.

2.6. Passwords
Each secret key presented in this docurment is represented as a PEM

encoded PKCS #8 ([ RFC5958]) object in cleartext form (it has no
passwor d) .



As such, the secret key objects are not suitable for verifying
i nt eroper abl e password protection schenes.

However, the PKCS #12 ([ RFC7292]) objects do have sinple textual
passwords, because tooling for dealing with passwordl ess PKCS #12
obj ects is underdevel oped at the tine of this docunent.

2.7. Secret Key Origins

The secret RSA keys in this docunent are all deterministically
derived using provable prinme generation as found in [FIPS186-4] based
on known seeds derived via SHA-256 ([SHA]) fromsinple strings. The
val idation paraneters for these derivations are stored in the objects
thensel ves as specified in [ RFC8479].

The secret Ed25519 and X25519 keys in this docurment are all derived
by hashing a sinple string. The seeds and their derivation are
included in the docunent for informational purposes and to allow
recreation of the objects from appropriate tooling.

Al RSA seeds used are 224 bits long (the first 224 bits of the
SHA- 256 digest of the origin string) and are represented in
hexadeci mal .

3. Example RSA Certification Authority

The exanple RSA Certification Authority has the follow ng
i nformation:

Nane: Sanple LAMPS RSA Certification Authority
3.1. RSA Certification Authority Root Certificate

This certificate is used to verify certificates issued by the exanple
RSA Certification Authority.

————— BEG N CERTI FI CATE- - - - -

M | Dez CCAmMOgAW BAgl TcBnOxb/ zdaeCQ qp6yZUAGZUCDANBgk ghki GOWOBAQIF
ADBVYMOWCWYDVQRKEWR] RVRGVREWDWY DVQQL Enwh MQU1 QUY BXRz Ex MC8 GA1 UEAX Mo
U2Ft cGxl | ExBTVBTI FITQSBDZXJ0aWzZpY2F0aWdul EF1dGhvem 0e TAgFwOx OTEx
M AMNj UOMThaGA8y MDUy MDky Nz A2NT Qx OFowVTENMAS GA1UEChMESUVUR] ERMASG
ALUECXM TEFNUFMgVOcx MTAv Bg NVBAMIKFNhb XBs ZSBMQU1 QUy BSUOEgQR Vydd m
aVWAhdd vbi BBdXRob3JpdHkwggEi MAOGCSqGSI b3DQEBAQUAA4I BDWAWYQEKAOI B
AQC2GGPTEFVNdi OLsi Q79A0Mz2G+LRII bX2vNo8STi bAny Q@VzFr GIH UhRX/ Onr

OP3r DCB2SYf BPVvWJ0CdC6z9qf JkcVxDec 1hK+VS9vKncLOIl PUYI kJwWiMpXall el z
+zCuV+gj V83Wvn6wIn39MCny mu7nFPzi hcuOnbMyYOCdMrbi 1DnBTX9P6i t FR3hi

| HhSKMokoXI ML837WAFf x57kBI ol uN KEy Pl uK9wGUAeppc5QAHIg95PPEHNH mM
yhBz O ngkyozRSeSr kxq9XeJKU94| WeaZ0zb4kar Cur / ei MOCKk3YNV8L3st yvcMG
1qUDCAaKx6FZEf 7ThE9RN6L3bAgVBAAG Q BAMASGALUd EWEB/ WQFMAVBAF 8wDg YD
VROPAQH' BAQDAgEGVBOGA1 Ud DgQNBBSRM 58Bx ¢ Mp/ EJKGU2GrecaHbOWTANBgkq
hki GOWOBAQOFAAOCAQEACDXW JG zKadNMPcFI ZI nZC+H 7RLr cBDR25j MCXg9y L
| WGVECNp2f H4+YHTRTGLH31aPADMIUGHgpf cf gwj esavt / mOOTOSOLj JORVND3f E
he SNUHUI gVRIOnj TVW2EBz 7e2p+v 3t Os MhunvnbPl DgHxx0Wsmj zMX71 G74bJf o+v
dx+j |/ aXt +i i h5pi 7/ 2Yu9eTDVu+S52wsnF89BEJ eVOr +EnaDx Uv 47 D+5KuQ@KMD
U i sXpwC6K/ 36 TSRhhdOQXDgOM 91TZ4dJTTOnBcnp80zzcxsKMDSt ZHOOz CBt Bg
ul bwwwsGCa720/ | wg9v+WVK SBCVEEadf / uK+cRi cxr Q==

----- END CERTI FI CATE- - - - -

3.2. RSA Certification Authority Secret Key

This secret key material is used by the exanple RSA Certification
Authority to issue new certificates.

M | E+wi BADANBgkghki GOWOBAQEFAASCBKgwyg Sk AgEAACI BAQC2 GGPTEFVNdi OL



si Q79A0Mz2G+LRII bX2vNo8STi bAny @VzFr GJH UhRX/ Onr OP3r DCB2SYf BPVwd
0CdC6z9qf JkcVxDc1hK+VS9vKncLOI PUYI kaJwwWiMpXall el z+zCuV+gj V83Uvn6w
Tn39MCnymu7nFPzi hcuOnbMYOCdMrbi 1DmBTX9P6i t FR3hi | HoSKMoko Xl ML837
WAFf x57kBI ol uNj KEy Pl uKOwWGUAeppc5QAHIg95PPEHNHI mwhBz C ngkyozRSeS
rkxgq9XeJKW94l Wzaz0zb4kar Cur / ei MoCk3YNV8L3st yvcMELqUDCAaKx6FZEf 7h
E9RN6L3bAgMBAAECggEAE3t Fhsni7DpgDl r 0+1Sk1kj bHssR4sOBHb4zr Pp6c18PO
6T8gWiBcj 1DzOzykNTzaMaDxAi advuxVJIBlmber kNHz TFqyb8bx3ceSECCT3aoyq
5f i FpROL6Balvgg8RTvNCAI ApHNa4pVk0OXD8Wy+h7m UAOYGhi e5UC8/ P2qW c Oz
+zcheyYXJS/ i uuOt 2/ FOi hEWGe XBnoc8D++n7nKst 2j KAHDAW PN2MyVanmagpBz
gobFNnCZy ZpDS+PPTt QZ1XvdGF5Sodc+Fz+j pWinlkgx DHE4Ul Zz DA/ HAaBgORbm
aEZaVs s 9ZExeqCt qu2f PB7zF/ 1JKdRk4UJ OUx SOOQKBgQDIwonP5Rw C0s YoCi w
zuFc YT\ hl 3R3vi Kuxr 19CH6+mvul Ug5001 HF6Ti ouZwhk+6+Vk7r c XdS554DT4
2RbVr X/ 5i / MOzx8c8l | woZJl asLz+vx8F4n6hyhV65bXN7Al Boj vh2dt 8t P2MZ/ R
VEf sk4nmNmO6y Kuzy Af j Jzi CnCQKBgQOnDHOUYUI PkqOPSvVi KQFJFCBIBJIPFhI d2
pl gozi w JZzM3WVBI WUOKWG7 Ux SOT3xm 31 X6x mAMyv X1/ 088ybChbZWYPOedb61GM
|1 9Dol 5i gndLgDwy OL2PFuzZh5pqqc09DE+cpJWinNoudgTNTCr j hmxNCGKgQG | D8z
[ OkSccvywwKBgDdOReaj RUzi Ej Dxj F2UbzKx 8l zJsX4Kl s22G dHgSRCvI cy80Qa
5VWASULNi yB350HCP6 9WDFMXYynbr JoQ Pvh6G uhYKv4Vaf f f xkYv5kx5uW XZVJ
7v2x+nBr Myl yv+pkyW.V8KKyt Hrdi BzD+oTWKF7r 4uelj t axngzxn93pAoGBAKpR
r ROPnr oKHubSE/ dr UNZFLvnZwPDv6!l O8T978t ONL372pUT9Kj R8eN31DaMyoQOpc
BgvpSoQ BLt 1nDysV2kr | ORWM Oz AW OE9CBRW/ J6+RdUS0QLBSYj vLGaKi 5AAHK
PTk8cGYVOLBCHG X8p3XYf wOxQaHxt uvVCV8eYgCvAoGBAI Zei Vhc0YTJI( Uadz+0
vSOzAlar g5k2YCPCH 7z+i j Mor bMK7j r Yi xD6WM TCkVLHDs VX MBpbA7CGhL7TKy5
cepBHLPVwWxEI | 8dgN+UoeJeBpnHo/ cj JOi CR9/ aMizl +gi Uo3OVDR+UHI9NI ddKN
i 75GRVLAeVDI| zgt 09EMEI DOj 0Ds wOQYKKWYBBAGSCBI | ATEr MCk GOWCGSAFI AwWQC
AgQpcGhHYU7Wraawli NRQot Lf wnYz Mot nTAt 1i 6Q==

This secret key was generated using provable prine generation found
in [FIPS186-4] using the seed

abclb7847614ed661a6b0522351428b4b7f 09d8ccca2d99302dd62e9. This seed
is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-| anps-sanpl e- certs-keygen. ca. rsa. seed.

3.3. RSA Certification Authority Cross-Signed Certificate

If an email client only trusts the Ed25519 Certification Authority
Root Certificate found in Section 6.1, they can use this internediate
CA certificate to verify any end-entity certificate issued by the
exanmpl e RSA Certification Authority.

----- BEG N CERTI FI CATE- - - - -

M | C5z CCApngAWM BAgl TcTOnnf 8DUsv Advk X7mJeniYos 7 DAFBgM ZXAWNT ENMAs G
ALUEChMESUVUR] ERMABGALUECXM TEFNUFMyVOc x NTAz BgNVBAMILFNnbXBs ZSBM
QULQUyBFZDI INTE5I ENI cnRpZm j YXRpb24gQXV0a@yaXR5MCAXDTI wiMITT X NTI x
Mz UONFo YDz | wNTI wOTI 3MDY1NDE4W BVMOWOWYDVQKEWRI RVRGVREWDWYDVQQL
Ewh MQU1 QUy BXRz Ex MC8 GALUEAX Mo U2Ft cGxl | ExBTVBTI FITQSBDZXJ0aWZpY2FO0
aVWul EF1dCGhvcem 0e TCCASI wDQYJKoZl hvc NAQEBBQADg g EPADCCAQuCggEBALYYY
YOMVUL2L QuyJDvODQz PYb4t Ent f a82j xJQIsCf JDLXMN YkeNSFFf 86as4/ esM
| HZJh8E9XB3QIOLr P2p8nRx XENz WEr 5VL28qdw Qg9R WnBa4y| dr Uh6 XP7MK5X
6CNXzdS+f r BOF f OwKbKa7ucU OKFy46dsxg4J0yZRuLUGCbxNf 0/ qKOVHed gel | o
xuSheUz Xzf t ZoV/ HnuQEi gi 42MoTI 8i 4r 3AZQB6mM zI AAcnD3k88Qc0eWYz KEHWK
VWACTKj NFI5KUTG 1d4kpT3i VYZpnTNvi RgsK6v 961 ygKTdglXw ey 3K9wwbWh QM

Bor HoVkR/ uET1E30vds CAWMEAAaNS MHowDWYDVRO TAQH BAUWAWEB/ z AXBgNVHSAE
EDAOVAWGCTCGSAFI Aw BVAI wDg YDVROPAQH BAQDAg EGVB0 GA1 Ud Dg QABBSRM 58
Bxc Mo/ EJKGU2Grt caHb OWIAf Bg NVHSMEGDAW BRr opVIuhSh5C0E0QekOYLKLuM
t TAFBgM ZXADQBNQ+0eFP/ BBKz 8bVELVEPWIWFXW GnyH7r r nLQISESGImi7c YX
FFIBGyc3NVeIl xxyf JLshOyYh04dxdMBR5hcD

----- END CERTI FI CATE- - - - -

4. Alice' s Sanple Certificates
Alice has the follow ng infornation:

Nane: Alice Lovel ace



Emai | Address: alice@m ne. exanpl e
4.1. Aice's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures nade by
Ali ce.

————— BEG N CERTI FI CATE- - - - -

M | Dzz CCAr egAW BAgl TNOEFeel1f OKpol w69PhqzpqplzANBgkghki GOWOBAQIF
ADBVMQOWCWYDVQKEWRI RVRGVREWDWY DVQQL Ewh MQU1 QUy BXRz Ex MC8 GAL UEAX Mo
U2Ft cGxl | EXBTVBTI FITQSBDZXJ0aWZpY2F0aWdul EF1dGhvcm 0e TAgFwOx OTEx
M AW UOMThaGA8y MDUy MDky Nz A2 NT Qx OFowOz ENVIAs GA1 UEChMESUVUR] ERMABG
ALUECXM TEFNUFMgVOcxFz AVBgNVBAMIDk FsaWNl | Exvdns YWNI M | Bl j ANBgkq
hki GCOWOBAQEFAACCA@BAM | BCgKCAQEAL PSJ6Fg4Fj 5SNrm9Pkr YoOj Tkf Cv4TF A/
pdQ KLpZbJOAEr Osl 7A] aO7B1GUMJUFJeSTul amNf QwDc Dk Y63PQW +DI Ls 7Gx VX
ur hydzl avshcUgVAckPvedDBc/ 3r z4D/ esFf s+E7QVFt nd+K04s+A8TCNOL2DRVB
DpbP4JFD9hsc8pr Dt pGrFk7r d0g8ggnhxBW2RZAeLqzJOVay CQt ws 1q7kt kNBR2w
ZX51 G ecF1YJFhX4j r nHwp/ i ELGggaNXd3/ YOpG7 QFecN78361 PPdf TMSI PR+peC
r hJZwL SewbWKLJe3VM/bv @ oBMoEYI aJBUI KkO1zQLPq90nj | sJLOM DAQAB04Gv
M Gs MAWGAL Ud EWEB/ wQCVAAWFWYDVROgBBAWD] AMBgpghk gBZQVICATABVB4 GAL Ud
EQRXMBVBE2FsaVWNl QHNt aVWa | Limv4 YW wb GUWEWYDVROI BAWWCg Y1 KwYBBQUHAWQW
Dg YDVROPAQH BAQDAghAVBOGALUdDgQUBBS79syyLROCEhy Xr i | gk BDTI GZirc z Af
BgNVHSMVEGDAW)BSRM 58Bx ¢ Mo/ EJKGU2 Gt caHbOWIANBgk ghki GOWOBAQOFAACC
AQEAc4m Ngf OgaBpl 3f +CpJDhxt uZ2P9H QEQ+v6BdP7GKJI19nal s3Bj JOd64r oA
KHAp+c284VWwy VXW 99FMX8g2ZUQWK H+xh60Af zcozmd6XaVWHg4eH! j So27PmhK
E10AJKKhDbdbEcZXL2+x 1V+duGymAf aD01DZZukKYr 7agyHahi XRn/ C9cy31wbgN
sy9x0f j PQg6+Dgat i QpMz9El ae6aCHHBhG PU71 PkazgPYgkLD59f k4PGHNYxs 1F
hd06zzk9E8zwW c1ALgZa/ i Shczi sqckN3qGehD2s16j MiwkFXLJt Bi N+uCDgNG DO
gy TbY4f gKi eUHx/ t HuzUszZxJg==

----- END CERTI FI CATE- - - - -

4.2. Aice's Signing Private Key Materi al
This private key material is used by Alice to create signatures.

----- BEG N PRI VATE KEY-----

M | E+gl BADANBgk ghki GOWOBAQEFAASCBKcwggS] AgEAAoI BAQCO9I noWDgWPk 2a
fO+Sti j SNORBK/ hN8D+l 0780ul | sk4ASvSwj sCNo7sHUa4xQU 5J06VgY18LANWO
Rj r c9BaxX4MyuzshbFXBe6uFh1lmvpXnFx SpUBy Q+950MFz/ evPgP96wW+z4Tt AMWRZ
34r Ti z4DxM 07XYNFUEQ s/ gkUP2Gxzynms Q2kaYWlut 3Sr yCgeHEFbZFkB4ur M4
xr | JC3CzW uS2QOFHbBI f kgKN5SwXVgkWFf i Qucf Cn+l Qsaqpold3f 9j Skbt AV5w3
vzf 0g8919MkKI 9H6I 4KUEl nAt J7Bt Zcsl 7dUy9u9COgEykRi Vok FQgqQ7 XNDU+r 3
Se Ok s 7AgMBAAECgQEAFKD2DEA1U77q3u3p2WDH3zueTt i qgaT8u8XO+ hAl / +
HzoX9eo08DI J/ b/ GBbr wHyf h17JFvLH1zbgsn5bghJdTz3r +JcZZ5] 3sr qW8t 8zj |

JEHOKC3szH8gYVKW | gBAqCQt 1HITi 8J20Kk2ayngBFr 3ZXpBUCTWEz 2s 3FVBUUI

qCEsAJqsdEch+kt 43X5kvAonLCLDH E6RKf hVEub/ LGNHSWY4dnzhaGp95FJ1h
s8HoURI 2ReVpsTadaKd3KoYNc1l cf f mmdZs/ hFs7xmwXKMr onh1lnzHgD1/ BgeJ
Hc8MP4ueDdy Vgl e/ uvt | QANc RQbuokk Dy DYMYV6hz QKBgQD75ahYG-GZznRKt SE3
w 2r UgTYl Wkx2PQz5G58Pcs TZMBOH 4aZCoLmudHor TQH uRNcHoXEl 62r sOcVPs
D71 | ZOLf s+SSTeNEXXxD57nj yyuf pV650cNc 1nSJ AnivIX2j WBNndnQuWPcc5J6f NvT
au0a7ZBCaeKHNA8BXXL3GYi | MMQKBgQC35xKi 7f 2Jnm& sYY21t f RuDUTBE] hMA6b7
GMI 91 XF8TG 15s70DEYvqSPTIAB6PAb/ t Zwdbj 9nB4qj 176x1kB/ N7GO97408UP
[ PdHkU7duyf 5nRglnt | +y GFHVSGD313r c+ak YdKcC207e61 RMST1ZFoznCegNgpi

NNTuDz 4ZbwKBgA5Dd9/ dKKnv 7gvY69Chj n6oBFuUs GbVaaaS!l csFOL2VZM_CNqQJ
+NLFZ7k8xJJIQVCElI OT2uE7X/ csBKdoUUcnL5nnsqVZQPQM 5&037KQgugy! MZLt e
WX X/ wbgz KXt W 30x9JPFzveSf s1bqzBi 1QQnT pOskhBo/ j y NvpYUNAo GAMNKw
GhcdQNB7GY7QFXQ ePwOnV49I gr CT/ BWKPDKI 81 5Zgvf L/ ddEzWQQH Xr aoyHT2T
UEUML8+QWZ 3hf Lt 26 RBCHGXK1 CUMVE L+f AQc7sj HLYXI ki eFASg4r r pcr KgoR+KB
YSi ayNhAK4yr f +WWN66C8VPknbA7usOL1TEbAQAECY YEAt WRi i Qnk3BI gENFypyc8
0QLpxp3U7ci Hi 8mi OkNcTge57Y/ 208nY9l Snt 1G f Ms79YQF RXTRAENR2St 60Chl

9Cv5j 74LHZXkgEVFf O2Ng/ uwSz TZkePk+HoPJo4W AdokZgRAyyH OgEae8RI 89e
yBX7dut ONALj RZFTr g18CuegOz A5SBgor BgEEAZI | EggBMSswWKQYJ Y1 ZI AWUDBAI C
BBy Sy J1DMNPY4x1P3pudD+bp/ BGhQd1l pF5bQ28F

This secret key was generated using provable prine generation found



in [FIPS186-4] using the seed

92¢89d4330d3d8e31d4f de9b9d0Of e6e9f c142141dd65a45e5b436f 05. Thi s seed
is the first 224 bits of the SHA-256 ([ SHA]) digest of the string
draft-| anps-sanpl e-certs-keygen. al i ce. si gn. seed.

4.3. Aice’'s Encryption End-Entity Certificate
This certificate is used to encrypt nessages to Alice.

----- BEG N CERTI FI CATE- - - - -

M | Dzz CCAr egAW BAgl TDyOl vRE5I Or OQ SHoe49NAakt DANBgkghki GCOWOBAQOF
ADBVYMOWCWYDVQRKEWR] RVRGVREWDWY DVQQL Enh MQU1 QUY BXRz Ex MCB GA1 UEAX Mb
U2Ft cGxl | ExBTVBTI FITQSBDZXJ0aWzpY2F0aWdul EF1dGhvem 0e TAgFwOx OTEX
M AMNj UOMThaGA8y MDUy MDky Nz A2 NT Qx OFowOz ENVAs GA1UEChMESUVUR] ERMASG
ALUECXM TEFNUFMgVOcx Fz AVBgNVBAMIDKkFsaWNl | Exvdnivs YWNI M | Bl j ANBgkq
hki GOWOBAQEFAACCAQBAM | BCgKCAQEANp Up+0ovBouOP6AFQJ +RpwpODxxz Y60n1
| J53pTeNSi JI Vikwt w/ cxQqOt 4uD2vWYB8gOUH CVt 2Zplc+auzPKI2Zu5my6k Hmt
hVB+I t hj Lel 7Ht g6r NeuXg50/ TuTSxX5R11 1EX& 8p6hAQveA50Z2af Hg4b97enV
890z R0/ Nkug4Ak Xmbk 7 THNc8vvj MUJanz/ VimB4TgDgXj Wshpl cl 3l cvvBZMswt 41
/ OHIvBwgpS60Qc Ax3WeagOy CNj 1VOV9yu/ 30 ¢ YbwW2l Jf SNoMHOMLL Y4 X5¢chW
NEbkN6hQur y/ zxnl sukgn+f HoqvwbhJLAgFpW j A/ EB/ W +whUpqt Q DAQAB04Gv
M Gs MAWGA1 Ud EWEB/ wQCMAAWFWYDVROg BBAWD] AMBgpghk gBZQVICATABVB4GAL Ud
EQOXMBWBE2FsaVWNl QHNt aWAl L4 YWLwb GUWEWYDVROI BAWACG Y1 KwYBBQUHAWQW
Dg YDVROPAQH BAQDAg Ug MBOGAL Ud Dg QVBBSI UOHVRDY AKRVBASPW54 6V zf N3Dz Af
BgNVHSMVEGDAWIBSRM 58Bx cMp/ EJKGU2 Gt caHhOWITANBgk ghki GOWOBAQOFAACC
AQEAgU 40Jyx MpwWH Ayl OvK6NEbM 1gD5H14ECAMUxqlu0g2XgXOSBHI 6Df X/ 4LD
sf x7f SI us8gWY3WIMeuOAT7I1 i zkBD+GDEU8UKveERRXZncx Giwy 2M bHLI b3U8Qz T
j gB8+dz2AwYek CDWj9opwt A/ | TOKRg8uui vZf g/ nbf Fo/ shl HNaaTDVEXs U4Ps
98HM 3gznbvhdj FbZbi 4023t AadR E5K9Ji QaJYOnUnGpf BBPPWDR6chMZeegSQA
WH+Q KgHr g/ EEh4yi uPf gmAvX2hZk Ppi vINI YdTPUXTSO7K459Cy gbqGtsNOo2kc 1
NTXl 85RHNr VKQK+LOYWY1Q+hWA==

————— END CERTI FI CATE- - - - -

4.4. Aice’'s Decryption Private Key Materi al
This private key material is used by Alice to decrypt messages.

————— BEG N PRI VATE KEY-----

M | E+gl BADANBgk ghki GOWOBAQEFAASCBKcwggSj] AgEAAoI BAQCal Sn6i 8G 44/ o
AVAN5GNCk4PHHN r Sf WUnnel NA1KI nvVaTC3D9z FCr S3i 4Pa9ZgHy ASCY 8JWBZnmV
z5q7MBonZnvn¥j qQeb6FUH4I 2GM 4j se2Dgs165er nT9CBNLFf | HUj URca3yngEB
BV4DnmhnZp8eDhv3t 6dXyC NHT82S6DgCReZuTt Mc1zy++MkQ qdn9OWZLhOACpeNZ
KGWw eVy+8FkyzC3j X/ Qcm+ZLCql LghBwDHAZ5qDTI | 2PVX1X3K7/ cONxhvBbaU
|/ klswdszUtj hf | yFZ80RUQ@BqFC6vL/ PGeW6SCf 58duqg/ ACEks CAW b+NMD8QHIY
j 7CFSny1AgMBAAECggEADg X oVEDDRESY EZ+s 7 TMw+WH20+3XOOr r ygnsLbOyv 34|
WAAWKT7gZyj d9r SDOAt BOgFhQNXYhWZI T+0i Hsl Cl f gJMz8wy 1i FHBCI pho MBSV 5
/ D+i dXr Uef 5Y23r O BxXHOg1UnSGXnpUH4ehV6pll vZMh4QIKEOMCACpyd1Sz Xr w
+VGCc1+pXv/t TWVBRb2goWDOJoWY+Epcssr woN8OFI FODh4 Q¥ bLN6pVTt 28a4pf /
1KhLoapj FzXSYp/jrcN YJ9qRdSAbZsKQI2yZ0yqj LHDCDi pFt y+WpkUZcJhsgu
CglStt 7t KgSvAV/ nEj N8e/ vA91/ AACKBCNcLz EoLgQKBgQC4e TM6BDCz I us XJBK4
SRC/ WUt hJZzf Ok2Gmwr ODCTRYhWSDj Bf i QNboazHObVPz45qP10f Ot 2i PEHe X+
VWAXTNr N6OMBI EzxygA3s76] Aej BR3FbLVkzLYgPB30ZwSI E7Cr WHTXJi pFWZvV+X
FGLR418f nRCUMI4j 85qgenbi yqQKBgQ@WhQMIu7FC02f r 83gs! dLwghi Dt TpwWUNSj
qf p7JoEZOxbnBTgMLX PAkr QTUgT r 2ZhXG& UwsuKHyi f x QEycr TkBOg0ggAf GOf nv
ybyXK6/ guct HIQ y641 L39kPuvQkKB+YCO60B/ oF6zbyFvganoKXj pspCbN3i 3yBU
X5/ EQu/ LLQKBg QCUVWHWeWAQ Sg+pgBx 9] GOnPK4hOCkznRI7qyuo37Tv+E317] Ff
VYFvI YSd4CInm UCKZTvK3FkL7Hr Fo/ HwSe QFQEt 7aDkN8j X9bPPFv8K+UoNgk Gp
LA8YVFr DQSPyadf NVYvsuXhzJLZSYG POGHg! 5Juf YLDZAUDK/ T97ek QYQKBgDDM
ORCxvXTyG W2USVu3EkaqFDt nMrH27G5LNxuudc/ dco2cFWhZ0bbGFN8y Yi BOwJ |
f DGDv 7wh5FI gykypqt n4l pvj HUHA6hX90gShT3TTTsZ0Sj JJGgZEeV/ 2qyq+ZdF/
Ya+ecV26BzR1Vf uzs4j BnCuS4DaHgxcuWR2N6pZRA0GAWIovk 3xdt EOTZv Der x UY
| 8hX+vwJGy7uZj egi 4cFecSkOR4i ekVxr EVEGhpNJEB2GgdLgp6Q6CGPdal CRwe4
7poj p/ 0i nc4Rt RRf 3nZHaTy00bnSe/ Oy +t 00UbkRM XhnVi VhCcQt 6BUcsHupbu2
Adub72KLk+gvASDduuat G qgOz A5SBgor BgEEAZI | EggBMSswKQYJYI ZI AWJDBAI C
BBwc90hJ90Rf RnxCci Uf X5a3f 6Bpi z6Ys/ Hugge/

----- END PRI VATE KEY- - - --



This secret key was generated using provable prine generation found
in [FIPS186-4] using the seed

lcf 74849f 7445f 466c4272251f 5f 96b77f a0698b3e98b3f 1ee8207bf. This seed
is the first 224 bits of the SHA-256 ([ SHA]) digest of the string
draft-| anps-sanpl e-certs-keygen. al i ce. encrypt. seed.

4.5. PKCS #12 nject for Alice

This PKCS #12 ([ RFC7292]) object contains the same information as
presented in Sections 3.3, 4.1, 4.2, 4.3, and 4.4.

It is locked with the sinple five-letter password alice.

————— BEG N PKCS12-----

M | X+Al BAz CCF8AGCSqGSI h3DQEHAaCCF7EEghet M | XqTCCBI 8GCSqGSI h3DQEH
BqCCBI AwggRBAgEAM | EdQYJKoZI hvc NAQc BMBWGCH qGSl b3 DQEMAQMAMDgQl WK
PyUaB9YCAhTCgl | ESCsr TOUTY394Fyr j keCBSV1dw71 3090ZN7N6Ux 2Ky | ansW J
77t 7TRL1/ VSxSBLj W8Sn5+/ 03nFj r 5Nky QoWiky 33y SVy3HZUdZc2RTooy FEJRi 8
x82dzEaVmab7pWizpoG | VR6OTi zcW OooGoEOORI nby 2G+i RZ3ePBUg0+8e SNYW
+j 1 Wv9abdFqj 9] 1bQKj / Hrdj e2TCdl 6a9s S| TFYvI xBWJdPI ZDw CQqwi CWhiXel
6T9EpPZI dksDj r 5SN+zFhSLoRWABGRUSj XSU9AEsen®DFx00qZ2q8VsegQ-Y6alcZO
Xel 71 ECl AgK8nZl KCTzyNVALxeFw0i j Wil t DagcC6Gepnul Ni qqdD94 YAOHXRI
1l KU4nLknSJ36WAT7val 4f p98sKOnGpabDz Gheu6BbQ+dVd44q52Mow qvDOY7U F
| VEP3VIEbf n641CROM cVCUynxb3aakKj hgBKTGoYsKt Pue974r DPI Ar Ms2Heo8y 3
cg+f 7Jce0l VCgl Rat N6r SyJBF8JI BONpZGco8AWTMLPK3Rr dI Dzi he ASBDI BB+KT
43ZBO6Upr | cZ5wBY6nc XWa5E4Af eb57Cd3bB+zJuubBX9f 4yE JOc SF59w02c/ 6
i 4EFk6t Ai z19PxuLLw co71e69Ji av19Ph/ Wipf / XCEur w7K+VAeZALFWI1G D30
W BRC2shi sHB3j 8+3f NPcvi 4Fy3EKZNWLI r ZFAj bBt | oCxk5r cf RS7vxucAvC5X9
4bmOxEcdOysnupl H77u+CWkj Ck414Sl KZTUbwe 1a0B6yRDvoj UMZKkDz MysxyYj n
JGEOhMFQ TyALWCgJs P/ r Af 5XxPhGQ2p+9Qul Oyi Bl | Zww KNKRQKL+YLcvYvThlbhj
rUfl Yzzvvi yXCy9LcX2GBop9yBFJzI cnKf LOMSua6W kWK2BI j hGTt u6VThmRHUf
OsqNg/ Zr NCTYa7elD6gwP5uFRec SZdASf +0XTe6M/ e/ vaNAGo4A3H8+d53SYQP6N
pTt/ a0DTHz Y77aNvh+nekl HCIWBzUd|l S48t UyJM AN3Tt +Rf hHzf gl 0J71 dcYdwR
O1l +UD 5L9ghxN8dh13Fi 3r Dyn6Y5xB1xFuz0nLj oEl +3Pr 1+B9Kgf +o/ hxFt t f x
1uP1XcHt 0a4gBr 6g7f wGNssf woS6g6hSOUDTAYpvLaat i | 2TZnmeYZzi j 19ssv36
kr 1VaRVv9xcQChYO5ucD+buynFXPn/ r hVdxhgl ydmyQt dzDozyOWFDTvgj UBNeRNC
eMD6A WIWO nBqCcl | JS0aY2FWrBKj u62XZA8Y! Rowl Lysuq3z! gDz FKWUA
mMRVEmMNVhophMEN86r wob3Z87gNbyy 1U/ dXi +s6Vybx/ ki wDXj f yhWBnhnlgkhgi v
oOhG t +yAl i CVUHQ El 0QeQN04C5QTUOd IV 489Ft 6wpvnDt gcl 6NpnRYUhbCoF
XhFr 4wswggR3Bgkghki GOwOBBwagggRoM | EZAI BADCCBFOGCSqGSI b3DQEHATAC
Bgoghki G3w0BDAEDVA4 ECPo EFEHQGBIdAg! US0CCBDACr GHy Nd7xkt t 1J1WWEYN
BYI MrzLN6p2/ zKot G 7TEMIgSdwl xkhKTWkunf oP/ gf RD6boXTAA7ukJDsHXZr f XF
Kj | 4H 2o0a/ Ni hwgct phcLonBJXcof ubv+l oPOMPLt wu3Mb1ws WIi Hpf 5XnmxMoZQw
f br p2ohLugJO1LZRBIRf AUpaAht Fg91pLCQt XEpz 7GULEy OnYh9R8i u9bSel 8bpl 4S
+AoxzXD4gYi EUBYi 0/ 47aRst d3HAU3ERDNUKSoqVst s| RSKnK/ W GYUwoy 7k NDwy
DBi t f osMYOr p\Ee5r XTBwJkBodcl 3LBpDbNzdbr Zw+e+yOhJ9zf Rl Mol OxVf oi j i
q9UbRAgN2y 0 ORKWF6c 63V2RdF5t j QHNNI M3K3t C9zEi s11j gn9LeOLB9Cd1qyE4P
W mHNOgwqDF1eX96 Trli pmiYM63H6j cbnSc6p7el Zt Cr gG hs TgFwe My04VaxXweHD
ff LXSZdz| UB+zf C8t f t UUEQUX3t X4 10U7K8UuAuQTSK/ AXwl)j +MoQvhl z8t e4FVr
w4ul 21841 YqhD3Vdl OxXi zkf SKChRz8/ 7Qacr XFvf Kkr cr xS2i HMoxhoJ7WETNt |
sl VBR5r unj 61r 50VT4HCFNFQF GBb Tt VOAdP7yka9aQDWPCoXFgeb1Q1F/ Bi gzW
02JP5Lcrw7i a0y88QTzWhi 57d4he50 pOwHUI GPh7s792m | t vuSpRKIKOXW 6h
gA 5AsBB8JNvgXP71Yt x2vMlj w6gqz QcxASI4UHQOCxm ODLUP+FHAY1CPNS] bR
pHr Ti 1UFi / +9hYneQci ++gPvk CgMuGHVxanmd4OLanGINLINxE1Dy MeduapX5r XuPn
g66LPey9GQUE3SBNC2dnj uOy 7d8f WKEZghgLt Pf suwWzdnWoluAcj Rf QPNo+uW\e4
Zi hYi sXK3l gA557dRqdSv+6GL6/ QZQOCTaYMy ZI WD9j S2gU6T3q2j 8uk1LNcL9n8
aSpBxWs pBXpz Xo039f G6CMeqzZl FCqr vQaYhdXbt xn9O0x/ pi nmWD cgAXv+xyt hW
BWk+i | 1JEdbG 015wj ns CWNPW MAAVShol pZhs9My6r vgBXi 1HJgj DODpSLCEOxh
/ GNoXoOX3Lr xf Cl DEnT8LYZ2NE59yh3t 6pnB8soFzaAghdj b1Fkc79nBbcl 4NLKg
S/ 7CGkt kxEznO SYf nf J905kj ZCO8d8RnoG r DDUMD2ZI hbbx OCq4E3E0Zt 13aH
JOXRBOZLCIL2JINeSN BZZGykh+Pi 4Ts| zXL2UPQ+dy4DDaEf 8yamnmy Y04dl hFsnhD
qr 94Y9E3Q r pFOy Unb2gCehEgT9nppVuMer i dsCkHgemmgVr / 52Xv/ XK9dx4+YBj L
4/ 31 d0/ yVIURqDI HH8o40gF4r f | kzCal r Z9nJFugPOUMBONysalL9yr 7/ D i 1j uVO
M | DZwYJKoZl hvcNAQc Gol | DWDCCAL QCAQAWIgNNBgk ghki GOwWOBBWEWHAYKKoZI
hvcNAQMBAZ ACBAI dI gBxZFwagl CFCKAggMgTzr W4/ 12Jqnv3AL+P6990uXlybZ



Nc TwC+hMRVOHoOFuAAy bzdSRBAaZch1+8GheU8yz 71 YWrLn1PNHxI Z8i nl Yf mTf k
Pa34Rk8s/ RxJl e8LMyL1qj k/ FMy/ Fpgc0S65S6bXvJ69Hb8gt AoGWBP1b0dd9bv G
NbAkOOhS5r +I W HAUBz GocqWDWMRgi e Cs YOOHVX4KKMWGEFI j FVCTZev ORVoy z nEX
ZZgxqr bj wW4CZgONReHPI 3aEt 5xVX3Bi hRG 4El yi a6y U10VOZTGBKqWJe KnOASGwv
SX3mH kLi ya3gwwGvdglncXcl 7V1STNIHFy p4ebGKg4Cs Z6NkW ocwq2PwM TgoZ
5i 02t qvOeR8I X7Lr Segx GH81Kw3nMW4dH5t xoVt 9hddZCKKCGc J5Z8FI zx FP4BFUF
7hOTRpUPdxi ahJ/ GkXDVI Aw6BIKd4(@ebsj JYxTeqduOP6VAPMIDU7FI8X/ d9sEx
2X3b1lcIXxuA7xt OnKAPs WEy WBg98B+CKGEKWO5s 8Tl ZVm k15FCUj vFoKC W KF4AN
vGLi WO P/ j JON6Ggp4gNbnb1z NFGZ7gZAt vs BSGQSOUPGf Zecx2nRxpBnt X8t nbYJ
hmy9EDK13unJUGKr POr GBc 7/ MVAQeg SKqQUXSF MKBKknXGe7j wj s 7xaQaRmBf FHS
OKbGU3MELXRG W j zj UNAEWDI SYPCVo8E/ kd8LETVj AowF772y900X1ZzcP7HW ]
oYcO W5Sh4e+FAbgqgLo/ 8KI kGzJ23BAcdx8XAt xzUZhRdHal t nwaJsf Tr 4TCwmg8C
XxJGbu44/ z6i mmQr VOaXQF vk6s SNGAG62Tkac Yg2K63D9hcg+ThZPPVSSt WKyj 8S
N84anzTOxblyx6aw6! L+uBLC4j | SgNFi j aF5pw LSbgTs5Z7skzdCanB80x YndJVO
ES/ ugFCQFUSamXXNbot vi k8 Wi1JFz+BXzPYJN3t +3np6SngTZ2z P8FUQEE4Gh SH
DgYV621DcWRo/ mao8xz X/ mvkKmdddGBl di usoHZalL4gdo2A1gThSWMnMBsci C+j Ej
DgOr 70XhHec TDVBwggWUBgk ghki GOwOBBwWGgggWFBI | FgTCCBXOwggV5Bgsghki G
9w0BDA0BAqCCBSYwggUi MBWGCI qGSI b3DQEMAQMAMDgQ ehc RLmMVUApMCAhQOBI | F
AHb5dXZKz CeRU02ZSj OoyuFS3zBHhKyf apsyCgbYCKv/ | SzNYW/uda7xf a+uOwr
/ wCB9sWizOMTpaBMHWKOhvi bZl Y650Mtr y4t TuKKgQJl 370snj BOASNTKszs| 3f a
PUj sl xgl H3aClshD7Oghl RGZzRj K44PJyW 6260Q gVt TYRONYTdee+SbBZbkEt /
EpW pwf t WKGR6t SYIn99e Vi h8Hy Qvwl pi dUh3pCFA ow4VZy Aql WOHCWOTA] B
XNv+gf dH7f i X9wivb/ GvnQRel sqj XCUoc6pSQ AqDY f +1 / d1F2ZngM7 KWwXOLGRER9
ONZGyF734pNOGLbNet Wirbr Kxmi SI / 5n6+2Jxxf ann16P+vBSEgW/ | 8GnJAdzI bB
Tyfj 0g4G 2+ nr PzK7+C79nt MBnf sr 4xVzy/ BknwZl aJksd4W Ok S9nf M6sht BJ
BOuR+GIf t ht svl VUHNOkz2r / | VZMSRbOg9y R53hv1H nXCl)j W/ BvobroaVBcCm
nONnYZTHWNar | VYdLQFi f 5ZLH7W/ XVEVI oRnt NRi Ks K96 VAHNTE XboWQGCqLOheh
I X3Ni | ylgenGrilaFl SQONM/LDkol1l LDTKr I NvPmj G WFoLnt pJFPt YZsooT1j j XLw
3VTSodt gKQNdPYCOEI dSJgwl S87f zr CB2Wnw s0i F dsuNhSagNga0dMX6Fi W2f ku
X7H+wW7SX1/ n9YeZUNLCcewlc C7E8I All arj gl ZE1L6Yb2I dXxV9q3PPOMuUCGnahO0
TKnD6nLn5Bl GOGTzF1VspXRr JhFr cLe+xsJR1r 6ni | 3bc MAXXy 7gbnil X/ CRE902I
ynNnxE1oDR+xZ6r j PWDIP7kVf 4Gv A8t r CGr ot 4pbJbmM BeM yl ScdQoHENnyqgr enOn
RvMnXZaKzl 3nj t q7Wk78go0Jg0a6Vh/ sdeOKc OPFky TZdMBI Tzt nDK2VJU3j UWVzPl M
0Wr2f yGDoA890l +/ M Nsgi aEghGybXBYi pCex+p7j 1G RN CKnpWsqj ZnB78kyXm
Z6AE1vC6neD) 7zANI nDkz Xi un6i c72LoBX3JG CSuMshl PJOAcDW zTDuOH2r CQN
wtt | vI2v4KbgeKoc6beQb5f ZHs7VsWH ki cpwgB5ngwt 34wHgFGONTS4l ZmvzSJ7
FMRVGTs DYkDTpZzgNGaxi UBQVEEVXNI e3nAmA+dv B7w6 XRQVSUs L+vBFhHi W&GZ7h
k5sCeHEl ewXKOSyJADgf FI YqQ3Ef EgZ13h4wt oSf bBVt zbbyg2LNegUCLf | Jkc7f m
T7X7JSxbj GgndMHEeMIVb+NFxbgs XYr YD8r C2A81 5¢cQzZr sxblbvgybEJz+NU/ 52
UgGr Prmdj JKuGBK/ V2zor 6gPvKyl d1Gh4QQul oy whZ+gk9nE4Ef t 84y 71 SgMywH
+| W87Hr SHKf pqz QhCxI r Lu531 YK/ 4PhE7BYCOQAL vI SZXSGZ+nj u4dt yzERSI aNeb5
nj Uel ENr 4B/ +k XULwW/DcvMFHqUFIMkFai 8FUga7gyi pZ+654cl GgJj nNBOlva8Jc
dt dPRRWigwdr Vn8u8J78KBzt 6Chkr pKRV8VeWKBk 9!l hc TOZNpJnNghDr kf zHBqPO
Uo133l 7P7C+h9sNDI 153Ws1 O ody QEOAv 1V Ho4y/ 1d1VeGDaB7hOsDg9Zivpndnl
En7F6/ 1/ s41 UZH a/ qRr KOhDAMIXqOLhFXuUzui po49 OMUAWGQYJKoZI hvec NAQKU
Mwe CgBh AGNAaB] AGUM wYJKoZl hve NAQKVIVRYEFKJI TQAVEPI ApFXwBI / Dnj g/ N
83cPM | FI AYJKoZl hveNAQeBol | FRQSCBYEwggVOM | FeQYLKoZI hvc NAQMKAQKg
ggUmM | FI j AcBgoghki GCOWOBDAEDVA4ECKg4Dt yi ay Oy Agl UpQSCBQAKQ kPOS4s
LE6Cs 7nP4ARaJVBuy Xl 27V/ 06 Tus BRBgQoPzP+aC+M9wgi sEKedyB47bAzcO4sha
4098UKERAs YHCEhdD2hGRCL70u9j Tt r r 4RgZpa5V9CIcBQOt 4bqy 2| Uef Gpnbno+R
X840uyMag5Q+cf Hir TQla/ a+glLgl bpt oEkH 4df R3ELYi XcMbUr BYTJOHcy MESC+
TXbpf 7ki pl Tt 1 srl ZyUszr Wexngr BxwFA+OB5W uVR3QZSWHEGK/ VCYWG uZl Nyt
BvBY]j s YsnC+yKYXbqL81DgOePy+eh6VX64SwBLXcW Y+NK2EZr hzr UFj | +PXFKY3
| WPJhTE9079JAOhzvAand uWKoz D3/ WPQaXhy!| JDWVPM znj L2MBydpy9K8Ci o7
XaV6PX8Dsz| zZkf | 4DAz5f 7G7rWowUg3! j PPPW Uv+JsR+dnqzWDJ22SXc+AdQP2sK
gM/P8gCOpHGs VI XXE76¢5r UcZCZD+gGrlavOrYt t WibDgLj 60QEl J8LX0QvwdIOYEh
et EObJ5uv2nj hQDhLkH JI bnFSgJZeMBdt KHb8f 5wZc2B+nX@+TFboGz SuP7gaw
ulvKsJINgT/ J/ FYEqcam 2F+t d7z1sE bRIckAcxXeb2uPVbCI1a50gR z9qVnbHb
5f 53X7a0QQp3F3LDCAMI +GFQ o XXwabqn4TvNOIKDhx pGec MMU9RnugUf NU9GBecO
vf r znvKZdm) 36 HOmvh Lv gRak RhCV3k GABXY83hwilv 17E1qASLKc AW achk CCGpBG
y& P21 ZTn7PsLIR1BzKnePa7MyFcgoCTol pdnCTt Asal mBnmls480LN3GB50j eG
bQvNf 9TAvi A0t g5VuT4/ A48V6uUYSIsl ZsawnBt GA/ Lj xyf V1aLddQTr5Zf 5ZX9BX+
K/ PB40YAFXxt UpMK/ aL5GLM/ppUJ9C gAt noKE+EKkdQryZ1VoDO9i h44zuRx6XV4AA
EYaf NB8ygj RHGsvPW)/ MDEsOwl 6wz JHTuf / 15f DY nH7 Xh5MzhCFOCt vLn8v+S1Po
i 2/ 4006pS2byj UFRbeCpzEpRxdv90LCh9ALdYy 0y Bu41VBy | nKNFnaVBul f OPFCe
ZT92MLBgwJA8Zcydt i i unRNAHSI W.SPI oUpOD1v6EN+r at +PoyRXI y2f LHBL25aw



LhABoZPgRsCi Lsi Ni ohf yngksr QKeRgd aBMro2J8r 1E4sUKi r Q cQdi WBE6V MBS
XzyN t wf gPNI XgROr w6c 7VhhS+hNTr st t g/ xcf vJ/ bf t DboKm+RZL+y QoOkk Af 9R
5ti zyMdIMBI aM pf r BxvNt M ykbZ88SY0oA70Tr wab2aHQ uVhs8(Q XGBECgnSudcS
dV1EhBpo9HBsDZZi 01 wOp5/ B9f CHAnThCTi UnB0eQomX2/ DBILI Nh7gHOyLL3azT
mMl2D0ZpZNaXyxLzdi R AdwpWZnmregOOG/0yi 0D5el xh6cbnbuUeYgdp+pFFVYHf A
vc5Czpne20PhXX2k0Ckbwawr 9Af r Fj | f AEMBFX5GBG /| Si UQSkbUC/ s209YgaCg
W'Yt 3KXPzr ThJJ&ZnnXZRTG | i 6vp8RsnPX35+Dxe/ Lp3gXDdl JeWE6XVA8t 3f sp
coTgPkm XGNMTOZ81KX/ ReVdP+dC93sov2DubDZbYGPnH D47b00 A68GD64 DEUNt
@BMW8VRRLFgcuwB0TObc+SI KEI Nkv YnDFAMBK GCSqGSI b3 DQEJ FDEMHgOAY(Bs
AGKAYWBI MCMGCSqGSI b3DQEJFTEVBBS79syyLROCGEhY Xr i | gk BDTI GZnt z AvVB8w
BWYFKwADAhoEFQ nnMk9hi 10Z20S+JkJAu+H3/ j PzBAj 10QCGraJQaQ CKAA=
----- END PKCS12-----

5. Bob’s Sanple
Bob has the follow ng infornation:
Nane: Bob Babbage
Enai | Address: bob@m ne. exanpl e
5.1. Bob’s Signature Verification End-Entity Certificate
This certificate is used for verification of signatures nade by Bob.

————— BEG N CERTI FI CATE- - - - -

M | Dyj CCAr KgAwW BAgl TaqOkD33f By/ kGaVsnPv8Lghbwz ANBgkghki GOWOBAQIF
ADBVYMOWCWYDVQRKEWR] RVRGVREWDWY DVQQL Enwh MQU1 QUY BXRz Ex MC8 GA1 UEAX Mo
U2Ft cGxI | ExBTVBTI FITQSBDZXJ0aWzZpY2F0aWdul EF1dGhvem 0e TAgFwOx OTEx
M AW UOMThaGA8y MDUy MDky Nz A2 NT Qx OFowODENMAs GA1UEChMESUVUR] ERMABG
ALUECXM TEFNUFMgVOcx FDASBgNVBAMICOJvYi BCYWi YWl M | Bl j ANBgkghki G
9WOBAQEFAACCABAM | BCgKCAQEASNAFOg! Rof 9Nj BKke6g+7RLr OgRf wQ cH+2z
mOAf 67FJRNr EwTuQut | VAmJA3p9+wh7Xgi zVHOGhVesj wgp8PJpo8AdnBar 84d2t

t ey1OvdxaCJuNe7SJj f r wShB6Nv AnV SBCDG3+Eapk O9f zn2pVWvaREQ6t WA Hi 1QT
51PduRt i QlogsuJk8LBDgUMZI KUsaXf F8BGKzJI GuaLRI 5/ 3Kf r 9+b6VKkCDuxTZYL
Zxt 6+a3/ (kaC3l 9nmRygPubt HFJB5P5+s8boROSKmML.OB1lgsLowdeF9S7Qt cGGeo0Z
Ji JUQCR14NaU5bl yf KEZV2YSt Xwdzt oEJJ2f RURI K+8Ynwl B3Q DAQABo4G M (g
MAWGAL Ud EWEB/ wQCVAAWFWYDVROgBBAWD] AVBg pghk gBZQVICATABVBWGAL Ud EQQV
MBOBEWVYkBzbW t ZS51 eG-t ¢ Gxl MBMGAL Ud J QQVIVIAO GCCs GAQUFBWVENMAA GAL Ud
DWEB/ WQEAW GWDAd BgNVHQAEFgQUFSWEe9CNn73aQ0Li zbwi 8kr WeK5QamHWYDVRO]

BBgwWFoAUK TCOF Ac XDKf x CShl NhpnHGh29FkwDQYJKoZI hvc NAQENBQADggEBAGTY e
QY6PXx7WZC5vChF5hj O t x0z30yMrLRcSTGMYXdm wsNUzy31pE3dt ADvevRt sP8
uN7xyf K6XZBzhShA/ Bt kkqYG FvXDpl uOxWmCOWPe LPNK2mHi | +pGMF vnUanxd
6gKcHEDSp+bUnDy | H2f y9hGyeQUs8nvi +7/ HwBi pN+nA/ Pf sPn+aU4l 1K6gDod i

kwyui WeFFI c5yE5r kAe2J0/ ad+Ht zNmTK4j B/ 4Ghyl 6xI UszPl EQKE+Es10Xut / y
UWL5nKKaqpRRAO7Pq371MpFQs2+2z Xt 4f GheKzZU3XXr | PcAPyJj W yU1lDzpggSIM
O p/ Ht XdFscHb9+Q c8=

----- END CERTI FI CATE- - - - -

5.2. Bob’s Signing Private Key Materi al

This private key material is used by Bob to create signatures.

M | E+wl BADANBgk ghki GOWOBAQEFAASCBKgwgg SkAgEAAol BAQDTT AXSCVGh/ 02M
EqR7qD7t Eus6BF/ BCNwW 7bCoQB/ r sU E2s TBO4662VZqZQ@en37Bvt eqLNUC5CFV
6y PCCnw8mmj wB2bxqvzh3a217LU5V3Fol mi17t | n\+vBKEH028Cbt Lw Mbf 4RgqmQ
71/ O al bBpERDg3Ba0el VBPNU925G2JDW qy 4miws EOBQx mUp Sx pd8XwYr MrlJa50
t GXn/ cp+v35vpWR O7FNI gt nG3r 5r f 9CRoLcj 2bbKA+5u0cUkHk/ n6zxuhE5I gbU
AHWOWMIj Dx4X1Ls61wYZ6i hkm | RAJHXg1pTIl sj J8oR XZhK1f B3O2gQknZ9FREgr
7xi f CUHdAgVBAAECgQEABc Qg lf Tt i eZ+(Q aNdU149NKOgx97G.TBj | guQEDDBVFK
21 u4PhBg9AdgAUqLHLPE+eq65JaGZw FHBX1Ms 2AKi Rz YsPOQ 0J4nlhc69ui EN9
Ykcv4QHOvvagt Ct WY Jyb5By 9WPe LHEQynJ 6FI BoSgxhURSWY Yf Tuwgt 1OHEhs UuH
d3N5BbFi RBNj 4al A9zz+i 5xLOnB3kMKai / Aj j 3sl 0AJsZ5ZVAhYbC8sCt 1Xevb6
i 41p9S6GSWGC19by +1y 9IWC1 QG b5GDot vChMrmZS/ BNeDc6x T/ LZoQecHNVgi Zd7
f 196i EkJI CYK+D7xsd7Y630w75Haj Ovnl hi JCbSA+wKBgQDxVv8j p2D61 VRGgYf aC



nUU3My70wagX1f gPHOISk6e9c8CgORh2uwWy pTawu88xBGFy Z+xnWjr 7GCNs| t as
3nmB4ri 4A4R94+5uL8+0CLC26gMDf zATd1(BkK/ h919YLKk89t onQEUbCFZJIdphThEDb
vg2WHnNs EVe QGuCl zhX0Ay Gvs wKBgQDOBYk 3sdGQbBA/ hYDLEYsZf YebU Yv2I Tt

VGRgTohKFcl RAWDX GP9YRbKy EVKBLhj gk Xz SOx GgKywP71z91 ny+zDGhzk8El B/ g
| STGFGX50TQ0! Sf aFWIYdxt 4mN9pduZE2bl T/ 26uy UBDXCEBhF/ Oghwq JgKTYTT
Rl 3Ar a5f LwKBgQDQyVt j | yD2g8naY2D8c4nn3vHt zyc21t QzcUD8Z4vSYpslhbos
KN 48gJnmRv3t j gP+o+SXas YKSFE/ 4pl r oLx TVNNkKbQbekt f t t wpOly PG3340nM_k
97HWWO g/ t X6mONJ1yBsm+qOTKTr r vimlpRG mE6BQSYYy4r 5G4u3VI nYwKBgQCl

B4FvW DhTVQHWaAf HUg3av/ k+T++KSg6gVKIF1NwWLx8ZWskvnbJ C3pAl gTnyZFyK
s5n5i W 1VZEt DbKTt 1kqKCp8t gAVIpIAYWKr gzxUIsQuUWE Zc +X3aVEf 871 | pNE
i QKf Xi ZaquZ23T2t Kvs0Zz8nqg9x7USBhG3uYLV26HQKBgCQOJ/ C21yW25NwZ5FUdh
PsQnivH7+YydJalLzHS/ c7Pr OgQ-RMidej vAku/ eYJbKbW 7qsJFI G4i / | GOCf Vhu/ B
ax5f bf YZt oB/ 0zxWaLkl ESt WMKr SKRATr Nz TAOr eeJKs YARNp6r vipgoj b GA1
Tg8MupOx@BF4d28r t UeynHxz oDswOQYKKWYBBAGSCBI | ATEr MCk GCWCGSAF AwQC
AgQ9K+qy 7VHPz YOBgqwy 4AA / kFzr hXJnB8ECQouPbg==

This secret key was generated using provable prine generation found
in [FIPS186-4] using the seed

f 4af aacbb5473f 360e06ac32e00188f e4173ael5c99bcf 043a8b8f 6e. This seed
is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-| anps-sanpl e- cert s- keygen. bob. si gn. seed.

5.3. Bob’s Encryption End-Entity Certificate
This certificate is used to encrypt nmessages to Bob.

————— BEG N CERTI FI CATE- - - - -

M | Dyj CCAr KgAwW BAgl TMHXHQA+GJj ocYt Lr gy +VWwNed DANBgkghki GCOWOBAQOF
ADBVMQOWCWYDVQKEWRI RVRGVREWDWY DVQQL Ewh MQU1 QUy BXRz Ex MC8 GAL UEAX Mo
U2Ft cGxl | ExBTVBTI FITQSBDZXJ0aWZpY2F0aWdul EF1dGhvem 0e TAgFwOx OTEx
M AwNj UOMThaGA8y MDUy MDky Nz A2 NT Qx OFowODENMAs GA1UEChMESUVUR) ERMABG
ALUECXM TEFNUFMgVOcx FDASBgNVBAMICOJvYi BCYWi YWdl M | Bl j ANBgkghki G
9WOBAQEFAAOCABAM | BCgKCAQEAqt HAI BNM BI k8i JgwHk/ yDoFWy 8P9Z1uYdq
laql uof vj 0Ayj dA8TbsBRGdnval OSQOepsNj WLko71 EBH Ds9JHn1E+t zH3nKf n+
@er Y+al kMJITXPvMAUACA8+e10J7k91gYXDpzl W P3KcOx Tl sJ8t GI6mhydJ X3wP
0/ Huy Hpf KQQF DusPH8S5yi dPci WiB7W 0X4xY1pUAz2r SSAl nGrhEzKFbWI3BPj Y
XPUnRWM XFyaldj g6Eb9M kI bhdzheDLLsj LUSXYU70r 9VXGM qcj d/ NnWYphCeB
cqswaMomXLYdnOnfFrngoec F62mMJEODI NdhwKTt nef dOcl | +D3FQ DAQABo4G M (g
MAWGA1 Ud EWEB/ wQCVAAWFWYDVROgBBAWD] AVBgpghk gBZQVICATABVBWGAL UdEQQV
MBOBEW v YkBzbW t ZS51 eGFt ¢ GxI MBMGAL Ud J QQVIVA0 GCCs GAQUFBWMVENMA4 GA1 Ud
DWEB/ wQEAW FI DAdBgNVHX EFgQUST Os WMCSZxN42554CVvhi T61 Yi UwHwWYDVRO)

BBgwWFoAUK TCOF Ac XDKf x CShl NhpnHGh29FkwDQYJKoZI hvc NAQENBQADggEBAC2¢
Y8FgaxgB+Dx9gAFj 35aelvgzYi W 3Ax3FSxogo/ GzpK/ / LB42150eBuKXbnDi xBn
4noj xD7PM Mi +i | AvVNINaHY9Tt gl gg8V/ COC7vL8SdBNO1e5ZRI 7640hu9i vYv
I xvvt 7gzvSTpe+NUT1i 09xNgs C8v19WVB/ Buwk qMAgDgMkqCx T4f yr vVwpx NBke 75j

E6QBxG f dOAYcf MLK7ESTSgi mYuonZj N7v/ yqTdj n/ i VH+agL/ 2M Sfi U36w Yf 1
7TEMDOUKGH Javh+2Vj d0Oj 8r E/ g2l aac5VI 91M5xz50DZUkny c BKKi nR+nJWMt 5AK
UAaL2M | 3Yt r UGBpxx Y=

————— END CERTI FI CATE- - - - -

5.4. Bob’s Decryption Private Key Mteri al
This private key material is used by Bob to decrypt messages.

————— BEG N PRI VATE KEY-----

M | E/ Al BADANBgk ghki GOWOBAQEFAASCBKkwggSl AgEAACI BAQCqOc CUEQyI Ei Ty
I nr AeT/ | OgVbCPwW 1nWsh2r Vgoi 6h++0gDKNODx NuwFEZ2a90g5JA56 M2 NbW5j u
UTweUOzOkef UT63M eYp+f 4bZ6t j 5g\WmM Nc+8wBROI Dz 57U4nuT3VBhc Onivhas/
cpzTFOMINYO0YngaHJOl f f A/ T8e7I el 8pBB8O6WAf xLnKJ09yJadHt aPRf j Fj W QD
Pat JI CWa+ETMoVt bj cE+Nnc9SdFYy1cXJdr V2Or oRv0z+SVUF1nF4MsuyM RIdhT
vSv1VeYz+pyN382FZi nEJ4FyqgzBozniZct h2bSYWAgh5wXr azQTQOl 12HAp2d593
Ry WK4Pc VAgMBAAECgQEAEV Pt 6aAQ EJzHf i Kngt 1U7p4UKb5SEf 4y Fr E7TPdTLkeK2
R ncl hb6MeevVs8g06c07Zn8t uUT95U3c OXLhVOMVvaHYeur TXaknl Cz31 eCoS| 8
ski VZko70uJ8pR6asWJl r/ zG | EWZ7RnEUWt 970M)YeAO7LDFDkF7eUq/ / 6bf zT
ewr / (f DDsv+er wJ Bh+9CRHOJy TuDH1We Gx YVBVK3MBVhdTj FxXxFhr Q4pBe5J/ UA



17Bd2GVBUr g6VYzVo6x4aj nc1H ezYLdc459poTf f v6Fg2t r gFVA] 21 r Q Aeqj da
| emsabNp801nGkng3f j KS13RYCGBv/ 48r CHOT8eRgQKBgQDVb TUuSA4ANGQ OYoOgt F
xoVj bVl ndCo+SndFkZi hz QHxcbLY9HXe5H bLf 11 MXz/ nERxI| +SmyuuJkOEdi MBr
HOCc HRLf BnmC7t 0Gd VW LDHSAX8Ec47Lbt KZqyMLU9dn7Z+5q4i ywgpaP8pP3+0Y57
cgt Qax1j | e3xhRAj 65¢l 1RBmMKBgQDVbLgK6WKDf SdZuMZGUt OYOr t anBDCgEUG
r EQBAy CPy5NpF1pomJFc YKWI/ wbReFqt uyq20yi ATBOyHHWKk046BUt N7gX/ ml skt
DHWKVW\$ 1+G41 gEMVOkMB] | r kgdY5gr r J68sagKC+bgv35Bi zHPI qgQuO6gnPSr M
bevwbQE] 1QKBgQCi PE/ zeBSnzyj eaTdLXGKRLR+ZX2WgdNdYqnQki WWkf | aSnt 5J
4r aEj +GhLC5BZs Z26+z480M6 XXFWOASKbM/5WH 824KHvgKef oh0G RLEVY] N1gDx
WKOQvj ycMhs3FpXnOar j Ccz S2wGSgPGEpUR4JJhepf aF6kphZs WDW VI AQKBgQC2
i vbKI t Nhj 4w2q1nvVEGC3F5bzI 5] O 1QTKQXYbspMBzwz 6KuFR3+1 +W/I t 30ncJ9u
dOXFU7gCdBeMdt TBA7uBVUXxZOt KQyl 9bTor NULwWNn1zNnJbETDLi 1WH9z Cdkr TI C
Pt FK6 7WQ6y M-dW2 C1gEy5Y]j zRj bTe/ r ukbP5we HLU@KBgQC+W achEmMXBNcxSj bR
kUxCci da8REewwh4 Al dUBUOgFcFxF6YwQ 81 7uj t nCK2RKTECEIHCy aDXgMaf Ar V
zf 17a9xDIL2LQKr J9ATeS03409z1 kpbJLONCHHoc Og YAHU+VO2 ZE4Gu8DKk 3si VH
XAaJ/ RISEqAI MOgwf GuHOhht 06 A7 MDk GCi s GAQQBk gg SCAEX Kz ApBgl ghkgBZQVE
Agl EHJj | myZSI Ykp6l nj QZ87/ Q7f 4KyhXaM3De34o0eg=

----- END PRI VATE KEY-----

This secret key was generated using provable prine generation found
in [FIPS186-4] using the seed
98c8998652958929e889e3419f 3bf dOedf eOacal5da3060dedf 8ale8. This seed
is the first 224 bits of the SHA-256 ([ SHA]) digest of the string
draft-| anps- sanpl e- cert s- keygen. bob. encrypt . seed.

5.5. PKCS #12 Ohject for Bob

This PKCS #12 ([ RFC7292]) object contains the same information as
presented in Sections 3.3, 5.1, 5.2, 5.3, and 5.4.

It is locked with the sinple three-letter password bob.

————— BEG N PKCS12-----

M | X6Al BAz CCF7AGCSqGSI h3DQEHAaCCF6EEghedM | XnirCCBI ¢ GCSqGS| b3DQEH
BgCCBHgwggROAQEAM | EbQYJKoZI hvc NAQe BMBWGC qGSI h3DQEMAQMAMDg Q) e/ d6
gDQ 28QCANQI | EQUKAS5kz RVmBd6r EwC/ ORy BSgpPuSROUQT] spt 6EhBZI gHc3u
FTCPaG5P/ vpeWACnBRar GFn3DngA3J T+59bnmRpGdi P3Zr | k2EbH Oyr d2P3UFDnX
gRKKI +7pf 6eCHWI Rnt JA+KJS8v 3t Z/ hpi EKAEav/ M0l FNFyEi ZpCkbKCX5auDbl
p5¢3J2MNg/ VNBf pGIUHKVI zul F3H+8Lf FgayRsDsppoUM f R+GrdL8nxLi ghr aHD
+1 qr 3LpEr oNi / i ZQAUTFTU aePf / 2KMyjaHOuUy411 WcHLj | cLXHGNa66S8AP/ Hj 2
TIPPg/ | ve76DVaGdEnx4Qd4pBFQac90zmhx ULHZr vzubK9t 4e5I r 80wpd2dj vZK
wSLz Ugt QZXq8pSs1r 85vr b3KI t dYGF6SZpX029FS7r Y3uYt h5SYVUQM UYYY3S0/

nsalLg4dMWIOASh7nYJZI 51 j kk9LS7IhmwKvi zHRRTXbLy RDHO6e+j CRgLc U2WSUqg
1bEr 9Jy0OucK8zNPTf 8HWBTSOubvy4Jf O3nVp4REX/ 80z Xl Lzt Wbl FGbyaJ9Y4ga
LMBIpKxM b1UTx0Ayj 3i Fwd GZFGKBI Wil r +Odk Kk C4dl oFE221 | Nf LARNLV9NPO
aGzhsDheB8i VO N01u91Bl U68Q7AL1r y XWUSj ouKGRSUSUMDLZ7r wOwW ZC1lndoLG
BFSCnAELbCci 78f Bs/ qDXI f 3BJazcNt ci anEs QPYRGKHASBRYt oDf Vy6nir T400
obdr Zi gcvOm t DBUu7Rt ynAQVZ8DvKzxFGhe2p2YcOHSASML71 wgqNt YzheduBAQTE
j AU2j MypwnZNoWUL EnH2 TF6 KAQNr Kdt BYMogk ToKgxf 52f +¢JZby Qq7VWWBnVF OM7 g
kcFdeHDn/ CWOSNHI 1+JA3WSDMD6zk USHMI2Mp TIRLTSaem mUKCAGYi eJ mmNQx R9
aYHBBwWS BNBwWL XRB7WRk a2Uah0Xq/ wAgal / o9L+nShDRFJj Fi +t 8AV3KROWAHg020
9qchX7P5H3Sy/ t q8yUQ ol +hRi Rj kfi 9qy6AxI Rt t r KiVWbWisc Ut BZSkg9uFk TVU
ybnVeW Bpn2Sr nw/ ElueKARVnouW/ 7f i LIXK6WWvVt uBZw2gE5QE uCwgOPQsC
xPx8NWhN 1KZYDVCGsyUr / LMHeKNc31S2HLGXK7kh/ o+QQazaf i JocQ+tkRbS1VX1D
nQ |1 hz4zvKsBgzHpoe3wf AY5sp2ubepsZ5T/ YHknr oBmvA4glvi 7nl Cet gxXr h
2V60OXvazZ+Bnf sYxJeUZGNNMNEDFI zS7xB180j t T5IJNOo+9t Lsdi kdi kI 691 sWw+2
eCv9Go+Wh19cSAL24r kzdKVui | AXS7t zel 3eWG dKogq3Ke+t f Jt obSGr B39xgLVr
3ho63hd+qTUyj cAhVL3hAJi nv+/ KTOj R8f g+CDs XM CEWIgHhwB+66NCOr 876M | E
bwYJKoZl hveNAQc Gol | EYDCCBFWCAQAWYgRVBgk ghki GOWOBBWEWHAYKKoOZI hveN
AQWBAZ ACBA] | GuDSkf GAUM CFLWAggQogyL08hPt Ul 52dk O+BVi nt GXVBFnDr TOD
gU3Dr dOP76KzYzd2l LuGh9dx84wx0XnFl XeBMAF3QSDbCK4t OuJ6JRaEeUoCAy Zd
XyHt Lj Veuozt 2x HBDUgQVEOLdZHt k1VUgzLSChalr Xj cwpa4+8xqqoVMBCl 5uBh6
Q. UNey823YI Kl k018Tdge600Ur g72BPKppNf J| N ThOFWWMA/ qHAJI 4pL1YDpnt
5BZmiat MgOHvPi z96uwj EhwlGZFGOgZI ogeVJuqCNi ZPDj CFEDgnCwesci S5Bi +dX
KmOVUdantr 93e2eEPLbzxZROEOA3I ¢ 66i HUZpU9YhKzsAl hLMKT8kF811 0ZZz]

8N+P1hnkj dVWMIJLg77pkXxQyvuT0e20c9r/ DCHj ckneen3+E661 KsYbi b7sX496



20FBJs+7xQopy69pC8j Cn3f x61t 7AFX2RI vuVHY/ eU4s XoVWkINg@BVxj 2SPVK] zJ
41 | vWixI Fi Q j O DFdGYPGUkJIXn62Lbb8CFganBs4j DKnr OLHI ngVeUl gi 4wkvva
QZTzXf UApezQ@Qy4x+ogdi YF1UGCa0Caqvr GRi i JI MURi 0/ MDy+j zkX5cULhxkF
vdBNCi r v+3zBai J5Eu6q0zP5Cxi 2gXhShehzqvTPB4dDY vu9yxHpZmJCvznirH213
Tdr b9WKHOc92ZpBzsf i CALsnVwTDFVGa/ kgN6noPWOgWZANI k27/ +aps TkBYaVpa
j pf n9eydi 5eV2+pEQVO8f h4QJf i KbHSOI 2E3Gp/ r PnBl VgnCnj BWh+Di 1k4qgF/ f

| sxWjz XNOx Pnt pohnMBAZDx VW Sk+BEl DLYSAWFWUg679BsJGhQqAZKv G 8agSH2
k+TKKYUbXbFVCBO+i uNZI wgf 4gxGzvI 5+1 ok+QOcx uGCgwOu30Qof ECEQO1QOKETN
i c3kM Z5Cxt 7NQSuy EYAQ AnvMAqoOx7Twlr 7t RBBc AEF6f Gxd2VXI V8Tr / pXGO2
HL+0i | Hs+0h672z1 THr 7wUB4t Cp9LC3I | Wisr 7Kc SRNEMXpUI FI Oet G NgCU3i T+R
9152150 WNGK Q¥ aXTEyM/NaT1Hpwi hl i sSbh9QHbagaRLbYmgJ+I LSECADYQPEW +
LTOLt cOnhkl b6Bi wWwWJUOOgN 61 LIM2XvknATy Ui 9Mycd77xQlzM JE5Vt aVbBVT
oRpcOLf hYQm hceGSEgXX5gol kqf LUze7zl s| NMMYTTLw6t C61 +c/ | Ul WInZT4nR
RbTQOkr f PNn94zbTj r G42HS5+Ke3y SV6Fv8MZ+s93yY1v9i B6CVPEUt eLRc+Cre7t

| WOb@2+MyAkj enS5Td+3t C71 RA2Q2CSf Y2SaOsRv+EaY) TGzf 9F3TMI0605+VZr M
gt | Kt w2okRcj RhaKDf hui 6j 046YYzWor gOS3vzc60VewggNnBgkghki GOw0BBwag
ggNYM | DVAI BADCCA00GCSqGSI h3DQEHATAcBgoghki GOWOBDAEDVA4 ECEy HXPVs
ncx TAgl UACCAyDSBI YeFnsa4dvt KApbLnd9FENDYeYgkKnj Ol kDagMyHC22/ n(Qv
gz2l Co5FQIoaJx/ Wsor @ 0Jny1QP9vZd2t +bkf oaXOROM nFY5SCQt YEudJpl r Cz+
ZEwWBJI| ePIRPOBI nwEl SKSNNXLRWNzur | euyZEd1VbTvi / r F22sRW nmJ335L67z]

P1sPeXkBpl YCPLHWBE4r kaC8GLko5wyr nhuqglL4l t zhvOORvgRaDf | pPOWTj 9LVWv
FD5D59zgb0pt aWpj | wAJpl | GXI EZI ynWAKF kW 2YJvsXi uLHYN3Z8gL6Vt xNGk1s
g340uKkUU znt DIgGT9RVK0oYBXxN7KYesbSt t ONnPwdv/ MkHr Eo8 TGHZAVbmagf t

hQUr ¢/ VWt UopPEs4Qgr sA8BdOM Sd5I1 Vt PWDXPsBPEnLuh7dgAl nmgzt Yl P4Yzt k2/

JJ+E4AMbsmhRj bKzM2NSWIE DC5mBKF/ 5J) NvwQr7e8gMeUv/ 3gi zgCE 4MyngOVGG
| XGzzBoQXPWCKAT3sLQVyt 4/ pgPBpZYnPO9bnkkY/ Ul alunNB+WAHL OkKSz D5SwRv
[ 2xnNO2D37DnHWTFYC51Zbl Kz7FG OgOw@5VPc8N@BaGhr qpQ+muqg/ Ji | 5SmXgNw
| DeMibawa01UKEzqTGCQUb3gsIMG VOhgt Or Bi O9Kx/ 2PJol UuwZCGecbo40GSVR7KH
I Lgl uC8al QDy FURVYRCNwWOWSU7JN5ar kvz4t y0/ gk5Ubj x QuDkF8062dVi C31 0Do
C+6zvncDx4HvUd6uQru/ kZf r 8qf wibo6D2gXhS/ ZHSkq2xwl zb47uUUgaeg3y QZJ
++na7gC+i bt HXXnNsHUvPbpCn9qgVi Fhzi | cQZYqOt ZxDKaOE/ pzEP/ | A4l G4wEL
GnyuUl HXBS9TOM:hTx| 7Bgl yc OPRDnFKz M UXY1r AEr K76cs3y4VQDbf YDi Ozsa
1ggMApl X4i / gKFdRvDuLxt ZQoVA/ r NummdOLPUCBG OvENngl ESA74GH [ YQbV) bM P
y+hnv/ 15q5LR09YxCS49KA z4ANGLQWA nf kpOCNVZVpa Q7 TPGO YzBL6k TCCBZgG
CSqGSl b3DQEHAaCCBYKEggWFM | FgTCCBX0GCy qGSI b3DQEMCgECo! | FLj CCBSow
HAYKKoZI hvcNAQMBAZ AOBAI O 01 CbThZLQ CFOMEggUI FwT/ J1 8Uj JQPf YTFonJE
08zEbpYWKKbogwe/ zZs MGmAnUPgQNQDxyuL Vpr s5j Uc437kVB2MBFOx 8D nEppeb
t Hf 1 oyj oXF7j dnA4EF38t sso0K1nMPnSgl 02i YZt Ogs OvBpf eCbHj 40vhi 26J9Pz
TwPcgl 3QQPgf W7C0wgGvn4/ hnt BAr i PSE4gAl f Acqgkxt JBnD1QnDoAds OKOVs Ynt

gWaj pr 1J3HM+34NPLO4Usf 1QpcesPUJ4CBXNyLXxj j sOzD78W/WKY+N+j 89xTsyt

z5YO0f EkFgr cl 8pgBQxH72j BWSCb YwHz 3BhWQgr 2bpW 1f 2LWEVsnr N9t x6Rh QX A
AkcyNgX/ ksp5EWIITo+060XLRhXI YauRr Ur i sMY++b82JTp6C1lt ORW2QdqgMZghS
ZgaWsFSC6Dy2Dd/ ezdk YUCgi Et q8eSxF/ 8WDw6Va2i GVSNt 4/ p/ Q197y N5y QJ0K1
gO0hATebU+I 3E74PQORK84Ff JvyHDBC6f vYZW ouMcgp3YmAF+d Tnv 4Hg88X4daV+
/ UPYf / cVpyi weBTg6H3j r kr sOyKoW.I f r | viMNBeeKZ+f | 2EnwlM~zkLI 4VGDY UeR
wr bhNOSHKh5I | Gt uOyRTf q6rms YQokwj r 7Qad1 dQyr AoaaVaRot VyvgTOLI Hw8r 6
07v36yoNov3kDPW Df bSVTWK51 | yQn8NgMwva4NLcl WIBukf ZXSaYykFSgF3wszal

adi | hu03G Dcf i W.MJ YVAUcv Sl ULELoWFKi Jc8Cadel u0JBy SRSEvV 7B3w8|

eYUs+u/ hlptr ZZKhelJdAt | szvHIODDOkMyjA6I g4yonmscGSol / sRUgpecl QWZTC
RRq9dJOFIJkKhKD5E09E0Z2snp01f pUFSql MeBj pYgkX7j hy Fyvg+gDgBAY8i zvkce
r uE69WboBVyor gKHUR] W Y+r hzcB4+HL72wWZKzLnY3i Uj J1UANXMBCOf pD1NJt /

7epqzPyZ2Kd4GIVYi 8sQFKf 4t RHDr Ot | 5i UB78qj 1EBplw4qvRn/j C4ii 7+Bas8
ne/ AJ25Qevi C44Vj +eT2YYXaf Di v nroeBuVM BbD066YnuBC2CeKydNWii ARz c 3l

f hcuhvwg7ri ot Yf yDgd4e0Jy7Y57pbw4Qnz1yCxRj Swi FQ7/ f Ra2Cx8xt xKc T/ A
4L GnXAKI Sy +uNbDWA7 AYaP6 RmGgMCaNi Xy 3F1zvxnE3bv68t XRF9vj uEChUg56N6
992ghoBuHP0J/ mRI t w+Jol 4m OFnEUGT3bNyxpEFy A7aXBE91aQdSXl 4a97nC0/ R
SFH f RWMPFYgxr 3XdCl f 3Cw5PDs 25YNs XWCs DCVej WWFr wOz nDwa8s Bk Y270+r Gv7
6qXvb/ uG3M2C+Dy SVy55Z2d42wj ghSezgY6t aTOt gKf LOS6VI 4ELU78Q6va208M

cUdi 343t G 60MZgCDUWPP8T] KZI Nn8ulKNhzgpwNLz1gEOdd200l 3bbzdZ6ui 03R
52VWQNRCk 172791 UesClavyt cAi Omvef MkBPMOdnUi 6 BB TPDRAONT ohbES5r y bwDXAo
B/ VUbwgMD/ qCpZ7Ve SKN1I Uuoe9+KhoONK/ gy MEvnt MKGNNI 8ar V8UkeFol | Phr t

umvdwgbVCeN8TBj 5vXo6Hu+eKB7AVW Bk/ r RHpZxnnVGXbnBHz Mrkj i b2cY1ldi us
VRI/ 1+@@GXuo0135t Qbobgc Mz AngAgqZp 9k DESMBUGCSqGSI b3DQEJFDEI Hg YAYgBvV
AG W WYJKoZIl hve NAQKVMRYEFEqzr DFTAknc TeNueeAl YZU+i G | M | FKAYJKoZI

hvcNAQcBol | FgQSCBXOwggVsM | FAQYLKoZI hve NAQMKAQKgggUmM | FI j AcBgoq
hki GOWOBDAEDMAAECCNI 2K1bMEi BAgl UdgSCBQDLI Xo4ExcyE8+4ai ZI j / Whh/ SV



VWRON7s4PGChXt +Vr OHd9Yz TuUi cAql cHH62dv 7NSy +f gqZG7 SnVR1l odadFe+5u
sAzXoyyhhEe2c+ToeVbr 5r s+vBvQUyh6X5XTV5QVOAKWSY KG yf dy86x1(@BclL2D2
BMtRpkmLcFt j gWB46U6 S6W50s G7 XOKSCM 4a6r nHPVgPPAXM j 3VSPJ Y8bhBgED
PVTnf SHf / wKZr | i 5403F33B5j t 6CnD+9nmBFed8n+81w59r RonV2CY9Xi i / ULEROT
Hnyj xQZOQ+dI M 23KauwexuQG i i OURBMeM AON7UNys+bZTul gdpWN nDhJ+eL AT
nhJwsr o/ AVA6YVXGtHt 5k9Lj dJ1ZmyS4bIxvBw | pEGohOMVEYpOdr 1XMAMT/ EOJM
WD458Ng s 05CuCpwAUXCdQrgr Vs Frr VOHTYy HeVLDhe43J3G 6HCW VOe DQz zmaCBA
Mt 00RDK THNIMax UXphKTag5+f / snNYEhzVj Zel c8G-236eSI 4BNGHSXFACWLU2T
hkzpXMrg50JAUhBYXqE/ f VevLUH4JPLGz869wk8gRl UB06i hQG nsx7ZCb1 sYahE
Yj ZzONO5PVPJIYM_SyMov @i +LpzA9gl BzPu2f dLR41u5n506n151 Y4aJd 7 OCIx MORY
hWHuct HIGdpJsgi q8+1i i Uanf yCf b0ZL3ePMHWzkAsyn22ak8j DBLLVZI vOZI V
gR3Gx4QFPSk6qCMPOES8VKMUMK YvCl zTwSeEMu66eND/ AKTE+XXV/ d9bnSmAGK7Y
8Xr DKLKf mRdr | | eondVJIv5nmk12YKxBPQGeUgK5XJUa2dzH9zvf EX8i Yzdt 4281QC
i X33gqwnbT+8RoCLBt 4KyGs2e2ZSZnj r LOOCXAoUsHI Oy Ef j wwWwLhKbknun8GJIxoB
2yCzTaw 9/ ql UXaSzcp23AVELf 1k9OF 79HYPWBCc QI AL j f 6 XBVELXVZPkf TuC3y
VLuf | j s2ed/ ct pHg9nul d/ xHFH7t 4HbmJ3/ Zuf E1GHNnsRQBkbngA5WKer d9UzeoD
aVDj FXG | Tp8env08GXYvWMGXLL 1501 0DuJSv1E+1yww86SN BYUTxOr 0CJj j Tk2
7v1 UhAYUEA+J 71l ei f qqPDKYXnr CdUEaj bf Edek30W LR+ChEvEp48M a6UVTLN

n zi wosxnmb@ Gcenzl13e32Ri yrf seB+Ryl | nzeJdt ydP2l HKVK7 pwwly A PKOQX Zs
661 GZKgeXr \BKOQFYDX42gAy/ xTf gl co4KO7akhp3Uz TI QyTXnt +Gs OScc+Ar Vil

dwCl m-Zxybt CcVWadj pKWdyf Ar 3aTkGx X6 RmHr EW 1ROBnMGPYesDs +yeVNs 1Qd
Dhf f / bQLWCLXdG.WM_e6ki t Ui yi 8F3bdf Pj R7TR611 EUvJr Bn7 YLngdxRCIO2LFLG
n09i SMNe5v i NaKi uzf b4Dp9dgEVhmIf dsTURagf JI yqULoeO8EI | ozahi vbzoW/
AB0PAkk2D8DNTi MegX4l Z/ Zb3LPxJKAeXOBYs1YQ NSNZ3B2ZI SBapz GzhFZf Rvz

POTXhN53pDhl xkwObt kKbl YA9CvP+kzgwekzCy/ M q/ HoG38CV1NKzay3yg4nt eh

J+v9/ k79agKm3ZWMEKOWEBY/ GFx YhmeNd14Y65D9TI ypM zr XSy GoOqZgSAGH A
gogzwwSaGax9n/ 06c¢cz EBMBUGCSqGSI b3DQEJFDEI HgYAYgBVAG Wl wYJKoZl hveN
AQKVNMRYEFBf FhHv Qo+92kDi 4528 vJK1ni uUMC8wHz AHBg Ur DgMOGg QUgwaf FeGU
n9QLr AOUCgw+KWkk+8EECI1vgXe6r oOFAgl 0AA==

----- END PKCS12-----

6. Exanple Ed25519 Certification Authority

The exanpl e Ed25519 Certification Authority has the foll ow ng
i nformation:

Nane: Sanple LAMPS Ed25519 Certification Authority
6.1. Ed25519 Certification Authority Root Certificate

This certificate is used to verify certificates issued by the exanple
Ed25519 Certification Authority.

————— BEA N CERTI FI CATE- - - - -

M | Bt zCCAWrgAW BAgl TH59R65FUWGNFHoy cON3i Wesr Xz AFBgM ZXAWT ENMAS G
ALUEChMESUVUR] ERVABGALUECXM TEFNUFMyVOc x NTAz BgNVBAMILFNhbXBs ZSBM
QULIQUyBFZDI INTE5I ENI cnRpZmi j YXRpb24gQXV0a@yaXR5MCAXDTI wMTT X NTI x
Mz UONFoYDz I WNTI xM E1M Ez NTQOW BZMOwWCWY DVQKEWR] RVRGVREWDWYDVQQL
BEwh MQU1 QUy BXRz E1 MDMGATUEAX Ms U2Ft ¢ Gxl | ExBTVBTI EVKM ULMIkgQVydd m
aWNhdd vbi BBdXRob3JpdHkwKj AFBgM ZXADI QCEgUZ9y I / r kX/ 82Di hgzVI ZQzZ+
RKE3URy p+eN2 TxJ DBKNCVEAWDWYDVRO TAQH BAUWAWEB/ z ACBg NVHQ@BBAf 8EBAMC
AQYWHQYDVROOBBYEFCuUi | X26FJvkLQTRB6 TRguQuady 1MAUGAYt | cANBAFAJT | W
Q zwTOph7r Xe023x3GLPMXMMQ 2OF +apkdG2mHII D6PE1Lbu3gRRgl H5w2t y S+x F
JwlouxcJyAy XEQ4=

————— END CERTI FI CATE- - - - -

6.2. Ed25519 Certification Authority Secret Key

This secret key material is used by the exanple Ed25519 Certification
Authority to issue new certificates.

————— BEG N PRI VATE KEY---- -
MCA CAQAWBQYDK2VWBCI El At 889X RDVXNT8ak53T7t zKuSn6CQDe8f | dj r G SFRcp

This secret key is the SHA-256 ([ SHA]) digest of the ASCII string



draft-| anps-sanpl e-certs-keygen. ca. 25519. seed.
6.3. Ed25519 Certification Authority Cross-Signed Certificate

If an email client only trusts the RSA Certification Authority Root
Certificate found in Section 3.1, they can use this internediate CA
certificate to verify any end-entity certificate issued by the
exanpl e Ed25519 Certification Authority.

M | CvzCCAaegAWM BAgl TRA9T50AgYhF5+eBYQ@BZBZI Muuj ANBgkghki GCOWOBAGSF
ADBVMOWCWYDVQKEWRI RVRGVREWDWY DVQQL Ewh MQU1 QUy BXRz Ex MCB GAL UEAX Mo
U2Ft cGxl | ExBTVBTI FITQSBDZXJ0aWZpY2F0aWdul EF1dGhvem 0e TAgFwOy MDEy
MT Uy MTMLNDRa GA8y MDUy MDk y Nz A2 NT Qx OFo WM ENVIAs GA1 UEChMESUVUR) ERMABG
ALUECXM TEFNUFMgVOcx NTAz BgNVBAMILFNhbXBs ZSBMQULQUy BFZDI 1NTESI EN

cnRpZm j YXRpb24gQXV0a®y aXR5 MCowBQYDK2VWwAy EAhl FGf ci P65F/ / Ng4oasl
SAUG kShN1Ecqf nj dk8SQwSj f DB6 MAS GAL Ud EwEB/ wQF MAVBATF 8wiFwYDVROgBBAW
Dj AMBgpghkgBZQVICATACVA4 GAL Ud DWEB/ wQEAW BBj AdBgNVHX4EFgQUa6KVF boU
m+Qt BNEHpNGC5C5r j LUwHWYDVRO] BBgwFoAUK TCOF Ac XDKf x CShl NhpnHGh29Fkw
DQYJKoZI hvc NAQELBQADggEBAGVOX0COEZzgY!l RKi xMezt i i kxxJDbnRat 1pci pD15
1n8ki BoGhsT4f NZJVoL0OBa/ WI'vht L+qcAk2i t qZCNI eZe Gkl Ul j XBAz5t k DRAF
f/v99LEcsZTcul bnJgz35danCkp4/ upGAhPkf x+nbclbsVyl r 1 TwW GOpnCGhz7z3m
VCKkO3DFE3Q 4wani v9yuMse33nms BGXog/ XZvM2JIRY0i Kt 0xksQqQD9uYnv MoMeH
g3 7EaoPj 54xyWry42r un6TLUye64D94SN B/ g/ wj L96bsVI K& Rn10T1ybCh
4F5HDO0OhQZgP15D blr g+vskN8Msk5nuD+6z1Vsugi oWD+k=

————— END CERTI FI CATE- - - - -

7. Carlos’'s Sanple Certificates
Carlos has the follow ng information:
Nanme: Carlos Turing
Enmai | Address: carl os@m ne. exanpl e
7.1. Carlos’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures nade by
Carl os.

----- BEG N CERTI FI CATE- - - - -

M | CBzCCAbngAW BAgl TP14f VCTRt AFDeA9zwWYoXhR52| j AFBgM ZXAWNTENMAS G
ALUEChMESUVUR] ERVA8GALUECX M TEFNUFMgVOc x NTAz BgNVBAMTLFNhbXBsZSBM
QUL1QUyBFZDI INTE5! ENI cnRpZmi j YXRpb24gQXV0a@yaXR5MCAXDTI wMTT X NTI x
Mz UONFoYDz | wNTI xM E1M Ez NTQOW A6 MQOWOWYDVQRKEWR] RVRGVREWDWYDVQQL
Ewh MQU1 QUy BXRz EWWVBQGALUEAXMNQ2Fyb@zI| FR1cm uZz AQMAUGAYt | cAMMAMLO
gDl s3mHI TYRNYO+RnQedr q5/ HUQHXSPy AKaS98i t 04GM Gt MAWGAL UdEWEB/ wQC
MAAWFWYDVROgBBAWD] AMBgpghkgBZQVICATABVBS GALUd EQQYMBaBFGNhcnxvc0Bz
bW t ZS5] eGFt ¢ Gx| MBMGA1 Ud J QQVMAC GCCs GAQUFBWIVEMA4A GA1 Ud DWEB/ WQEAW G
WDAdJBgNVHQAEFgQUZI Xj CewdWs 3nC7o0af wi +xJz MhD8wHWYDVROj BBgwFoAUa6KY
f boUm+Q BNEHpNGC5C5r j LUWMBQYDK2 VWAOEAWGWAY 6FQ pTFsaW G2/ US2f nS
6B+BzgCr k GQKWKIWIK Tj 4MEQqL+0cFXLr 7ZQ2DQUo2i Xy TAU58BR6bt ¢ CQ==
----- END CERTI FI CATE- - - - -

7.2. Carlos’s Signing Private Key Material
This private key naterial is used by Carlos to create signatures.
----- BEG N PRI VATE KEY--- - -
MC4 CAQAWBQYDK2WWBCI El LvvxL741Lf X+Ep3I yye3G r 4JmONI VYhZPMAMBNLI HY
This secret key is the SHA-256 ([ SHA]) digest of the ASCI| string
draft-| anps-sanpl e- cert s-keygen. carl os. si gn. 25519. seed.

7.3. Carlos’s Encryption End-Entity Certificate



This certificate is used to encrypt nessages to Carlos. It contains
an SM MECapabilities extension to indicate that Carlos’'s MJA expects
Elliptic Curve Diffie-Hellnman (ECDH) with the HVMAC-based Key
Derivation Function (HKDF) using SHA-256, and that it uses the

AES- 128 key wap algorithm as indicated in [ RFC3418].

----- BEG N CERTI FI CATE- - - - -
M | CNDCCAeagAW BAg! Tf zOBv+b1OVAT79aCh3ar Vi NvhDAFBgM ZXAWTENMAS G
ALUEChMESUVUR] ERVASGALUECXM TEFNUFMyVOCx NTAz BgNVBAMTLFNhbXBs ZSBM
QULQUyBFZDI 1NTE5I EN cnRpZni j YXRpb24gQXV0aGOy aXR5MCAXDTI wMT| X NTI x
Mz UONFoYDz| WNTI xM E1M Ez NTQOW A6 MOWOWYDVQQKEWR] RVRGVREWDWYDVQQL
Ewh MQULQUy BXRz EWVBQGAL UEAXMNQRFy b GOz FRLcn uZz AgMAUGAY't | bgMhAC50
MezTI M ddTUYTc/ WnEgXwshZml Qbl z2x X2gFDx004HdM HaMCs GCSqGS| b3DQE]
DwQe MBWWGg YLK0ZI hv e NAQK QAX MVOWYJ Y1 ZI AWUDBAEFMAWGAL Ud EWEB/ WQCVAAW
FWYDVROgBBAWD] AVBgpghkgBZQVCATABVBS GALUd EQQYMBaBFGNhc kv cOBzbW t

ZS51 eGFt ¢GxI MBMGAL UdJ QQVVAO GCCs GAQUFBWVEMA4 GAL Ud DWEB/ WQEAWM DCDAd
BgNVHQ4EFgQUg Sy +i Qg Sy CMDXgA3u3aFss0J bkwHwYDVROj BBgwFoAUa6KVf boU
m+Qt BNEHpNGC5C5r j LUWBQYDK2VWAOEAZ s s 75Uz FUADPT d4hQdo5j yAQBGvkyyvl

BdBGNW J1eT1WiMal Mi 1r HAvPGPd9s cwWsqd9f G+pv3MVBhl +zKAQ:=

----- END CERTI FI CATE- - - - -

7.4. Carlos’'s Decryption Private Key Materi al
This private key material is used by Carlos to decrypt nmessages.

————— BEG N PRI VATE KEY-----
MCA CAQAWBQYDK2VUBCI EI | H5782H/ ot r hLy9Dt vzt 79f f svpcVXgdUcz TdUv SQsK
----- END PRI VATE KEY-----

This secret key is the SHA-256 ([ SHA]) digest of the ASCI| string
draft-| anps-sanpl e-certs-keygen. carl os. encrypt. 25519. seed.

7.5. PKCS #12 Object for Carlos

This PKCS #12 ([ RFC7292]) object contains the sane information as
presented in Sections 6.3, 7.1, 7.2, 7.3, and 7.4.

It is locked with the sinple five-letter password carl os.

----- BEG N PKCS12---- -

M | Kzgl BAz CCCp YGCSqGS| b3DQEHAaCCCoc EgggDM | Kf zCCAv c GCSqGS| b3DQEH
BqCCAugwggLKkAgEAM | C3QYJKoZI hvcNAQe BMBWGC qGSI b3DQEMAQMAMDgQ wS3R
pTinkyMCAhS7gl | CsGKkBnOnci 9VHf gxOTW/ | kKy QeF5bws F/ 9gZr qUy mLKt HZF
adr SJI PUct neqVnhGnf VOm+LEi 7En®r Rl QbDZt 4k QDG5eDk 7 Adhy DnB3uzDG1W
4cAe UWWXIMZGF nwt zy5TzBZzEo5nnVX74Al +PDVOwWdpbv2TI ri LOMR29f BT+7HVSOF
Z/ 95Xok Swbb6mTYeG PpNEaoeUeuU4zr h/ k+JJqDugNsU661 30WHOCFk 3aar BV
3LkEeC KFkngzMaZgi KZu8D2hEU) sGQRALsRn7P+hl WNFI gj vggcCMIF8f LK1C/ 8
vYCD+HOpnn23nLel e4b/ gpFYx5kJ0bOK1Z01SpgUQ7Bu6bgect UceyQgi 7C RScuV
ew79182Y0ugy Yol WATOkecPMDTFt xAn19JPXo4j BYAl wlt x7GYAI DkgZCh/ 0dbkyv

4L+PAeJKAkVDREDQGch/ 6/ hl qU8xHeNzdagEWYL6FXWDi HebASx| vZzgkLd7RvV9m
dL1FXst 9ROG74j CGs OWMFd 9t oy ChD0g6d 9cat Or ol CVS/ CKaCOCucsJfi Krl J/

dukt / IwcELveuQg60u2uaGUgHnthd3+6onk+wiNBoY+0D5MBZ/ xnr VELG1zp94
qOf / Hf ZPT6sxkYBGUP2eUA/ gr/ zi MNG3TuGVch/ MinduuVhvAYLyh1gbA8yRmtl /

zZGCVuAghsHI TTx7Fqgc3t yVp/ nLYUOOQuwrg Aw6 NhzwKZf 5N+t RODZGcgw8r ZpeJA
yTxVFcj zXvoShxog7Rr oRONc4AFWIhW 4BO2410HFEI QZeRk8vzl 8W FXnn6t 42/ q
j 1nmvV7Ba42zxPEGoY3nhKwj R6r Dp6Kwmf kghpwiPU3qP2/ ASVBWI'1+9G YHc5AmM
9CnB0TTI QM uWO0Ra2k5ZM wnbKNy MRbj UB/ y HmwwggKv Bgkghki GO3wOBBwagggKg
M | CnAl BADCCApUGCSqGSI b3DQEHATAcBgoghki GCOWOBDAEDMA4AECOVE XMVEt e/ 8a
Agl U | CCAngXa+q2JhTLvWsj 5SKLdMhi nTk5uB6HhOs DKYRIGDg/ ¢ ABqUFxy c ROG
JeJuewl RkJhsf dXJi +TSRt nQOqpy VMBoRUdxcbGuCl 98f EbLmvyr 7KF8GudTgC+b
ealj n6HYkWv 7l WivsFGBBEy6Jqi 3/t POPgNvpCYgVVM/yx6SX8QAr cLSQkxbTsv
Ae0i N18H89VOXOHEZz4Z2gHYyb7f OpPHr npTGC6gnt vo1gNRs KTFOwWYe @B Sy/ 9U3f

oMbl cr OvHDksaco04+5n0zey SDETY8WINOLKOuUC/ t 00TOSc YGBeRhVr 0DQapZGT/

Ej 5Lpgj XQuosAoT3l KnMAK3C0QZ80BzcvgSpeAa/ VI OTKDpZb22yq6sEaHAPoUgb
cKRINB6HC5mdLs3n0uPlvl ZuYsHU7Evt OUhns9pbkl JDi CgM+4SFgKTRbd6Xt 8bf



GHkWhnpv4pQL7j j zA3epP2DHy C8BMJaDvl eWr7Z3t / | Et kzVxf | Lo8kT21ledz12cm
uFVK9i | MABeJuyi RyFXFPgVsuN / HFni j XFgxz AncP7f FP5MCs Qo6dai Ej Jj enKf

J3D+HID60gFi h/ eX9V+t G 4y7/j t XxCRA/ 54mi t 4sCy3LCO++l Ep9At FwGYr Dw825
uGg 27a7nE26qgGdGXdz TOUJ8Ff Usl oRPr G38Q4nmhS10pTar NucWOG kf t Zi KJLay
r f MRf 3HYxO / 7i upf xYLK/ 4/ FODi j aHz Af SAQX 2Bo7csPaz2HKK/ OnyO+t t 68S9
pUG Ef V6Li y22t ang/ j XxPFbBDK/ P68 VhngR8C3Pc YhPJCo/ KOJR2/ 8F8pVWEQd5
M | DPwYJKoZI hve NAQc Gol | DIVDCCAy wCAQAWGgM Bgkghki GOWOBBWEWHAYKKOZI

hvc NAQMBAz AOBAh09g0t Qy YTvwl CFI GAggL43SpNCoshzX3i knKin JpS2Ah8Xv
94S/ 5NA8kwHt aNXpLrj Yr 3CyRL93USnb5uv GAt ECR/ Ebl ON9ze02p0gK2JPShDr 6
/ 1oovo7UoZNRoRBZ8pUegVWI sWNW qvzVu5J| RmpD0O5X] VDKHoFgi XAqt j 9/ w3q0
Q/ p/ MBUr LVD93hy LNdI ppW 2KR2i t 9mASTKEHX9dgXc TOR0Kp2GnT f G\t e GL02]

qVKZazyYl 8gkSxhVLS9zzgf 10ynAkz YQsoo+&KhdAWLf JECenAy Pc3L+ee ARW SY
g1d5QWwWxKf Ypl J2wi i avdeRVNbW W7 Ti +P9Pt Px/ hV22NNLwivhvnJcHaSS1PaG

Sj oXxFI1EIWGES0QacdwivBi N3oVuqT5HU edMgx9TLNTI E1g2GEQ591 / RnBt CL8Dh
OzKnUb4PU1Z81+Hi mv3KPI 8g3cduhYaBRAHf gAhhc+wsHXI 6J3CLNt AE/ i zZ1Y2
Qd71 +GrJf j Pgzl yOhj gf bM 8uU9DOaPr 2Xj NOWKRSo0j ae16v8bLx+dFn6RMKFUS
g3nLEZ6EDpyr Jf pGPmBnPgZKSXt vnHUFchS+ut kRuVAt quO7r 2Xpk GBI JLNVI RHU
5gLACbTj 9TPcAceb6RLoaYSDgOuFKOYZMdwz hs Al 0YMoy Hs UEZpQ6t j WEBYGENbV F
7+ChnDnf 6N3Bj +vx Ut GS40pVs YCGhmOD7 UMb QoUx| gVkpPr f RokOZs/ fi 9sWHXy 6
e@Br bn3t 9C2TASORYz FbuBWUTCgFW r XHS6i f f Jpx2eAg3DCqaUAlj pt SV/ yzj 4
vxi Xl DB3f MRepNd5Je7DoHS4axuj 7SLHdpNoUHs +qQs G5y DVbBEUXWGX 0/ L9sGhe
XQ UnkZ4migO1lsf gTOF DNur Xx/ oPOym+B50g6nLUW Ot YZpmCVi | 358d1 EGPPSMY
AMXhO5t | PFAYSI3W.s0cxy5X4sXZl 5w16Pzeb9SF5t opqRUbSPDTT Vr 2bQUMNTbp
99Fc O 6cg8HXy T+8b4gKp9Wj CBxAYJKoZIl hvcNAQcBol Bl &zZM GMM G Bgs(q
hki GOw0OBDA0BAgBaM~gwHAYKKoZI hvc NAQMBAz ACBAgNhf CDEdz Sr Q CFFOEOCEqQ
Fi elpei cS9OSXNQ LwbN3kC8l YM2HqeSZoEKJI4J SFI VIKWABxwf u5aZKr GEYBf GM
d8r enRi j MUl wGWYJKoZI hve NAQGk UMM e DAB] AGEACgBsAGBAcz Aj Bgkghki GOwOB
CRUx FgQUgSng+i OgSy CVMDXgA3u3aFss0Jbkwgc QaCSqGSI b3DQEHAaCBt gSBsz CB
sDCBr QYLKoZI hvec NAQWMKAQKgW BYMBWGC qGSI b3DQEMAQMMDgQ NFcql EM d9UC
AhS1BDgZr uEs SaBY+CrmDWKR8 HhH3J Xh+AoMSr wk DCKyt W +MNI XB0j Y2QZHDbN3u
Fn7qHW06MDt hnKni az FCVBs GCSqGS| b3 DQEJ FDEOCHgWAYWBhAHI AbABv AHMM wYJ
KoZIl hvc NAQKVVRYEFGSF4zucHVr N5gu6Gn8l vsSczl Q MC8wHz AHBg Ur DgMCGg QU
8nOYl W nJVXEur 957K5¢cCV3j x5¢cECID aZzkf y4FnAgl oAA==

----- END PKCS12-----

8. Dana’'s Sanple Certificates
Dana has the followi ng information:
Nanme: Dana Hopper
Emai | Address: dna@ni ne. exanpl e
8.1. Dana's Signature Verification End-Entity Certificate
This certificate is used for verification of signatures nade by Dana.

----- BEG N CERTI FI CATE- - - - -

M | CAz CCAbWJAWM BAgl TaWZl +hVt n8pQzZvi AnPBXzW nj AFBgM ZXAWMTENMAS G
ALUEChMESUVUR] ERVASGALUECXM TEFNUFMyVOCxNTAz BgNVBAMTLFNhbXBsZSBM
QUIQUYyBFZDI 1NTES5I ENl cnRpZm j YXRpb24gQXvV0aGdyaXR5SMCAXDTI wiMTT X NTI x
Mz UONFoYDz | wNTI xM E1M EzNTQQW A4MPODWOWYDVQRKEWR] RVRGVREWDWY DVQQL
Ewh MQU1 QUy BXRz EUMBI GA1UEAXM_RGFUYSBI b3BwWZXI wKj AFBgM ZXADI QCy2h3h
hkaKDY67PuCuNLnnr Q HdSWYpPl gFsQO f 85vr qOBr j CBqz AMBgNVHRVBAF 8EA] AA
MBc GA1Ud I AQRMAAWDAYKY! ZI AWUDAg EWAT Ad Bg NVHREEF] AUgRIK YWsh QHNE aWL I

Lmv4 YWLwb GUWVEWYDVROI BAWMACG Y1 KwYBBQUHAWQWDG YDVROPAQH BAQDAgbAMBOG
AlUdDgQNBBRI A4bBabh4ba7e88wGsDCsVzLdl j Af BgNVHSMEGDAVWBRr opVOuhSh
5C0E0QekOYLKLmuM TAFBgM ZXADQQDPORBZIi t zXGYUj xnoKVLI cW.5xner 97i t5
VKXEf 8E7Ae Ap96POPEU/ / 2) Xnh4gAT40y mMADwr gx ULNT8WN dSgC

----- END CERTI FI CATE- - - - -

8.2. Dana's Signing Private Key Materi al
This private key material is used by Dana to create signatures.

----- BEG N PRI VATE KEY-----



MCA CAQAWBQYDK2VWBCI El NZ8GPf mh2AMp+uNl sZMozvyTA t wEt 13usj nUaVN

This secret key is the SHA-256 ([SHA]) digest of the ASCII string
draft-| anps- sanpl e- cert s- keygen. dana. si gn. 25519. seed.

8.3. Dana’'s Encryption End-Entity Certificate

This certificate is used to encrypt nessages to Dana. It contains an
SM MECapabi lities extension to indicate that Dana’s MJA expects ECDH
wi th HKDF usi ng SHA-256, and that it uses the AES-128 key wap
algorithm as indicated in [ RFC8418].

————— BEG N CERTI FI CATE- - - - -

M | CVDCCAeKgAW BAgl TDksKNgnvupyaQ2gkj | | dwiN7zpz AFBgMr ZXAWTENVAS G
ALUEChMESUWVUR] ERMASBGALUECXM TEFNUFMyVOCc x NTAz BgNVBAMTLFNhbXBs ZSBM
QULQUyBFZDI INTE5I ENI cnRpZm j YXRpb24gQXV0a@@yaXR5MCAXDTI wMT T xNTI x
Mz UONFoYDz | WNTI xM E1M Ez NTQOW A4 MQOwWCWYDVQQRKEWR]I RVRGVREWDWYDVQQL
EwhMQU1 QUy BXRz EUMBI GA1UEAXMLRGFUYSBI b3BwWZXI wKj AFBgM ZWADI QDgMal 2
AWKUILGBCvaRHgDSEY9d72YSENZeMn bPugk VKOB2z CB2DAr Bgkghki GOWOBCBE
Hj AcMBoGCyqGSI b3DQEJ EAMI MAs GCWCGSAFI AWQBBTANMBg NVHRVBAF 8EA] AAMBC G
AlUdl AQQVAAWDAYKYI ZI AWUDAg EWATAdBgNVHREEF] AUgRIKYWshCQHNt aWLl Lnv4
YWLwb GUWEWYDVROI BAWMCG Y1 KwYBBQUHAWQADg YDVROPAQH BAQDAgM MBOGALUd
DgQNBBSd303UBe+a7GCGv Cdt BONOW y PpDAf Bg NVHSVEGDAWIBRr opVOuhSh5C0E
0QekOYLkLmuM TAFBgM ZXADQQD6f 7DCCx XzpnY3Bwnt | uf / SNQSf// Ot ri 7USkd
9GF+Vt hGS+9KJ4HTBCh0ZGuHI U9Egnf gdSL1UR3WUKL7t vBA

————— END CERTI FI CATE- - - - -

8.4. Dana's Decryption Private Key Materi al
This private key material is used by Dana to decrypt nessages.

————— BEG N PRI VATE KEY-----
MCA CAQAWBQYDK2VUBCI El GxZt 8L71 YA8CEg4gs/ sntdweDhRNM YH&R21St i vPf z3
----- END PRI VATE KEY- - - --

This seed is the SHA-256 ([SHA]) digest of the ASCII string draft-
| anps- sanpl e-certs- keygen. dana. encrypt. 25519. seed.

8.5. PKCS #12 Obj ect for Dana

This PKCS #12 ([ RFC7292]) object contains the sane information as
presented in Sections 6.3, 8.1, 8.2, 8.3, and 8. 4.

It is locked with the sinple four-letter password dana.

----- BEG N PKCS12---- -

M | Kt gl BAzCCCn4GCSqGS| h3DQEHAaCCCnBEggpr M | KZz CCAU8GCSqGSI b3DQEH
BqCCAuAWggLCAgEAM | C1QYJKoZl hvc NAQe BMBWGCI qGS| b3 DQEMAQMAMDgQ ZNgH
TA2APX0CAhQXgl | CgK+HFHF6dF5gwW VWBMRCXwWL 1VKr c YBf f 65i LABPYy Gy VEENnVM
TTPpDLgbGnBYd2elnt PZvJoVe5Sf 2+DWlq3BZ9aKuEdneBBk8nDJI6/ Lgl+wFx Y5k
VWABHTAGLNM / NkM3za/ f r 4abKFQhu6DZgZDGhZh2BsgCvh0 TeHgZy epsh3WP4ZO
aYDvSDOLi Ezer DPI OBgj YahcNLj v/ Dn/ dFxt OO30r 010TTUoQCqeHICog3hJt SI +
8n0i Xk6gt f 1/ RGO 6JRt / 3Aqz/ mLM huxI g/ 5K1wx YOAWFT4oyf | apNJozGg9gwa

PW/t Ey 3QDNv As3bDf i NQgAf JOEHv2z3Ran7sYuz3vEOFnPf A8loWazl ydj BOP/ B
OQ+s6VLbsAosnZq9j v2ZVr CDaDAl / g70D7f YBqmaC6(2q5/ Z3Kusf M +r 9En2v81
H2vj gr pxnDI Xj YuLZdr nNE/ s| Rt gadOGR/ WB58RG+y UnRUbHYHGnkj n9f OGLas|

ZUV0aowi veWF/ kR7Qv3WexgqJMX6k1lvzSXRoJ/ t nA+1/ WPW 1nClel j GOgYqSV
t xt VB61Qrc2XP48F7wyaQZvdAU9zf el11/ t HAaKKIWBpELI | uAEKG | P60z YIBFj H
| 11t BA8f i j Tnug+S40vSgj t sSRV/ +k SEi WIF+pwESRUTYf Uu7q+EWOLYdLgkH5OyE
snOb62UFpR/ E1D9exWeohr Fbl dUChj t ssXucr uAgPNnW abTO0zi cWi5nvf +Pni ow
2Vxvhwo @G 5j Z+| kaR5Z+1/ GobMyg47EUy GCgKv+5GAcIx UxI NZgLbACI/ MhLf YPB
eJr Xz8f 5Ci gmlwZLi sYCgnuc8cGCXj NgNkUl gt zodMBxv4gcgT/ zI LxmITZP2qg4n
YA4yBQx5/ n2@&2dZC+pf 3kAf bXcpOM | CpwYJIKoZl hveNAQe Gol | CrDCCAPp QCAQAW
ggKNBgkghki GOwOBBWEWHAYKKOZI hvc NAQABAZz AOBA] xuoi aSZDbnwi CFH+AggJg
k2hcNYt Q0+15uLgXdi Nnr 5Q0JkYcr HAoOWR6 GEAgLmM +TYi +P8EZUj DI J4TJ3b4



10.

11.

11.

6xv7+3pT8chEFf 6PXcf S8/ sCf M7FaV3SpLACLZbBIV520OKEOCAgALZCOLul z5nmGvU
t W 2h1x587Kel v5GRPI xunDebT3Grkkp9Qoi 55hj Tgn68ol SgDaJF8o5wnf CDhkS
0110a3x90nk JSNLAXF nmBf j 33KNT8Dc4bTf AZy1S501zCt aEqnct 2Ur b4Pe 3L HB
Er BsvY8HE4D7gh6P5f t XHQHAX/ b3hbU8j QP1t RONOOhOSI Li / / ebCeGXWRAV] L5
+VQ hl QF5d4Kz97x790C3697C2BxCQonmur / FOTT12NPz PpaEGG06! j B6nmy AHnYwd
r CxbSxBvbt Et | gJnxxb1Y5Q4ukgyj zK6431Bwg2+i NLOvGc902¢c5ELUPU9Zz GelLBZ
t XWdX27a0H usPf DZI 70C5zHi Ys1FU6Tkn9Aot c424(@Bd2l RTTcYnnj s1VSi 1Sr
4bRyB8z BAQnMIQr ni BW+7eJnBm ECUOYyOnoUT169nBKNIr nSspMrKS6pyi YHR4I
BvAl kRl j vdt QvddQI+Uyr +HH5daE6gol WL917b2bXj / 41mv XYkJY6VBXO0kmLRYhH
QI ZphW vNcr HKo46Unk48Qc/ 535t | +6UDTXFr / / V34vcp@kt pOMAKI 1r BH549ef
Cs GQTGoq8XHPhk s ehEEMRMOJ De KTVKk Kx8x Nnbwh 395y FCI xf F2NHe DLXP+JyW-nH
I y2f nBDl yTi PF7YXyG Pj PAgK8LS8GUE+Zqg2r Wir G\NkwggM Bgkghki GOw0BBwag
ggMmM | DLAI BADCCAy UGCSqGSI b3DQEHATAcBgoghki GOWOBDAEDMA4ECKE J/ s3Y
f 5bgAgl UnYCCAvi 4NaYP4l pAt uXt E02Zqgl 9aLFwsj 9B/ ri kBo6OLZR/ | sryJ4PJ
VGYy6NyBPj G67gl JVMYi | 3Hge+j 66FXKXD/ Aai MWD21Znf r HO35S| 4ZUKS9t pTJL
@w3ej pDEDgJUFJZJ/ ybgpRAKoN hcE3B7F7+WM 8Pr 70MLFbw7yt UCA] OF 18sl W
pr UABf 809dLi Ggi Wj ESHMz SXEi b51 MRpg5x4Q@8pBr T8r VYgoQSSy Vkf Ht U7LDi
Bn68Rf BgEl 7j | gLdrt 2kKxHC3/ | CAxXQgFNXeQC66aRp8Yu4VpoRwr aVLUCO3t Jk+
pf 1zFf mJei / Jti FI C6uf OPvC2B5h6kAZocEll LxA DFH7f Td6dzP7qTDbUQ+UEK3
gsgkt T2pcoVnxTanvQMIrCEZMBZKCX5/ z7Gkmt+z 831 GLDDU90oNy RSr x Hr RBI vgHAwW
3aCGHLv 6k YOMWWaghQOQ ZFyz GVRKXsP7As| L+n4t i 831TxqSUZX2qy9Lpl 4T p
5A/ NLMKo3ugnHFI TLnnYUgqoppe88FNY8T/ LXnHpOKTKkuXFndKJt p1/ ydghl18j Bk7
nf LcQFdf 1R/ 50kysbl Rt aMuj | hel ynmiT7MoMBu5C8cel O7uWK8NI 5B/ | B+Yn2BvzZ
9LXoSi a/ wHj Tu7UK61007W0q9qTYeli 1x+HsmlaOC6hpaCh6b33VWDr Hlbl 7¢/ 4Z
t vQ@gAzgkgl hFWVRXNK+32j FVAgXr DBULQHW2i p5s7W Xt mLAegr hGlnS(QgJezY!
OnE/ t 2PDWIPeVW4kROuv 1f Nsh6pl LyZYf/ BaghoGCHsa/ i pD86vi VSZDgJ8ASVLF
eLUK3HYFMhJ+M_Ez ZJf f YZAOnbYoyNPNcOvc7dpbk+Zivhl b5bDFcMCpnv+f WO sC
NsSNNL9ngqQ NHHCIRKGuUxObr uj ft bPMFR3ALTOd/ u5e9YY5¢cXORi DLxonFf f | j 2Yh
URoy X+8W2 ESt 98I / KmAr aWKXnx OP1FEWAj t NCr nGCez DKC3X EHTChECpg+z 74 nj
M N6M HABgkghki GOwOBBwGggbl Ega8wgawnwgak GCy qGSI b3 DQEMCg ECo FowMDAC
Bgoghki GCOWOBDAEDMAMECL 2Bz 1vWYZKkAgl UugQA YOy Ej ke53NDvCFROci UHZ7r e
f 9/ wPx5TgV3qz Ghf RAbP2r dpi Ot 9hAHVKScmMUAR7 +wj AJi YdLUQxPj AXBgkghki G
IWOBCRQX Ch4l AGQAYQBUAGEW wYJKoZI hvecNAQKVMRYEFJ 3f TAQF75r sYl a8J20E
6¢5a3l +kM HABgkghki GOwOBBwWGgghl Ega8wgawwgak GCy qGSI b3 DQEMCgECoFow
WDAc Bgoghki GOWOBDAEDVA4ECFwW78Uk8K64uAgl U+gQ4i dOj Rb3JyEMBf dpaeQR+
YEeMh+Y5Kavpl VD5Ht gQQY9hhppbQu&Gdaf 7KY+MIéxus60NEQeJ AESwWx Pj AXBgkq
hki GOWOBCRQX Ch4| AGQAYQBUAGEWM wYJKoZI hvc NAQKVMRYEFEgDhsFpuHht rt 7z
z Aawvbx XM 2WVWMC8wHz AHBg Ur DgMCGgQUz SoHpcl er V21CvCO Ae5Z2Vhs2MBECC5D
kkzl 2M t Agl 0AA==

----- END PKCS12-----

Security Consi derations

The keys presented in this docunent shoul d be consi dered conprom sed

and insecure, because the secret key material is published and
therefore not secret.

Any application that maintains a deny list of invalid key materi al
shoul d include these keys in its list.

I ANA Consi derati ons

Thi s document has no | ANA acti ons.
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