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I nt roduction

HTTP internediaries (see Section 3.7 of [HTTP]) -- including both
forward proxi es and gateways (al so known as "reverse proxies") --
have become an increasingly significant part of HITP deploynents. In
particul ar, reverse proxies and content delivery networks (CDNs) form
part of the critical infrastructure of many websites.

Typically, HTTP internedi aries forward requests towards the origin
server (inbound) and then forward their responses back to clients
(outbound). However, if an error occurs before a response is

obtai ned from an i nbound server, the response is often generated by
the intermediary itself.

HTTP accommopdat es these types of errors with a few status codes --
for exanple, 502 (Bad Gateway) and 504 (Gateway Tineout). However,
experience has shown that nore information is necessary to aid
debuggi ng and comuni cate what's happened to the client.
Additionally, internediaries sonetinmes want to convey additiona

i nformati on about their handling of a response, even if they did not
generate it.

To enabl e these uses, Section 2 defines a new HTTP response field to
allow internediaries to convey details of their handling of a
response. Section 2.1 enumerates the information that can be added
to the field by internediaries, which can be extended per

Section 2.2. Section 2.3 defines a set of error types for use when a
proxy encounters an issue when obtaining a response for the request;
these can |ikew se be extended per Section 2.4.

Not at i onal Conventi ons



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the follow ng term nology from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: List, String,
Token, Integer, and Byte Sequence.

Note that in this specification, "proxy" is used to indicate both
forward and reverse proxies, otherw se known as gateways. "Next hop"
i ndi cates the connection in the direction leading to the origin
server for the request.

The Proxy-Status HTTP Field

The Proxy-Status HITP response field allows an internmediary to convey
additional information about its handling of a response and its
associ at ed request.

Its value is a List (see Section 3.1 of [ STRUCTURED-FIELDS]). Each
menber of the List represents an internediary that has handl ed the
response. The first menber represents the internmediary closest to
the origin server, and the | ast nenber represents the internediary
cl osest to the user agent.

For exanpl e:
Proxy-Status: revproxyl.exanpl e.net, Exanpl eCDN

i ndicates that this response was handled first by
revproxyl. exanpl e.net (a reverse proxy adjacent to the origin server)
and then Exanpl eCDN

Internediaries determne when it is appropriate to add the Proxy-
Status field to a response. Sonme might decide to append it to al
responses, whereas others mght only do so when specifically
configured to or when the request contains a header field that
acti vates a debuggi ng node.

Each nenber of the List identifies the internediary that inserted the
val ue and MJUST have a type of either String or Token. Depending on
the depl oynment, this mght be a service nane (but not a software or
har dwar e product name; e.g., "Exanpl eCDN' is appropriate, but

"Exanpl eProxy" is not because it doesn't identify the deploynent), a
host name (" proxy-3. exanple.cont), an |IP address, or a generated
string.

Par anet ers of each menber (per Section 3.1.2 of [STRUCTURED- FI ELDS])
convey additional information about that internediary’ s handling of
the response and its associ ated request; see Section 2.1. Wile al
of these paraneters are OPTIONAL, internedi aries are encouraged to
provi de as much information as possible (but see Section 4 for
security considerations in doing so).

When adding a value to the Proxy-Status field, internediaries SHOULD
preserve the existing nenbers of the field to all ow debuggi ng of the

entire chain of intermediaries handling the request unless explicitly
configured to remove them (e.g., to prevent internal network details

fromleaking; see Section 4).

Origin servers MUST NOT generate the Proxy-Status field.

Proxy-Status MAY be sent as an HTTP trailer field. For exanple, if



an intermediary is stream ng a response and the inbound connection
suddenly term nates, Proxy-Status can only be appended to the trailer
section of the outbound nessage since the header section has already
been sent. However, because it might be silently discarded al ong the
path to the user agent (as is the case for all trailer fields; see
Section 6.5 of [HITP]), Proxy-Status SHOULD NOT be sent as a trailer
field unless it is not possible to send it in the header section.

To allow recipients to reconstruct the relative ordering of Proxy-
Status nenbers conveyed in trailer fields with those conveyed in
header fields, an internediary MJUST NOT send Proxy-Status as a
trailer field unless it has al so generated a Proxy-Status header
field with the same nmenber (although potentially different
paraneters) in that nessage.

For exanple, a proxy identified as 'ThisProxy' that receives a
response bearing a header field:

Proxy- Status: SonmeQt her Proxy

would add its own entry to the header field:
Proxy- Status: SonmeQt her Proxy, Thi sProxy

thus allowing it to append a trailer field:

Proxy-Status: ThisProxy; error=read_tineout

whi ch woul d thereby all ow a downstream reci pi ent to understand that
processing by ' SonmeQt her Proxy’ occurred before ' Thi sProxy’.

A client MAY pronpte the Proxy-Status trailer field into a header
field by follow ng these steps:

1. For each nenber trailer_nenber of the Proxy-Status trailer field
val ue:

1. Let header_nenber be the first (leftnost) value of the Proxy-
Status header field value, conparing the String or Token
character by character w thout consideration of paraneters.

2. If no matching header_menber is found, continue processing
the next trailer_nenber.

3. Repl ace header _nenber with trailer_nmenber in its entirety,
i ncludi ng any paraneters.

2. Renove the Proxy-Status trailer field if enpty.
2.1. Proxy-Status Paraneters

This section lists paranmeters that can be used on the nenbers of the
Proxy-Status field. Unrecognised paraneters MJST be ignored.

2.1.1. error

The error paraneter’s value is a Token that is a proxy error type.
When present, it indicates that the internediary encountered an issue
when obtai ning this response.

The presence of some proxy error types indicates that the response
was generated by the internediary itself, rather than being forwarded
fromthe origin server. This is the case when, for exanple, the
origin server can't be contacted, so the proxy has to create its own
response.
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O her proxy error types can be added to (potentially partial)
responses that were generated by the origin server or sone other

i nbound server. For exanple, if the forward connection abruptly
closes, an internediary night add Proxy-Status with an appropriate
error as a trailer field.

Proxy error types that are registered with a ' Response only generated
by internediaries’ value of 'true’ indicate that they can only occur
in responses generated by the internediary. |If the value is 'false’,
the response m ght be generated by the internmediary or an inbound
server.

Section 2.3 lists the proxy error types defined in this docunent; new
ones can be defined using the procedure outlined in Section 2.4.

For exanpl e:

HTTP/ 1.1 504 Gateway Ti neout
Proxy- St atus: Exanpl eCDN, error=connection_ti meout

i ndicates that this 504 response was generated by Exanpl eCDN due to a
connection timeout when going forward.

O

HTTP/ 1.1 429 Too Many Requests
Proxy-Status: r34.exanple.net; error=http_request_error, Exanpl eCDN

i ndicates that this 429 (Too Many Requests) response was generated by
r34. exanpl e. net, not the CDN or the origin.

When sending the error paraneter, the npbst specific proxy error type
SHOULD be sent, provided that it accurately represents the error

condition. |If an appropriate proxy error type is not defined, there
are a nunmber of generic error types (e.g., proxy_internal _error,
http_protocol _error) that can be used. |If they are not suitable,

consi der registering a new proxy error type (see Section 2.4).

Each proxy error type has a recomended HTTP status code. Wen
generating an HTTP response containing the error, its HITP status
code SHOULD be set to the reconmended HTTP status code. However,
there may be circunmstances (e.g., for backwards conpatibility with
previ ous behaviours, a status code has al ready been sent) when
anot her status code m ght be used.

Proxy error types can al so define any nunber of extra paraneters for
use with that type. Their use, like all paraneters, is optional. As
aresult, if an extra paraneter is used with a proxy error type for
which it is not defined, it will be ignored.

1.2. next-hop

The next-hop paraneter’s value is a String or Token that identifies
the intermediary or origin server selected (and used, if contacted)
to obtain this response. It mght be a hostname, |IP address, or
alias.

For exanpl e:

Proxy- Status: cdn. exanpl e. org; next-hop=backend. exanpl e. org: 8001

i ndi cates that cdn.exanple.org used backend. exanpl e. org: 8001 as the
next hop for this request.

1.3. next-protoco



The next-protocol paraneter’s value indicates the Application-Layer
Prot ocol Negotiation (ALPN) protocol identifier [RFC7301] of the
protocol used by the intermediary to connect to the next hop when
obtaining this response.

The val ue MJUST be either a Token or Byte Sequence representing a TLS
ALPN Protocol 1D (see <https://ww.iana.org/assignnents/tls-
ext ensi ont ype-val ues#al pn-protocol -ids>). |If the protocol identifier
is able to be expressed as a Token using ASCI| encoding, that form
MUST be used.
For exanpl e:
Proxy-Status: "proxy.exanple.org"; next-protocol =h2
Note that the ALPN identifier is being used here to identify the
protocol in use; it nmay or may not have been actually used in the
prot ocol negoti ati on.

2.1.4. received-status
The received-status paraneter’s val ue indicates the HITP status code
that the intermediary received fromthe next-hop server when
obt ai ning this response.
The val ue MJUST be an I nteger
For exanpl e:
Proxy- St at us: Exanpl eCDN; received-status=200

2.1.5. details
The details paraneter’s value is a String containing additiona
i nformati on not captured anywhere else. This can include
i mpl ement ati on-specific or depl oynent-specific information

For exanpl e:

Proxy-Status: proxy.exanple.net; error="http_protocol _error";
detai |l s="Mal formed response header: space before col on"

2.2. Defining New Proxy-Status Paraneters

New Proxy- Status paraneters can be defined by registering themin the
"HTTP Proxy-Status Paraneters" registry.

Regi stration requests are revi ewed and approved by Expert Review, per
[ RFC8126], Section 4.5. A specification docunment is appreciated but
not required.

The expert(s) should consider the follow ng factors when eval uating
requests:

*  Community feedback
* |f the value is sufficiently well defined

* Ceneric paraneters are preferred over vendor-specific,
application-specific, or deploynment-specific values. |If a generic
val ue cannot be agreed upon in the conmunity, the paraneter’s name
shoul d be correspondingly specific (e.g., with a prefix that
identifies the vendor, application, or deploynent).

* Parameter names should not conflict with registered extra
paraneters in the "HTTP Proxy Error Types" registry.



Regi stration requests should use the foll owi ng tenplate:

Nane: [a name for the Proxy-Status paranmeter that matches key]
Description: [a description of the paranmeter semantics and val ue]
Reference: [to a specification defining this parameter; optional]

See the registry at <https://ww. iana. org/assi gnments/http-proxy-
status> for details on where to send registration requests.

2.3. Proxy Error Types

This section lists the proxy error types defined by this docunent.
See Section 2.4 for information about defining new proxy error types.

Note that inplenentations mght not produce all proxy error types.

The set of types below is designed to map to existing states in

i npl ementations and therefore may not be applicable to sone.
2.3.1. DNS Timeout

Nanme: dns_ti neout

Description: The internediary encountered a tinmeout when trying to
find an I P address for the next-hop hostnane.

Extra Paraneters: None
Recommended HTTP Status Code: 504
Response Only Generated by Internmediaries: true
Ref erence: RFC 9209
2.3.2. DNS Error
Nane: dns_error

Description: The internediary encountered a DNS error when trying to
find an I P address for the next-hop hostnane.

Extra Paraneters:

rcode: A String conveying the DNS RCODE that indicates the error
type. See [RFC8499], Section 3.

i nfo-code: An Integer conveying the Extended DNS Error Code | NFO
CODE. See [ RFCB8914].

Recommended HTTP Status Code: 502

Response Only Generated by Intermediaries: true

Ref erence: RFC 9209

2.3.3. Destination Not Found

Nanme: destination_not found

Description: The internediary cannot determine the appropriate next
hop to use for this request; for exanple, it may not be
configured. Note that this error is specific to gateways, which

typically require specific configuration to identify the "backend"
server; forward proxies use in-band information to identify the



origin server.
Extra Paraneters: None
Recomended HTTP Status Code: 500
Response Only Generated by Intermediaries: true
Reference: RFC 9209
2.3.4. Destination Unavail able
Nanme: destination_unavail abl e
Description: The internediary considers the next hop to be
unavail able; e.g., recent attenpts to comunicate with it may have
failed, or a health check may indicate that it is down.
Extra Paraneters: None
Recomended HTTP Status Code: 503
Response Only Generated by Intermediaries: true
Ref erence: RFC 9209
2.3.5. Destination |P Prohibited
Nane: destination_ip_prohibited

Description: The internediary is configured to prohibit connections
to the next-hop I P address.

Extra Paraneters: None
Reconmended HTTP Status Code: 502
Response Only Generated by Internmediaries: true
Ref erence: RFC 9209
2.3.6. Destination IP Unroutable
Nane: destination_ip_unroutable

Description: The internediary cannot find a route to the next-hop IP
addr ess.

Extra Paraneters: None
Recomended HTTP Status Code: 502
Response Only Generated by Intermediaries: true
Ref erence: RFC 9209
2.3.7. Connection Refused
Nane: connection_refused

Description: The internediary’ s connection to the next hop was
refused.

Extra Paraneters: None

Recomended HTTP Status Code: 502



Response Only Generated by Internmediaries: true
Ref erence: RFC 9209

2.3.8. Connection Term nated
Nane: connection_tern nated

Description: The internediary’ s connection to the next hop was
cl osed before a conpl ete response was received.

Extra Paraneters: None
Recomended HTTP Status Code: 502
Response Only Generated by Intermediaries: false
Ref erence: RFC 9209
2.3.9. Connection Ti nmeout
Nane: connection_tinmeout

Description: The internediary’s attenpt to open a connection to the
next hop tinmed out.

Extra Paraneters: None

Recommended HTTP Status Code: 504

Response Only Generated by Internmediaries: true

Ref erence: RFC 9209

2.3.10. Connection Read Ti neout

Nanme: connection_read_ tineout

Description: The internediary was expecting data on a connection
(e.g., part of a response) but did not receive any new data in a
configured time limt.

Extra Paraneters: None

Recomended HTTP Status Code: 504

Response Only Generated by Intermediaries: false

Reference: RFC 9209

2.3.11. Connection Wite Timeout

Nanme: connection_wite_ timeout

Description: The internediary was attenpting to wite data to a
connection but was not able to (e.g., because its buffers were
full).

Extra Paranmeters: None

Recomrended HTTP Status Code: 504

Response Only Generated by Intermediaries: false

Ref er ence: RFC 9209



2.3.12. Connection Linmt Reached
Nane: connection_ |imt_reached
Description: The internediary is configured to limt the nunber of
connections it has to the next hop, and that limt has been
exceeded.
Extra Paraneters: None
Recommended HTTP Status Code: 503
Response Only Generated by Internmediaries: true
Ref erence: RFC 9209
2.3.13. TLS Protocol Error
Nane: tls_protocol _error
Description: The internediary encountered a TLS error when
communi cating with the next hop, either during the handshake or
af t er war ds
Extra Paraneters: None
Recomended HTTP Status Code: 502
Response Only Generated by Intermediaries: false

Ref erence: RFC 9209

Notes: Not appropriate when a TLS alert is received; see
tls_alert_received

2.3.14. TLS Certificate Error
Nane: tls certificate_error

Description: The internediary encountered an error when verifying
the certificate presented by the next hop

Extra Paraneters: None
Recomended HTTP Status Code: 502
Response Only Generated by Intermediaries: true
Reference: RFC 9209
2.3.15. TLS Alert Received
Nanme: tls_alert _received

Description: The internediary received a TLS alert fromthe next
hop.

Extra Paraneters:

alert-id: An Integer containing the applicable value fromthe
"TLS Alerts" registry. See [TLS].

al ert-nessage: A Token or String containing the applicable
description string fromthe "TLS Alerts" registry. See [TLS].



Reconmmended HTTP Status Code: 502

Response Only Generated by Internmediaries: false

Ref erence: RFC 9209

2.3.16. HITP Request Error

Nane: http_request_error

Description: The internediary is generating a client (4xx) response
on the origin's behalf. Applicable status codes include (but are
not limted to) 400, 403, 405, 406, 408, 411, 413, 414, 415, 416,
417, and 429.

Extra Paraneters:
status-code: An Integer containing the generated status code.
status-phrase: A String containing the generated status phrase.

Recommended HTTP Status Code: The applicable 4xx status code

Response Only Generated by Intermediaries: true

Ref erence: RFC 9209

Notes: This type hel ps distingui sh between responses generated by
intermedi aries fromthose generated by the origin.

2.3.17. HITP Request Deni ed
Nane: http_request denied
Description: The internediary rejected the HITP request based on its
configuration and/or policy settings. The request wasn't
forwarded to the next hop.
Extra Paraneters: None
Recomended HTTP Status Code: 403
Response Only Generated by Intermediaries: true
Reference: RFC 9209
2.3.18. HITP I nconpl ete Response

Nane: http_response_inconplete

Description: The internediary received an inconplete response to the
request fromthe next hop

Extra Paranmeters: None
Recomended HTTP Status Code: 502
Response Only Generated by Intermediaries: false
Ref erence: RFC 9209

2.3.19. HITP Response Header Section Too Large
Nane: http_response_header _section_size

Description: The internediary received a response to the request



whose header section was considered too |arge.
Extra Paraneters:
header - section-size: An Integer indicating howlarge the received
headers were. Note that they m ght not be complete; i.e., the
intermedi ary may have di scarded or refused additional data.
Recomended HTTP Status Code: 502
Response Only Generated by Internediaries: false
Ref erence: RFC 9209
2.3.20. HTTP Response Header Field Line Too Large
Nane: http_response_header_si ze
Description: The internediary received a response to the request
containing an individual header field Iine that was consi dered too
| ar ge.

Extra Paraneters:

header-name: A String indicating the name of the header field
that triggered the error.

header-size: An Integer indicating the size of the header field
that triggered the error.

Reconmmended HTTP Status Code: 502
Response Only Generated by Internmediaries: false
Ref erence: RFC 9209
2.3.21. HITP Response Body Too Large
Nane: http_response _body_ size

Description: The internediary received a response to the request
whose body was considered too |arge.

Extra Parameters:
body-size: An Integer indicating how |arge the received body was.

Note that it nay not have been conplete; i.e., the internmediary
may have di scarded or refused additional data.

Recommended HTTP Status Code: 502

Response Only Generated by Internediaries: false

Ref erence: RFC 9209

2.3.22. HITP Response Trailer Section Too Large

Nane: http_response trailer_section_size

Description: The internediary received a response to the request
whose trailer section was considered too |arge.

Extra Paraneters:

trailer-section-size: An Integer indicating how large the
received trailers were. Note that they m ght not be conplete;



i.e., the internediary may have di scarded or refused additiona
dat a.

Recomended HTTP Status Code: 502

Response Only Generated by Intermediaries: false

Ref erence: RFC 9209

2.3.23. HITP Response Trailer Field Line Too Large

Nanme: http_response_trailer_size

Description: The internediary received a response to the request
containing an individual trailer field line that was consi dered
too | arge.

Extra Paraneters:

trailer-name: A String indicating the nanme of the trailer field
that triggered the error.

trailer-size: An Integer indicating the size of the trailer field
that triggered the error.

Recomrended HTTP Status Code: 502
Response Only Generated by Intermediaries: false
Ref erence: RFC 9209
2.3.24. HITP Response Transfer-Coding Error
Nane: http_response_transfer_coding

Description: The internediary encountered an error decoding the
transfer coding of the response.

Extra Paraneters:

coding: A Token containing the specific coding (fromthe "HTTP
Transfer Coding Registry") that caused the error.

Recomrended HTTP Status Code: 502
Response Only Generated by Intermediaries: false
Ref erence: RFC 9209
2.3.25. HITP Response Content-Codi ng Error
Nane: http_response_content coding

Description: The internediary encountered an error decoding the
content codi ng of the response.

Extra Paraneters:

coding: A Token containing the specific coding (fromthe "HTTP
Content Codi ng Registry") that caused the error.

Recomended HTTP Status Code: 502
Response Only Generated by Internediaries: false

Ref er ence: RFC 9209



2.3.26. HITP Response Ti neout
Nane: http_response tineout

Description: The internediary reached a configured time limt
wai ting for the conplete response.

Extra Paraneters: None
Recomended HTTP Status Code: 504
Response Only Generated by Intermediaries: false
Reference: RFC 9209
2.3.27. HITP Upgrade Fail ed
Nane: http_upgrade_fail ed

Description: The process of negotiating an upgrade of the HTTP
version between the internediary and the next hop fail ed.

Extra Paranmeters: None
Recomrended HTTP Status Code: 502
Response Only Generated by Intermediaries: true
Ref erence: RFC 9209
2.3.28. HITP Protocol Error
Nane: http_protocol _error

Description: The internediary encountered an HTTP protocol error

when comunicating with the next hop. This error should only be

used when a nore specific one is not defined.
Extra Paraneters: None
Reconmended HTTP Status Code: 502
Response Only Generated by Internmediaries: false
Ref erence: RFC 9209
2.3.29. Proxy Internal Response

Nanme: proxy_internal _response

Description: The internediary generated the response itself w thout

attenpting to connect to the next hop.

Extra Paraneters: None

Recomended HTTP Status Code: The nost appropriate status code for

the response
Response Only Generated by Intermediaries: true
Reference: RFC 9209
2.3.30. Proxy Internal Error

Nane: proxy_internal error



Description: The internediary encountered an internal error
unrelated to the origin.

Extra Paraneters: None
Reconmmended HTTP Status Code: 500
Response Only Generated by Internmediaries: true
Ref erence: RFC 9209
2.3.31. Proxy Configuration Error
Nane: proxy_configuration_error

Description: The internediary encountered an error regarding its
confi guration.

Extra Paraneters: None
Recomended HTTP Status Code: 500
Response Only Generated by Intermediaries: true
Reference: RFC 9209
2.3.32. Proxy Loop Detected
Nane: proxy_|l oop_detected
Description: The internediary tried to forward the request to
itself, or a | oop has been detected using different neans (e.g.,
[ RFC8586] ) .
Extra Paranmeters: None
Recomrended HTTP Status Code: 502
Response Only Generated by Intermediaries: true
Ref erence: RFC 9209
2.4. Defining New Proxy Error Types

New proxy error types can be defined by registering themin the "HTTP
Proxy Error Types" registry.

Regi stration requests are revi ewed and approved by Expert Review, per
[ RFC8126], Section 4.5. A specification docunent is appreciated but
not required.

The expert(s) should consider the follow ng factors when eval uating
requests:

*  Community feedback

* |f the value is sufficiently well-defined

* Ceneric types are preferred over vendor-specific, application-
specific, or deploynent-specific values. |If a generic value
cannot be agreed upon in the community, the type’'s nane should be
correspondi ngly specific (e.g., with a prefix that identifies the
vendor, application, or deploynent).

* Extra paraneters should not conflict with regi stered Proxy-Status



par amet er s
Regi stration requests should use the foll owi ng tenplate:
Nane: [a name for the proxy error type that is of type Token]

Description: [a description of the conditions that generate the
proxy error type]

Extra Paraneters: [zero or nore optional paraneters, along with
their allowable Structured Type(s)]

Recommended HTTP Status Code: [the appropriate HITP status code for
this entry]

Response Only Generated by Internmediaries: [’'true' or 'false']
Reference: [to a specification defining this error type; optional]
Notes: [optional]

If the proxy error type mght occur in responses that are not
generated by the internediary -- for exanple, when an error is
detected as the response is streamed froma forward connecti on,
causing a Proxy-Status trailer field to be appended -- the ’'Response
only generated by internediaries’ should be "false’'. |If the proxy
error type only occurs in responses that are generated by the
intermediary, it should be 'true’

See the registry at <https://ww.iana. org/assi gnments/http-proxy-
status> for details on where to send registration requests.

| ANA Consi der ati ons

| ANA has created the "HTTP Proxy-Status Paraneters" registry and the
"HTTP Proxy Error Types" registry at

<https://wwv. i ana. or g/ assi gnnent s/ htt p- proxy-status> and has

popul ated themwith the types defined in Sections 2.1 and 2.3
respectively; see Sections 2.2 and 2.4 for their associated

pr ocedures.

Additionally, the follow ng entry has been added to the "Hypertext
Transfer Protocol (HTTP) Field Name Registry”

Field nane: Proxy-Status

Status: permanent

Speci fication docunent(s): RFC 9209
Comment s:

Security Considerations

One of the primary security concerns when using Proxy-Status is

| eaking information that m ght aid an attacker. For exanpl e,

i nformati on about the intermediary’s configurati on and backend
topol ogy can be exposed, allowi ng attackers to directly target
backend services that are not prepared for high traffic volume or
mal formed i nputs. Sonme information night only be suitable to revea
to authorized parties.

As a result, care needs to be taken when deciding to generate a
Proxy-Status field and what information to include in it. Note that
intermediaries are not required to generate a Proxy-Status field in
any response and can conditionally generate them based upon request
attributes (e.g., authentication tokens, |IP address).

Li kewi se, generation of all parameters is optional, as is the



generation of the field itself. Also, the field s content is not
verified; an internediary can claimcertain actions (e.g., sending a
request over an encrypted channel) but fail to actually do that.
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