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Abst r act

Thi s docunent specifies a new paraneter called iss. This paraneter
is used to explicitly include the issuer identifier of the

aut hori zation server in the authorization response of an QAuth

aut horization flow The iss paraneter serves as an effective
countermeasure to "m x-up attacks".
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I nt roducti on

The QAuth 2.0 Authorization Framework [RFC6749] allows clients to

interact with rmultiple independent authorization servers under the
control of separate entities. Some QAuth grant types utilize the

resource owner’s user agent to deliver the authorization server’s

response to the QAuth client. One exanple of this pattern is the

aut hori zati on response of the authorization code grant.

The aut horization response as specified in Section 4.1.2 of [RFC6749]
does not contain any information about the identity of the

aut hori zati on server that issued the response. Therefore, clients
receiving a response fromthe resource owner’s user agent cannot be
sure who initially issued the response and the secrets contai ned
therein. The lack of certainty about the origin of the response
enabl es a class of attacks called "m x-up attacks"

M x-up attacks are a potential threat to all QAuth clients that
interact with multiple authorization servers. When at |east one of
these authorization servers is under an attacker’s control, the
attacker can launch a m x-up attack to acquire authorization codes or
access tokens issued by any one of the other authorization servers.
There are nultiple ways in which an attacker can gain control over an
aut hori zati on server supported by the client; for instance, an

aut hori zati on server could beconme conprom sed, or the attacker could
register their own authorization server, for exanple, using dynamc
client registration [ RFC7591].

QAuth clients that interact with only one authorization server are
not vul nerable to m x-up attacks. However, when such clients decide
to add support for a second authorization server in the future, they
becone vul nerabl e and need to apply counterneasures to m x-up

att acks.

M x-up attacks aimto steal an authorization code or access token by
tricking the client into sending the authorization code or access
token to the attacker instead of the honest authorization or resource
server. This marks a severe threat to the confidentiality and
integrity of resources whose access is managed with QAuth. A
detail ed description and different variants of the m x-up attack
class can be found in Section 4.4 of "OAuth 2.0 Security Best Current
Practice" [OQAUTH SECURI TY-TOPICS] as well as in the original research
first highlighting this attack class, "On the security of nopdern
Single Sign-On Protocols: Second-Order Vulnerabilities in OpenlD
Connect" [ar Xiv.1508.04324] and "A Conprehensive Formal Security

Anal ysis of QAuth 2.0" [arXiv.1601.01229].

Thi s docunent defines a new paraneter in the authorization response
called iss. The iss paraneter allows the authorization server to
include its identity in the authorization response explicitly. The
client can conpare the value of the iss paraneter to the issuer
identifier of the authorization server (e.g., retrieved fromits
nmetadata) it believes it is interacting with. The iss paraneter
gives the client certainty about the authorization server’s identity
and enables it to send credentials such as authorization codes and
access tokens only to the intended recipients.

The effectiveness of the iss paraneter against mx-up attacks was
anal yzed and formally proven in "A Conprehensive Fornmal Security
Anal ysis of QAuth 2.0" [arXiv.1601.01229].

Conventi ons and Ter m nol ogy



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the terns "access token", "authorization
code", "authorization code grant", "authorization server", "resource
server", "authorization response", "grant type", and "client" defined

by the QAuth 2.0 Authorization Framework [ RFC6749]. The term "issuer
identifier" is defined by QAuth 2.0 Authorization Server Metadata
[ RFC8414] .

2. Response Paraneter iss

In authorization responses to the client, including error responses,
an aut horization server supporting this specification MJST indicate
its identity by including the iss paraneter in the response.

The iss parameter value is the issuer identifier of the authorization
server that created the authorization response, as defined in

[ RFC8414]. Its value MJUST be a URL that uses the "https" schene

wi t hout any query or fragment conponents.

2.1. Exanple Authorization Response

The foll owi ng exanpl e shows an authorization response fromthe

aut hori zation server whose issuer identifier is
https://honest. as. exanpl e (extra line breaks and indentation are for
di spl ay purposes only):

HTTP/ 1.1 302 Found

Location: https://client.exanple/ch?
code=x1848ZT64p4l i r MPTOR- X3141M-PTuBX- VFL_cvapl MH58
&st at e=ZVWI NDBI YzA1N dkMDNhYj g3Zj UxZj Ay NGQz MTM2Nz |
& ss=htt ps¥BA¥RFY¥%2Fhonest . as. exanpl e

2.2. Exanple Error Response

The foll owi ng exanpl e shows an error response fromthe sane
aut hori zation server (extra line breaks and indentation are for
di spl ay purposes only):

HTTP/ 1.1 302 Found

Location: https://client.exanple/ch?
error=access_deni ed
&st at e=N2Jj N&JhY2Ji Zj RhYzABM&I k Mz NmVDESON hZmlhzj A
& ss=htt ps¥BA¥RF¥%2Fhonest . as. exanpl e

2.3. Providing the Issuer ldentifier

Aut hori zation servers supporting this specification MIST provide
their issuer identifier to enable clients to validate the iss
paraneter effectively.

For authorization servers publishing nmetadata according to [ RFC8414],
the followi ng rules apply:

* The issuer identifier included in the server’'s netadata val ue
i ssuer MUST be identical to the iss paraneter’s val ue.

* The server MJUST indicate its support for the iss paraneter by
setting the nmetadata paraneter
aut hori zati on_response_i ss_paramnet er _supported, defined in
Section 3, to true
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Aut hori zation servers MAY additionally provide the issuer identifier
to clients by any other nechanism which is outside of the scope of
this specification.

Validating the Issuer ldentifier

Clients that support this specification MIJST extract the value of the
i ss paraneter from authorization responses they receive if the
paraneter is present. Cients MJST then decode the value fromits
"appl i cation/ x-wwmwformurl encoded” form according to Appendi x B of

[ RFC6749] and conpare the result to the issuer identifier of the

aut hori zati on server where the authorization request was sent to.
This conpari son MJST use sinple string conparison as defined in
Section 6.2.1 of [RFC3986]. |If the value does not match the expected
i ssuer identifier, clients MJST reject the authorization response and
MUST NOT proceed with the authorization grant. For error responses,
clients MJUST NOT assume that the error originates fromthe intended
aut hori zati on server.

More precisely, clients that interact with authorization servers
supporting QAuth netadata [ RFC8414] MJST conpare the iss paraneter
value to the issuer value in the server’s metadata docunment. |f
QAuth nmetadata is not used, clients MJUST use depl oynent-specific ways
(for exanmple, a static configuration) to decide if the returned iss
value is the expected value in the current flow (see also Section 4).

If clients interact with both authorization servers supporting this
specification and authorization servers not supporting this
specification, clients MIJST retain state about whether each

aut hori zati on server supports the iss paraneter. dients MIST reject
aut hori zati on responses without the iss paraneter from authorization
servers that do support the paraneter according to the client’s
configuration. dients SHOULD di scard authorization responses with
the iss paranmeter from authorization servers that do not indicate
their support for the paranmeter. However, there mght be legitimte
aut hori zation servers that provide the iss paranmeter w thout
indicating their support in their nmetadata. Local policy or
configuration can determ ne whether to accept such responses, and
specific guidance is out of scope for this specification

In general, clients that support this specification MAY accept

aut hori zati on responses that do not contain the iss paraneter or
reject them and exclusively support authorization servers that
provide the iss paraneter in the authorization response. Loca
policy or configuration can deternine when to accept such responses,
and specific guidance is out of scope for this specification.

In Openl D Connect [ODC. Core] flows where an I D Token is returned
fromthe authorization endpoint, the value in the iss paraneter MJST
al ways be identical to the iss claimin the I D Token

Section 4.1.2 of [RFC6749] already mandates that clients that do not
support this specification MIST ignore the unrecogni zed iss
par amet er .

| Note: The "JW Secured Authorization Response Mdde for OQAuth
| 2.0 (JARM" [JARM defines a nechanismthat conveys al

| authorization response paraneters in a JSON Wb Token (JW).
| This JWI contains an iss claimthat provides the sane

| protection if it is validated as described in Section 2.4.

| Therefore, an additional iss paraneter outside the JW is not
| necessary when JARMis used.

Aut hori zati on Server Metadata
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The foll owi ng paraneter for the authorization server netadata
[ RFC8414] is introduced to signal the authorization server’s support
for this specification:

aut hori zati on_response_i ss_paramnet er _supported: Bool ean paraneter
i ndi cati ng whet her the authorization server provides the iss
paraneter in the authorization response as defined in Section 2.
If omtted, the default value is fal se.

Security Considerations

Clients MJST validate the iss parameter precisely as described in
Section 2.4 and MJST NOT allow multiple authorization servers to use
the sane issuer identifier. |In particular, when authorization server
details can be manually configured in the client, the client MJST
ensure that the accepted iss values are unique for each authorization
server.

The iss paraneter enables a client to decide if an authorization
server "expects" to be used in an QAuth flow together with a certain
t oken endpoint and potentially other endpoints, |ike the userinfo
endpoint [ODC. Core]. Wen QAuth netadata is used, the iss paraneter
identifies the issuer and therefore the respective QAut h netadata
docunent that points to the other endpoints. Wen OQAuth nmetadata is
not used, the client can use, for exanple, a statically configured
expected iss value for each configured authorization server

The issuer identifier contained in the authorization response is not
cryptographically protected agai nst tanpering. In general,
mechani sms such as JWs (as specified in [JARM) could be used to
protect the integrity of the authorization response. However, in

m x-up attacks, the client generally receives the authorization
response from an unconprom sed aut horization server. |f an attacker
can tanper with this authorization response before it is received by
the client, the attacker would al so have direct access to the

aut hori zation code. The attacker does not need to execute a m x-up
attack to steal the authorization code. Therefore, integrity
protection for the authorization response is not necessary to defend
agai nst m x-up attacks.

There are al so alternative countermeasures to m x-up attacks. Wen
an aut horization response already includes an authorization server’s
i ssuer identifier by other means and this identifier is checked as
laid out in Section 2.4, the use and verification of the iss
paraneter is not necessary and MAY be omtted. For exanple, this is
the case when Openl D Connect response types that return an | D Token
fromthe authorization endpoint (e.g., response_type=code id_token)
or [JARM are used. However, if a client receives an authorization
response that contains nultiple issuer identifiers, the client MJST
reject the response if these issuer identifiers do not match. The
details of alternative counterneasures are outside of the scope of
this specification.

M x-up attacks are only relevant to clients that interact with

mul tiple authorization servers. However, clients interacting with
only one authorization server m ght add support for a second

aut horization server in the future. By supporting nultiple

aut hori zation servers, they becone vul nerable to mi x-up attacks and
need to apply countermneasures.

| ANA Consi der ations
1. CQAuth Authorization Server Metadata

I ANA has registered the following value in the "QAuth Authorization
Server Metadata" registry of [|IANA QAuth. Paramneters] established by



[ RFC8414] .

Met adat a Name: authorization_response_iss_paraneter_supported
Met adat a Description: Bool ean val ue indicating whether the
aut hori zation server provides the iss paraneter in the
aut hori zati on response.
Change Controller: |ETF
Speci fication Docunment(s): Section 3 of RFC 9207

5.2. QAuth Paraneters Registration
| ANA has updated the iss entry to appear as follows in the "QAuth

Par anmet ers” registry of [|ANA QAuth. Parameters] established by
[ RFC6749] .

Par anet er nanme: iss
Par amet er usage | ocation: authorization request, authorization
response

Change Controller: |ETF
Speci fication Docunent(s): Section 2 of RFC 9207, [RFC9101], and
Section 4.1.1 of [RFC7519].
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