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Abst r act

The United States Governnent has published the National Security
Agency’s Conmercial National Security Al gorithm (CNSA) Suite, which
defines cryptographic algorithmpolicy for national security
applications. This docunent specifies the conventions for using the
United States National Security Agency’s CNSA Suite algorithns in
Internet Protocol Security (IPsec). It applies to the capabilities,
configuration, and operation of all conponents of US Nationa
Security Systems (described in NI ST Special Publication 800-59) that
enpl oy I Psec. This docunent is also appropriate for all other US
CGovernment systens that process high-value information. It is nmade
publicly avail able for use by devel opers and operators of these and
any ot her system depl oynents.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9206

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.

Tabl e of Contents

I ntroduction

Ter m nol ogy

The Conmercial National Security Algorithm Suite
CNSA- Conpl i ant | Psec Overvi ew

. | Psec User Interface Suites

5.1. Suite CNSA- GCM 256- ECDH- 384

5.2. Suite CNSA-GCM 256- DH 3072

5.3. Suite CNSA- GCCM 256- DH- 4096

ghrwNE



6. | KEv2 Authentication
7. Certificates
8. I KEv2 Security Associations (SAs)
9. The Key Exchange Payload in the | KE_SA I NI T Exchange
10. Cenerating Key Material for the | KE SA
11. Additional Requirements
12. Cuidance for Applications with Long Data-Protection
Requi renent s
13. Security Considerations
14. | ANA Consi derati ons
15. References
15.1. Normmative References
15.2. Informative References
Aut hors’ Addresses

I nt roducti on

Thi s docunent specifies the conventions for using the United States
Nati onal Security Agency’s (NSA' s) Commercial National Security

Al gorithm (CNSA) Suite algorithms [CNSA] in Internet Protoco
Security (IPsec). It defines CNSA-based User Interface suites ("U
suites") describing sets of security configurations for Internet Key
Exchange Protocol Version 2 (1KEv2) and | P Encapsul ating Security
Payl oad (ESP) protocol use, and specifies certain other constraints
with respect to algorithmselection and configuration. It applies to
the capabilities, configuration, and operation of all conponents of
US National Security Systens (described in N ST Special Publication
800- 59 [ SP80059]) that enploy IPsec. This docunent is also
appropriate for all other US Governnent systens that process high-
value information. It is made publicly available for use by

devel opers and operators of these and any ot her system depl oynents.

The reader is assuned to have famliarity with the foll ow ng:
* "|P Encapsul ating Security Payl oad (ESP)" [ RFC4303]

* "Internet X. 509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile" [RFC5280]

* "Internet Key Exchange Protocol Version 2 (I1KEv2)" [RFC7296]

* "Cryptographic AlgorithmInplementati on Requirenents and Usage
Gui dance for Encapsul ating Security Payl oad (ESP) and
Aut henti cation Header (AH)" [RFC8221]

*  "Commrercial National Security Algorithm (CNSA) Suite Certificate
and Certificate Revocation List (CRL) Profile" [RFC38603]

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

AES refers to the Advanced Encryption Standard. ECDSA and ECDH refer
to the use of the Elliptic Curve Digital Signature Al gorithm (ECDSA)
and Elliptic Curve Diffie-Hellman (ECDH), respectively. DHrefers to
Diffie-Hell man key establishnent. RSA refers to an RSA signature.

The Commercial National Security Algorithm Suite
The NSA profiles comrercial cryptographic algorithms and protocols as

part of its mssion to support secure, interoperable comunications
for US Governnent National Security Systems. To this end, it



publ i shes gui dance to both (1) assist with the US Gover nnent
transition to new algorithnms and (2) provide vendors -- and the
Internet community in general -- with information concerning their
proper use and configuration.

Recently, cryptographic transition plans have becone overshadowed by
the prospect of the devel opnment of a cryptographically rel evant
quant um conputer. The NSA has established the Commercial Nationa
Security Algorithm (CNSA) Suite to provide vendors and | T users near-
termflexibility in meeting their information assurance
interoperability requirements. The purpose behind this flexibility
is to avoid vendors and customers making two major transitions in a
relatively short tinmeframe, as we anticipate a need to shift to
quantumresi stant cryptography in the near future.

The NSA is authoring a set of RFCs, including this one, to provide
updat ed gui dance concerning the use of certain conmonly avail abl e
comrercial algorithns in |IETF protocols. These RFCs can be used in
conjunction with other RFCs and cryptographic guidance (e.g., N ST
Speci al Publications) to properly protect Internet traffic and data-
at-rest for US Governnment National Security Systens.

CNSA- Conpl i ant | Psec Overvi ew
CNSA- conpl i ant i npl enentations for | Psec MIUST use | KEv2 [ RFC7296] .

I mpl enenting a CNSA-conpliant | Psec system requires cryptographic
al gorithm selection for both the KEv2 and ESP protocols. The
foll owi ng CNSA requirements apply to | Psec

Encrypti on:
AES [ FI PS197] (with key size 256 hits)
Di gital Signature:

ECDSA [ FI PS186] (using the NIST P-384 elliptic curve)
RSA [FI PS186] (with a nodulus of 3072 bits or |arger)

Key Establishnent:

ECDH [ SPB0056A] (using the NIST P-384 elliptic curve)
DH [ RFC3526] (with a prime nmodul us of 3072 or |arger)

To facilitate selection of appropriate conbinations of conpliant

al gorithms, this docunment provides CNSA-conpliant User Interface
suites (U suites) [RFC4308] to inplenent |Psec on National Security
Systens.

The approved CNSA hash function for all purposes is SHA-384, as
defined in [ FI PS180]. However, PRF_HVAC SHA 512 is specified for the
| KEv2 Pseudorandom Function (PRF) instead of PRF HVMAC SHA 384, due to
availability. See Section 8 bel ow

For CNSA Suite applications, public key certificates MIJST be
conmpliant with the CNSA Suite Certificate and CRL Profile specified
in [ RFC8603] .

Under certain conditions, such as applications having |ong-1ived
dat a-protection requirements, systens that do not conply with the
requirenents of this docunent are acceptable; see Section 12

| Psec User Interface Suites

User Interface (U) suites [RFC4308] are named suites that cover sone
typical security policy options for IPsec. Use of U suites does not
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5.2

5.3.

change the I Psec protocol in any way. The following U suites

provi de cryptographic algorithmchoices for ESP [ RFC4303] and for

| KEv2 [ RFC7296]. The selection of a U suite will depend on the key
exchange algorithm The suite names indicate the Advanced Encryption
Standard [ FI PS197] node, AES key |ength specified for encryption, and
the key exchange al gorithm

Al though RSA is al so a CNSA-approved key establishnent al gorithm
only DH and ECDH are specified for key exchange in | KEv2 [ RFC7296].
RSA in IPsec is used only for digital signatures. See Section 6.

ESP requires negotiation of both a confidentiality algorithmand an
integrity algorithm However, algorithms for Authenticated
Encryption with Associated Data (AEAD) [ RFC5116] do not require a
separate integrity algorithmto be negotiated. |In particular, since
AES-GCM i s an AEAD al gorithm ESP inplenenti ng AES-GCM MUST ei t her
offer no integrity algorithmor indicate the single integrity

al gorithm NONE (see Section 3.3 of [RFC7296]).

To be CNSA conpliant, |Psec inplenmentations that use the follow ng Ul
suites MJST use the suite nanmes |isted below |Psec inplenentations
SHOULD NOT use nanes different than those listed here for the suites
that are described and MJUST NOT use the nanes listed here for suites
that do not match these values. These requirements are necessary for
interoperability.

Transform names are as listed in the | ANA "Internet Key Exchange
Version 2 (I KEv2) Paranmeters" registry. Definitions of the
transforms are contained in the references specified in that
registry.

O her U suites may be acceptable for CNSA conpliance. See Section 8
for details.

Sui t e CNSA- GCM 256- ECDH- 384
ESP SA:
Encryption: ENCR AES GCM 16 (with key size 256 hits)
Integrity: NONE
| KEv2 SA:
Encryption: ENCR_AES GCM 16 (with key size 256 bits)
PRF: PRF_HMAC SHA2_ 512
Integrity: NONE
Diffie-Hell man group: 384-bit random ECP group
Sui t e CNSA- GCM 256- DH 3072
ESP SA:
Encryption: ENCR AES GCM 16 (with key size 256 bits)
Integrity: NONE
| KEv2 SA:
Encryption: ENCR _AES GCM 16 (with key size 256 bits)
PRF: PRF_HMAC SHA2_ 512
Integrity: NONE
Diffie-Hell man group: 3072-bit MODP group
Sui t e CNSA- GCM 256- DH- 4096
ESP SA:

Encryption: ENCR AES GCM 16 (with key size 256 bits)
Integrity: NONE

| KEv2 SA:
Encryption: ENCR AES GCM 16 (with key size 256 hits)
PRF: PRF_HVAC SHA2 512
Integrity: NONE
Diffie-Hell man group: 4096-bit MODP group



6.

| KEv2 Aut hentication

Aut hentication of the I KEv2 Security Association (SA) requires
computation of a digital signature. To be CNSA conpliant, digital
si gnatures MJUST be generated with SHA-384 as defined in [ RFC8017]
together with either ECDSA-384 as defined in [ RFC4754] or RSA with
3072-bit or greater nodulus. (For applications with |ong data-
protection requirenents, sonmewhat different rules apply; see
Section 12.)

Initiators and responders MJST be able to verify ECDSA-384 signatures
and MJST be able to verify RSA with 3072-bit or 4096-bit nodul us and
SHA- 384 si gnat ur es.

For CNSA-conpliant systens, authentication nmethods other than

ECDSA- 384 or RSA MUST NOT be accepted for |IKEv2 authentication. A
3072-bit nodulus or larger MJST be used for RSA. If the relying
party receives a nessage signed with any authenticati on nethod ot her
than an ECDSA-384 or RSA signature, it MJST return an

AUTHENTI CATI ON_FAI LED notification and stop processing the nessage.
If the relying party receives a nessage signed with RSA using |ess
than a 3072-bit nmodulus, it MJUST return an AUTHENTI CATI ON_FAI LED
notification and stop processing the nmessage.

Certificates

To be CNSA conpliant, the initiator and responder MJST use X 509
certificates that comply with [ RFC8603]. Peer authentication

deci si ons must be based on the Subject or Subject Alternative Nane
fromthe certificate that contains the key used to validate the
signature in the Authentication Payload as defined in Section 3.8 of
[ RFC7296], rather than the ldentification Data fromthe
Identification Payload that is used to | ook up policy.

| KEv2 Security Associations (SAs)

Section 5 specifies three U suites for ESP and | KEv2 Security

Associ ations. Al three use AES-GCM for encryption but differ in the
key exchange algorithm Gal oi s/ Counter Mde (GCM [RFC4106] conbi nes
counter (CTR) node with a secure, parallelizable, and efficient

aut henti cati on mechanism Since AES-GCMis an AEAD al gorithm ESP

i npl ements AES-GCM with no additional integrity algorithm (see
Section 3.3 of [RFC7296]).

An initiator proposal SHOULD be constructed fromone or nore of the
foll owi ng suites:

CNSA- GCM 256- ECDH- 384
CNSA- GCM 256- DH- 3072
*  CNSA- GCM 256- DH- 4096

A responder SHOULD accept proposals constructed fromat |east one of
the three named suites. Oher U suites may result in acceptable
proposal s (such as those based on PRF_HMAC SHA2 384); however, these
are provided to pronote interoperability.

Nonce construction for AES-GCM using a m suse-resi stant techni que

[ RFC8452] conforns with the requirenents of this document and MAY be
used if a Federal Information Processing Standard (FIPS) validated

i mpl ementation is avail abl e.

The naned U suites specify PRF HVMAC SHA2 512 for the | KEv2 SA PRF
transform as PRF_HVAC SHA2 384 is not |isted anong required PRF
transforns in [ RFC8247]; therefore, inplenmentation of the latter is
likely to be scarce. The security level of PRF_HMAC SHA2 512 is



comparabl e, and the difference in performance is negligible.
However, SHA-384 is the official CNSA algorithmfor conputing a
condensed representation of information. Therefore, the
PRF_HVMAC SHA2 384 transformis CNSA conpliant if it is available to
the initiator and responder. Any PRF transform other than
PRF_HVAC SHA2 384 or PRF_HMAC SHA2 512 MUST NOT be used.

If none of the proposals offered by the initiator consist solely of
transforns based on CNSA al gorithnms (such as those in the U suites
defined in Section 5), the responder MJST return a Notify payl oad
with the error NO PROPOSAL_CHOSEN when operating in CNSA-conpliant
node.

The Key Exchange Payload in the KE_SA I NIT Exchange

The key exchange payl oad is used to exchange Diffie-Hellman public
nunbers as part of a Diffie-Hellman key exchange. The CNSA-conpli ant
initiator and responder MJST each generate an epheneral key pair to
be used in the key exchange.

If the Elliptic Curve Diffie-Hellman (ECDH) key exchange is sel ected
for the SA, the initiator and responder both MJST generate an
elliptic curve (EC) key pair using the P-384 elliptic curve. The
epheneral public keys MJUST be stored in the key exchange payl oad as
described in [ RFC5903].

If the Diffie-Hellman (DH) key exchange is selected for the SA the
initiator and responder both MJST generate a key pair using the
appropriately sized MODP group as described in [RFC3526]. The size
of the MODP group will be determned by the selection of either a
3072-bit or greater nodulus for the SA.

Generating Key Material for the | KE SA

As noted in Section 7 of [RFC5903], the shared secret result of an
ECDH key exchange is the 384-bit x value of the ECDH common val ue.
The shared secret result of a DH key exchange is the nunber of octets
needed to accomodate the prine (e.g., 384 octets for 3072-bit MODP
group) with | eading zeros as necessary, as described in Section 2.1.2
of [RFC2631].

| KEv2 allows for the reuse of Diffie-Hellmn private keys; see
Section 2.12 of [RFC7296]. However, there are security concerns
related to this practice. Section 5.6.3.3 of [SP80056A] states that
an epheneral private key MJUST be used in exactly one key

establ i shnent transaction and MJUST be destroyed (zeroized) as soon as
possible. Section 5.8 of [SP80056A] states that any shared secret
derived from key establishment MJST be destroyed (zeroized)
imediately after its use. CNSA-conpliant |Psec systens MJST foll ow
the mandates in [ SPBO056A] .

Addi ti onal Requirenents

The | Psec protocol AH MJUST NOT be used in CNSA-conpli ant
i mpl ement ati ons.

A Diffie-Hell man group MAY be negotiated for a Child SA as descri bed
in Section 1.3 of [RFC7296], allowi ng peers to enploy Diffie-Hellmn
in the CREATE_CHI LD _SA exchange. |If a transformof type 4 is
specified for an SA for ESP, the value of that transform MJST match
the value of the transformused by the | KEv2 SA

Per [RFC7296], if a CREATE CHI LD SA exchange includes a KE payl oad,
at least one of the SA offers MJUST include the Diffie-Hellmn group
of the KEi. For CNSA-conpliant |Psec inplenmentations, the Diffie-
Hel I man group of the KEi MJST use the same group used in the



12.

13.

| KE_I NI T_SA.

For | KEv2, rekeying of the CREATE CH LD SA MJST be supported by both
parties. The initiator of this exchange MAY include a new Diffie-
Hel Il man key; if it is included, it MJST use the same group used in
the IKEINIT_SA If the initiator of the exchange includes a Diffie-
Hel | man key, the responder MJST include a Diffie-Hell man key, and it
MUST use the sane group

For CNSA-conmpliant systens, the | KEv2 authentication nmethod MJST use
an end-entity certificate provided by the authenticating party.
Identification Payloads (ID and IDr) in the | KE_ AUTH exchanges MJST
NOT be used for the IKEv2 authentication nethod but may be used for
policy | ookup.

The admi nistrative User Interface (U) for a systemthat confornms to
this profile MIST allow the operator to specify a single suite. |If
only one suite is specified in the adm nistrative U, the | KEv2

i mpl ementation MJUST only offer algorithnms for that one suite.

The adm nistrative U MAY allow the operator to specify nore than one
suite; if it allows this, it MJST allow the operator to specify a
preferred order for the suites that are to be offered or accepted.

If nmore than one suite is specified in the admnistrative U, the

| KEv2 inplementation MUST only offer algorithms of those suites.
(Note that although this docunent does not define a U suite

speci fyi ng PRF_HVAC SHA2 384, a proposal containing such a transform
is CNSA conpliant.)

Gui dance for Applications with Long Data-Protection Requirenents

The CNSA nandate is to continue to use current algorithms with

i ncreased security paraneters, then transition to approved post-
quantumresilient algorithnms when they are identified. However, sone
applications have data-in-transit-protection requirenments that are

| ong enough that post-quantumresilient protection nust be provided
now. Lacking approved asymretric post-quantumresilient
confidentiality algorithns, that means approved symetric techni ques
must be used as described in this section until approved post-quantum
resilient asymretric algorithns are identified.

For new applications, confidentiality and integrity requirements from
the sections above MJST be followed, with the addition of a Pre-
Shared Key (PSK) mxed in as defined in [ RFC8784].

Installations currently using | KEvl with PSKs MJUST (1) use AES in

ci pher bl ock chai ning nbde (AES-CBC) in conjunction with a CNSA-
compliant integrity algorithm(e.g., AUTH HVAC SHA2 384 192) and (2)
transition to I KEv2 with PSKs [ RFC8784] as soon as inpl enentations
beconme avail abl e.

Speci fic guidance for systems not conpliant with the requirements of
thi s docunent, including non-GCM nodes and PSK | ength, and PSK
randommess, will be defined in solution-specific requirenents
appropriate to the application. Details of those requirements wll
depend on the program under which the comrercial National Security
Systens solution is developed (e.g., an NSA Conmercial Solutions for
Classified Capability Package).

Security Consi derations
Thi s docunent inherits all of the security considerations of the
| Psec and | KEv2 docunents, including [ RFC7296], [RFC4303], [RFC4754],
and [ RFC8221].

The security of a systemthat uses cryptography depends on both the



strength of the cryptographic algorithnms chosen and the strength of
the keys used with those algorithns. The security al so depends on
the engi neering and adm nistration of the protocol used by the system
to ensure that there are no non-cryptographi c ways to bypass the
security of the overall system

VWhen sel ecting a node for the AES encryption [RFC5116], be aware that
nonce reuse can result in a loss of confidentiality. Nonce reuse is
catastrophic for GCM since it also results in a loss of integrity.

| ANA Consi der ati ons
| ANA has added the U suites defined in this docunent to the

"Cryptographic Suites for IKEvl, |KEv2, and | Psec" registry |located
at <https://ww.iana. org/assi gnments/crypto-suites>:

b oo ooy e e o}
| Identifier | Reference |
[ e s sl e
| CNSA- GCM 256- ECDH 384 | RFC 9206 |
o e e eea oo Fom e mme e - +
| CNSA- GCM 256- DH- 3072 | RFC 9206 |
e e mmmee oo - +
| CNSA- GCM 256- DH- 4096 | RFC 9206 |
o e e e e e oo oo S +
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