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Abstract
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using either raw public keys or pre-shared keys. A resource-
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I ntroduction

This specification defines a profile of the ACE framework [RFC9200].
In this profile, a client (C) and a resource server (RS) use the
Constrai ned Application Protocol (CoAP) [RFC7252] over DTLS version
1.2 [RFC6347] to communicate. This specification uses DILS 1.2
term nol ogy, but |ater versions such as DILS 1.3 [RFC9147] can be
used instead. The client obtains an access token bound to a key (the
pr oof - of - possessi on (PoP) key) from an authorization server (AS) to
prove its authorization to access protected resources hosted by the
resource server. Also, the client and the resource server are

provi ded by the authorization server with the necessary keying
material to establish a DTLS session. The comunication between the
client and authorization server may al so be secured with DTLS. This
specification supports DTLS with raw public keys (RPKs) [RFC7250] and
with pre-shared keys (PSKs) [RFC4279]. How token introspection

[ RFC7662] is performed between the RS and AS is out of scope for this
speci fication.

The ACE franmework requires that the client and server nmutually

aut henti cate each other before any application data is exchanged.
DTLS enabl es nmutual authentication if both the client and server
prove their ability to use certain keying material in the DILS
handshake. The authorization server assists in this process on the
server side by incorporating keying material (or information about
keying material) into the access token, which is considered a proof-
of - possessi on token

In the RPK node, the client proves that it can use the RPK bound to
the token and the server shows that it can use a certain RPK

The resource server needs access to the token in order to conplete
this exchange. For the RPK npde, the client nust upload the access
token to the resource server before initiating the handshake, as
described in Section 5.10.1 of the ACE framework [RFC9200].

In the PSK node, the client and server show with the DTLS handshake
that they can use the keying material that is bound to the access
token. To transfer the access token fromthe client to the resource
server, the psk_identity paranmeter in the DILS PSK handshake may be
used instead of uploading the token prior to the handshake.



As recomended in Section 5.8 of [RFC9200], this specification uses
Conci se Binary Ohject Representation (CBOR) web tokens to convey
clains within an access token issued by the server. Wile other
formats could be used as well, those are out of scope for this
docunent .

.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar with the terns and concepts
described in [ RFC9200] and [ RFC9201].

The authorization information (authz-info) resource refers to the
aut hori zation informati on endpoint, as specified in [RFC9200]. The
termclaimis used in this docunment with the sanme semantics as in

[ RFC9200], i.e., it denotes information carried in the access token
or returned fromintrospection

Thr oughout this document, exanples for CBOR data itens are expressed
i n CBOR extended diagnostic notation as defined in Section 8 of

[ RFC8949] and Appendi x G of [ RFC8610] ("diagnostic notation"), unless
noted ot herwi se. W often use diagnostic notation coments to
provide a textual representation of the numeric parameter names and
val ues.

Pr ot ocol Overvi ew

The CoAP-DTLS profile for ACE specifies the transfer of

aut hentication information and, if necessary, authorization

i nformati on between the client (C) and the resource server (RS)
during setup of a DTLS session for CoAP nessaging. It also specifies
how the client can use CoAP over DILS to retrieve an access token
fromthe authorization server (AS) for a protected resource hosted on
the resource server. As specified in Section 6.7 of [RFC9200], use
of DTLS for one or both of these interactions is conpletely

i ndependent .

This profile requires the client to retrieve an access token for the
protected resource(s) it wants to access on the resource server, as
specified in [RFC9200]. Figure 1 shows the typical nessage flow in
this scenario (nmessages in square brackets are optional):

c RS AS
[---- Resource Request ------ >] |

I I
I I I
| [<-AS Request Creation Hints-] | |
I I
I
I

------- Token Request ----------------mmo->

I
| Seemmmm - Access Token --------- |
| + Access Information |

Figure 1: Retrieving an Access Token

To determ ne the authorization server in charge of a resource hosted
at the resource server, the client can send an initial Unauthorized
Resour ce Request message to the resource server. The resource server
then denies the request and sends an AS Request Creation Hints
message containing the address of its authorization server back to
the client, as specified in Section 5.3 of [RFC9200].



Once the client knows the authorization server’s address, it can send
an access token request to the token endpoint at the authorization
server, as specified in [RFC9200]. As the access token request and
the response may contain confidential data, the conmunication between
the client and the authorization server nmust be confidentiality
protected and ensure authenticity. The client is expected to have
been regi stered at the authorization server, as outlined in Section 4
of [ RFC9200].

The access token returned by the authorization server can then be
used by the client to establish a new DITLS session with the resource
server. \Wen the client intends to use an asymretric proof-of -
possession key in the DILS handshake with the resource server, the
client MJST upload the access token to the authz-info resource, i.e.,
the aut hz-info endpoint, on the resource server before starting the
DTLS handshake, as described in Section 5.10.1 of [RFC9200]. |In case
the client uses a symmetric proof-of-possession key in the DILS
handshake, the procedure above MAY be used, or alternatively the
access token MAY instead be transferred in the DILS dient KeyExchange
message (see Section 3.3.2). |In any case, DILS MJST be used in a
nmode that provides replay protection

Figure 2 depicts the common protocol flow for the DILS profile after
the client has retrieved the access token fromthe authorization
server (AS)

C RS AS
| [--- Access Token ------ >] | |
| | |
| <== DILS channel setup ==> | |
I I I
| == Authorized Request ===> | |
I I I
| | |

<=== Protected Resource ==
Figure 2: Protocol Overview

Pr ot ocol Fl ow

The foll owi ng sections specify how CoAP is used to interchange
access-rel ated data between the resource server, the client, and the
aut hori zation server so that the authorization server can provide the
client and the resource server with sufficient information to
establish a secure channel and convey authorization information
specific for this comrunication relationship to the resource server

Section 3.1 describes how the comuni cation between the client (C
and the authorization server (AS) nust be secured. Depending on the
CoAP security node used (see al so Section 9 of [RFC7252]), the
client-to-AS request, AS-to-client response, and DTLS session
establishnent carry slightly different information. Section 3.2
addresses the use of raw public keys, while Section 3.3 defines how
pre-shared keys are used in this profile.

.1. Communi cation between the Cient and the Authorization Server

To retrieve an access token for the resource that the client wants to
access, the client requests an access token fromthe authorization
server. Before the client can request the access token, the client
and the authorization server MJST establish a secure comunication
channel. This profile assunes that the keying material to secure
this comunication channel has securely been obtained either by
manual configuration or in an automated provisioning process. The
followi ng requirenents, in alignnent with Section 6.5 of [RFC9200],
therefore nmust be net:



* The client MJUST securely have obtained keying material to
comruni cate with the authorization server

* Furthernore, the client MJUST verify that the authorization server
is authorized to provide access tokens (including authorization
i nformati on) about the resource server to the client and that this
aut hori zation information about the authorization server is stil
val id.

* Also, the authorization server MJIST securely have obtai ned keying
material for the client and obtai ned authorization rules approved
by the resource owner (RO concerning the client and the resource
server that relate to this keying materi al

The client and the authorization server MJUST use their respective
keying material for all exchanged nmessages. How the security
associ ati on between the client and the authorization server is

boot strapped is not part of this docunment. The client and the

aut hori zati on server nmust ensure the confidentiality, integrity, and
authenticity of all exchanged nessages within the ACE protocol

Section 6 specifies how comruni cati on with the authorization server
is secured.

.2. Raw Public Key Mde

When the client uses raw public key authentication, the procedure is
as described in the foll ow ng.

.2.1. Access Token Retrieval fromthe Authorization Server

After the client and the authorization server nutually authenticated
each other and validated each other’s authorization, the client sends
a token request to the authorization server’s token endpoint. The
client MUST add a req_cnf object carrying either its raw public key
or a unique identifier for a public key that it has previously nmade
known to the authorization server. |t is RECOMENDED that the client
uses DTLS with the sane keying material to secure the comruni cation
with the authorization server, proving possession of the key as part
of the token request. Oher mechanisms for proving possession of the
key may be defined in the future.

An exanpl e access token request fromthe client to the authorization
server is depicted in Figure 3.

POST coaps:// as. exanpl e. coni t oken
Content - Format : appl i cati on/ ace+cbor

Payl oad:

{
/[ grant _type / 33 : / client_credentials / 2,
/ audi ence / 5 : "tenpSensor4711",
/ req_cnf / 4 : {

/| COSE Key / 1 : {
[ kty /1 : | EC2/ 2,
[ crv /[ -1: [ P-256 1/ 1,
I x|/ -2 : h'e866¢35f4c3c81bb96al/... /",
[yl -3 : h’'2e25556be097c8778a20/ .../’

Figure 3: Access Token Request Exanple for RPK Mde

The exanpl e shows an access token request for the resource identified
by the string "tenpSensor4711" on the authorization server using a



raw public key.

The aut horization server MJST check if the client that it

communi cates with is associated with the RPK in the req_cnf paraneter
before issuing an access token to it. |If the authorization server
determnes that the request is to be authorized according to the
respective authorization rules, it generates an access token response
for the client. The access token MJST be bound to the RPK of the
client by neans of the cnf claim

The response MJST contain an ace_profile paraneter if the ace_profile
paraneter in the request is enpty and MAY contain this paraneter

ot herw se (see Section 5.8.2 of [RFC9200]). This parameter is set to
coap_dtls to indicate that this profile MJST be used for

communi cation between the client and the resource server. The
response al so contains an access token with information for the
resource server about the client’s public key. The authorization
server MJST return in its response the paraneter rs_cnf unless it is
certain that the client already knows the public key of the resource
server. The authorization server MIST ascertain that the RPK
specified in rs_cnf belongs to the resource server that the client
wants to conmunicate with. The authorization server MJST protect the
integrity of the access token such that the resource server can

det ect unauthorized changes. |If the access token contains
confidential data, the authorization server MJST al so protect the
confidentiality of the access token

The client MJST ascertain that the access token response belongs to a
certain, previously sent access token request, as the request may
specify the resource server with which the client wants to
commruni cat e.

An exanpl e access token response fromthe authorization server to the
client is depicted in Figure 4. Here, the contents of the

access_t oken cl ai m have been truncated to inprove readability. For
the client, the response conprises Access Information that contains
the server’s public key in the rs_cnf paraneter. Caching proxies
process the Max-Age option in the CoAP response, which has a default
val ue of 60 seconds (Section 5.6.1 of [RFC7252]). The authorization
server SHOULD adj ust the Max-Age option such that it does not exceed
the expires_in paraneter to avoid stal e responses.

2.01 Created
Content-Format: application/ace+cbor
Max- Age: 3560
Payl oad:
{
| access_token / 1 : b64’ S| AV32hk' /...
(remai nder of CAM omitted for brevity;
CWI contains the client’s RPK in the cnf claim/,
/| expires_in/ 2 : 3600,
! rs_cnf [/ 41 : {
/| COSE_Key / 1 : {
[ kty /1 : | EC2/ 2,
[ crv /[ -1: [ P-2561/ 1,
I x|/ -2 : h’d7cc072de2205bdc1537/.../",
[y | -3 : h'f95eld4b851a2cc80fff/... /"

Figure 4: Access Token Response Exanpl e for RPK Mdde
3.2.2. DITLS Channel Setup between the Cient and Resource Server

Before the client initiates the DILS handshake with the resource



server, the client MJUST send a POST request containing the obtained
access token to the authz-info resource hosted by the resource
server. After the client receives a confirmation that the resource
server has accepted the access token, it proceeds to establish a new
DTLS channel with the resource server. The client MJST use its
correct public key in the DTLS handshake. |If the authorization
server has specified a cnf field in the access token response, the
client MJUST use this key. Oherwise, the client MJST use the public
key that it specified in the req _cnf of the access token request.
The client MJUST specify this public key in the SubjectPublicKeylnfo
structure of the DTLS handshake, as described in [ RFC7250].

If the client does not have the keying material belonging to the
public key, the client MAY try to send an access token request to the
AS, where the client specifies its public key in the req_cnf
parameter. |If the AS still specifies a public key in the response
that the client does not have, the client SHOULD re-register with the
aut hori zation server to establish a new client public key. This
process is out of scope for this docunent.

To be consistent with [ RFC7252], which allows for shortened Message
Aut hentication Code (MAC) tags in constrained environnments, an

i npl ementation that supports the RPK node of this profile MJST at

| east support the cipher suite TLS ECDHE ECDSA W TH_AES 128 CCM 8

[ RFC7251]. As discussed in [RFC7748], new Elliptic Curve
Cryptography (ECC) curves have been defined recently that are

consi dered superior to the so-called N ST curves. |nplenentations of
this profile MJST therefore inplenent support for curve25519

(cf. [RFC8032], [RFCB422]), as this curve is said to be efficient and
| ess dangerous, regarding inplementation errors, than the secp256rl
curve mandated in [ RFC7252].

The resource server MJST check if the access token is still valid, if
the resource server is the intended destination (i.e., the audi ence)
of the token, and if the token was issued by an authorized

aut hori zati on server (see also Section 5.10.1.1 of [RFC9200]). The
access token is constructed by the authorization server such that the
resource server can associate the access token with the client’s
public key. The cnf claim MJST contain either the client’s RPK or,

if the key is already known by the resource server (e.g., from

previ ous comunication), a reference to this key. |If the

aut hori zati on server has no certain know edge that the client’s key
is already known to the resource server, the client’s public key MJST
be included in the access token's cnf paraneter. |f CBOR web tokens
[ RFC8392] are used (as recommended in [ RFC9200]), keys MUIST be
encoded as specified in [RFC8747]. A resource server MJST have the
capacity to store one access token for every proof-of-possession key
of every authorized client.

The raw public key used in the DTLS handshake with the client MJST
belong to the resource server. |f the resource server has severa
raw public keys, it needs to determine which key to use. The

aut hori zation server can help with this decision by including a cnf
paraneter in the access token that is associated with this

communi cation. In this case, the resource server MJST use the
information fromthe cnf field to select the proper keying materi al

Thus, the handshake only finishes if the client and the resource
server are able to use their respective keying materi al

3.3. Pre-shared Key Mbdde

When the client uses pre-shared key authentication, the procedure is
as described in the foll ow ng.

3.3.1. Access Token Retrieval fromthe Authorization Server



To retrieve an access token for the resource that the client wants to
access, the client MAY include a req_cnf object carrying an
identifier for a syc”metric key in its access token request to the
aut hori zation server. This identifier can be used by the

aut hori zation server to determ ne the shared secret to construct the
pr oof - of - possessi on token. The authorization server MJST check if
the identifier refers to a symetric key that was previously
generated by the authorization server as a shared secret for the
communi cati on between this client and the resource server. |f no
such symretric key was found, the authorization server MJST generate
a new symetric key that is returned in its response to the client.

The aut horization server MJST determ ne the authorization rules for
the client it communicates with, as defined by the resource owner,
and generate the access token accordingly. |f the authorization
server authorizes the client, it returns an AS-to-client response.

If the ace_profile paraneter is present, it is set to coap_dtls. The
aut hori zati on server MJST ascertain that the access token is
generated for the resource server that the client wants to

communi cate with. Al so, the authorization server MJST protect the
integrity of the access token to ensure that the resource server can
det ect unauthorized changes. |If the token contains confidential
data, such as the symretric key, the confidentiality of the token
MJST al so be protected. Depending on the requested token type and
algorithmin the access token request, the authorization server adds
Access Information to the response that provides the client with
sufficient information to set up a DILS channel with the resource
server. The authorization server adds a cnf parameter to the Access
Information carrying a COSE Key object that infornms the client about
the shared secret that is to be used between the client and the
resource server. To convey the sane secret to the resource server
the authorization server can include it directly in the access token
by nmeans of the cnf claimor provide sufficient information to enable
the resource server to derive the shared secret fromthe access
token. As an alternative, the resource server MAY use token
introspection to retrieve the keying material for this access token
directly fromthe authorization server

An exanpl e access token request for an access token with a symetric
proof - of - possession key is illustrated in Figure 5

POST coaps:// as. exanpl e. coni t oken
Content-Format: application/ace+cbor

Payl oad:
{
/ audience / 5 : "snokeSensor1807"
}
Figure 5: Exanpl e Access Token Request, (Inplicit) Symmetric PoP Key
A correspondi ng exanpl e access token response is illustrated in
Figure 6. In this exanple, the authorization server returns a 2.01

response contai ning a new access token (truncated to inprove
readability) and information for the client, including the symetric
key in the cnf claim The information is transferred as a CBOR data
structure as specified in [ RFC9200].

2.01 Created
Content - Format : appl i cation/ ace+cbor
Max- Age: 85800
Payl oad:
{
| access_token / 1 : h'd08343al/..
(remai nder of CAT omitted for brevity)/’,
/ token_type / 34 : | PoP /[ 2,



/| expires_in / 2 : 86400,
/| ace profile / 38 : [/ coap dtls / 1,
/ cnf [/ 8 :
/| COSE Key / 1 : {
[ kty [/ 1 : | symretric / 4,
/[ kid/ 2 : h'3d027833fc6267ce’,
[ k/ -1: h 73657373696f 6e6b6579’

}
}

Figure 6: Exanpl e Access Token Response, Symetric PoP Key

The access token also conprises a cnf claim This claimusually
contains a COSE _Key object [RFC8152] that carries either the
symmetric key itself or a key identifier that can be used by the
resource server to deternmine the secret key it shares with the
client. |If the access token carries a symretric key, the access
token MUST be encrypted using a COSE EncryptO structure (see

Section 7.1 of [RFC8392]). The authorization server MJST use the
keying material shared with the resource server to encrypt the token

The cnf structure in the access token is provided in Figure 7

/[ cnf [ 8:
/| COSE Key / 1 : {
[ kty [/ 1 : | symretric / 4,
/ kid/ 2 : h'3d027833fc6267ce
}
}

Figure 7: Access Token without Keying Materia

A response that declines any operation on the requested resource is
constructed according to Section 5.2 of [RFC6749] (cf. Section 5.8.3
of [RFC9200]). Figure 8 shows an exanple for a request that has been
rejected due to invalid request paraneters.

4.00 Bad Request

Content-Format: application/ace+cbor
Payl oad:

{

[ error / 30 : / invalid_request / 1

}

Fi gure 8. Exanpl e Access Token Response with Reject

The nethod for how the resource server determnes the symetric key
froman access token containing only a key identifier is application
specific; the remainder of this section provides one exanpl e.

The aut horization server and the resource server are assuned to share
a key derivation key used to derive the symetric key shared with the
client fromthe key identifier in the access token. The key
derivation key may be derived from sone other secret key shared

bet ween the authorization server and the resource server. This key
needs to be securely stored and processed in the sane way as the key
used to protect the comuni cati on between the authorization server
and the resource server.

Know edge of the symretric key shared with the client nmust not revea
any information about the key derivation key or other secret keys
shared between the authorization server and resource server

In order to generate a new synmetric key to be used by the client and
resource server, the authorization server generates a new key



identifier that MJST be uni que anong all key identifiers used by the
aut hori zation server for this resource server. The authorization
server then uses the key derivation key shared with the resource
server to derive the symmetric key, as specified below |nstead of
providing the keying material in the access token, the authorization
server includes the key identifier in the kid paranmeter (see

Figure 7). This key identifier enables the resource server to
calculate the symmetric key used for the conmunication with the
client using the key derivation key and a key derivation function
(KDF) to be defined by the application, for exanple, HKDF-SHA-256
The key identifier picked by the authorization server MIST be uni que
for each access token where a unique symetric key is required.

In this exanple, the HVAC based key derivation function (HKDF)
consists of the conposition of the HKDF- Extract and HKDF- Expand steps
[ RFC5869]. The symetric key is derived fromthe key identifier, the
key derivation key, and other data:

OKM = HKDF(salt, KM info, L),
wher e:
* OKM the output keying material, is the derived symetric key

* salt is the enpty byte string

* |KM the input keying material, is the key derivation key, as
defi ned above

* info is the serialization of a CBOR array consisting of [RFC8610]:

info = [
type : tstr,
L :ouint,

access_token : bytes

]
wher e:

- type is set to the constant text string "ACE- CoOAP- DTLS- key-
derivation"

- Lis the size of the symmetric key in bytes

- access_token is the content of the access token field, as
transferred fromthe authorization server to the resource
server.

Al CBOR data types are encoded in CBOR using preferred serialization
and deternministic encoding, as specified in Section 4 of [RFC8949].
In particular, this inplies that the type and L conponents use the

m ni mum | ength encodi ng. The content of the access_token field is
treated as opaque data for the purpose of key derivation.

Use of a unique (per-resource-server) kid and the use of a key
derivation I KMthat MJST be unique per AS/RS pair, as specified
above, will ensure that the derived key is not shared across nultiple
clients. However, to provide variation in the derived key across

di fferent tokens used by the same client, it is additionally
RECOMVENDED to include the iat claimand either the exp or exi clains
in the access token

3.3.2. DILS Channel Setup between the Cient and Resource Server

When a client receives an access token response from an authorization
server, the client MUST check if the access token response is bound



to a certain, previously sent access token request, as the request
may specify the resource server with which the client wants to
communi cat e.

The client checks if the payl oad of the access token response
contai ns an access_token paraneter and a cnf parameter. Wth this
information, the client can initiate the establishment of a new DILS
channel with a resource server. To use DILS with pre-shared keys,
the client follows the PSK key exchange al gorithm specified in
Section 2 of [RFC4279], using the key conveyed in the cnf paraneter
of the AS response as a PSK when constructing the prenaster secret.
To be consistent with the recommendations in [ RFC7252], a client in
the PSK node MUST support the cipher suite TLS PSK W TH AES 128 CCM 8
[ RFC6655] .

I n PreSharedKey node, the know edge of the shared secret by the
client and the resource server is used for mutual authentication

bet ween both peers. Therefore, the resource server must be able to
determ ne the shared secret fromthe access token. Follow ng the
general ACE authorization framework, the client can upload the access
token to the resource server’s authz-info resource before starting
the DTLS handshake. The client then needs to indicate during the
DTLS handshake whi ch previously upl oaded access token it intends to
use. To do so, it MIST create a COSE Key structure with the kid that
was conveyed in the rs_cnf claimin the token response fromthe

aut hori zation server and the key type symmetric. This structure then
is included as the only elenent in the cnf structure whose CBOR
serialization is used as value for psk_identity, as shown in

Fi gure 9.

{1/ cnf / 8 : {
/| COSE Key / 1 : {
[ kty [/ 1 : | symretric / 4,
/[ kid/ 2 h' 3d027833f c6267ce
}
}
}

Figure 9: Access Token Containing a Single kid Paraneter

The actual CBOR serialization for the data structure fromFigure 9 as
a sequence of bytes in hexadecimal notation will be:

Al 08 A1 01 A2 01 04 02 48 3D 02 78 33 FC 62 67 CE

As an alternative to the access token upload, the client can provide
the nmost recent access token in the psk_ identity field of the

C i ent KeyExchange nmessage. To do so, the client MJST treat the
contents of the access_token field fromthe AS-to-client response as
opaque data, as specified in Section 4.2 of [RFC7925], and not
performany recoding. This allows the resource server to retrieve
the shared secret directly fromthe cnf claimof the access token

DTLS 1.3 [RFC9147] does not use the dientKeyExchange nmessage; for
DTLS 1.3, the access token is placed in the identity field of a
PSKlidentity within the PreSharedKeyExtension of the CientHello.

If a resource server receives a CientKeyExchange nessage t hat
contains a psk_identity with a |length greater than zero, it MJST
parse the contents of the psk identity field as a CBOR data structure
and process the contents as foll ow ng:

* |f the data contains a cnf field with a COSE Key structure with a
kid, the resource server continues the DTLS handshake with the
associ ated key that corresponds to this kid.



* |f the data conprises additional CM information, this information
must be stored as an access token for this DILS association before
continuing with the DTLS handshake.

If the contents of the psk_identity do not yield sufficient
information to select a valid access token for the requesting client,
the resource server aborts the DILS handshake with an

illegal paraneter alert.

When the resource server receives an access token, it MJST check if
the access token is still valid, if the resource server is the

i ntended destination (i.e., the audience of the token), and if the
token was issued by an authorized authorization server. This
specification inplenents access tokens as proof-of-possession tokens.
Therefore, the access token is bound to a symmetric PoP key that is
used as a shared secret between the client and the resource server

A resource server MJST have the capacity to store one access token
for every proof-of-possession key of every authorized client. The
resource server may use token introspection [RFC7/662] on the access
token to retrieve nore information about the specific token. The use
of introspection is out of scope for this specification

Wiile the client can retrieve the shared secret fromthe contents of
the cnf parameter in the AS-to-client response, the resource server
uses the information contained in the cnf claimof the access token
to determ ne the actual secret when no explicit kid was provided in
the psk identity field. |f key derivation is used, the cnf claim
MUST contain a kid paraneter to be used by the server as the | KM for
key derivation, as described above.

. 4. Resource Access

Once a DTLS channel has been established as described in either
Sections 3.2 or 3.3, respectively, the client is authorized to access
resources covered by the access token it has upl oaded to the authz-
info resource that is hosted by the resource server.

Wth the successful establishnent of the DTLS channel, the client and
the resource server have proven that they can use their respective
keying material. An access token that is bound to the client’s
keying material is associated with the channel. According to

Section 5.10.1 of [RFC9200], there should be only one access token
for each client. New access tokens issued by the authorization
server SHOULD repl ace previously issued access tokens for the
respective client. The resource server therefore needs a common
understanding with the authorization server about how access tokens
are ordered. The authorization server may, e.d., specify a cti claim
for the access token (see Section 5.9.2 of [RFC9200]) to enploy a
strict order.

Any request that the resource server receives on a DTLS channel that
is tied to an access token via its keying nmaterial MJST be checked
agai nst the authorization rules that can be deternmined with the
access token. The resource server MJST check for every request if
the access token is still valid. |If the token has expired, the
resource server MJST renove it. Incoming CoAP requests that are not
authorized with respect to any access token that is associated with
the client MJUST be rejected by the resource server with a 4.01
response. The response SHOULD i ncl ude AS Request Creation Hints, as
described in Section 5.2 of [RFC9200].

The resource server MJST NOT accept an incom ng CoAP request as
authorized if any of the following fails:

1. The nessage was received on a secure channel that has been
est abl i shed using the procedure defined in this docunent.



2. The authorization information tied to the sending client is
val id.

3. The request is destined for the resource server

4. The resource URI specified in the request is covered by the
aut hori zation information.

5. The request nethod is an authorized action on the resource with
respect to the authorization information.

I ncom ng CoAP requests received on a secure DILS channel that are not
thus authorized MUST be rejected according to Section 5.10.2 of
[ RFC9200] :

1. with response code 4.03 (Forbidden) when the resource UR
specified in the request is not covered by the authorization
i nformati on and

2. with response code 4.05 (Method Not All owed) when the resource
URI specified in the request is covered by the authorization
i nformati on but not the requested action

The client MJST ascertain that its keying material is still valid
bef ore sending a request or processing a response. |If the client
recently has updated the access token (see Section 4), it nust be
prepared that its request is still handled according to the previous

aut horization rules, as there is no strict ordering between access
t oken upl oads and resource access nessages. See also Section 7.2 for
a di scussion of access token processing.

If the client gets an error response containing AS Request Creation
Hints (cf. Section 5.3 of [RFC9200]) as a response to its requests,

it SHOULD request a new access token fromthe authorization server in
order to continue communication with the resource server.

Unaut hori zed requests that have been received over a DTLS session
SHOULD be treated as nonfatal by the resource server, i.e., the DILS
sessi on SHOULD be kept alive until the associated access token has
expi red.

Dynam ¢ Update of Authorization Information

Resource servers nmust only use a new access token to update the

aut hori zation information for a DTLS session if the keying materi al
that is bound to the token is the sane that was used in the DILS
handshake. By associating the access tokens with the identifier of
an existing DTLS session, the authorization information can be
updat ed wi t hout changi ng the cryptographic keys for the DILS
communi cati on between the client and the resource server, i.e., an
exi sting session can be used with updated perm ssions.

The client can therefore update the authorization information stored
at the resource server at any tinme w thout changing an established
DTLS session. To do so, the client requests a new access token from
the authorization server for the intended action on the respective
resource and upl oads this access token to the authz-info resource on
the resource server.

Figure 10 depicts the nessage fl ow where the client requests a new
access token after a security association between the client and the
resource server has been established using this protocol. |If the
client wants to update the authorization information, the token
request MJST specify the key identifier of the proof-of-possession
key used for the existing DILS channel between the client and the
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resource server in the kid paraneter of the client-to-AS request.

The authori zation server MIST verify that the specified kid denotes a
valid verifier for a proof-of-possession token that has previously
been issued to the requesting client. Oherwise, the client-to-AS
request MJST be declined with the error code unsupported_pop_key, as
defined in Section 5.8.3 of [RFC9200].

When the aut horization server issues a new access token to update

exi sting authorization information, it MJST include the specified kid
parameter in this access token. A resource server MJST replace the
aut hori zation information of any existing DILS session that is
identified by this key identifier with the updated authorization

i nformati on.

C RS AS
<===== DTLS channel =====> |
+ Access Token |
I
--- Token Request ------------"----"------------ >
I
S R R R New Access Token -

+ Access Infornmmation

--- Update /authz-info -->
New Access Token

== Aut hori zed Request ===>

I

I

I

|

I

I

I

I I

I I

| |

I I

I I

I I
<=== Protected Resource == | |
Figure 10: Overview of Dynam c Update Operation

Token Expiration

The resource server MJST del ete access tokens that are no | onger
valid. DILS associations that have been set up in accordance with
this profile are always tied to specific tokens (which may be
exchanged with a dynam c update, as described in Section 4). As
tokens may becone invalid at any tinme (e.g., because they have
expired), the association nmay becone usel ess at sonme point. A
resource server therefore MJST term nate existing DTLS association
after the | ast access token associated with this association has
expired.

As specified in Section 5.10.3 of [RFC9200], the resource server MJST
notify the client with an error response with code 4.01
(Unaut hori zed) for any long-running request before term nating the
associ ati on.

Secure Communi cation with an Authorization Server

As specified in the ACE framework (Sections 5.8 and 5.9 of

[ RFC9200]), the requesting entity (the resource server and/or the
client) and the authorization server comunicate via the token
endpoi nt or introspection endpoint. The use of CoAP and DTLS for
this comunication is RECOWENDED in this profile. Oher protocols
fulfilling the security requirenments defined in Section 5 of

[ RFC9200] MAY be used instead.

How credentials (e.g., PSK, RPK, X 509 cert) for using DILS with the
aut hori zation server are established is out of scope for this
profile.

I f other nmeans of securing the comunication with the authorization
server are used, the communication security requirenments from
Section 6.2 of [RFC9200] remrai n applicable.



Security Considerations

Thi s docunment specifies a profile for the Authentication and

Aut hori zation for Constrained Environnents (ACE) framework [RFC9200].
As it follows this framework’ s general approach, the general security
consi derations from Section 6 of [RFC9200] also apply to this
profile.

The aut horization server nmust ascertain that the keying material for
the client that it provides to the resource server actually is
associated with this client. Mlicious clients nay hand over access
tokens containing their own access perm ssions to other entities.
Thi s probl em cannot be conpletely elimnated. Nevertheless, in RPK
node, it should not be possible for clients to request access tokens
for arbitrary public keys; if the client can cause the authorization
server to issue a token for a public key without proving possession
of the corresponding private key, this allows for identity m sbinding
attacks, where the issued token is usable by an entity other than the
i ntended one. At sone point, the authorization server therefore
needs to validate that the client can actually use the private key
corresponding to the client’s public key.

When usi ng pre-shared keys provisioned by the authorization server,
the security | evel depends on the randomess of PSKs and the security
of the TLS ci pher suite and key exchange algorithm As this
specification targets constrai ned environnents, nessage payl oads
exchanged between the client and the resource server are expected to
be small and rare. CoAP [ RFC7252] mandates the inplenentation of

ci pher suites with abbreviated, 8-byte tags for nessage integrity
protection. For consistency, this profile requires inplenentation of
the sanme cipher suites. For application scenarios where the cost of
full-width authentication tags is |ow conpared to the overall anount
of data being transmtted, the use of cipher suites with 16-byte
integrity protection tags is preferred.

The PSK node of this profile offers a distribution nmechanismto
convey authorization tokens together with a shared secret to a client
and a server. As this specification ains at constrai ned devices and
uses CoAP [ RFC7252] as the transfer protocol, at |east the cipher
suite TLS PSK WTH AES 128 CCM 8 [ RFC6655] shoul d be supported. The
access tokens and the correspondi ng shared secrets generated by the
aut hori zati on server are expected to be sufficiently short-lived to
provide siml|ar forward-secrecy properties to using epheneral D ffie-
Hel | man (DHE) key exchange nechani snms. For |onger-1lived access

t okens, DHE ci pher suites should be used, i.e., cipher suites of the
form TLS DHE _PSK * or TLS_ECDHE PSK_*.

Constrai ned devices that use DTLS [ RFC6347] [RFC9147] are inherently
vul nerabl e to Denial of Service (DoS) attacks, as the handshake
protocol requires creation of internal state within the device. This
is specifically of concern where an adversary is able to intercept
the initial cookie exchange and interject forged nmessages with a
valid cookie to continue with the handshake. A sinmilar issue exists
with the unprotected authorization information endpoint when the
resource server needs to keep valid access tokens for a long tine.
Adversaries could fill up the constrained resource server’s interna
storage for a very long tinme with intercepted or otherw se retrieved
valid access tokens. To mitigate against this, the resource server
shoul d set a time boundary until an access token that has not been
used until then will be del eted.

The protection of access tokens that are stored in the authorization
i nformati on endpoi nt depends on the keying material that is used

bet ween the aut horization server and the resource server; the
resource server must ensure that it processes only access tokens that
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are integrity protected (and encrypted) by an authorization server
that is authorized to provide access tokens for the resource server

1. Reuse of Existing Sessions

To avoid the overhead of a repeated DTLS handshake, [RFC7925]
recomrends session resunption [ RFC8446] to reuse session state from
an earlier DTLS association and thus requires client-side
implementation. In this specification, the DILS session is subject
to the authorization rules denoted by the access token that was used
for the initial setup of the DILS association. Enabling session
resunption would require the server to transfer the authorization
information with the session state in an encrypted SessionTicket to
the client. Assumng that the server uses long-lived keying
material, this could open up attacks due to the lack of forward
secrecy. Moreover, using this nmechanism a client can resune a DILS
sessi on without proving the possession of the PoP key again.

Theref ore, session resunption should be used only in conbination with
reasonably short-lived PoP keys.

Since renegotiati on of DTLS associations is prone to attacks as well,
[ RFC7925] requires that clients decline any renegotiation attenpt. A
server that wants to initiate rekeying therefore SHOULD periodically

force a full handshake.

2. Miltiple Access Tokens

| mpl enent ers SHOULD avoid using multiple access tokens for a client
(see al so Section 5.10.1 of [RFC9200]).

Even when a single access token per client is used, an attacker could
conprom se the dynam ¢ update nechani smfor existing DILS connections
by del aying or reordering packets destined for the authz-info
endpoint. Thus, the order in which operations occur at the resource
server (and thus which authorization info is used to process a given
client request) cannot be guaranteed. Especially in the presence of

| ater-issued access tokens that reduce the client’s perm ssions from
the initial access token, it is inpossible to guarantee that the
reduction in authorization will take effect prior to the expiration
of the original token

3. Qut-of-Band Configuration

To communi cate securely, the authorization server, the client, and
the resource server require certain information that nust be
exchanged outside the protocol flow described in this docunment. The
aut hori zati on server rmust have obtained authorization information
concerning the client and the resource server that is approved by the
resource owner, as well as corresponding keying material. The
resource server nust have received authorization information approved
by the resource owner concerning its authorization nanagers and the
respective keying material. The client nust have obtai ned

aut hori zation information concerning the authorization server
approved by its owner, as well as the correspondi ng keying materi al
Al so, the client’s owner must have approved of the client’s

comruni cation with the resource server. The client and the

aut hori zati on server nmust have obtained a common under st andi ng about
how this resource server is identified to ensure that the client
obt ai ns access tokens and keying material for the correct resource
server. |If the client is provided with a raw public key for the
resource server, it nust be ascertained to which resource server
(which identifier and authorization infornation) the key is
associated. All authorization information and keying material nust
be kept up to date.

Privacy Consi derations
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This privacy considerations from Section 7 of [RFC9200] apply also to
this profile.

An unprotected response to an unauthorized request may discl ose

i nformati on about the resource server and/or its existing
relationship with the client. It is advisable to include as little
informati on as possible in an unencrypted response. Wen a DTLS
sessi on between an authenticated client and the resource server

al ready exists, nore detailed informati on MAY be included with an
error response to provide the client with sufficient information to
react on that particular error.

Al so, unprotected requests to the resource server nay reveal

i nformati on about the client, e.g., which resources the client
attenpts to request or the data that the client wants to provide to
the resource server. The client SHOULD NOT send confidential data in
an unprotected request.

Note that sonme information might still leak after the DILS session is
establ i shed, due to observabl e nessage sizes, the source, and the
destination addresses.

| ANA Consi der ati ons

The foll owi ng registration has been made in the "ACE Profiles”
registry, followi ng the procedure specified in [ RFC9200].

Nane: coap_dtls

Description: Profile for delegating client Authentication and
Aut hori zation for Constrai ned Environnents by establishing a
Dat agr am Transport Layer Security (DTLS) channel between resource-
constrai ned nodes.

CBOR Value: 1

Ref erence: RFC 9202
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