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1. I nt roduction

The I ETF | P Performance Metrics (I PPM Working Goup first created a
framework for netric devel opnent in [RFC2330]. This framework has
stood the test of tinme and enabl ed devel opnent of nmany fundanent al
metrics. |1t has been updated in the area of metric conposition

[ RFC5835] and in several areas related to active stream nmeasurenent
of nmodern networks with reactive properties [RFC7312].

The framework in [ RFC2330] notivated the devel opnent of "performance
and reliability metrics for paths through the Internet"; Section 5 of
[ RFC2330] defines terns that support description of a path under
test. However, netrics for assessnent of paths and rel ated
performance aspects had not been attenpted in | PPM when the franmework
in [RFC2330] was written.

This meno takes up the Route neasurenment chall enge and specifies a
new Route netric, two practical frameworks for methods of measurenent
(using either active or hybrid active-passive nethods [ RFC7799]), and
Round-Trip Delay and link information discovery using the results of
measurenents. All Route neasurenents are linmted by the willingness
of Hosts along the path to be discovered, to cooperate with the

met hods used, or to recognize that the neasurenent operation is
taking place (such as when tunnels are present).

1.1. Issues with Earlier Wirk to Define a Route Metric

Section 7 of [RFC2330] presents a sinple exanple of a "Route" netric
along with several other exanples. The exanple is reproduced bel ow
(where the reference is to Section 5 of [RFC2330]):

| route: The path, as defined in Section 5, fromA to B at a given
| tinme.

Thi s exanple provides a starting point to develop a nore conplete
definition of Route. Areas needing clarification include:

Time: In practice, the Route will be assessed over a tine interva
because active path detection nethods |ike Paris-traceroute [PT]
rely on Hop Limits for their operation and cannot acconplish
di scovery of all Hosts using a single packet.



Type-P: The | egacy Route definition |lacks the option to cater for
packet - dependent routing. In this nmeno, we assess the Route for a
speci fic packet of Type-P and reflect this in the netric
definition. The nethods of neasurenent determ ne the specific
Type- P used.

Parall el Paths: Parallel paths are a reality of the Internet and a
strength of advanced Route assessnent nethods, so the nmetric nust
acknow edge this possibility. Use of Equal-Cost Miltipath (ECW)
and Unequal - Cost Multipath (UCWMP) technol ogi es are compn sources
of parallel subpaths.

Cl oud Subpath: doud subpaths may contain Hosts that do not
decrenent the Hop Limt but may have two or nore exchange |inks
connecting "di scoverabl e" Hosts or routers. Parallel subpaths
contai ned wi thin clouds cannot be di scovered. The assessnent
met hods only di scover Hosts or routers on the path that decrenent
Hop Limt or cooperate with interrogation protocols. The presence
of tunnels and nested tunnels further conplicate assessnment by
hi di ng Hops.

Hop: The definition of Hop in [RFC2330] was a |ink-Host pair.
However, only Hosts that were discoverabl e and cooperated with
interrogation protocols (where link information may be exposed)
provi ded both |ink and Host information

Note that the actual definitions appear in Section 3.1
.2. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Scope

The purpose of this nmenp is to add new Route netrics and net hods of
measurenent to the existing set of IPPMnetrics.

The scope is to define Route nmetrics that can identify the path taken
by a packet or a flow traversing the Internet between two Hosts.

Al though primarily intended for Hosts conmunicating on the Internet,
the definitions and netrics are constructed to be applicable to other
network dommins, if desired. The nethods of measurement to assess
the path may not be able to discover all Hosts conprising the path,
but such onissions are often determ nistic and expl ai nabl e sources of
error.

This meno al so specifies a franework for active nethods of

measur enent that uses the techniques described in [PT] as well as a
framework for hybrid active-passive nethods of measurement, such as
the Hybrid Type | nmethod [RFC7799] described in [RFC9197]. Methods
usi ng [ RFC9197] are intended only for single adm nistrative domains
that provide a protocol for explicit interrogation of Nodes on a
pat h. Conbi nations of active nethods and hybrid active-passive

met hods are al so in scope.

Further, this meno provides additional analysis of the Round-Trip
Del ay measurenents made possible by the methods in an effort to

di scover nore details about the path, such as the link technology in
use.

This meno updates Section 5 of [RFC2330] in the areas of path-rel ated
term nol ogy and path description, primarily to include the



possibility of parallel subpaths between a given Source and
Destination address pair (possibly resulting from ECMP and UCMP
t echnol ogi es).

There are several sinple non-goals of this neno. There is no attenpt
to assess the reverse path fromany Host on the path to the Host
attenpting the path measurenent. The reverse path contribution to
delay will be that experienced by | CMP packets (in active mnethods)
and may be different from del ays experienced by UDP or TCP packets.
Al so, the Round-Trip Delay will include an unknown contribution of
processing time at the Host that generates the | CVP response.
Therefore, the | CVP-based active nethods are not supposed to yield
accurate, reproducible estimations of the Round-Trip Delay that UDP
or TCP packets wi |l experience.

Route Metric Specifications

This section sets requirenments for the components of the route
metric.

Terns and Definitions

Host
A Host (as defined in [RFC2330]) is a conputer capable of IP
conmuni cation, including routers (aka an RFC 2330 Host).

Node
A Node is any network function on the path capable of |P-1layer
Conmruni cati on, including RFC 2330 Hosts.

Node Identity
The Node identity is the unique address for Nodes comunicating
within the network domain. For Nodes communicating on the
Internet with IP, it is the globally routable |IP address that the
Node uses when comuni cating with other Nodes under normal or
error conditions. The Node identity revealed (and its connection
to a Node nane through reverse DNS) deterni nes whether interfaces
to parallel links can be associated with a single Node or appear
to identify uni que Nodes.

Di scoverabl e Node
Di scoverabl e Nodes are Nodes that convey their Node identity
according to the requirenents of their network dommin, such as
when error conditions are detected by that Node. For Nodes
communi cating with | P packets, conpliance with Section 3.2.2.4 of
[ RFC1122], when discarding a packet due to TTL or Hop Limt
Exceeded condition, MJIST result in sending the correspondi ng Ti ne
Exceeded nessage (containing a formof Node identity) to the
source. This requirenent is also consistent with Section 5.3.1 of
[ RFC1812] for routers.

Cooper ati ng Node
Cooperati ng Nodes are Nodes that respond to direct queries for
their Node identity as part of a previously established and agreed
upon interrogation protocol. Nodes SHOULD al so provide
i nformati on such as arrival/departure interface identification
arrival tinmestanp, and any relevant information about the Node or
specific link that delivered the query to the Node.

Hop specification
A Hop specification MJST contain a Node identity and MAY contain
arrival and/or departure interface identification, Round-Trip
Del ay, and an arrival tinestanp.

Routing Cl ass
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Routing Class is a Route that treats a class of different types of
packets, designated "C' (unrelated to address cl asses of the past)
equal ly ([ RFC2330] [ RFCB468]). Know edge of such a class allows
any one of the types of packets within that class to be used for
subsequent neasurement of the Route. The designator "class C' is
used for historical reasons; see [ RFC2330].

2. Formal Nane

The formal nane of the metric is:

Type- P- Rout e- Ensenbl e- Met hod- Vari ant

abbrevi ated as Route Ensenbl e.

Note that Type-P depends heavily on the chosen nethod and variant.
3. Paraneters

This section lists the REQU RED i nput factors to define and neasure a
Route nmetric, as specified in this neno.

Src: the address of a Node (such as the globally routable IP
addr ess) .

Dst: the address of a Node (such as the globally routable IP
addr ess).

i: thelinmt on the nunber of Hops a specific packet may visit as it
traverses fromthe Node at Src to the Node at Dst (such as the TTL
or Hop Limt).

MaxHops: the maxi mum val ue of i used (i=1,2,3,...MxHops).
TO: a time (start of neasurenent interval).
Tf: a tine (end of measurenent interval)

MP(address): the Measurenment Point at address, such as Src or Dst,
usual ly at the sane Node stack | ayer as "address"

T: the Node time of a packet as measured at MP(Src), meaning
Measurenment Point at the Source.

Ta: the Node tinme of a reply packet’'s *arrival* as neasured at
MP(Src), assigned to packets that arrive within a "reasonabl e"
time (see paraneter bel ow).

Tmax: a maximumwaiting tine for reply packets to return to the
source, set sufficiently long to di sanbi guate packets with | ong
del ays from packets that are discarded (lost), such that the
distribution of Round-Trip Delay is not truncated.

F:  the nunber of different flows sinulated by the method and
vari ant.

flow the stream of packets with the same n-tupl e of designated
header fields that (when held constant) result in identica
treatment in a multipath decision (such as the decision taken in
| oad bal ancing). Note: The IPv6 flow | abel MAY be included in the
flow definition if the MP(Src) is a Tunnel Endpoint (TEP)
conplying with the guidelines in [ RFC6438].

Type-P: the conplete description of the packets for which this
assessnent applies (including the flowdefining fields).
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Metric Definitions

Thi s section defines the REQUI RED neasurenent conponents of the Route
metrics (unless otherw se indicated):

M the total nunber of packets sent between TO and Tf.

N. the smallest value of i needed for a packet to be received at Dst
(sent between TO and Tf).

Nmax: the largest value of i needed for a packet to be received at
Dst (sent between TO and Tf). Nmax may be equal to N

Next, define a *singleton* for a Node on the path with sufficient
i ndexes to identify all Nodes identified in a neasurenent interva
(where *singleton* is part of the | PPM Framework [ RFC2330]).

singleton: A Hop specification, designated h(i,j), the |IP address
and/or identity of Discoverable Nodes (or Cooperating Nodes) that
are i Hops away fromthe Node with address = Src and part of Route
j during the neasurenent interval TO to Tf. As defined here, a
Hop singl eton nmeasurenent MUST contain a Node identity, hid(i,j),
and MAY contain one or nore of the followi ng attributes:

* a(i,j) Arrival Interface ID (e.g., when [ RFC5837] is supported)
* d(i,j) Departure Interface ID (e.g., when [ RFC5837] is supported)

* t(i,j) arrival timestanp, where t(i,j) is ideally supplied by the
Hop (note that t(i,j) might be approximated fromthe sending tine
of the packet that reveal ed the Hop, e.g., when the round-trip
response tine is avail able and divided by 2)

*  Measurenments of Round-Trip Delay (for each packet that reveals the
same Node identity and flow attributes, then this attribute is
comput ed; see next section)

Node identities and related information can be ordered by their
di stance fromthe Node with address Src in Hops h(i,j). Based on
this, two forns of Routes are distinguished:

A Route Ensenble is defined as the conbination of all Routes
traversed by different flows fromthe Node at Src address to the Node
at Dst address. A single Route traversed by a single flow

(determ ned by an unanbi guous tuple of addresses Src and Dst and
other identical flowcriteria) is a nmenber of the Route Ensenble and
call ed a Menber Route.

Using h(i,j) and components and paraneters further define:

When considering the set of Hops in the context of a single flow, a
Menber Route j is an ordered list {h(1,j), ... h(N, j)} where h(i-1,
j) and h(i, j) are one Hop away from each other and Nj sati sfying
h(N,j)=Dst is the mninum count of Hops needed by the packet on
menber Route j to reach Dst. Menber Routes nust be unique. The

uni queness property requires that any two Menber Routes, j and k,
that are part of the same Route Ensenble differ either in terns of

m ni mum Hop count Nj and Nk to reach the destination Dst or, in the
case of identical Hop count N =Nk, they have at |east one distinct
Hop: h(i,j) !'= h(i,k) for at least one i (i=1..N)

Al'l the optional information collected to describe a Menber Route,
such as the arrival interface, departure interface, and Round-Trip
Del ay at each Hop, turns each list iteminto a rich structure. There
may be information on the |inks between Hops, possible information on
the routing (arrival interface and departure interface), an estimate



of distance between Hops based on Round-Trip Del ay nmeasurenents and
calculations, and a tinestanp indicating when all these additional
details were measured.

The Route Ensenble from Src to Dst, during the measurenent interval
TO to Tf, is the aggregate of all mdistinct Menber Routes di scovered
between the two Nodes with Src and Dst addresses. Mire formally,
with the Node having address Src omitted:

Rout e Ensenble = {

{h(1,1), h(2,1), h(3,1), ... h(NL,1)=Dst},
{(h(1.2) h(2.2). h(3.2)... .. h(N2,2)=Dst}.
?hl(l,n), h(2,m, h(3,m, ....h(Nm m=Dst}

where the following conditions apply: i <= N <= Nmax (j=1..m

Note that some h(i,j) may be enpty (null) in the case that systens do
not reply (not discoverable or not cooperating).

h(i-1,j) and h(i,j) are the Hops on the sane Menber Route one Hop
away from each ot her.

Hop h(i,j) may be identical with h(k,I) for i!'=k and j!=l, which
nmeans there may be portions shared anong di fferent Menber Routes
(parts of Menber Routes nmay overlap).

.5. Related Round-Trip Delay and Loss Definitions

RTD(i,j,T) is defined as a singleton of the [ RFC2681] Round-Trip
Del ay between the Node with address = Src and the Node at Hop h(i,j)
at time T.

RTL(i,j,T) is defined as a singleton of the [ RFC6673] Round-Trip Loss
bet ween the Node with address = Src and the Node at Hop h(i,j) at
time T.

.6. Discussion

Dependi ng on the way that the Node identity is revealed, it may be
difficult to determ ne parallel subpaths between the same pair of
Nodes (i.e., nultiple parallel links). It is easier to detect
paral | el subpaths involving different Nodes.

* |f a pair of discovered Nodes identify two different addresses (IP
or not), then they will appear to be different Nodes. See item
bel ow.

* |f a pair of discovered Nodes identify two different |P addresses
and the | P addresses resolve to the sane Node nane (in the DNS)
then they will appear to be the sane Node.

* |f a discovered Node always replies using the same network
address, regardless of the interface a packet arrives on, then
multiple parallel Iinks cannot be detected in that network domain.
This condition may apply to traceroute-style nethods but may not
apply to other hybrid nethods based on In situ Qperations,

Admi ni stration, and Mai ntenance (1 CAM). For exanple, if the | Cw
ext ensi on mechani sm described in [RFC5837] is inplenented, then

parall el links can be detected with the discovery traceroute-style
met hods.
* |f parallel links between routers are aggregated below the IP

| ayer, then, fromthe Node's point of view, all these |links share
the sane pair of |IP addresses. The existence of these parallel



links can’t be detected at the IP layer. This applies to other
network domains with |ayers below themas well. This condition
may apply to traceroute-style nethods but nmay not apply to other
hybrid met hods based on | OAM

When a Route assessnent enploys | P packets (for exanple), the reality
of flow assignnent to parallel subpaths involves |ayers above IP
Thus, the neasured Route Ensenble is applicable to I P and hi gher

| ayers (as described in the nethodol ogy’ s packet of Type-P and fl ow
par anet ers).

3.7. Reporting the Metric

An Information Model and an XM. Data Model for Storing Traceroute
Measurenents is available in [ RFC5388]. The neasured information at
each Hop includes four pieces of information: a one-di nensi onal Hop
i ndex, Node synbolic address, Node |P address, and RTD for each
response.

The description of Hop information that nay be collected according to
this neno covers nore di nensions, as defined in Section 3.4. For
exanpl e, the Hop index is two-dinensional to capture the conplexity
of a Route Ensenmble, and it contains corresponding Node identities at
a mninmum The nodels need to be expanded to include these features
as well as Arrival Interface ID, Departure Interface ID, and arriva
ti mestanp, when available. The original sending Tinmestanp fromthe
Src Node anchors a particul ar neasurenent in tine.

4. Route Assessnent Methodol ogi es

There are two cl asses of nethods described in this section, active
met hods relying on the reaction to TTL or Hop Limt Exceeded
condition to discover Nodes on a path and hybrid active-passive
met hods that involve direct interrogation of Cooperating Nodes
(usually within a single domain). Description of these methods
fol |l ow.

4.1. Active Methodol ogi es

Thi s section describes the nethod enpl oyed by current open-source
tools, thereby providing a practical framework for further advanced
techni ques to be included as nethod variants. This nethod is
applicable for use across multiple adm nistrative domai ns.

Internet routing is conplex because it depends on the policies of

t housands of Autononous Systens (ASes). Most routers perform | oad
bal ancing on flows using a formof ECMP. [RFC2991] describes a
nunber of flow based or hashed approaches (e.g., Mdul o-N Hash, Hash-
Threshol d, and H ghest Random Wi ght (HRW) and nakes sone good
suggestions. Fl ow based ECMP avoi ds increased packet Delay Variation
and possi bly overwhel ming | evels of packet reordering in flows.

A fewrouters still divide the workload through packet-based
techni ques, such as a round-robin scheme to distribute every new
out goi ng packet to nultiple Iinks, as explained in [ RFC2991]. The
nmet hods described in this section assune fl ow based ECMP

Taking into account that Internet protocol was designed under the
"end-to-end" principle, the IP payload and its header do not provide
any information about the Routes or path necessary to reach some
destination. For this reason, the popular tool, traceroute, was
devel oped to gather the | P addresses of each Hop along a path using

| CMP [ RFC0792]. Traceroute al so neasures RTD from each Hop. However,
the growing complexity of the Internet makes it nore challenging to
devel op an accurate traceroute inplenmentation. For instance, the
early traceroute tools would be inaccurate in the current network,



mai nl y because they were not designed to retain a flow state.
However, evolved traceroute tools, such as Paris-traceroute ([PT]

[ MLB]) and Scanper ([ SCAMPER]), expect to encounter ECMP and achieve
nmore accurate results when they do, where Scanper ensures traceroute
packets will follow the sane path in 98% of cases ([ SCAMPER]).

Today’ s traceroute tools send Type-P of packets, which are either
|CWvP, UDP, or TCP. UDP and TCP are used when a particul ar
characteristic needs to be verified, such as filtering or traffic
shaping on specific ports (i.e., services). UDP and TCP traceroute
are al so used when | CMP responses are not received. [SCAMPER]
supports | Pv6 traceroute neasurenents, keeping the Flow Labe
constant in all packets.

Paris-traceroute allows its users to neasure the RTD to every Node of
the path for a particular flow Furthernore, either Paris-traceroute
or Scanper is capable of unveiling the many avail abl e paths between a
source and destination (which are visible to active nmethods). This
task is acconplished by repeating conplete traceroute measurenents
with different flow paraneters for each neasurenent; Paris-traceroute
provi des an "exhaustive" nobde, while Scanper provides "tracel b"
(which stands for "traceroute |oad balance"). "Franework for IP
Performance Metrics" [RFC2330], updated by [RFC7312], has the
flexibility to require that the Round-Trip Del ay nmeasurenent

[ RFC2681] uses packets with the constraints to assure that al

packets in a single neasurenent appear as the sanme flow This
flexibility covers ICMP, UDP, and TCP. The acconpanyi ng net hodol ogy
of [RFC2681] needs to be expanded to report the sequential Hop
identifiers along with RTD nmeasurenments, but no new netric definition
i s needed.

The advanced Route assessnent nethods used in Paris-traceroute [PT]
keep the critical fields constant for every packet to maintain the
appearance of the same flow. Wen considering | Pv6 headers, it is
necessary to ensure that the I P Source and Destination addresses and
Fl ow Label are constant (but note that nmany routers ignore the Flow
Label field at this tinme); see [ RFC6437]. Use of |Pv6 Extension
Headers may add critical fields and SHOULD be avoided. |In |Pv4,
certain fields of the IP header and the first 4 bytes of the IP

payl oad should remain constant in a flow. In the |Pv4 header, the IP
Source and Destination addresses, protocol nunber, and D ffserv
fields identify flows. The first 4 payload bytes include the UDP and
TCP ports and the I CWP type, code, and checksum fi el ds.

Mai nt ai ning a constant | CMP checksumin IPv4 is nost challenging, as
the | CVWP sequence nunber or identifier fields will usually change for
different probes of the same path. Probes should use arbitrary bytes
inthe ICMP data field to offset changes to the sequence nunber and
identifier, thus keeping the checksum constant.

Finally, it is also essential to Route the resulting | CVvP Tine
Exceeded nessages al ong a consistent path. In IPv6, the fields above
are sufficient. In IPv4, the |ICW Time Exceeded nmessage will contain
the I P header and the first 8 bytes of the I P payload, both of which
affect its | CMP checksum cal cul ati on. The TCP sequence numnber, UDP

| ength, and UDP checksumwi ||l affect this value and should renain
const ant .

Formally, to naintain the same flow in the nmeasurenents to a
particul ar Hop, the Type-P-Route- Ensenbl e- Met hod- Vari ant packets
shoul d have the following attributes (see [PT]):

TCP case: For |IPv4, the fields Src, Dst, port-Src, port_ Dst,
sequence nunber, and Diffserv SHOULD be the same. For |Pv6, the
fields Flow Label, Src, and Dst SHOULD be the sane.



UDP case: For IPv4, the fields Src, Dst, port-Src, port-Dst, and
D ffserv should be the sanme, and the UDP checksum SHOULD change to
keep the I P checksum of the I CVMP Tinme Exceeded reply constant.
Then, the data | ength should be fixed, and the data field is used
to nake it so (consider that | CMP checksumuses its data field,
whi ch contains the original |IP header plus 8 bytes of UDP, where
TTL, IP identification, IP checksum and UDP checksum changes).
For 1 Pv6, the field Fl ow Label and Source and Destination
addresses SHOULD be the sane.

| CMP case: For IPv4, the data field SHOULD conpensate vari ati ons on
TTL or Hop Limt, IP identification, and I P checksum for every
packet. There is no need to consider |CMPv6 because only Fl ow
Label of IPv6 and Source and Destination addresses are used, and
all of them SHOULD be constant.

Then, the way to identify different Hops and attenpts of the sane
IPv4 flowis:

TCP case: The IP identification field.

UDP case: The IP identification field.

|CVMP case: The IP identification field and | CMP sequence nunber.
.1.1. Tenporal Conposition for Route Metrics

The active Route assessnment net hods descri bed above have the ability
to discover portions of a path where ECWP | oad bal ancing is present,
observed as two or nore uni que Menmber Routes having one or nore
distinct Hops that are part of the Route Ensenble. Likew se,
attenpts to deliberately vary the flow characteristics to discover
all Menber Routes will reveal portions of the path that are fl ow

i nvari ant.

Section 9.2 of [RFC2330] describes the Tenporal Conposition of
metrics and introduces the possibility of a rel ationship between
earlier nmeasurement results and the results for nmeasurement at the
current tinme (for a given netric). There is value in establishing a
Tenporal Conposition relationship for Route netrics; however, this
rel ati onship does not represent a forecast of future Route conditions
in any way.

For Route-netric neasurenments, the value of Tenporal Conposition is
to reduce the nmeasurenent iterations required with repeated
measurenents. Reduced iterations are possible by inferring that
current measurements using fixed and previously neasured fl ow
characteristics:

* will have many common Hops with previ ous neasurenents

* will have relatively tinme-stable results at the ingress and egress
portions of the path when nmeasured fromuser |ocations, as opposed
to measurenents of backbone networks and across inter-donain
gat enways

* may have greater potential for time variation in path portions
where ECWP | oad bal ancing is observed (because increasing or
decreasi ng the pool of links changes the hash cal cul ati ons).

Optional ly, neasurenent systems may take advantage of the inferences
above when seeking to reduce neasurenent iterations after exhaustive
measurenents indicate that the tine-stable properties are present.
Repetitive active Route neasurement systens:

1. SHOULD occasionally check path portions that have exhibited



stable results over tine, particularly ingress and egress
portions of the path (e.g., daily checks if measuring nmany tines
during a day).

2. SHOULD continue testing portions of the path that have previously
exhi bited ECVP | oad bal anci ng.

3. SHALL trigger reassessnent of the conplete path and Route
Ensenbl e if any change in Hops is observed for a specific (and
previously tested) flow.

4.1.2. Routing Cass ldentification

There is an opportunity to apply the notion from[RFC2330] of equa
treatnent for a class of packets, "...very useful to knowif a given

I nternet component treats equally a class C of different types of
packets", as it applies to Route neasurenments. The notion of class C
was exam ned further in [RFC8468] as it applied to | oad-bal ancing

fl ows over parallel paths, which is the case we devel op here

Know edge of class C paraneters (unrelated to address classes of the
past) on a path potentially reduces the nunber of flows required for
a given nmethod to assess a Route Ensenbl e over tine.

First, recognize that each Menber Route of a Route Ensenble will have
a corresponding class C Cass C can be discovered by testing with
multiple flows, all of which traverse the uni que set of Hops that
conprise a specific Menber Route.

Second, recognize that the different classes depend primarily on the
hash functions used at each instance of ECMP | oad bal ancing on the
pat h.

Third, recognize the synergy with Tenporal Conposition nethods
(descri bed above), where evaluation intends to discover time-stable
portions of each Menber Route so that nore enphasis can be placed on
ECVMP portions that also deternmine class C

The net hods to assess the various class C characteristics benefit
fromthe foll owi ng nmeasurement capabilities

* flows designed to determ ne which n-tuple header fields are
consi dered by a given hash function and ECMP Hop on the path and
which are not. This operation inmediately narrows the search
space, where possible, and partially defines a class C

* a priori know edge of the possible types of hash functions in use
al so helps to design the flows for testing (mjor router vendors
publish informati on about these hash functions; exanples are in
[ LOAD_BALANCE] ) .

* ability to direct the enphasis of current neasurenents on ECWP
portions of the path, based on recent past nmeasurenment results
(the Routing Class of some portions of the path is essentially
"all packets")

4.1.3. Internmedi ate Qbservati on Poi nt Route Measurement

There are many exanpl es where passive nonitoring of a flow at an
Qobservation Point within the network can detect unexpected Round-Trip
Del ay or Delay Variation. But how can the cause of the anomal ous
del ay be investigated further *fromthe Cbservation Point* possibly

| ocated at an internedi ate point on the path?

In this case, know edge that the flow of interest belongs to a



specific Routing Class C will enable nmeasurement of the Route where
anomal ous del ay has been observed. Specifically, Round-Trip Del ay
assessnent to each Hop on the path between the Cbservation Point and
the Destination for the flow of interest nay di scover high or

vari abl e delay on a specific |link and Hop conbi nati on

The determ nation of a Routing Cass C that includes the flow of
interest is as described in the section above, aided by conputation
of the relevant hash function output as the target.

4.2. Hybrid Methodol ogi es

The Hybrid Type | nethods provide an alternative for Route
assessnent. The "Scope, Applicability, and Assunptions" section of

[ RFC9197] provides one possible set of data fields that woul d support
Route identification

In general, Nodes in the nmeasured domain woul d be equi pped with
specific abilities:

* Store the identity of Nodes that a packet has visited in header
data fields in the order the packet visited the Nodes.

* Support of a "Loopback" capability where a copy of the packet is
returned to the encapsul ati ng Node and the packet is processed
i ke any other | OAM packet on the return transfer

In addition to Node identity, Nodes may al so identify the ingress and
egress interfaces utilized by the tracing packet, the absolute time
when t he packet was processed, and other generic data (as described

in Section 3 of [RFC9197]). Interface identification isn't

necessarily limted to IP, i.e., different links in a bundle (Link
Aggregation Control Protocol (LACP)) could be identified. Equally
well, links without explicit |IP addresses can be identified (like

wi th unnunbered interfaces in an | GP depl oynment).

Note that the Type-P packet specification for this nmethod will Iikely
be a partial specification because nost of the packet fields are
determned by the user traffic. The packet encapsul ati on header or
headers added by the hybrid nethod can certainly be specified in
Type-P, in unpopul ated form

4.3. Conbining Different Methods

In principle, there are advantages if the entity conducti ng Route
measurenents can utilize both fornms of advanced methods (active and
hybrid) and combine the results. For exanple, if there are Nodes
involved in the path that qualify as Cooperating Nodes but not as

Di scoverabl e Nodes, then a nore conplete view of Hops on the path is
possi bl e when a hybrid nethod (or interrogation protocol) is applied
and the results are conbined with the active method results collected
across all other domains.

In order to conmbine the results of active and hybrid/interrogation
met hods, the network Nodes that are part of a domain supporting an
i nterrogation protocol have the follow ng attributes:

1. Nodes at the ingress to the domain SHOULD be both Di scoverable
and Cooperati ng.

2. Any Nodes within the domain that are both Di scoverabl e and
Cooperating SHOULD reveal the sanme Node identity in response to
bot h active and hybrid nethods.

3. Nodes at the egress to the domain SHOULD be both Di scoverabl e and



Cooperati ng and SHOULD reveal the sane Node identity in response
to both active and hybrid net hods.

When Nodes follow these requirenents, it becones a sinple natter to
mat ch singl e-domai n measurenents with the overlapping results froma
mul ti domai n neasur enent .

In practice, Internet users do not typically have the ability to
utilize the Operations, Adm nistrations, and M ntenance (OAM
capabilities of networks that their packets traverse, so the results
froma renote donmain supporting an interrogation protocol would not
normal |y be accessible. However, a network operator could conbine
interrogation results fromtheir access domain wth other

measur enents revealing the path outside their domain.

Background on Round-Trip Del ay Measurenent Goal s

The aimof this method is to use packet probes to unveil the paths
bet ween any two End- Nodes of the network. Mbdreover, information
derived from RTD neasurenents night be neaningful to identify:

1. Intercontinental submarine |inks
2. Satellite comunications

3. Congestion

4. Inter-donmain paths

This categorization is widely accepted in the literature and anong
operators alike, and it can be trusted with enpirical data and
several sources as ground of truth (e.g., [RTTSub]), but it is an
i nference neasurenent nonethel ess [bdrmap] [ DCong].

The first two categories correspond to the physical distance
dependency on RTD, the next one binds RTD with queuing delay on
routers, and the last one helps to identify different ASes using
traceroutes. Due to the significant contribution of propagation
delay in | ong-distance Hops, RTD will be on the order of 100 ns on
transatl anti c Hops, dependi ng on the geol ocation of the vantage
points. Moreover, RTD is typically higher than 480 nms when two Hops
are connected using geostationary satellite technology (i.e., their
orbit is at 36000 knj. Detecting congestion with latency inplies
deeper mat hemati cal understanding, since network traffic load is not
stationary. Nonetheless, as the first approach, a |ink seens to be
congested if observing different/varying statistical results after
sendi ng several traceroute probes (e.g., see [IDCong]). Finally, to
recogni ze distinctive ASes in the sane traceroute path is challenging
because nore data is needed, like AS rel ationshi ps and Regi ona
Internet Registry (RIR) del egations anong others (for nore details,
pl ease consult [bdrmap]).

RTD Measurenments Statistics

Several articles have shown that network traffic presents a self-
simlar nature [SSNT] [MLRM that is accountable for filling the
queues of the routers. Mdreover, router queues are designed to
handl e traffic bursts, which is one of the nost remarkabl e features
of self-simlarity. Naturally, while queue length increases, the
delay to traverse the queue increases as well and |l eads to an
increase on RTD. Due to traffic bursts generating short-term
overflow on buffers (spiky patterns), every RTD only depicts the
queuei ng status on the instant when that packet probe was in transit.
For this reason, several RTD neasurenents during a time w ndow coul d
begin to describe the random behavi or of latency. Loss nust also be
accounted for in the methodol ogy.



To understand the ongoing process, exanining the quartiles provides a
nonparanetric way of analysis. Quartiles are defined by five val ues:
m ni mum RTD (), RTD val ue of the 25% of the Enmpirical Cumul ative

Di stribution Function (ECDF) (Ql), the nedian value (@), the RTD

val ue of the 75% of the ECDF (@), and the maxi num RTD (M

Congestion can be inferred when RTD neasurenents are spread apart;
consequently, the Interquartile Range (IQR), i.e., the distance
between B and Ql, increases its val ue.

This procedure requires the algorithmpresented in [P2] to conpute
quartile values "on the fly".

This procedure allows us to update the quartile val ues whenever a new
measurenent arrives, which is radically different fromclassic

met hods of computing quartiles, because they need to use the whole
dataset to conpute the values. This way of cal cul us provi des savings
in menory and computing tine.

To sum up, the proposed neasurenent procedure consists of performng
traceroutes several tinmes to obtain sanples of the RTD in every Hop
froma path during a time wi ndow (W and conpute the quartiles for
every Hop. This procedure could be done for a single Menmber Route
flow, for a non-exhaustive search with parameter E (defined bel ow)
set to False, or for every detected Route Ensenble flow (E=True).

The identification of a specific Hop in a traceroute is based on the
I P origin address of the returned | CWP Ti me Exceeded packet and on
the distance identified by the value set in the TTL (or Hop Linmit)
field inserted by traceroute. As this specific Hop can be reached by
different paths, the I P Source and Destination addresses of the
traceroute packet also need to be recorded. Finally, different
return paths are distinguished by evaluating the | CMP Ti ne Exceeded
TTL (or Hop Limt) of the reply nessage; if this TTL (or Hop Limt)
is constant for different paths containing the sane Hop, the return
pat hs have the sane di stance. Moreover, this distance can be
estimated considering that the TTL (or Hop Limt) value is normally
initialized with values 64, 128, or 255. The 5-tuple (origin IP
destination IP, reply IP, distance, and response TTL or Hop Linmt)
unequi vocal ly identifies every neasurenent.

This algorithmbelow runs in the origin of the traceroute. It
returns the 8 quartiles for every Hop and Al't (alternative paths
because of balancing). Notice that the "Alt" paraneter condenses the
paraneters of the 5-tuple (origin IP, destination IP, reply IP

di stance, and response TTL), i.e., one for each possibl e conbination

0 input: W (wi ndow time of the neasurenent)

1 i t (tine between two neasurenents, set the i _t tine
2 | ong enough to avoid i nconplete results)

3 E (True: exhaustive, False: a single path)

4 Dst (destination |P address)

5 output: @ (quartiles for every Hop and Alt)

6 T :=start _timer(W

7 while T is not finished do:

8 | start _timer(i_t)

9 | RTD( Hop, Alt) = advanced-traceroute(Dst, E)

10 | for each Hop and Al't in RTD do:

11 | | [ Dst, Hop, Al't] := Comput e (RTD( Hop, Al't))
12 | done

13 | wait until i _t timer is expired

14 done



During the tine W lines 6 and 7 assure that the neasurenent |oop is
made. Lines 8 and 13 set a tiner for each cycle of neasurenents. A
cycl e conprises the traceroutes packets, considering every possible
Hop and the alternatives paths in the At variable (ensured in |ines
9-12). In line 9, the advanced-traceroute could be either Paris-
traceroute or Scamper, which will use the "exhaustive" node or
"tracel b" option if Eis set to True, respectively. The procedure
returns a list of tuples (m QL, @, @, and M for each internediate
Hop, or "Alt" in as a function of the 5-tuple, in the path towards
the Dst. Finally, lines 10 through 12 store each nmeasurenent into the
real -tine quartiles conputation.

Notice there are cases where even having a uni que Hop at distance h
fromthe Src to Dst, the returning path could have several
possibilities, yielding different total paths. |In this situation,
the algorithmw |l return another "Alt" for this particular Hop

7. Security Considerations

The security considerations that apply to any active neasurenment of
live paths are relevant here as well. See [RFC4656] and [ RFC5357].

The active neasurenment process of changing several fields to keep the
checksum of different packets identical does not require specia
security considerations because it is part of synthetic traffic
generation and is designed to have nmininmal to zero inpact on network
processing (to process the packets for ECWVP).

Sone of the protocols used (e.g., 1CW) do not provide cryptographic
protection for the requested/returned data, and there are risks of
processing untrusted data in general, but these are linmtations of
the existing protocols where we are appl yi ng new net hods.

For applicable hybrid nmethods, the security considerations in
[ RFC9197] apply.

When considering the privacy of those involved in neasurenent or
those whose traffic is nmeasured, the sensitive information avail abl e
to potential observers is greatly reduced when using active
techniques that are within this scope of work. Passive observations
of user traffic for measurenent purposes raise many privacy issues.
We refer the reader to the privacy considerations described in the
Large-scal e Measurenent of Broadband Performance (LMAP) Franmewor k

[ RFC7594], which covers active and passive techni ques.

8. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A.  MPLS Met hods for Route Assessnent

A Node assessing an MPLS path nmust be part of the MPLS domai n where
the path is inplenented. Wen this condition is net, [RFC8029]

provi des a powerful set of mechanisms to detect "correct operation of
the data plane, as well as a nechanismto verify the data pl ane

agai nst the control plane".

MPLS routing is based on the presence of a Forwardi ng Equi val ence
Class (FEC) Stack in all visited Nodes. Selecting one of severa
Equal - Cost Multipaths (ECMPs) is, however, based on information

hi dden deeper in the stack. Late deployments may support a so-called
"Entropy |abel" for this purpose. State-of-the-art deploynments base
their choice of an ECMP nenber interface on the conplete MPLS | abe
stack and on | P addresses up to the conplete 5-tuple |IP header
informati on (see Section 2.4 of [RFC7325]). Load sharing based on IP
i nformati on decouples this function fromthe actual MPLS routing
information. Thus, an MPLS traceroute is able to check how packets
with a contiguous nunber of ECMP-rel evant | P addresses (and an

i dentical MPLS | abel stack) are forwarded by a particular router

The mi ni mum nunber of equival ent MPLS paths traceable at a router
shoul d be 32. Inplenmentations supporting nore paths are avail abl e.

The MPLS echo request and reply nessages offering this feature nust
support the Downstream Detail ed Mappi ng TLV (was Downstream Mappi ng
initially, but the latter has been deprecated). The MPLS echo
response includes the incomng interface where a router received the
MPLS echo request. The MPLS echo reply further informs which of the
n addresses relevant for the | oad-sharing decision results in a



particul ar next-hop interface and contains the next Hop’'s interface
address (if available). This ensures that the next Hop will receive
a properly coded MPLS echo request in the next step Route of
assessnent .

[ RFC8403] explains how a central Path Mnitoring System coul d be used
to detect arbitrary MPLS paths between any routers within a single
MPLS domain. The conbination of MPLS forwardi ng, Segnent Routing,
and MPLS traceroute offers a sinple architecture and a powerful
mechani smto detect and validate (segnent-routed) MPLS paths.
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