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I nt roduction

Thi s docunent defines data fields for In situ Operations,

Admi ni stration, and Mai ntenance (I1CAM). | OAM records OAM i nfornation
within the packet while the packet traverses a particular network
domain. The term"in situ" refers to the fact that the OAM data is
added to the data packets rather than being sent wthin packets
specifically dedicated to OAM | OAMis used to conpl enent

mechani snms, such as Ping or Traceroute. In terns of "active" or
"passive" OAM | OAM can be considered a hybrid CGAMtype. "In situ"
mechani sms do not require extra packets to be sent. | OAM adds
information to the already avail abl e data packets and therefore
cannot be considered passive. |In terns of the classification given
in [RFC7799], | OAM could be portrayed as Hybrid Type |I. 10AM
mechani sns can be | everaged where nmechani sns using, e.g., |CVMP do not

apply or do not offer the desired results, such as proving that a
certain traffic flow takes a predefined path, Service Level Agreenent
(SLA) verification for the data traffic, detailed statistics on
traffic distribution paths in networks that distribute traffic across
mul tiple paths, or scenarios in which probe traffic is potentially
handl ed differently fromregular data traffic by the network devices.

The term"in situ OQAM' was originally notivated by the use of OAM
rel ated mechani sms that add information into a packet. This docunent



uses 1OAM as a termdefining the | OAM technology. [1OAMincludes "in
situ" nmechani sns but al so nmechani snms that could trigger the creation
of additional packets dedicated to OAM

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Abbrevi ations and definitions used in this docunent:

E2E: Edge to Edge

Geneve: Generic Network Virtualization Encapsul ati on [ RFC3926]
| CAM In situ Operations, Admnistration, and Mii ntenance
MT U Maxi mum Tr ansni ssi on Unit

NSH: Net wor k Servi ce Header [ RFC8300]

OAM Operations, Adm nistration, and Mi ntenance

PMTU: Path MIuU

POT: Proof of Transit

Short fornmat:

refers to an |OAM Data-Field that conprises 4 octets

Sl D Segnent ldentifier
SR: Segnent Routi ng
VXLAN- GPE: Virtual eXtensible Local Area Network, Generic
Pr ot ocol Extension [ NVG3- VXLAN- GPE]
Wde fornmat: refers to an |OAM Data-Field that conprises 8 octets

Scope, Applicability, and Assunptions

| OAM assunes a set of constraints as well

as guiding principles and

concepts that go hand in hand with the definition of the | OAM Dat a-

Fi el ds.

described in this section.

These constraints, guiding principles, and concepts are

A di scussi on of how | QAM Dat a- Fi el ds and

the associ ated concepts are applied to an | OAM depl oynment are out of

scope for this docunent.

Pl ease refer to [|PPM | QAM DEPLOYMENT] for

| OAM depl oynment consi derati ons.

Scope:

Thi s docunent defines the data fields and associated data types

for | QAM

The | OAM Dat a- Fi el ds can be encapsulated in a variety

of protocols, including NSH Segnent Routing, Geneve, and |Pv6.
Specification details for these different protocols are outside
the scope of this docunent. It is expected that each such

encapsul ati on woul d be specified by an RFC and jointly designed by

the working group that devel ops or mmintains the encapsul ation

pr ot ocol
G oup.

and the | ETF | P Performance Measurenent (1PPM Wrking

Domain (or scope) of in situ OAM depl oynent:
IOAM is focused on "linmited donains", as defined in [ RFC8799].
For 1OAM a linmted domain could, for exanple, be an enterprise

campus usi ng physi cal

connecti ons between devices or an overl ay
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1.

networ k using virtual connections/tunnels for connectivity between
said devices. A limted domain that uses | OAM may constitute one
or multiple "I OAM Domai ns", each di sanbi guat ed t hrough separate
nanespace identifiers. An | OAM Domain is bounded by its perineter
or edge. | OAM Donains may overlap inside the linited domain.

Desi gners of protocol encapsul ations for | OAM specify nechani sns
to ensure that 1OAM data stays within an | OAM Domain. In
addition, the operator of such a domain is expected to put
provisions in place to ensure that | OAM data does not | eak beyond
the edge of an | OAM Domai n using, for exanple, packet filtering
met hods. The operator SHOULD consi der the potential operational

i mpact of 10CAM to nechani snms, such as ECMP processing (e.g., |oad-
bal anci ng schenes based on packet |ength could be inpacted by the
i ncreased packet size due to I10OAM), PMIU (i.e., ensure that the
MIU of all links within a domain is sufficiently |large to support
the increased packet size due to |0AM), and | CVWP nessage handling
(i.e., in case of I1Pv6, | OAM support for |ICMPv6 echo request/reply
is desired, which would translate into | CMPv6 extensions to enable
| OAM Dat a- Fi el ds to be copied froman echo request nessage to an
echo reply nessage).

| OAM cont rol points:
| OAM Dat a- Fi el ds are added to or renoved fromthe user traffic by
the devices that formthe edge of a domamin. Devices that form an
| OAM Domai n can add, update, or renove | OAM Dat a-Fi el ds. Edge
devi ces of an | OAM Dormei n can be hosts or network devices.

Traffic sets that 10AMis applied to:
| OAM can be depl oyed on all or only on subsets of the user
traffic. Using IOAM on a selected set of traffic (e.g., per
interface, based on an access control list or flow specification
defining a specific set of traffic, etc.) could be useful in
depl oynents where the cost of processing | OAM Dat a- Fi el ds by
encapsul ating, transit, or decapsul ating nodes might be a concern
froma performance or operational perspective. Thus, limting the
anount of traffic 1OAMis applied to could be beneficial in some
depl oynent s.

Encapsul ati on i ndependence:
The definition of | OAM Data-Fields is independent fromthe
protocol s the | OAM Dat a- Fi el ds are encapsul ated into. | QAM Dat a-
Fi el ds can be encapsul ated into several encapsul ating protocols.

Layeri ng:
If several encapsul ation protocols (e.g., in case of tunneling)
are stacked on top of each other, | OAM Data-Fields could be
present at multiple |ayers. The behavior follows the "ships-in-
the-night" nodel, i.e., I1OAM Data-Fields in one | ayer are
i ndependent from | OAM Dat a- Fi el ds in another |ayer. Layering
all ows operators to instrunment the protocol |ayer they want to
measure. The different |layers could, but do not have to, share
the sane | OAM encapsul ati on nmechani sns.

| CAM i npl enent ati on:
The definition of the | OAM Dat a- Fi el ds takes the specifics of
devices with hardware data pl anes and software data planes into
account .

| OAM Dat a- Fi el ds, Types, and Nodes
This section details | OAMrel ated nonmencl ature and descri bes data
types, such as | OAM Dat a- Fi el ds, | OAM Types, | OAM Nanespaces, as wel |
as the different types of | OAM nodes.

| OAM Dat a- Fi el ds and Opti on- Types



An |OAM Data-Field is a set of bits with a defined format and
meani ng, which can be stored at a certain place in a packet for the
pur pose of | OAM

To accommpdate the different uses of |OAM | OAM Data-Fields fall into
different categories. In |OAM these categories are referred to as
"1 OAM Opt i on- Types”. A common registry is maintained for | OAM
Option-Types (see Section 7.1 for details). Corresponding to these

| OAM Opti on- Types, different | OAM Dat a- Fi el ds are defi ned.

Thi s docunent defines four | OAM Opti on- Types:
* Pre-allocated Trace Option-Type

* |Increnmental Trace Option-Type

*  POT Option-Type

* E2E Option-Type

Future | OAM Opti on-Types can be allocated by | ANA, as described in
Section 7. 1.

4.2. | OAM Dorai ns and Types of | OAM Nodes

Section 3 already nentioned that IOAMis expected to be deployed in a
limted domain [ RFC8799]. One or nore | OAM Opti on-Types are added to
a packet upon entering an | OAM Donmai n and are renoved fromthe packet
when exiting the domain. Wthin the | OAM Dorai n, the | OAM Dat a-

Fi el ds MAY be updated by network nodes that the packet traverses. An
| OAM Domai n consi sts of "I OAM encapsul ati ng nodes”, "1 QAM

decapsul ati ng nodes", and "IOAM transit nodes". The role of a node
(i.e., encapsulating, transit, and decapsulating) is defined within
an | OAM Nanespace (see below). A node can have different roles in

di fferent | OAM Nanespaces.

A device that adds at | east one | OAM Option-Type to the packet is
called an "I OAM encapsul ati ng node", whereas a device that renbves an
| OAM Option-Type is referred to as an "1 OAM decapsul ati ng node".
Nodes within the domain that are aware of |OAM data and read, wite,
and/or process |OAM data are called "IOAMtransit nodes". | QAM nodes
that add or renmove the | OAM Dat a- Fi el ds can al so update the | OAM
Data-Fields at the sane tine. O, in other words, | OAM encapsul ating
or decapsul ating nodes can also serve as |OAMtransit nodes at the
sanme tinme. Note that not every node in an | OAM Donmai h needs to be an
IOAM transit node. For exanple, a deploynent mght require that
packets traverse a set of firewalls that support 10AM In that case,
only the set of firewall nodes would be |OAM transit nodes, rather
than all nodes.

An | OAM encapsul ati ng node i ncorporates one or nore | OAM Opti on-Types
(fromthe list of | OAM Types, see Section 7.1) into packets that | OAM
is enabled for. |If 10AMis enabled for a selected subset of the
traffic, the | OAM encapsul ati ng node is responsi ble for applying the

| OAM functionality to the sel ected subset.

An |OAM transit node reads, wites, and/or processes one or nore of
the |OAM Data-Fields. |If both the Pre-allocated and the Incremental
Trace Option-Types are present in the packet, each ICAMtransit node,
based on configuration and avail able inplenmentation of 1 CAM m ght
popul ate OAM trace data in either a Pre-allocated or |ncrenental
Trace Option-Type but not both. Note that not popul ating any of the
Trace Option-Types is also valid behavior for an | OAM transit node.

A transit node MJST ignore | OAM Option-Types that it does not
understand. A transit node MJUST NOT add new | OAM Opti on- Types to a
packet, MJST NOT renove | OAM Option- Types from a packet, and MJST NOT



change the | OAM Dat a- Fi el ds of an | OAM Edge-t o- Edge Opti on- Type.
An | OAM decapsul ati ng node renoves | OAM Opti on- Type(s) from packets.

The role of an | OAM encapsul ating, 1OAM transit, or | OAM

decapsul ati ng node is always perforned within a specific | CAM
Nanespace. This nmeans that an | OAM node that is, e.g., an | GAM
decapsul ati ng node for | OAM Nanespace "A" but not for | QAM Nanespace
"B" will only renmove the | QAM Opti on- Types for | OAM Nanespace "A"
fromthe packet. Note that this applies even for | OAM Opti on- Types
that the node does not understand, for exanple, an | QAM Opti on- Type
other than the four described above, which is added in a future
revision.

| OAM Nanespaces al |l ow for a nanespace-specific definition and
interpretation of |OAM Data-Fields. An interface identifier could,
for exanple, point to a physical interface (e.g., to understand which
physical interface of an aggregated link is used when receiving or
transmtting a packet), whereas, in another case, it could refer to a
|l ogical interface (e.g., in case of tunnels). Please refer to
Section 4.3 for details on | OAM Nanespaces.

4.3. | OAM Nanespaces

| OAM Nanespaces add further context to | QAM Opti on- Types and

associ ated | OAM Dat a-Fields. The | OAM Opti on-Types and associ at ed

| OAM Dat a- Fi el ds are interpreted as defined in this docunent,

regardl ess of the value of the | OAM Nanmespace. However, | CAM
Nanespaces provide a way to group nodes to support different

depl oynent approaches of |1 OAM (see a few exanpl e use cases bel ow).

| OAM Nanespaces al so help to resol ve potential issues that can occur
due to | OAM Dat a- Fi el ds not being globally unique (e.g., | OAM node
identifiers do not have to be globally unique). The significance of

| OAM Dat a-Fields is always within a particular | OAM Nanespace. G ven
that | OAM Data-Fields are always interpreted as the context of a
speci fi c nanespace, the Nanmespace-ID field always needs to be carried
along with the 1 0AM data-fiel ds thensel ves.

An | OAM Nanespace is identified by a 16-bit namespace identifier
(Nanmespace-1D). The | OAM Nanespace field is included in all the

| OAM Opt i on- Types defined in this document and MJST be included in
all future | OAM Option-Types. The Nanespace-ID value is divided into
two subranges:

* an operator-assigned range from 0x0001 to Ox7FFF and
* an | ANA- assi gned range from 0x8000 to OxFFFF.

The | ANA- assigned range is intended to allow future extensions to
have new and interoperable | OAM functionality, while the operator-
assigned range is intended to be donmain specific and managed by the
network operator. The Nanespace-|D val ue of 0x0000 is the "Default-
Nanespace-|1 D'. The Defaul t-Nanmespace-1D indicates that no specific
nanespace i s associated with the | OAM Data-Fields in the packet. The
Def aul t - Nanespace-|1 D MJUST be supported by all nodes inpl enenting
IOAM A use case for the Default-Nanespace-ID are depl oynents that
do not | everage specific nanespaces for sonme or all of their packets
that carry | OAM Dat a- Fi el ds.

Nanespace identifiers all ow devices that are |1 OAM capable to
det er m ne:

* whether one or nore | OAM Qpti on- Types need to be processed by a
device. |If the Nanespace-ID contained in a packet does not match
any Nanespace-ID the node is configured to operate on, then the
node MJST NOT change the contents of the | QAM Dat a-Fi el ds.
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* which | OAM Opti on-Type needs to be processed/ updated in case there
are nultiple | OAM Option-Types present in the packet. Miltiple
| OAMt Opt i on- Types can be present in a packet in case of
overl appi ng | OAM Domai nhs or in case of a |ayered | OAM depl oynent .

* whether one or nore | OAM Opti on- Types have to be renpbved fromthe
packet, e.g., at a dommin edge or donain boundary.

| OAM Nanespaces support several different uses:

* | OAM Nanespaces can be used by an operator to distinguish
different 1 OAM Domai ns. Devices at edges of an | QAM Dormai n can
filter on Nanespace-1Ds to provide for proper | QAM Donmain
i sol ati on.

* | OAM Nanmespaces provi de additional context for | OAM Dat a-Fi el ds
and, thus, can be used to ensure that | QAM Dat a-Fi el ds are uni que
and are interpreted properly by managenent stations or network
controllers. The node identifier field (node_id, see bel ow does
not need to be unique in a deploynent. This could be the case if
an operator wi shes to use different node identifiers for different
| OAM | ayers, even within the same device, or node identifiers
m ght not be unique for other organizational reasons, such as
after a nmerger of two fornerly separated organi zations. The
Nanespace-|1 D can be used as a context identifier, such that the
conbi nation of node_id and Nanespace-ID will always be uni que.

* Simlarly, | OAM Nanespaces can be used to define how certain | CAM
Data-Fields are interpreted; 10AM offers three different tinestanp
format options. The Nanespace-ID can be used to determ ne the
timestanp format. |1 OAM Data-Fields (e.g., buffer occupancy) that
do not have a unit associated are to be interpreted within the
context of an | OAM Nanespace.

* | OAM Nanespaces can be used to identify different sets of devices
(e.g., different types of devices) in a deploynent; if an operator
wants to insert different | OAM Dat a- Fi el ds based on the devi ce,
the devices could be grouped into nultiple | OAM Nanespaces. This
could be due to the fact that the | OAM feature set differs between
different sets of devices, or it could be for reasons of optim zed
space usage in the packet header. It could also stemfrom
hardware or operational limtations on the size of the trace data
that can be added and processed, preventing collection of a full
trace for a flow

* By assigning different |1 OAM Nanespace-I1Ds to different sets of
nodes or network partitions and using a separate instance of an
| CAM Opt i on- Type for each Nanespace-ID, a full trace for a flow
could be collected and constructed via partial traces from each
| OAM Opti on-Type in each of the packets in the flow. For exanple,
an operator could choose to group the devices of a domain into two
| OAM Nanespaces in a way that each | OAM Nanmespace i s represented
by one of two | OAM Option-Types in the packet. Each node woul d
record data only for the | OAM Nanespace that it bel ongs to,
i gnoring the other | OAM Option-Type with an | OAM Nanespace to
which it doesn't belong. To retrieve a full view of the
depl oynent, the captured | OAM Dat a- Fi el ds of the two | OAM
Nanespaces need to be correl at ed.

| OAM Trace Option- Types

In a typical deploynent, all nodes in an | OAM Donai n woul d
participate in |OAM thus, they would be IOAM transit nodes, | OAM
encapsul ati ng nodes, or | OAM decapsul ati ng nodes. |If not all nodes
within a domain support |1 OAM functionality as defined in this



docunent, 1OAMtracing information (i.e., node data, see bel ow) can
only be collected on those nodes that support |1 OAM functionality as
defined in this docunent. Nodes that do not support | OAM
functionality as defined in this docunent will forward the packet

wi t hout any changes to the | OAM Dat a- Fi el ds. The maxi mum nunber of
hops and the m ni mum PMIU of the | OAM Domain i s assuned to be known.
An overflow indicator (O-bit) is defined as one of the ways to dea
with situations where the PMIU was underestinmated, i.e., where the
nunber of hops that are | OAM capabl e exceeds the avail abl e space in
t he packet.

To optim ze hardware and software inplenmentations, 1CGAMtracing is
defined as two separate options. A deploynment can choose to
configure and support one or both of the foll owing options.

Pre-all ocated Trace- Opti on:
This trace option is defined as a contai ner of node data fields
(see below) with pre-allocated space for each node to populate its
information. This option is useful for inplenmentations where it
is efficient to allocate the space once and index into the array
to popul ate the data during transit (e.g., software forwarders
often fall into this class). The | OAM encapsul ati ng node
al | ocates space for the Pre-allocated Trace Option-Type in the
packet and sets corresponding fields in this | QAM Opti on- Type.
The 1 OAM encapsul ati ng node all ocates an array that is used to
store operational data retrieved fromevery node while the packet
traverses the domain. | OAMtransit nodes update the content of
the array and possi bly update the checksuns of outer headers. A
pointer that is part of the IOAMtrace data points to the next
enpty slot in the array. An |OAMtransit node that updates the
content of the Pre-allocated Trace-Option al so updates the val ue
of the pointer, which specifies where the next |OAMtransit node
fills inits data. The "node data list" array (see below) in the
packet is populated iteratively as the packet traverses the
network, starting with the last entry of the array, i.e., "node
data list [n]" is the first entry to be popul ated, "node data |ist
[n-1]" is the second one, etc.

I ncrenental Trace-Option:
This trace option is defined as a contai ner of node data fields,
where each node allocates and pushes its node data inmredi ately
followi ng the option header. This type of trace recording is
useful for some of the hardware inplenentations, as it elimnates
the need for the transit network elenments to read the full array
in the option and allows for as arbitrarily | ong packets as the
MIU al l ows. The | OAM encapsul ati ng node al |l ocates space for the
Increnental Trace Option-Type. Based on the operational state and
configuration, the | OAM encapsul ati ng node sets the fields in the
Option-Type that control what | OAM Dat a-Fi el ds have to be
coll ected and how |l arge the node data list can grow. IQAMtransit
nodes push their node data to the node data |ist subject to any
protocol constraints of the encapsulating |ayer. They then
decrease the remmining |l ength available to subsequent nodes and
adjust the |l engths and possibly checksunms in outer headers.

| OAM encapsul ati ng nodes and | OAM decapsul ati ng nodes that support
traci ng MUST support both Trace Option-Types. For 10OAMtransit

nodes, it is sufficient to support one of the Trace Option-Types. In
the event that both options are utilized in a deploynment at the sane
time, the Incremental Trace-Option MJST be placed before the Pre-

al | ocated Trace-Option. Deploynments that m x devices with either the
Increnental Trace-Option or the Pre-allocated Trace-Option could
result in both Option-Types being present in a packet. G ven that
the operator knows which equi prment is deployed in a particular | OAM
Domai n, the operator will decide by neans of configuration which
type(s) of trace options will be used for a particular domain.
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Every node data entry holds information for a particular |OAMtransit
node that is traversed by a packet. The | OAM decapsul ati ng node
renoves the | OAM Opti on- Types and processes and/ or exports the

associ ated data. Like all | QAM Data-Fields, the | OAM Dat a- Fi el ds of
the 1 0AM Trace Option-Types are defined in the context of an | CAM
Namespace.

IOAM tracing can collect the followi ng types of information:

* |ldentification of the | OAM node. An | OAM node identifier can
match to a device identifier or a particular control point or
subsystemwi t hin a device.

* |dentification of the interface that a packet was received on,
i.e., ingress interface.

* ldentification of the interface that a packet was sent out on,
i.e., egress interface.

* Time of day when the packet was processed by the node, as well as
the transit delay. Different definitions of processing tine are
feasi bl e and expected, though it is inportant that all devices of
an | OAM Domai n foll ow the sanme definition.

* Ceneric data, i.e., format-free information where syntax and
semantics of the infornmation is defined by the operator in a
specific deploynment. For a specific | OAM Nanespace, all | OAM
nodes have to interpret the generic data the sane way. Exanples
for generic | OAM data i nclude geol ocation information (location of
the node at the tinme the packet was processed), buffer queue fil
| evel or cache fill level at the time the packet was processed, or
even a battery-charge | evel

* Information to detect whether 1OAM trace data was added at every
hop or whether certain hops in the domain weren't 1QAM transit
nodes.

It should be noted that the semantics of sonme of the node data fields
that are defined bel ow, such as the queue depth and buffer occupancy,
are inplenentation specific. This approach is intended to allow | OAM
nodes with various different architectures.

1. Pre-allocated and Increnental Trace Option-Types

The |1 OAM Pre-al |l ocated Trace-Option and the 1 OAM I ncrenental Trace-
Option have simlar formats. Except where noted bel ow, the interna

formats and fields of the two trace options are identical. Both
trace options consist of a fixed-size "trace option header” and a
vari abl e data space to store gathered data, i.e., the "node data
list". An IOAMtransit node (that is, not an | OAM encapsul ati ng node

or | OAM decapsul ati ng node) MJST NOT nodify any of the fields in the
fixed-size "trace option header", other than Flags" and
"Remai ni ngLen", i.e., an ICAMtransit node MJST NOT nodi fy the
Nanespace-| D, NodeLen, | OAM Trace-Type, or Reserved fields.

The Pre-allocated and I ncrenental Trace-Option headers:
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Nanespace- | D | NodeLen | Flags | Renmi ninglLen
I S i o T s S S S e s s T
| | OAM Tr ace- Type | Reserved |

T S T T o T S S S S i o S St



The trace option data MUST be aligned by 4 octets:
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Namespace- | D

16-bit identifier of an | OAM Nanespace. The Nanespace-1D val ue of
0x0000 is defined as the "Default-Nanmespace-1D" (see Section 4.3)
and MJUST be known to all the nodes inplenenting | OAM  For any

ot her Nanespace-|D val ue that does not match any Nanespace-1D the
node is configured to operate on, the node MJUST NOT change the
contents of the | OAM Dat a- Fi el ds.

NodelLen:

Fl

5-bit unsigned integer. This field specifies the length of data
added by each node in nultiples of 4 octets, excluding the I ength
of the "Opaque State Snapshot" field.

If 10AM Trace-Type Bit 22 is not set, then NodeLen specifies the
actual | ength added by each node. If |10OAM Trace-Type Bit 22 is
set, then the actual |ength added by a node woul d be (NodeLen +
I ength of the "Opaque State Snapshot" field) in 4-octet units.

For exanple, if 3 | OAM Trace-Type bits are set and none of them
are in wide format, then NodeLen would be 3. [If 3 |1 OAM Trace- Type
bits are set and 2 of themare wi de, then NodeLen would be 5.

An | OAM encapsul ati ng node MJST set NodeLen.

A node receiving an | OAM Pre-all ocated or Increnental Trace-Option
relies on the NodeLen val ue.

ags:
4-bit field. Flags are allocated by | ANA as specified in
Section 7.3. This docunent allocates a single flag as foll ows:

Bit O:
"Overflow' (O bit) (nmost significant bit). |In case a network
el ement is supposed to add node data to a packet but detects
that there are not enough octets left to record the node data,
the network el ement MJUST NOT add any fields and MJUST set the
overflow "Obit" to "1" in the |1 OAM Trace- Opti on header. This
is useful for transit nodes to ignore further processing of the
opti on.

Remai ni ngLen:

7-bit unsigned integer. This field specifies the data space in
multiples of 4 octets remaining for recording the node data before



the node data list is considered to have overfl owed. The sender
MUST assign the initial value of the RenminingLen field. The
sender MAY cal cul ate the value of the RenaininglLen field by
conmputing the nunber of node data bytes all owed before exceeding
the PMIU, given that the PMIU is known to the sender. Subsequent
nodes can carry out a sinple conparison between Remai ni ngLen and
NodelLen, along with the I ength of the "Opaque State Snapshot™, if
applicable, to determ ne whether or not data can be added by this
node. Wen node data is added, the node MJST decrease
Remai ni ngLen by the ampbunt of data added. In the Pre-allocated
Trace- Option, RemaininglLen is used to derive the offset in data
space to record the node data element. Specifically, the
recordi ng of the node data el ement would start from Renmai ni ngLen -
NodelLen - size of (opaque snapshot) in 4-octet units. |If
Remai ni ngLen in a Pre-all ocated Trace- Opti on exceeds the | ength of
the option, as specified in the | ower-1ayer header (which is not
within the scope of this docunent), then the node MUST NOT add any
fields.

| OAM Tr ace- Type:
24-bit identifier that specifies which data types are used in this
node data |ist.

The |1 OAM Trace-Type value is a bit field. The following bits are
defined in this docunment, with details on each bit described in
Section 4.4.2. The order of packing the data fields in each node
data elerment follows the bit order of the | OAM Trace-Type field as
fol | ows:

Bit O Most significant bit. Wen set, indicates the presence
of Hop_Limand node_id (short format) in the node data.

Bit 1 When set, indicates the presence of ingress if id and
egress_if _id (short format) in the node data.

Bit 2 When set, indicates the presence of tinmestanmp seconds in
t he node dat a.

Bit 3 When set, indicates the presence of tinmestanp fraction
in the node data.

Bit 4 When set, indicates the presence of transit delay in the
node dat a.
Bit 5 When set, indicates the presence of | OAM Nanespace-

specific data in short format in the node data.

Bit 6 When set, indicates the presence of queue depth in the
node dat a.
Bit 7 When set, indicates the presence of the Checksum

Conpl erent node dat a.

Bit 8 When set, indicates the presence of Hop_ Limand node_id
in wide format in the node data.

Bit 9 When set, indicates the presence of ingress if id and
egress_if id in wide format in the node data.

Bit 10 When set, indicates the presence of | OAM Namespace-
specific data in wide format in the node data.

Bit 11 When set, indicates the presence of buffer occupancy in
t he node dat a.

Bits 12-21 Undefined. These values are available for future



4. 4.

assignnent in the |1 OAM Trace- Type Registry

(Section 7.2). Every future node data field
corresponding to one of these bits MJIST be 4 octets
long. An | OAM encapsul ati ng node MJST set the val ue of
each undefined bit to 0. If an |OAMtransit node
receives a packet with one or nore of these bits set to
1, it MJST either:

1. add corresponding node data filled with the reserved
val ue OxFFFFFFFF after the node data fields for the
| OAM Tr ace- Type bits defined above, such that the
total node data added by this node in units of 4
octets is equal to NodelLen or

2. not add any node data fields to the packet, even for
the 1 OAM Trace- Type bits defined above.

Bit 22 When set, indicates the presence of the variable-length
Opaque St ate Snapshot fi el d.

Bit 23 Reserved; MJUST be set to zero upon transmni ssion and be
i gnored upon receipt. This bit is reserved to allow for
future extensions of the | OAM Trace-Type bit field.

Section 4.4.2 describes the | OAM Dat a- Types and their formats
Wthin an | OAM Donai n, possi bl e conbi nati ons of these bits naking
the 1 OAM Trace- Type can be restricted by configuration knobs.

Reserved
8 bits. An | OAM encapsul ati ng node MJST set the value to zero
upon transmission. |OQOAMtransit nodes MJST ignore the received
val ue.

Node data List [n]:
Variable-length field. This is a list of node data el enments where
the content of each node data elenment is determ ned by the | GAM
Trace-Type. The order of packing the data fields in each node
data elenment follows the bit order of the | OAM Trace- Type fi el d.
Each node MUST prepend its node data elenment in front of the node
data elenments that it received, such that the transmtted node
data list begins with this node’'s data elenment as the first
popul ated element in the list. The last node data elenent in this
list is the node data of the first | OAM capabl e node in the path.
Popul ating the node data list in this way ensures that the order
of the node data list is the same for Incremental and Pre-
al l ocated Trace-Options. |In the Pre-allocated Trace-Option, the
i ndex contained in RenaininglLen identifies the offset for current
active node data to be popul at ed.

2. 1 OAM Node Data Fi el ds and Associ at ed Formats

Al the | OAM Dat a- Fi el ds MJUST be aligned by 4 octets. |If a node that
i s supposed to update an | OAM Data-Field is not capable of popul ating
the value of a field set in the | OAM Trace-Type, the field val ue MIST
be set to OxFFFFFFFF for 4-octet fields or OxFFFFFFFFFFFFFFFF f or
8-octet fields, indicating that the value is not popul ated, except
when explicitly specified in the field description bel ow

Sone | OAM Dat a- Fi el ds defined bel ow, such as interface identifiers or
| OAM Nanmespace-specific data, are defined in both "short format" and
"wide format". The use of "short format” or "wide format"” is not
mutual |y exclusive. A deploynent could choose to | everage both. For
exanple, ingress if_id (short format) could be an identifier for the
physical interface, whereas ingress if _id (wide format) could be an
identifier for a logical sub-interface of that physical interface.



Data fields and associ ated data types for each of the | OAM Dat a-
Fields are specified in the followi ng sections. The definition of

| OAM Dat a- Fi el ds focuses on the syntax of the data fields and avoids
specifying the senmantics where feasible. This is why no units are
defined for data fields, e.g., like "buffer occupancy" or "queue
depth". Wth this approach, nodes can supply the information in
their original format and are not required to performunit or format
conversions. Systens that further process IOAMinformation, e.g.,

|i ke a network nanagenent system are assuned to also handle unit
conversions as part of their | OAM Dat a-Fi el ds processing. The

combi nation of a particular data field and the Namespace-1D provides
for the context to interpret the provided data appropriately.

4.4.2.1. Hop_Limand node_id Short

The "Hop_Limand node_id short" field is a 4-octet field that is
defined as foll ows:

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Hop_Lim | node_id |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Hop_Lim
1-octet unsigned integer. It is set to the Hop Limt value in the
packet at egress fromthe node that records this data. Hop Limt
information is used to identify the location of the node in the
communi cation path. This is copied fromthe | ower |ayer, e.g.,
TTL value in | Pv4 header or Hop Limt field fromI|Pv6 header of
the packet when the packet is ready for transnission. The
semantics of the Hop_Limfield depend on the | ower-Ilayer protoco
that TOAMis encapsul ated into; therefore, its specific senmantics
are outside the scope of this nenn. The value of this field MIST
be set to Oxff when the | ower |evel does not have a field
equivalent to TTL / Hop Limt.

node_i d:
3-octet unsigned integer. A node identifier field to uniquely
identify a node within the | OAM Nanespace and associ ated | OAM
Domain. The procedure to allocate, nanage, and map the node_ids
i s beyond the scope of this docunment. See [|PPM | CAM DEPLOYMENT]
for a discussion of deploynent-related aspects of the node_id.

4.4.2.2. ingress_if _id and egress_if _id Short

The "ingress_if_id and egress_if_id" field is a 4-octet field that is
defined as foll ows:

01234567890123456789012345678901
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| ingress_if _id | egress_if _id |
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ingress_if _id:
2-octet unsigned integer. An interface identifier to record the
ingress interface the packet was received on

egress_if _id:
2-octet unsigned integer. An interface identifier to record the
egress interface the packet is forwarded out of.

Note that due to the fact that | OAM uses its own | OAM Nanespaces for
| OAMt Dat a- Fi el ds, data fields, like interface identifiers, can be
used in a flexible way to represent systemresources that are
associated with ingressing or egressing packets, i.e., ingress_if_id
could represent a physical interface, a virtual or logical interface,



or even a queue.
4.4.2.3. Timestanp Seconds

The "timestanp seconds"” field is a 4-octet unsigned integer field.

It contains the absolute timestanp in seconds that specifies the tinme

at which the packet was received by the node. This field has three
possi ble formats, based on either the Precision Tinme Protocol (PTP)
(see e.g., [RFC8877]), NTP [RFC5905], or POSIX [POSIX]. The three

timestanp formats are specified in Section 5. In all three cases,
the timestanp seconds field contains the 32 nost significant bits of
the tinmestanp format that is specified in Section 5. |If a node is

not capable of populating this field, it assigns the val ue
OXFFFFFFFF. Note that this is a legitimate value that is valid for
second in approximately 136 years; the anal yzer has to correlate

several packets or conpare the tinmestanp value to its own tinme of day

in order to detect the error indication
4.4.2.4. Timestanp Fraction

The "tinmestanp fraction" field is a 4-octet unsigned integer field.
Fraction specifies the fractional portion of the nunber of seconds

since the NTP epoch [RFC8877]. The field specifies the tine at which

the packet was received by the node. This field has three possible
formats, based on either PTP (see e.g., [RFC8877]), NIP [ RFC5905],
PCSI X [PCSI X]. The three tinestanp fornats are specified in

Section 5. In all three cases, the tinestanp fraction field contains

the 32 least significant bits of the timestanp format that is
specified in Section 5. If a node is not capable of populating this
field, it assigns the value OXFFFFFFFF. Note that this is a

legitimate value in the NTP format, valid for approximtely 233

pi coseconds in every second. |If the NTP format is used, the anal yzer

has to correlate several packets in order to detect the error
i ndi cati on.

4.4.2.5. Transit Del ay

The "transit delay" field is a 4-octet unsigned integer in the range

0 to 2731-1. It is the tinme in nanoseconds the packet spent in the
transit node. This can serve as an indication of the queuing del ay
at the node. |If the transit delay exceeds 2731-1 nanoseconds, then

the top bit "O is set to indicate overflow and value set to

0x80000000. When this field is part of the data field but a node
popul ating the field is not able to fill it, the field position in
the field MIST be filled with val ue OXFFFFFFFF to nean not popul at ed.

01234567890123456789012345678901
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| 9 transit del ay |
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4.4.2.6. Nanmespace- Specific Data

The "namespace-specific data" field is a 4-octet field that can be
used by the node to add | OAM Nanmespace-specific data. This
represents a "free-format" 4-octet bit field with its semantics
defined in the context of a specific | OAM Nanespace.

01234567890123456789012345678901
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| nanespace-specific data |
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4.4.2.7. Queue Depth

The "queue depth" field is a 4-octet unsigned integer field. This



field indicates the current length of the egress interface queue of
the interface fromwhere the packet is forwarded out. The queue
depth is expressed as the current anount of nmenory buffers used by
the queue (a packet could consurme one or nore nmenory buffers,
depending on its size).
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4.4.2.8. Checksum Conpl enent

The " Checksum Conplenment” field is a 4-octet node data that contains
t he Checksum Conpl enent val ue. The Checksum Conpl enent is useful
when |OAM is transported over encapsul ations that nake use of a UDP
transport, such as VXLAN-GPE or Geneve. Wthout the Checksum

Conpl erent, nodes addi ng | OAM node data update the UDP Checksumfield
foll owi ng the recommendati on of the encapsul ati on protocols. Wen
the Checksum Conpl enent is present, an | OAM encapsul ati ng node or
IOAM transit node addi ng node data MJST carry out one of the
following two alternatives in order to maintain the correctness of

t he UDP Checksum val ue:

1. reconpute the UDP Checksumfield or

2. use the Checksum Conpl ement to make a checksumneutral update in
t he UDP payl oad; the Checksum Conpl ement is assigned a val ue that
conmpl enents the rest of the node data fields that were added by
the current node, causing the existing UDP Checksumfield to
remain correct.

| OAM decapsul ati ng nodes MJST reconpute the UDP Checksum field, since
they do not know whet her previous hops nodified the UDP Checksum
field or the Checksum Conpl errent field.

Checksum Conpl enent fields are used in a simlar manner in [ RFC7820]
and [ RFC7821] .

01234567890123456789012345678901
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4.4.2.9. Hop_Limand node_id Wde

The "Hop_Li mand node_id wide" field is an 8-octet field defined as
fol | ows:

01234567890123456789012345678901
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| Hop_Lim | node_id ~
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~ node_i d (contd)

B i s T T i i o S o T Ji I

Hop_Lim
1-octet unsigned integer. See Section 4.4.2.1 for the definition
of the field.

node_i d:
7-octet unsigned integer. It is a node identifier field to
uniquely identify a node within the | OAM Nanespace and associ at ed
| OAM Domai n.  The procedure to allocate, nanage, and map the
node_ids is beyond the scope of this docunent.



4.4.2.10. ingress_if_id and egress_if_id Wde

The "ingress if id and egress _if_id wide" field is an 8-octet field,
which is defined as foll ows:

01234567890123456789012345678901
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ingress_if_id:
4-octet unsigned integer. It is an interface identifier to record
the ingress interface the packet was received on

egress_if _id:
4-octet unsigned integer. It is an interface identifier to record
the egress interface the packet is forwarded out of.

4.4.2.11. Nanespace-Specific Data Wde

The "namespace-specific data wide" field is an 8-octet field that can
be used by the node to add | OAM Namespace-specific data. This
represents a "free-format" 8-octet bit field with its semantics
defined in the context of a specific | OAM Nanespace

01234567890123456789012345678901
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~ nanespace-specific data (contd)
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4.4.2.12. Buffer Cccupancy

The "buffer occupancy"” field is a 4-octet unsigned integer field.
This field indicates the current status of the occupancy of the
common buffer pool used by a set of queues. The units of this field
are inplenentation specific. Hence, the units are interpreted within
the context of an | OAM Nanmespace and/or node identifier if used. The
aut hors acknow edge that, in some operational cases, there is a need
for the units to be consistent across a packet path through the
network; hence, it is recomrended for inplenentations to use standard
units, such as bytes.
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4.4.2.13. (Opaque State Snapshot

The "Opaque State Snapshot" field is a variable-length field and
follows the fixed-1ength | OAM Dat a- Fi el ds defi ned above. It allows
the network elenent to store an arbitrary state in the node data
field without a predefined schema. The schema is to be defined
within the context of an | OAM Nanespace. The schena needs to be nade
known to the anal yzer by some out-of-band mechanism The
specification of this nechanismis beyond the scope of this docunent.
A 24-bit "Schema ID' field, interpreted within the context of an

| OAM Nanespace, indicates which particular schema is used and has to
be configured on the network el enent by the operator

0 1 2 3
01234567890123456789012345678901
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Opaque data
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Lengt h:
1-octet unsigned integer. It is the length in nultiples of 4
octets of the Opaque data field that foll ows Schenma |D.

Schema | D
3-octet unsigned integer identifying the schema of Opaque data.

Opaque dat a:
Variable-length field. This field is interpreted as specified by
the schenma identified by the Schenma | D.

When this field is part of the data field, but a node popul ating the
field has no opaque state data to report, the Length MJST be set to O
and the Schema | D MUST be set to OxFFFFFF to nean no schena.

4.4.3. Exanples of |1 OAM Node Dat a

The format used for the entries in a packet’'s "node data list" array
can vary from packet to packet and depl oynment to depl oynment. Sone
depl oynents might only be interested in recording the node
identifiers, whereas others mght be interested in recording node
identifiers and timestanps. This section provides exanple entries of
the "node data list" array.

0xD40000: If the 1 OAM Trace-Type i s 0xD40000
(0b110101000000000000000000), then the format of node data is:

01234567890123456789012345678901
I S i o T s S S S e s s T
| Hop_Lim | node_i d |
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| ingress_if_id | egress_if_id |
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I S i o T s S S S e s s T
| nanespace- specific data |
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0xC00000: If the 1 OAM Trace-Type i s 0xCO00000
(0b110000000000000000000000), then the format is:

01234567890123456789012345678901
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| Hop_Lim | node_i d |
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0x900000: If the 1 OAM Trace-Type i s 0x900000
(0b100100000000000000000000), then the format is:

01234567890123456789012345678901
I S i o T s S S S e s s T
| Hop_Lim | node_i d |
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5.

| timestanp fraction
el i I e i it T e e e e i i T o S e e S e T R R

0x840000: If the | OAM Trace-Type i s 0x840000
(0b100001000000000000000000), then the fornmat is:

01234567890123456789012345678901
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| Hop_Lim | node_id |
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| nanespace- specific data |
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0x940000: If the 1 OAM Trace-Type i s 0x940000
(0b100101000000000000000000), then the format is:

01234567890123456789012345678901
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| Hop_Lim | node_i d |
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| nanespace- specific data |
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0x308002: If the 1 OAM Trace-Type i s 0x308002
(0b001100001000000000000010), then the format is:

01234567890123456789012345678901
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| ti mestanp seconds |
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timestanp fraction |
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Opaque data
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| OAM Pr oof of Transit Option-Type

The |1 OAM Proof of Transit Option-Type is used to support path or
service function chain [RFC7665] verification use cases, i.e., prove
that traffic transited a defined path. Wile the details on how the
| OAM data for the Proof of Transit Option-Type is processed at | QAM
encapsul ati ng, decapsul ating, and transit nodes are outside the scope
of the docunent, Proof of Transit approaches share the need to
uniquely identify a packet, as well as iteratively operate on a set
of information that is handed fromnode to node. Correspondingly,
two pieces of information are added as | OAM Data-Fields to the
packet :

Pkt | D
uni que identifier for the packet

Currul ati ve:
informati on that is handed from node to node and updated by every



node according to a verification algorithm

The |1 OAM Proof of Transit Option-Type consist of a fixed-size "I OAM
Proof of Transit Option header" and "1 QAM Proof of Transit Option
data fields":

| OAM Pr oof of Transit Option header:

0 1 2 3

01234567890123456789012345678901
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| Nanespace- | D | 1 OAM POT- Type | | QAM POT fl ags|
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| OAM Pr oof of Transit Option-Type | OAM Dat a- Fi el ds MJST be al i gned by
4 octets:

0 1 2 3

01234567890123456789012345678901
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Namespace- | D
16-bit identifier of an | OAM Nanespace. The Nanespace-|D val ue of
0x0000 is defined as the "Default-Nanmespace-1D"' (see Section 4. 3)
and MJUST be known to all the nodes inplenenting | OAM  For any
ot her Nanespace-|D val ue that does not match any Nanespace-1D the
node is configured to operate on, the node MJUST NOT change the
contents of the | OAM Dat a- Fi el ds.

| OAM POT- Type:
8-bit identifier of a particular POT variant that specifies the
POT data that is included. This document defines | OAM POT- Type O:

0: POT data is a 16-octet field to carry data associated to POT
pr ocedur es.

If a node receives an | OAM POT- Type val ue that it does not
under st and, the node MJST NOT change, add to, or renove the
contents of the | OAM Dat a- Fi el ds.

| OAM POT fl ags:
8 bits. This docunent does not define any flags. Bits 0-7 are
avai l abl e for assignnment (see Section 7.5). Bits that have not
been assi gned MJST be set to zero upon transm ssion and be ignored
upon receipt.

POT Option data:

Variable-length field. The type of which is determ ned by the
| CAM POT- Type.

.1. 1 OAM Proof of Transit Type O

| OAM Pr oof of Transit Option of | OQAM POT- Type O:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Nanmespace- | D | 1 OAM POT- Type=OlR R R R R R R R|
i i T S e o i i R e E ook
| Pkt1D | ]
i e R T i S T e e i i it S S R SR SR SR S &
| Pkt 1 D (contd) | O
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T T e o I S s s S S e in i i T S S S
| Cunmul ati ve | ]
e e i i ol i it |
| Cunul ative (contd) | ]
T S T T o S ity Sl S S S S S P

Namespace- | D
16-bit identifier of an | OAM Nanespace (see Section 4.3 above).

| CAM POT- Type:
8-bit identifier of a particular POT variant that specifies the
POT data that is included (see Section 4.5 above). For this case
here, 1 0AM POT-Type is set to the val ue 0.

Bit 0-7:
Undefined (see Section 4.5 above).

Pkt | D
64-bit packet identifier.

Cumul ati ve:
64-bit Cunul ative that is updated at specific nodes by processing
per packet PktID field and configured paraneters.

| Note: Larger or smaller sizes of "PktlD' and "Cumnul ative" data
| are feasible and could be required for certain depl oynents,

| e.g., in case of space constraints in the encapsul ation

| protocols used. Future docunents could introduce different

| sizes of data for "Proof of Transit".

| CAM Edge-t o- Edge Opti on- Type

The | OAM Edge-t o- Edge Option-Type carries data that is added by the
| OAM encapsul ati ng node and interpreted by the | OAM decapsul ati ng
node. The IOAMtransit nodes MAY process the data but MJST NOT
modi fy it.

The | OAM Edge-t o- Edge Option-Type consist of a fixed-size "I OAM Edge-
t o- Edge Option-Type header" and "I OAM Edge-t o- Edge Option-Type data
fields":

| OAM Edge-t o- Edge Opti on- Type header:

0 1 2 3

01234567890123456789012345678901
e e h o o S
| Nanmespace- | D | | OAM E2E- Type |
B i s T T i i o S o T Ji I

The | OAM Edge-t o- Edge Opti on-Type | OAM Dat a- Fi el ds MJUST be al i gned by
4 octets:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| E2E Option data field deterni ned by | OAM E2E- Type |
I S i o T s S S S e s s T

Namespace- | D
16-bit identifier of an | OAM Nanespace. The Nanespace-1D val ue of
0x0000 is defined as the "Default-Nanmespace-1D" (see Section 4.3)
and MUST be known to all the nodes inplenenting | OAM  For any
ot her Nanespace-|D val ue that does not match any Nanespace-1D the
node is configured to operate on, the node MJUST NOT change the
contents of the | OAM Dat a- Fi el ds.



| OAMt E2E- Type:
16-bit identifier that specifies which data types are used in the
E2E Option data. The | OAM E2E-Type value is a bit field. The

order of

packing the E2E Option data field elenments foll ows the

bit order of the | OAM E2E-Type field as foll ows:

Bit O

Bit 1

Bit 2

Bit 3

Bit 4-15

Most significant bit. Wen set, it indicates the
presence of a 64-bit sequence nunber added to a specific
"packet group" that is used to detect packet |oss, packet
reordering, or packet duplication within the group. The
"packet group" is deploynent dependent and defined at the
| OAM encapsul ati ng node, e.g., by n-tupl e-based
classification of packets. Wen this bit is set, "Bit 1"
(for a 32-bit sequence nunber, see below) MJIST be zero

When set, it indicates the presence of a 32-bit sequence
nunber added to a specific "packet group" that is used to
det ect packet |oss, packet reordering, or packet
duplication within that group. The "packet group" is
depl oynent dependent and defined at the | OAM
encapsul ati ng node, e.g., by n-tuple-based classification
of packets. When this bit is set, "Bit 0" (for a 64-bit
sequence nunber, see above) MJST be zero.

When set, it indicates the presence of tinmestanp seconds,
representing the tinme at which the packet entered the

| OAM Domain.  Wthin the | OAM encapsul ati ng node, the
time that the tinmestanp is retrieved can depend on the

i mpl ementation. Some possibilities are 1) the tine at
whi ch the packet was received by the node, 2) the tine at
whi ch the packet was transmtted by the node, or 3) when
a tunnel encapsulation is used, the point at which the
packet is encapsulated into the tunnel. Each

i mpl erentati on has to document when the E2E timestanp
that is going to be put in the packet is retrieved. This
4-octet field has three possible formats, based on either
PTP (see e.g., [RFC8877]), NTP [ RFC5905], or PCSI X

[POSI X]. The three tinestanp formats are specified in
Section 5. In all three cases, the tinestanp seconds
field contains the 32 nmost significant bits of the
timestanp format that is specified in Section 5. If a
node i s not capable of populating this field, it assigns
the val ue OXFFFFFFFF. Note that this is a legitimte
value that is valid for 1 second in approximtely 136
years; the analyzer has to correlate several packets or
conmpare the tinestanp value to its own tine of day in
order to detect the error indication

When set, it indicates the presence of tinestanp
fraction, representing the tine at which the packet
entered the | OAM Domain. This 4-octet field has three
possi ble formats, based on either PTP (see e.g.,

[ RFC8877]), NTP [ RFC5905], or POSI X [PCSI X]. The three
timestanp formats are specified in Section 5. In al
three cases, the tinmestanp fraction field contains the 32
| east significant bits of the tinmestanp format that is
specified in Section 5. |If a node is not capabl e of
popul ating this field, it assigns the val ue OxFFFFFFFF
Note that this is a legitinmate value in the NTP format,
valid for approximately 233 picoseconds in every second.
If the NTP format is used, the analyzer has to correlate
several packets in order to detect the error indication

Undefined. An | OAM encapsul ati ng node MJUST set the
val ue of these bits to zero upon transm ssion and ignore



t hem upon recei pt.

E2E Option data:
Variable-length field. The type of which is determ ned by the
| OAM E2E- Type.

5. Tinmestanp Formats

The 1 OAM Dat a-Fields include a timestanp field that is represented in
one of three possible timestanp formats. It is assumed that the
managenment plane is responsible for deternining which timestanp
format is used.

5.1. PTP Truncated Ti nestanp For mat

The Precision Tinme Protocol (PTP) uses an 80-bit tinestanp fornmat.
The truncated tinmestanp format is a 64-bit field, which is the 64
| east significant bits of the 80-bit PTP tinestanp. The PTP
truncated format is specified in Section 4.3 of [RFC8877], and the
details are presented bel ow for the sake of conpl eteness.

0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Seconds |
B T S i T s i i e e SEI S
| Nanoseconds |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Timestanmp field format:
Seconds: Specifies the integer portion of the nunmber of seconds
since the PTP epoch

Size: 32 bits
Units: seconds

Nanoseconds: Specifies the fractional portion of the nunber of
seconds since the PTP epoch

Size: 32 bits

Units: nanoseconds. The value of this fieldis in the range 0
to (1079)-1.

Epoch:
PTP epoch. For details, see e.g., [RFC8877].

Resol uti on:
The resolution is 1 nanosecond.

W apar ound:
This time format wraps around every 27232 seconds, which is roughly
136 years. The next wraparound will occur in the year 2106.

Synchroni zati on Aspects:
It is assuned that the nodes that run this protocol are
synchroni zed anong t hensel ves. Nodes MAY be synchronized to a
gl obal reference time. Note that if PTP is used for
synchroni zati on, the timestanp MAY be derived fromthe PTP-
synchroni zed clock, allowing the tinestanp to be measured with
respect to the clock of a PTP Grandmaster cl ock.

5.2. NTP 64-Bit Tinestanp Fornmat

The Network Tine Protocol (NTP) [RFC5905] timestanmp format is 64 bits



5.3.

long. This specification uses the NTP tinestanp format that is
specified in Section 4.2.1 of [RFC8877], and the details are
presented bel ow for the sake of conpl et eness.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Seconds |
T T i s T b I S S S e o
| Fraction |
e Rt T i i e o o s NI SN TR I S

Timestanmp field format:
Seconds: specifies the integer portion of the nunber of seconds
since the NTP epoch

Size: 32 bits
Units: seconds

Fraction: specifies the fractional portion of the nunber of
seconds since the NTP epoch

Size: 32 bits

Units: the unit is 27(-32) seconds, which is roughly equal to
233 pi coseconds.

Epoch:
NTP epoch. For details, see [ RFC5905].

Resol uti on:
The resolution is 2"(-32) seconds.

W apar ound:
This time format wraps around every 2732 seconds, which is roughly
136 years. The next wraparound will occur in the year 2036.

Synchroni zati on Aspects:
Nodes that use this tinmestanp format will typically be
synchroni zed to UTC using NTP [ RFC5905]. Thus, the timestanp MAY
be derived fromthe NTP-synchronized cl ock, allow ng the tinestanp
to be neasured with respect to the clock of an NTP server.

PCSI X- Based Ti nestanp For mat

This timestanp format is based on the POSI X time format [POSI X]. The
detail ed specification of the tinestanp format used in this docunent
is presented bel ow

0 1 2 3

01234567890123456789012345678901
T S T i i S it iR IR R S S S S i it S N
| Seconds |
B i s T T i i o S o T Ji I
| M croseconds |
i i i S S S S e e

Tinmestanmp field format:
Seconds: specifies the integer portion of the nunmber of seconds
since the POSI X epoch
Size: 32 bits

Units: seconds



M croseconds: specifies the fractional portion of the nunber of
seconds since the POSI X epoch

Size: 32 bits

Units: the unit is mcroseconds. The value of this field is
in the range 0 to (1076)-1.

Epoch:
PCSI X epoch. For details, see [POSI X, Appendix A 4.16.

Resol uti on:
The resolution is 1 m crosecond.

W apar ound:
This time format wraps around every 2732 seconds, which is roughly
136 years. The next wraparound will occur in the year 2106.
Synchroni zati on Aspects:
It is assuned that nodes that use this tinmestanp format run the
Li nux operating system and hence use the POSIX tine. In sone
cases, nodes MAY be synchronized to UTC using a synchronization
mechani smthat is outside the scope of this docunment, such as NTP
[ RFC5905]. Thus, the timestanp MAY be derived fromthe NTP-
synchroni zed clock, allowing the tinestanp to be measured with
respect to the clock of an NTP server.
| OAM Dat a Export
| OAM nodes col l ect information for packets traversing a domain that
supports IQAM | OAM decapsul ati ng nodes, as well as OAM transit
nodes, can choose to retrieve |OAMinformation fromthe packet,
process the information further, and export the information using
e.g., IP Flow Information Export (IPFIX). The nmechanisns and
associ ated data formats for exporting | OAM data are outside the scope
of this docunent.

A way to performraw data export of 1OAM data using IPFIX is
di scussed i n [| PPM | OAM RAVEXPORT] .

I ANA Consi derations
| ANA has defined a registry group naned "In Situ OAM (1 GAM ".
This group includes the follow ng registries:
| CAM Opt i on- Type
| OAM Tr ace- Type
| OAM Tr ace- Fl ags
| CAM PCOT- Type
| CAM POT- Fl ags
| OAM E2E- Type
| OAM Nanespace- | D
The subsequent subsections detail the registries therein contained.
.1. |1 OAM Option-Type Registry

This registry defines 128 code points for the 1 OAM Opti on-Type field
for identifying | QAM Opti on-Types, as explained in Section 4. The



foll owi ng code points are defined in this docunent:
0: 10OAM Pre-all ocated Trace Option-Type

1: 1OAM Incremental Trace Option-Type

2: |1 OAM POT Opti on- Type

3: |1 0AM E2E Opti on-Type

Code points 4-127 are avail able for assignment via the "I ETF Revi ew'
process, as per [RFC8126].

New regi stration requests MJST use the foll ow ng tenplate:

Nane: nanme of the newy registered Option-Type

Code point: desired value of the requested code point

Description: brief description of the newy registered Opti on-Type

Ref erence: reference to the document that defines the new Option-
Type

The eval uation of a new registration request MJST al so include
checki ng whet her the new | OAM Opti on- Type incl udes an | OAM Nanespace
field and that the | OAM Nanespace field is the first field in the
new y defined header of the new Option-Type.
7.2. 1 OAM Trace-Type Registry
This registry defines code points for each bit in the 24-bit |1 OAM
Trace-Type field for the Pre-all ocated Trace Option-Type and
Incremental Trace Option-Type defined in Section 4.4. Bits 0-11 are
defined in this docunment in Paragraph 5 of Section 4.4.1
Bit 0: hop_Limand node_id in short format
Bit 1: ingress_if_id and egress if _id in short fornmat
Bit 2: tinestanp seconds
Bit 3: tinestanp fraction
Bit 4. transit delay
Bit 5: nanespace-specific data in short fornat
Bit 6: queue depth
Bit 7: checksum conpl enent
Bit 8 hop_Limand node_id in wde fornat
Bit 90 ingress_if_id and egress_if_id in w de format
Bit 10: namespace-specific data in wi de fornat
Bit 11: buffer occupancy
Bit 22: wvariable-length Opaque State Snhapshot

Bit 23: reserved

Bits 12-21 are avail able for assignnment via the "I ETF Revi ew'
process, as per [RFC8126].



New regi stration requests MJST use the foll ow ng tenplate:

Bit: desired bit to be allocated in the 24-bit | OAM Trace Opti on-
Type field for the Pre-allocated Trace Option-Type and | ncrenental
Trace Option-Type

Description: brief description of the newy registered bit

Ref erence: reference to the docunent that defines the new bit

7.3. 1 OAM Trace-Fl ags Registry

This registry defines code points for each bit in the 4-bit flags for

the Pre-allocated Trace-Option and Increnental Trace-Option defined

in Section 4.4. The neaning of Bit O (the nost significant bit) for
trace flags is defined in this docunment in Paragraph 3 of

Section 4.4.1:

Bit 0: "Overflow' (O bit)

Bits 1-3 are available for assignment via the "I ETF Review' process,
as per [RFC8126].

New regi stration requests MJST use the foll owi ng tenplate:

Bit: desired bit to be allocated in the 8-bit flags field of the
Pre-allocated Trace Option-Type and Incremental Trace Option-Type

Description: brief description of the newy registered bit
Reference: reference to the docunent that defines the new bit

7.4. | OAM POT- Type Registry
This registry defines 256 code points to define the | QAM POT- Type for
the 1 0AM Proof of Transit Option (Section 4.5). The code point val ue
0 is defined in this docunent:

0: 16-Cctet POT data

Code points 1-255 are avail able for assignment via the "I ETF Revi ew
process, as per [RFC8126].

New regi stration requests MJST use the foll ow ng tenplate:

Nane: nanme of the newly regi stered POT-Type

Code point: desired value of the requested code point

Description: brief description of the newy registered POT-Type

Ref erence: reference to the docunent that defines the new POT-Type
7.5. 1 0AM POT- Fl ags Registry

This registry defines code points for each bit in the 8-bit flags for
the 1 OAM POT Option-Type defined in Section 4.5.

Bits 0-7 are available for assignment via the "I ETF Review' process,
as per [RFC8126].

New regi stration requests MJST use the foll ow ng tenplate:

Bit: desired bit to be allocated in the 8-bit flags field of the
| CAM POT Opti on- Type



Description: brief description of the newy registered bit
Ref erence: reference to the docunent that defines the new bit
7.6. | OAM E2E- Type Registry

This registry defines code points for each bit in the 16-bit | OAM
E2E- Type field for the | OAM E2E Option (Section 4.6). Bits 0-3 are
defined in this docunent:

Bit 0: 64-bit sequence nunber
Bit 1: 32-bit sequence nunber
Bit 2: tinestanp seconds

Bit 3: tinestanp fraction

Bits 4-15 are avail able for assignnent via the "I ETF Revi ew' process,
as per [RFC8126].

New regi stration requests MJST use the foll ow ng tenplate:
Bit: desired bit to be allocated in the 16-bit | OAM E2E- Type field
Description: brief description of the newy registered bit
Ref erence: reference to the docunment that defines the new bit
7.7. 1 OAM Namespace-1D Registry

| ANA has set up the "1 OAM Nanespace-|I D' registry that contains 16-bit
values and follows the tenplate for requests shown below. The
meani ng of 0x0000 is defined in this document. |ANA has reserved the
val ues 0x0001 to Ox7FFF for private use (managed by operators), as
specified in Section 4.3 of this docunment. Registry entries for the
val ues 0x8000 to OxFFFF are to be assigned via the "Expert Review'
policy, as per [RFC8126].

Upon receiving a new allocation request, a designated expert wll
performthe foll ow ng:

* Review whether the request is conplete, i.e., the registration
tenpl ate has been filled in. The expert will send inconplete
requests back to the requester

* Check whether the request is neither a duplicate of nor
conflicting with either an already existing allocation or a
pending allocation. 1In case of duplicates or conflicts, the
expert will ask the requester to update the allocation request
accordingly.

* Solicit feedback fromrel evant worki ng groups and communities to
ensure that the new allocation request has been properly revi ewed
and t hat rough consensus on the request exists. At a mninmm the
expert will solicit feedback fromthe | PPM Wrking G oup by
posting the request to the ippm@etf.org mailing list. The expert
will allowfor a 3-week review period on the mailing lists. |If
the feedback received fromthe rel evant worki ng groups and
communities within the review period indicates rough consensus on
the request, the expert will approve the request and ask I ANA to
al | ocate the new Nanespace-ID. In case the expert senses a |ack
of consensus fromthe feedback received, the expert will ask the
requester to engage with the correspondi ng worki ng groups and
communities to further review and refine the request.



It is intended that any allocation will be acconpani ed by a published
RFC. In order to allow for the allocation of code points prior to
the RFC being approved for publication, the designated expert can
approve allocations once it seens clear that an RFC will be
publ i shed.

0x0000: default nanespace (known to all | QAM nodes)

0x0001 - Ox7FFF: reserved for private use

0x8000 - OxFFFF: unassigned

New regi stration requests MJST use the foll ow ng tenplate:

Nane: nanme of the newy regi stered Nanespace-|D

Code point: desired value of the requested Nanespace-ID

Description: brief description of the newy registered Namespace-1D

Ref erence: reference to the docunent that defines the new Nanmespace-

I D

Status of the registration: Status can be either "pernmanent" or
"provisional". Nanespace-ID registrations followi ng a successfu
expert review will have the status "provisional". Once the RFC

that defines the new Nanmespace-ID is published, the status is
changed to "permanent".

Managenment and Depl oynent Consi derati ons

Thi s docunment defines the structure and use of | OAM Dat a- Fi el ds

Thi s docunent does not define the encapsul ati on of | QAM Dat a- Fi el ds
into different protocols. Mnagenent and depl oynent aspects for | QAM
have to be considered within the context of the protocol | QAM Dat a-

Fi el ds are encapsul ated into and, as such, are out of scope for this
docunent. For a discussion of | OAM depl oynent, please also refer to

[ 1 PPM | OAM DEPLOYMENT], which outlines a franework for | OQAM

depl oynent and provi des best current practices.

Security Consi derations

As discussed in [ RFC7276], a successful attack on an OAM protocol in
general, and specifically on | OAM can prevent the detection of
failures or anonmalies or create a false illusion of nonexistent ones.
In particular, these threats are applicable by conprom sing the
integrity of 10AM data, either by maliciously nodifying | OAM opti ons
in transit or by injecting packets with maliciously generated | QAM
options. Al nodes in the path of an | OQAM carryi ng packet can
perform such an attack.

The Proof of Transit Option-Type (see Section 4.5) is used for
verifying the path of data packets, i.e., proving that packets
transited through a defined set of nodes.

In case an attacker gains access to several nodes in a network and
woul d be able to change the system software of these nodes, | QAM

Dat a- Fi el ds coul d be ni sused and repurposed for a use different from
what is specified in this docunment. One type of misuse is the

i mpl ementation of a covert channel between network nodes.

From a confidentiality perspective, although | OAM options are not
expected to contain user data, they can be used for network
reconnai ssance, allow ng attackers to collect information about
net wor k pat hs, performance, queue states, buffer occupancy, etc.



Moreover, if 10AM data | eaks fromthe | OAM Domain, it could enable
reconnai ssance beyond the scope of the | OAM Domain. One possible
application of such reconnai ssance is to gauge the effectiveness of
an ongoing attack, e.g., if buffers and queues are overfl ow ng.

| OAM can be used as a neans for inplenenting Denial-of-Service (DoS)
attacks or for anplifying them For exanple, a nualicious attacker
can add an | OAM header to packets in order to consune the resources
of network devices that take part in |OAMor entities that receive,
collect, or analyze the | OAM data. Another exanple is a packet

I ength attack in which an attacker pushes headers associated with

| OAM Opt i on- Types into data packets, causing these packets to be

i ncreased beyond the MIU size, resulting in fragmentation or in
packet drops. In case POT is used, an attacker could corrupt the POT
data fields in the packet, resulting in a verification failure of the
POT data, even if the packet followed the correct path.

Since | OAM options can include tinestanps, if network devices use
synchroni zati on protocols, then any attack on the time protocol

[ RFC7384] can conpromise the integrity of the tinmestanp-rel ated data
fields.

At the managenent plane, attacks can be set up by m sconfiguring or
by maliciously configuring | OAM enabl ed nodes in a way that enables
other attacks. |QOAM configuration should only be managed by

aut hori zed processes or users.

| ETF protocols require features to ensure their security. Wile

| OAM Dat a- Fi el ds don’t represent a protocol by thensel ves, the | CAM
Dat a-Fi el ds add to the protocol that the | OAM Data-Fields are
encapsul ated into. Any specification that defines how | OAM Dat a-
Fields carried in an encapsul ating protocol MJST provide for a
mechani sm for cryptographic integrity protection of the | OAM Dat a-
Fields. Cryptographic integrity protection could be achieved through
a mechani sm of the encapsul ating protocol, or it could incorporate
the mechani sns specified in [| PPM | QAM DATA- | NTEGRI TY] .

The current docunent does not define a specific | OAM encapsul ati on.
It has to be noted that sone | OAM encapsul ati on types can introduce
specific security considerations. A specification that defines an

| OAM encapsul ation is expected to address the respective

encapsul ati on-specific security considerations.

Notably, 1OAMis expected to be deployed in |imted domains, thus
confining the potential attack vectors to within the |imted donain.
Alimted adnministrative domain provides the operator with the neans
to select, nonitor, and control the access of all the network

devi ces, nmking these devices trusted by the operator. Indeed, in
order to limt the scope of threats mentioned above to within the
current limted domain, the network operator is expected to enforce
policies that prevent OAMtraffic fromleaking outside of the | CAM
Domai n and prevent | OAM data from outside the domain to be processed
and used within the donmain.

Thi s docunent does not define the data contents of customfields,

i ke "Opaque State Snapshot” and "nanespace-specific data" | QAM Dat a-
Fields. These customdata fields will have security considerations
corresponding to their defined data contents that need to be

descri bed where those formats are defined.

| OAM depl oyments that | everage both | OAM Trace Opti on-Types, i.e.,
the Pre-allocated Trace Option-Type and Increnental Trace Option-
Type, can suffer frominconplete visibility if the infornmation
gathered via the two Trace Option-Types is not correlated and
aggregated appropriately. If IOAMtransit nodes | everage the | CAM
Data-Fields in the packet for further actions or insights, then | GAM
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transit nodes that only support one | OAM Trace Option-Type in an | OAM
depl oynent that |everages both Trace Option-Types have linmted
visibility and thus can draw i nappropri ate concl usions or take wong
actions.

The security considerations of a systemthat deploys | OAM nuch |ike
any system has to be reviewed on a per-depl oynent-scenari o basis
based on a systens-specific threat analysis, which can lead to
specific security solutions that are beyond the scope of the current
docunent. Specifically, in an | OAM depl oynent that is not confined
to a single LAN but spans nultiple inter-connected sites (for

exanpl e, using an overlay network), the inter-site |inks can be
secured (e.g., by IPsec) in order to avoid external threats.

| OAM depl oynment consi derations, including approaches to nmitigate the
above discussed threads and potential attacks, are outside the scope
of this docunent. | OAM depl oynent considerations are discussed in
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