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Abst ract

Thi s docunent defines two YANG nodul es, "ietf-systemcapabilities”
and "ietf-notification-capabilities".

The nodule "ietf-systemcapabilities" provides a placehol der
structure that can be used to di scover YANG rel ated system
capabilities for servers. The nmodule can be used to report
capability information fromthe server at runtinme or at
implementation tine by naki ng use of the YANG i nstance data file
format.

The nodule "ietf-notification-capabilities" augnments "ietf-system
capabilities" to specify capabilities related to "Subscription to
YANG Notifications for Datastore Updates" (RFC 8641)
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I ntroduction

Servers and/or publishers often have capabilities, which can be
represented by val ues that designate operational behavior, that need
to be conveyed to clients. The YANG nodul es that are defined in this
docunent facilitate this.

There is a need to publish this capability information as it is part
of the APl contract between the server and client. Exanples include
t he maxi mum si ze of data that can be stored or transferred,

i nformati on about counters (whether a node supports "on-change"
telemetry), etc. Such capabilities are often dependent on a vendor’s
i npl ementation or the avail able resources at deploynent. Many such
capabilities are specific to the conplete system individual YANG
datastores [ RFC8342], specific parts of the YANG schenma, or even

i ndi vidual data nodes. It is a goal of this docunent to provide a
common way to represent such capabilities in a format that is:

* vendor independent,
* machi ne readabl e, and

* available in an identical format both at inplenentation tine and
at runtine.

I mpl enentation-tinme information i s needed by Network Managenent
System (NVB) inplenmenters. An NMS inplenentation that supports
notifications needs information about a systemis capability so it can
send "on-change" notifications. |If the information is not docunented
in awy that is readily available to the NV5S designer, but only as
instance data fromthe network node once it is deployed, the NVS

i mpl ementation will be del ayed because it has to wait for the network
node to be ready. In addition, the assunption that all NV

i mpl ementers will have a correctly configured network node avail abl e
fromwhich to retrieve data is an expensive proposition and may not

al ways hold. (An NM5 may need to be able to handl e many dozens of
network node types.) Often, a fully functional NVS is a requirenent
for introducing a new network node type into a network, so del ayi ng
NMS readi ness effectively also delays the tine at which a new network
node type can be introduced into the network.

I mpl enentation-tinme information i s needed by system i ntegrators.

When i ntroducing a network node type into their network, operators
often need to integrate the node type into their own nanagenent
system The NM5S nay have managenent functions that depend on "on-
change" notifications. The network operators need to plan their
managemnent practices and NVS i npl ementation before they decide to buy
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the specific network node type. Moreover, the decision to buy the
node type sonetines depends on these nmanagenent possibilities.

Runtime capability information is needed:

* for any "purely nodel -driven" application, e.g., a NETCONF
browser. Such applications depend on readi ng nodels and
capabilities at runtime to support all the publisher’s avail able
functionality.

* in case the capability m ght change during runtime, e.g., due to
Iicensing, hardware constraints, etc.

* to check that that capability information provided earlier, at
inplementation tine, is what the publisher has inplenented.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The terms "YANG Push", "on-change subscription", and "periodic
subscription" are used as defined in [ RFC8641].

The ternms "subscriber", "publisher", and "receiver" are used as
defined in [ RFC8639].

The term"server” is used as defined in [ RFC8342].

The terns "YANG i nstance data file format", "instance data", and
"instance data set" are used as defined in [ RFC9195].

In addition, this docunment defines the follow ng terns:

I mpl enentation-tinme information: Infornation about the server’'s
behavi or that is nade avail able during the inplenmentation of the
server, available froma source other than a running server

Runtine information: |Information about the server’s behavior that is
avail abl e fromthe running server via managenent protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFCB040] .

Provi ding System Capability Information

Capability information is represented by instance data based on one
or nore "capability-defining YANG nodul es”. This allows a user to
di scover capabilities both at inplenentation tine and at runtine.

For the inplenentation-tinme use case: Capabilities SHOULD be
provided by the inplenmenter as YANG i nstance data files conplying
with [ RFC9195]. Wen provided, the file MIST already be avail abl e
at inplenmentation time and retrievable in a way that does not
depend on a live network node, e.g., downl oading froma product
website.

For the runtine use case: Capabilities SHOULD be avail able via
NETCONF [ RFC6241] or RESTCONF [ RFCB8040] fromthe |live server
(i npl erenting the publisher) during runtine. |nplenentations that
support changing these capabilities at runtime SHOULD support "on-
change" notifications about the systemcapabilities container

The nodul e "ietf-systemcapabilities" provides a placehol der
structure to be used to specify any YANG rel ated system capability.



The nodule "ietf-notification-capabilities" is defined to allow a
publisher to specify capabilities related to "Subscription to YANG
Notifications for Datastore Updates" [RFC8641], al so known as YANG
Push, augmenting "ietf-systemcapabilities".

The YANG data nodels in this docunent conformto the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

Provi di ng YANG Push Notification Capabilities Infornation

A specific case is the need to specify capabilities in the YANG Push
functionality. As defined in [RFC8641], a publisher may all ow
subscribers to subscribe to updates froma datastore and wl |
subsequently push such update notifications to the receiver
Notifications may be sent periodically or "on change" (nore or |ess
i mredi ately after each change).

A publ i sher supporting YANG Push has a nunber of capabilities defined
in [RFC8641] that are often determ ned during the inplenentation of
the publisher. These include:

* supported (reporting) periods for "periodic" subscriptions.
* the maxi mum nunber of objects that can be sent in an update.

* the set of datastores or data nodes for which "periodic"
notification is supported.

Addi tional capabilities if the optional "on-change" feature is
supported include:

* supported danpeni ng periods for "on-change" subscriptions.

* the set of datastores or data nodes for which "on-change"
notification is supported.

Publ i shers m ght have some capabilities (or limtations) to docunent
-- for exanple, how many update notifications and how nany datastore
node updates they can send out in a certain tine period. O her

publi shers m ght not support "periodic" subscriptions to al
datastores. |In some cases, a publisher supporting "on-change"
notifications will not be able to push updates for sonme object types
"on change". Reasons for this mght be that the value of the

dat ast ore node changes frequently (e.g., in-octet counter), that
smal | object changes are frequent and irrelevant to the receiver
(e.g., a tenperature gauge changing 0.1 degrees within a
predet erm ned and acceptabl e range), or that the inplenentation is
not capabl e of on-change notification for a particular object. In
all those cases, it will be inmportant for subscriber applications to
have a way to identify the objects for which "on-change"
notifications are supported and the objects for which they are not.

Support for "on-change" notifications does not mean that such
notifications will be sent for any specific data node, as the ability
to do so may not be supported for every data node. Therefore,
subscri ber/ managenent applications cannot rely on the "on-change"
functionality unless the subscriber has some neans to identify the
obj ects for which "on-change" notifications are in fact supported.
YANG dat a nodel s are nmeant to be used as an interface contract.
Wthout identification of the data nodes actually supporting "on-
change" notifications, this contract would be inconplete.

Clients of a server (and subscribers to a publisher, as subscribers
are also clients) need a nethod to gather capability information.
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System Capabilities Mdel

The nodule "ietf-systemcapabilities" is defined to provide a
structure that can be used to discover (as a read-only operationa
state) any YANG rel ated system capability.

This nodul e itself does not contain any capabilities; it provides
augnentation points for capabilities to be defined in subsequent YANG
nmodul es. "ietf-systemcapabilities" is used by other nodules to
augrment in specific capability information. Every set of such
capabilities MJST be wapped in a contai ner under the augnent
statement to cleanly separate different groups of capabilities.

These "wr apper containers" SHALL be augnented at /sysc:system
capabilities and /sysc:systemcapabilities/sysc: datastore-
capabilities/sysc: per-node-capabilities.

Capability values can be specified at the systemlevel, at the
datastore level (by selecting all nodes in the datastore), or for
specific data nodes of a specific datastore (and their contai ned
subtrees). Capability values specified for a specific datastore or
node-set override val ues specified at the system | evel

Note: The solution is usable for both NVDA and non- NMDA systens.
For non- NMDA servers, "config false" data is considered as if it
were part of the running datastore.

.1. Tree Diagram

The foll owing tree di agram [ RFC8340] provi des an overview of the data
nmodel

nmodul e: ietf-systemcapabilities
+--r0 systemcapabilities
+--ro0 datastore-capabilities* [datastore]
+--ro0 datastore -> /yanglib:yang-1library/ dat astore/ nanme
+--ro0 per-node-capabilities* []
+--ro (node-sel ection)?

+--:(node-sel ector)

+--ro node-sel ector? nacm node-i nstance-i dentifier

2. YANG Modul e

Thi s YANG nodul e inports typedefs from[RFC8341] and a reference path
from [ RFC8525] .

<CODE BEG NS> file "ietf-systemcapabiliti es@022-02-17.yang"
modul e ietf-systemcapabilities {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-systemcapabilities”;
prefix sysc;

i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";
}
inmport ietf-yang-library {
prefix yanglib;
description
"This nodul e requires ietf-yang-library to be inpl enented.
Revi si on 2019-01-04 or a revision derived fromit
is REQU RED. ";
reference
"RFC8525: YANG Li brary";



organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Working G oup"
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Edi t or: Bal azs Lengyel
<muai | t 0: bal azs. | engyel @ri csson. con";
description
"This nodul e specifies a structure to specify system
capabilities for a server or a publisher. Systemcapabilities
may include capabilities of a NETCONF or RESTCONF server or a
notification publisher

Thi s nodul e does not contain any specific capabilities; it only
provi des a structure where contai ners containing the actua
capabilities are augnented in.

Capability values can be specified at the systemlevel, at the
datastore level (by selecting all nodes in the datastore), or
for specific data nodes of a specific datastore (and their
cont ai ned subtrees).

Capabi lity values specified for a specific datastore or
node-set override values specified on the systen publisher

| evel

The sane groupi ng MJST be used to define hierarchica
capabilities supported both at the systemlevel and at the
dat ast or e/ dat a- node | evel

To find a capability value for a specific data node in a
specific datastore, the user SHALL:

1) search for a datastore-capabilities list entry for

the specific datastore. Wen stating a specific capability, the
relative path for any specific capability must be the sane

under the systemcapabilities container and under the
per-node-capabilities |ist.

2) If the datastore entry is found within that entry, process
all per-node-capabilities entries in the order they appear in
the list. The first entry that specifies the specific
capability and has a node-sel ector selecting the specific data
node defines the capability val ue.

3) If the capability value is not found above and the specific
capability is specified under the systemcapabilities container
(outside the datastore-capabilities list), this value shall be
used.

4) |f no values are found in the previous steps, the

systen publisher is not capable of providing a value. Possible
reasons are that it is unknown, the capability is changing for
some reason, there is no specified limt, etc. In this case,
the system s behavior is unspecified.

The key words ' MUST', ' MUST NOT', ' REQUI RED , 'SHALL’,

" SHALL NOT’, ’SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

"NOT RECOMMENDED , ' MAY', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.



Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9196
(https://www. rfc-editor.org/info/rfc9196); see the RFC itself
for full legal notices.";

revision 2022-02-17 {
description
"Initial version";
ref erence
"RFC 9196: YANG Modul es Describing Capabilities for Systens
and Datastore Update Notifications";

}

contai ner systemcapabilities {
config fal se;
description
"System capabilities.
Capabi lity values specified here at the systeml eve
are valid for all datastores and are used when the
capability is not specified at the datastore | eve
or for specific data nodes.";
/*
* "Augmentation point for systemlevel capabilities.”
*/
|ist datastore-capabilities {
key "datastore";
description
"Capabilities val ues per datastore.

For non- NVMDA servers/publishers, 'config false’ data is
considered as if it were part of the running datastore.”;
| eaf datastore {
type leafref {
pat h
"/yanglib:yang-1ibrary/yanglib: datastore/yanglib: nanme";

description
"The datastore for which capabilities are defined.
Only one specific datastore can be specified,
e.g., ds:conventional nust not be used, as it
represents a set of configuration datastores.";
}
|ist per-node-capabilities {
description
"Each list entry specifies capabilities for the sel ected
data nodes. The sane capabilities apply to the data nodes
in the subtree bel ow the sel ected nodes.

The system SHALL order the entries according to their
precedence. The order of the entries MJST NOT change
unl ess the underlying capabilities also change.

Note that the |ongest patch matching can be achieved
by ordering nore specific matches before | ess
specific ones.";
choi ce node-sel ection {
description
"A method to select sone or all nodes within a
dat astore.";
| eaf node-sel ector {
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}
}
}

type nacm node-instance-identifier;
description

"Sel ects the data nodes for which capabilities are

speci fied. The special value '/’

nodes in the datastore,

denot es al
consistent with the path

dat a

| eaf node on page 41 of [RFC8341].";

ref erence

}

}
/*

"RFC 8341: Network Configuration Access Contro

Model *;

* "Augnent ati on point for datastore- or data-node-Ievel

* capabilities.”
*/

}
<CODE ENDS>

Not i fi

The YANG nodule "ietf-notification-capabilities"

cation Capabilities Model

related to the YANG Push capability.

The following tree di agram [ RFC8340] provi des an

nodel .

modul e:

Tree Di agram

ietf-notification-capabilities

augnent /sysc:systemcapabilities:

+- -

ro subscription-capabilities

+--1r0 max- nodes- per - updat e?

+--ro periodic-notifications-supported?

+--ro (update-period)?

|  +--:(m ni mum updat e- peri od)

| | +--ro m ninum update-period?

| +--:(supported-update-peri od)

| +--r0 supported-updat e- peri od*

+--ro0 on-change-supported?

| {yp: on-change}?

+--ro0 m ni num danpeni ng- peri od?

| {yp: on-change}?

+--r0 supported-excl uded- change-type*
{yp: on-change}?

provi des information

overvi ew of the data

ui nt 32
notification-support
ui nt 32

ui nt 32
notification-support

ui nt 32

uni on

augnment /sysc:system capabilities/sysc:datastore-capabilities

/ sysc: per-node-capabilities:

+--ro0 subscription-capabilities
+--1r0 max- nodes- per - updat e?
+--ro periodic-notifications-supported?
+--ro0 (update-period)?
| +--:(m ni mum updat e- peri od)
| | +--ro mninmmupdate-period?
| +--:(supported-update-period)
| +--r0 supported-updat e- peri od*
+--ro0 on-change-supported?
| {yp: on-change}?
+--ro m ni num danpeni ng- peri od?
| {yp: on-change}?
+--ro0 supported-excl uded- change-type*

{yp: on-change}?
YANG Modul e

ui nt 32
notification-support
ui nt 32

ui nt 32
notification-support

ui nt 32

uni on

Thi s YANG nmodul e i nmports a feature and typedefs from [ RFC8641] and



al so inports the "ietf-systemcapabilities" specified in this
docunent .

<CODE BEG NS> file "ietf-notification-capabilities@022-02-17.yang"
modul e ietf-notification-capabilities {
yang-version 1.1;
namespace
"urn:ietf:parans:xn:ns:yang:ietf-notification-capabilities";
prefix notc;

i mport ietf-yang-push {
prefix yp;
description
"This nodul e requires ietf-yang-push to be inplenented.”;
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat ast ore Updates";
}
inmport ietf-systemcapabilities {
prefix sysc;
description
"This nodul e requires ietf-systemcapabilities to be
i mpl emented. ";
ref erence
"RFC 9196: YANG Mbdul es Descri bing Capabilities for Systens
and Datastore Update Notifications";

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>

Edi t or: Bal azs Lengyel
<mai | t 0: bal azs. | engyel @ri csson. com";
description
"Thi s nodul e specifies publisher capabilities related to
YANG Push (RFC 8641).

The nmpdul e cont ai ns:

- a specification of the data nodes that support ’'on-change’ or
"periodic’ notifications.

- capabilities related to the throughput of notification data
that the publisher can support. (Note that for a specific
subscription, the publisher MAY allow only | onger periods

or small er updates depending on, e.g., actual |oad conditions.)

Capabi lity values can be specified at the systent publisher

| evel, at the datastore level, or for specific data nodes of

a specific datastore (and their contained subtrees), as defined
in the ietf-systemcapabilities nodul e.

If different data nodes covered by a single subscription
have different values for a specific capability, then using
val ues that are only acceptable for some of these data nodes,
but not for others, may result in the rejection of the
subscri ption.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY’', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all



capital s, as shown here

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9196
(https://ww. rfc-editor.org/info/rfc9196); see the RFC itself
for full legal notices.";

revision 2022-02-17 {
description
"Initial version";
ref erence
"RFC 9196: YANG Mbdul es Describing Capabilities for Systens
and Datastore Update Notifications";

}

groupi ng subscription-capabilities {
description
"Capabilities related to YANG Push subscriptions
and notifications";
cont ai ner subscription-capabilities {
description
"Capabilities related to YANG Push subscriptions
and notifications";
typedef notification-support {
type bits {
bit confi g-changes {
description
"The publisher is capable of sending
notifications for 'config true’ nodes for the
rel evant scope and subscription type.";

bit state-changes {
description
"The publisher is capable of sending
notifications for 'config false’ nodes for the
rel evant scope and subscription type.";
}
}
description
"Type for defining whether ’on-change or
"periodic’ notifications are supported for all data nodes,

"config false’ data nodes, 'config true’ data nodes, or
no data nodes.

The bits config-changes or state-changes have no effect
when they are set for a datastore or for a set of nodes
that does not contain nodes with the indicated config
value. In those cases, the effect is the same as if no
support was declared. One exanple of this is indicating
support for state-changes for a candi date datastore that
has no effect.";

}

| eaf max- nodes- per-update {
type uint32 {
range "1..max";
}



description
"Maxi mum nunber of data nodes that can be sent
in an update. The publisher MAY support nore data nodes
but SHOULD support at |east this nunber.

May be used to avoid the 'update-too-big error
during subscription.”;
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat astore Updates, the 'update-too-big error/identity";
}
| eaf periodic-notifications-supported {
type notification-support;
description
"Speci fi es whether the publisher is capable of
sending 'periodic’ notifications for the selected
data nodes, including any subtrees that nay exi st
bel ow them ";
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat ast ore Updates, 'periodic’ subscription concept”;

choi ce updat e-period {
description
"Supported update period value or values for
"periodic’ subscriptions.";
| eaf m ni num updat e- period {
type uint32;
units "centiseconds";
description
"Indicates the mnimal update period that is
supported for a 'periodic’ subscription

A subscription request to the selected data nodes with
a smaller period than what this | eaf specifies is
likely to result in a ’period-unsupported error.";
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat astore Updates, the period leaf in the ietf-yang-push
YANG nodul e";

| eaf -1ist supported-update-period {
type uint32;
units "centiseconds";
description
"Supported update period values for a 'periodic’
subscri pti on.

A subscription request to the selected data nodes with a
period not included in the leaf-list will result in a
" period-unsupported’ error.";
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat astore Updates, the period leaf in the ietf-yang-push
YANG nodul e";

}
}
| eaf on-change-supported {
i f-feature "yp: on-change";
type notification-support;
description
"Speci fi es whether the publisher is capable of
sendi ng 'on-change’ notifications for the selected
dat a nodes and the subtree bel ow them";
reference
"RFC 8641: Subscription to YANG Notifications for Datastore



Updat es, on-change concept™”;

}
| eaf m ni mum danpeni ng- peri od {

i f-feature "yp: on-change";

type uint32;

units "centiseconds";

description

"The m ni mum danpeni ng peri od supported for 'on-change
subscriptions for the sel ected data nodes.

If this value is present and greater than zero,
that inplies danpening is mandatory.";
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat ast ore Updates, the danpeni ng-period | eaf in the
i etf-yang-push YANG nodul e";
}
| eaf -1ist supported-excl uded- change-type {
if-feature "yp: on-change”;
type union {
type enuneration {
enum none {
val ue -2;
description
"None of the change types can be excluded.";

enum al | {
val ue -1;
description
"Any conbination of change types can be excluded.";
}
}

type yp: change-type;

description

"The change types that can be excluded in
YANG- Push subscriptions for the sel ected data nodes.";
ref erence
"RFC 8641: Subscription to YANG Notifications for Datastore

Updat es, the change-type typedef in the ietf-yang-push
YANG nodul e";

}
}
}

augnment "/sysc:systemcapabilities" {
description
"Add system | evel capabilities";
uses subscription-capabilities {
refine
"subscri ption-capabilities/supported-excluded-change-type" {
default "none";
}
}
}

augnent "/sysc:system capabilities/sysc:datastore-capabilities"
+ "/sysc: per-node-capabilities" {
description
"Add dat astore and node-| evel capabilities"”;
uses subscription-capabilities {
refine

"subscri ption-capabilities/supported-excluded-change-type" {
default "none";

}
}
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}
}
<CODE ENDS>

<CCDE ENDS>
Security Considerations

The YANG nodul es specified in this docunent define a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040] or as YANG instance data.
The | owest NETCONF | ayer is the secure transport |ayer, and the
mandat ory-t o-i npl ement secure transport is Secure Shell (SSH)

[ RFC6242]. The | owest RESTCONF | ayer is HITPS, and the nandatory-to-
i npl ement secure transport is TLS [ RFC8446].

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Thi s docunent outlines a framework for conveying system capability
information that is inherently flexible and extensible. Wile the
full set of use cases is not known now, they nmay range as w de as
conveyi ng the m ni mrum update period for periodic subscription updates
and what protocols mght be used for such notifications. Know edge
of this type of value nmight, for exanple, allow an attacker to gain

i nsight into how | ong unauthorized configuration changes ni ght be
active prior to detection and what comuni cati ons channel s ni ght be
di srupted to extend the period of non-detection. Docunents adding
additional capabilities via augmenting this nmodul e are encouraged to
docunent the security considerations of the new YANG nodes, according
to the guidance in BCP 216 [ RFC8407].

Al'l protocol -accessi bl e data nodes i n augnmented nodul es are read-only
and cannot be nodified. Access control may be configured to avoid
exposing any read-only data that is defined by the augnenting nodul e
docunent ati on as being security sensitive.

When that data is in file fornmat, the data should be protected

agai nst nodification or unauthorized access using normal file-
handl i ng mechani sms. The data in file format also inherits all the
security considerations of [RFC9195], which includes additiona

consi derati ons about read protections and distingui shes between data
at rest and in notion.

| ANA Consi der ati ons
1. The IETF XML Registry

Thi s docunent registers the following URIs in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: wurn:ietf:params:xm:ns:yang:ietf-systemcapabilities
Regi strant Contact: The |ESG
XM.: N A the requested URI is an XM. nanespace

URI: wurn:ietf:params:xm:ns:yang:ietf-notification-capabilities
Regi strant Contact: The |ESG

XM.: N A the requested URI is an XM. nanespace
2. The YANG Modul e Nanes Registry

Thi s docunment registers the foll owing YANG nodul es in the "YANG
Modul e Names" registry [ RFC6020]:



nane: ietf-systemcapabilities

nanespace: urn:ietf:parans:xn:ns:yang:ietf-systemcapabilities
prefix: sysc

reference: RFC 9196

nane: ietf-notification-capabilities

nanespace: urn:ietf:parans:xm:ns:yang:ietf-notification-
capabilities

prefix: notc

reference: RFC 9196
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Appendi x A. Instance Data Exanple #1

The foll owi ng exanpl es use artwork folding [ RFC8792] for better
formatti ng.

The foll owing instance data exanpl e descri bes the notification
capabilities of a hypothetical "acrme-router". The router inplenents
the running and operational datastores. Every change can be reported
"on-change"” fromthe running datastore, but only "config fal se" nodes
and sone "config fal se" data can be reported on-change fromthe
operational datastore. Interface statistics are not reported "on-
change"; only two inportant counters are. Datastore subscription
capabilities are not reported "on-change", as they never change on
the acne-router during runtime.

========== NOTE: '\’ |ine wapping per RFC 8792) ===========

<?xm version="1.0" encodi ng="UTF-8"?>
<i nstance- dat a- set xm ns=\

"urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data">

<name>acme-router-notification-capabilities</name>

<cont ent - schenma>
<nmodul e>i et f-system capabiliti es@022-02-17</ nodul e>
<modul e>i etf-notification-capabilities@022-02-17</nodul e>

</ cont ent - scherma>

<description>Defines the notification capabilities of an
acme-router. The router only has running and operationa
datastores. Every change can be reported on-change fromthe
runni ng datastore, but only "config fal se" nodes and sone
"config fal se" data can be reported on-change fromthe
operational datastore. Statistics
are not reported on-change except for two inportant counters,
where a smal | danpening period i s nandat ed.

</ description>

<cont ent - dat a>
<systemcapabilities \
xm ns="urn:ietf:parans: xm:ns:yang:ietf-systemcapabilities" \
xm ns: not c=\



"urn:ietf:parans: xm:ns:yang:ietf-notification-capabilities" \
xm ns:ds="urn:ietf:parans: xm :ns:yang:ietf-datastores">
<not c: subscription-capabilities>

<not c¢: m ni num updat e- peri 0od>500</ not c: m ni mum updat e- peri od>
<not c: max- nodes- per - updat e>2000</ not c: max- nodes- per - updat e>
<not c: m ni num danpeni ng- peri od>\
100\
</ not ¢c: m ni rum danpeni ng- peri od>
<not c: periodi c-notifications-supported>\
confi g- changes st at e-changes\
</ notc: periodic-notifications-supported>
<not c: on- change- support ed>\
confi g- changes st at e-changes\
</ not c: on- change- support ed>
<not c: support ed- excl uded- change-t ype>\
al I'\
</ not c: support ed- excl uded- change-t ype>
</ notc: subscription-capabilities>
<dat astore-capabilities>
<dat ast or e>ds: oper at i onal </ dat ast or e>
<per - node- capabi liti es>
<node- sel ect or >\
[if:interfaces/if:interface[if:name="10"]\
</ node- sel ect or >
<not c: subscri ption-capabilities>
<not c: on- change- supported/ >
<not c: periodi c-notifications-supported/ >
</ notc: subscription-capabilities>
</ per-node-capabilities>
<per - node- capabi liti es>
<node- sel ect or >\
lif:interfaces/if:interface/if:statistics/if:in-octets\
</ node- sel ect or >
<not c: subscription-capabilities>
<not c: m ni nrum danpeni ng- peri od>10
</ not ¢c: m ni mrum danpeni ng- peri od>
<not c: on- change- support ed>\
st at e- changes\
</ not c: on- change- support ed>
</ notc: subscription-capabilities>
</ per-node-capabilities>
<per - node- capabi lities>
<node- sel ect or >\
lif:interfaces/if:interface/if:statistics/if:out-octets\
</ node- sel ect or >
<not c: subscription-capabilities>
<not c: m ni nrum danpeni ng- peri od>10
</ not ¢c: m ni mrum danpeni ng- peri od>
<not c: on- change- support ed>\
st at e- changes\
</ not c: on- change- support ed>
</ notc: subscription-capabilities>
</ per-node-capabilities>
<per - node- capabi lities>
<node- sel ect or >\
lif:interfaces/if:interface/if:statistics\
</ node- sel ect or >
<not c: subscription-capabilities>
<not c: on- change- supported/ >
</ notc: subscription-capabilities>
</ per-node-capabilities>
</ dat astore-capabilities>
</ system capabilities>
</ cont ent - dat a>
</ i nstance- dat a- set >



Figure 1: Notification Capabilities with Settings Specific to the
Dat a Node

Appendi x B. Instance Data Exanple #2

The foll owi ng exanpl es use artwork folding [ RFC8792] for better
formatti ng.

The foll owi ng instance data exanpl e describes the notification
capabilities of a hypothetical "acnme-switch". The switch inplenents
the runni ng, candidate, and operational datastores. Every change can
be reported "on-change" fromthe running datastore, nothing can be
reported on-change fromthe candi date datastore, and all "config

fal se" data can be reported on-change fromthe operational datastore.
"Periodic" subscriptions are supported for running and operationa

but not for candi date datastores.

========== NOTE: '\’ |ine \Nrapp| ng per RFC 8792) ——=——=———=—=—==—

<?xm version="1.0" encodi ng="UTF-8""?>
<i nstance- dat a- set xm ns=\
"urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data">
<name>acme-swi tch-notification-capabilities</name>
<cont ent - schema>
<nmodul e>i et f-system capabiliti es@022-02-17</ nodul e>
<nmodul e>i etf-notification-capabilities@022-02-17</nodul e>
</ cont ent - schema>
<description>Notification capabilities of acme-swi tch
Acrre-swi tch inplements the running, candidate, and operationa
dat astores. Every change can be reported on-change fromthe
runni ng datastore, nothing fromthe candi date datastore and
all "config false" data fromthe operational datastore. Periodic
subscriptions are supported for running and operational, but not
for candi date datastore.
</ description>
<cont ent - dat a>
<systemcapabilities \
xm ns="urn:ietf:parans: xm :ns:yang:ietf-systemcapabilities" \
xm ns: not c=\
"urn:ietf:parans: xm:ns:yang:ietf-notification-capabilities" \
xm ns:ds="urn:ietf:paranms: xm :ns:yang:ietf-datastores">
<not c: subscri ption-capabilities>
<not c: m ni num updat e- per i od>500</ not ¢c: m ni mum updat e- peri od>
<not c: max- nodes- per - updat €>2000</ not c: max- nodes- per - updat e>
<not ¢: m ni mum danpeni ng- peri od>\
100\
</ not c: m ni mum danpeni ng- peri od>
<not c: peri odi c-notifications-supported>\
confi g- changes st at e-changes\
</ notc: periodic-notifications-supported>
</ notc: subscription-capabilities>
<dat astore-capabilities>
<dat ast or e>ds: oper at i onal </ dat ast or e>
<per - node- capabi lities>
<node- sel ect or >/ </ node- sel ect or >
<not c: subscription-capabilities>
<not c: on- change- support ed>\
st at e- changes\
</ not c: on- change- support ed>
</ notc: subscription-capabilities>
</ per-node-capabilities>
</ dat astore-capabilities>
<dat astore-capabilities>
<dat ast or e>ds: candi dat e</ dat ast or e>
<per - node- capabi lities>
<node- sel ect or >/ </ node- sel ect or >



<not c: subscri ption-capabilities>
<not c: on- change- supported/ >
<not c: periodi c-notifications-supported/ >
</ notc: subscription-capabilities>
</ per-node-capabilities>
</ dat astore-capabilities>
<dat astore-capabilities>
<dat ast or e>ds: r unni ng</ dat ast or e>
<per - node- capabi liti es>
<node- sel ect or >/ </ node- sel ect or >
<not c: subscri ption-capabilities>
<not c: on- change- support ed>\
confi g- changes\
</ not c: on- change- support ed>
</ notc: subscription-capabilities>
</ per-node-capabilities>
</ dat astore-capabilities>
</ system capabilities>
</ cont ent - dat a>
</instance- dat a- set >

Figure 2: Notification Capabilities with Datastore-Level Settings
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