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I nt roduction

There is a need to document data defined in YANG nodel s when a live
server is unavailable. Data is often needed at design tineg,

i npl erentation tinme, or even later when a live running server is
unavai lable. To facilitate this offline delivery of data, this
docunent specifies a standard format for YANG i nstance data sets and
YANG i nstance data files. The format of the instance data set is
defined by the "ietf-yang-instance-data" YANG nodul e; see Section 3.
The YANG data nodel in this docunment conforms to the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

The following is a list of already-inplenented and potential use
cases.

UC1 Docunentation of server capabilities
UC2 Preloading default configuration data
UC3 Docunenting factory default settings

UC4 Storing the configuration of a device, e.g., for backup,
archive, or audit purposes

UC5 Storing diagnostics data

UC6 Allowi ng YANG i nstance data to potentially be carried within
other inter-process conmunication (I PC) nessage formats

UC7 Default instance data used as part of a tenplating solution
UC8 Providing data exanples in RFCs or internet drafts
Appendi x B describes the first three use cases in detail.

There are many and varied use cases where YANG i nstance data coul d be
used. This docunment does not |limt future uses of instance data
sets, so specifying how and when to use YANG i nstance data is out of
scope for this docunent. It is anticipated that other docunents wll
define specific use cases. Use cases are listed only as exanpl es.

.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here



Instance Data: A collection of instantiated data nodes.

Instance Data Set: A naned set of data itens annotated with netadata
that can be used as instance data in a YANG data tree.

Instance Data File: A file containing an instance data set formatted
according to the rules described in this docunent.

Content-schema: A set of YANG nodules with their revision, supported
features, and deviations for which the instance data set contains
i nst ance dat a.

Cont ent -defini ng YANG Mbdul e:  An individual YANG nodule that is part
of the content-schenms.

The term"server" is used as defined in [ RFC8342].
1.2. Principles

The following is a list of the basic principles of the instance data
format:

P1 Two standard formats shall be defined based on the XM. and JSON
encodi ngs.

P2 Instance data shall reuse existing encoding rules for YANG
defined dat a.

P3 Metadata about the instance data set (Section 2, Paragraph 14)
shal | be defi ned.

P4 A YANG i nstance data set shall be allowed to contain data for
mul ti pl e YANG nodul es.

P5 Instance data shall be allowed to contain configuration data,
state data, or a mix of the two.

P6 Partial data sets shall be all owed.

P7 The YANG i nstance data format shall be usable for any data for
whi ch YANG nodul e(s) are defined and avail able to the reader,
i ndependent of whether the nodule is inplemented by a server

P8 It shall be possible to report the identity of the datastore with
whi ch the instance data set is associ ated.

1.3. Delivery of Instance Data

I nstance data sets that are produced as a result of sone sort of
specification or design effort nmay be available wi thout the need for
a live server, e.g., via download fromthe vendor’s website or in any
other way that product docunentation is distributed.

O her instance data sets may be read fromor produced by the YANG
server itself, e.g., UC5 docunenting diagnostic data.

1.4. Data Life Cycle

A YANG i nstance data set is created at a specific point of time. |If
the data changes afterwards, the instance data set will no | onger
represent the current data unless it is updated. The current val ues
may be retrieved at runtine via NETCONF/ RESTCONF or received, e.g.,

i n YANG Push notifications.

Whet her the instance data changes and, if so, when and how shoul d be



described either in the instance data set’s description statenent or
in some other inplenentation-specific manner

I nstance Data Fil e Format

A YANG i nstance data file MJUST contain a single instance data set and
no addi tional data.

The format of the instance data set is defined by the "ietf-yang-

i nstance-data" YANG nodule. It is made up of a header part and
content-data. The header part carries netadata for the instance data
set. The content-data, defined as an anydata data node, carries the
instance data that the user wants to docunent and/or provide. The
syntax and semantics of content-data are defined by the content-
schenma.

Two formats are specified based on the XM and JSON YANG encodi ngs.
The file formats are achi eved by applying the respective XM. and JSON
encoding rules for the YANG structure included in this docunent.
Later, as other YANG encodings (e.g., CBOR) are defined, further
instance data formats may be specified.

The content-data part MJST conformto the content-schema while
allowing for the exceptions listed below. The content-data part
SHALL follow the encoding rules defined in [ RFC7950] for XM. and

[ RFC7951] for JSON and MUST use UTF-8 character encoding. Content-
data MAY i ncl ude:

* metadata, as defined by [RFC7952].
* origin metadata, as specified in [RFC8526] and [ RFC8527].

* inplenmentation-specific netadata rel evant to individual data
nodes. Unknown netadata MJUST be ignored by users of instance
data, allowing it to be used later for other purposes.

An instance data set MAY contain data for any nunber of YANG nodul es;
if needed, it MAY carry the conplete configuration and state data for
a server. Default val ues should be excluded where they do not
provi de additional useful data.

Configuration ("config true") and operational state data ("config
false") MAY be mixed in the instance data file.

I nstance data files MAY contain partial data sets. This neans
"mandatory", "mn-elenents", "require-instance true", "nust", and
"when" constraints MAY be vi ol at ed.

The nane of the instance data file SHOULD be of the follow ng form
(using ABNF notation [RFC5234]):

i nstance-data-set-nane ["@ ( revision-date / tinmestanp ) ]
(".xm"™ [/ ".json" )

Exanpl es i ncl ude:
acne-r out er - nodul es. xn
acne-rout er - nodul es@018-01- 25. xni
acne-rout er - nodul es@018- 01- 25T15_06_34_3+01_00. j son

If the leaf "nane" is present in the instance data header, its val ue

SHOULD be used for the "instance-data-set-name" in the filenane. |If
the "revision-date" is present in the filenane, it MJST conformto
the format of the revision-date leaf in the YANG nodel. |If the

"revision-date" is present in both the filenane and the instance data
header, the revision date in the filenane MJST be set to the |atest
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revision date inside the instance data set. |If the "timestamp" is
present in the filenane, it MJST conformto the format of the
tinmestanp leaf in the YANG nodel except for replacing colons as
described below. If the "timestanmp" is present in both the filenane
and the instance data header, the tinmestanp in the fil ename SHOULD be
set to the timestanp inside the instance data set; any colons, if
present, shall be replaced by underscores.

Met adata, information about the data set itself, MJST be incl uded.
Sonme netadata itens are defined in the YANG nodul e "ietf-yang-
i nstance-data", but other itens MAY be used

Met adat a MUST i ncl ude:

- Version of the YANG i nstance data format (if not explicitly
present, the default value is used).

Met adat a SHOULD i ncl ude:
- Nane of the data set.
-  Content-schema specification (i.e., the "content-schema" node).

- Description of the instance data set. The description SHOULD
contain information on whether and how the data can change
during the lifetime of the server.

- An indication of whether default values are included. The
default handling uses the concepts defined in [ RFC6243];
however, as only concepts are re-used, users of instance data
sets do not need to support [RFC6243].

Speci fying the Content Schenm

To properly understand and use an instance data set, the user needs
to know the content-schenma. The content-schema can be specified
either in external documents or within the instance data set. |In the
| atter case, one of the follow ng nmethods MJUST be used:

Inline method: Include the needed information as part of the
i nstance data set.

Sinplified-inline method: |Include the needed information as part of
the instance data set; only the nbdul es’ name and revision-date
are used.

URI nmethod: Include a URI that references another YANG i nstance data
file. This instance data file will use the same content-schemn as

the referenced YANG i nstance data file (if you don’'t want to
repeat the info again and again).

Addi tional nethods, e.g., a YANG package-based sol ution nay be added
| at er.

Note that the specified content-schema only indicates the set of
nmodul es that were used to define this YANG i nstance data set.
Sonetinmes instance data nmay be used for a server supporting a
different YANG nodul e set (e.g., for the "Prel oadi ng default
configuration data" use case, UC2 in Section 1, the instance data set
may not be updated every time the YANG nodul es on the server are
updated). Whether an instance data set originally defined using a
specific content-schema is usable with another schema depends on many
factors, including the nunber of differences and the conpatibility
bet ween the original and the other schema when considering nodul es,
revi sions, features, deviations, the scope of the instance data, etc.
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1. I'nline Method

The "inline-yang-library" anydata data node carries instance data
(conforming to "ietf-yang-1library@019-01-04") [RFC8525] that

speci fies the content-defining YANG nodul es, including revision,
supported features, deviations, and any additional relevant data. An
exanple of the inline nethod is provided in Section 2.2.1

2. Sinmplified-Inline Mthod

The instance data set contains a list of content-defining YANG

modul es, including the revision date for each. Usage of this nethod
inmplies that the nodul es are used w thout any deviations and with al
features supported. YANG nodules that are only required to satisfy

i mport-only dependenci es MAY be excluded fromthe leaf-list. |If they
are excluded, then the consunmer of the instance data set has to apply
the YANG | anguage rules to resolve the inports. An exanple of the
simplified-inline method is provided in Section 2.2.2.

3. UR Method

The "same-schenmm-as-file" |eaf SHALL contain a URI that references
anot her YANG i nstance data file. The current instance data file wl|l
use the sane content-schena as the referenced file.

The referenced instance data file MAY have no content-data if it is
used solely for specifying the content-schena.

If a referenced instance data file is unavailable, the content-schem
i s unknown.

The URI nethod i s advantageous when the user wants to avoid the

over head of specifying the content-schenma in each instance data file
-- for exanple, in UC6, when the systemcreates a diagnostic file
every mnute to docunment the state of the server

An exanple of the URI method is provided in Section 2.2.3.
Exanpl es
1. Docunentation of Server Capabilities

The example file acne-router-nodul es@022-01-20.xm reflects UCL in
Section 1. It provides a |ist of supported YANG nodul es and NETCONF
capabilities for a server. It uses the inline nethod to specify the
cont ent - schena.

The exanpl e uses artwork fol ding [ RFC8792].
========== NOTE: '\’ |ine wapping per RFC 8792 ===========

<?xm version="1.0" encodi ng="UTF-8"?>
<i nstance- dat a- set xm ns=\
"urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data">
<name>acme- r out er - nodul es</ name>
<cont ent - schenma>
<inline-yang-I|ibrary>
<nodul es-state \
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-library">
<nodul e>
<name>i et f - yang- | i br ary</ name>
<revi si on>2019- 01- 04</ revi si on>
</ modul e>
<nmodul e>
<name>i et f - net conf - noni t ori ng</ nane>
<revi si on>2010- 10- 04</ r evi si on>



</ modul e>
</ modul es- st at e>
</inline-yang-library>
</ cont ent - schema>
<revi si on>
<dat e>2020- 10- 23</ dat e>
<description>lnitial version</description>
</revision>
<description>Defines the mninmal set of nodules that any \
acnme-router will contain. This miniml set will \
only change when a new software release is \
i nt roduced. </ descri pti on>
<cont act >i nf o@cmne. exanpl e. conk/ cont act >
<cont ent - dat a>
<nodul es-state \
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-library">
<nmodul e>
<nane>j et f-yang-|i brary</nane>
<revi si on>2019- 01- 04</ revi si on>
<nanespace>\
urn:ietf:paranms: xm:ns:yang:ietf-yang-Ilibrary\
</ nanespace>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ nodul e>
<rmodul e>
<nane>i et f - syst enx/ nane>
<revi si on>2014- 08- 06</ r evi si on>
<nanespace>urn:ietf: paranms: xnl : ns:yang:i et f-syst enk/ nanespace>
<f eat ure>sys: aut henti cati on</f eat ure>
<f eat ure>sys: | ocal -users</feature>
<devi ati on>
<nanme>acne- syst em ext </ nane>
<revi si on>2018- 08- 06</ r evi si on>
</ devi ati on>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ nodul e>
<rmodul e>
<nane>i et f - net conf - noni t ori ng</ nane>
<revi si on>2010- 10- 04</ r evi si on>
<namespace>\
urn:ietf:parans: xm:ns:yang:ietf-netconf-nonitoring\
</ nanespace>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ modul e>
<nmodul e>
<nane>i et f - yang-t ypes</ nane>
<revi si on>2013- 07- 15</ revi si on>
<namespace>urn:ietf:paranms: xm : ns:yang:ietf-yang-types\
</ nanespace>
<conf or mance-t ype>i nport </ conf or mance-t ype>
</ modul e>
<nmodul e>
<nane>acne- syst em ext </ nanme>
<revi si on>2018- 08- 06</ r evi si on>
<namespace>\
urn: rdns: acne. exanpl e. com oammodel : acne- syst em ext\
</ nanespace>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ modul e>
</ nodul es- st at e>
<netconf-state \
xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-nonitoring">
<capabilities>
<capability>\
urn:ietf:parans: netconf:capability:validate: 1.1\
</ capability>



</ capabilities>
</ net conf - st at e>

</ cont ent - dat a>
</ i nstance-dat a- set >

Figure 1
2.2.2. Preloading Default Configuration Data

The example file read-only-acmrul es@022-01-20.xm reflects UC2 in
Section 1. It provides a default rule set for a read-only operator
role. It uses the sinplified-inline nmethod for specifying the

cont ent - schema.

========== NOTE: '\’ line wapping per RFC 8792 ===========

<?xm version="1.0" encodi ng="UTF-8"?>
<i nst ance- dat a- set
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-instance-data">
<nane>r ead- onl y- acm r ul es</ nane>
<cont ent - schema>
<nodul e>ij et f - net conf - acm@018- 02- 14</ nodul e>
</ cont ent - scherma>
<revi si on>
<dat e>2018- 07- 04</ dat e>
<description>lnitial version</description>
</revision>
<description>Default access control rules for a read-only \
role. This set of rules will only change when a new \
software rel ease is introduced. </description>
<cont ent - dat a>
<nacm xm ns="urn:ietf: parans: xm : ns:yang:ietf-netconf-acni>
<enabl e- nacnpt r ue</ enabl e- nacne
<r ead- def aul t >deny</r ead- def aul t >
<exec- def aul t >deny</ exec- def aul t >
<rule-list>
<name>r ead- onl y-r ol e</ name>
<gr oup>r ead- onl y- gr oup</ gr oup>
<rul e>
<nane>r ead- al | </ name>
<nmodul e- name>* </ nodul e- nanme>
<access-operati on>r ead</ access-operati on>
<action>permt</action>
</rul e>
</rule-list>
</ nacnp
</ cont ent - dat a>
</ i nst ance- dat a- set >

Figure 2
2.2.3. Storing Diagnostics Data

The example file acne-router-netconf-

di agnosti cs@018-01-25T17_00_38Z.json reflects UC5 in Section 1. An
i nstance data set that contains statistics about the NETCONF server
is produced by the server every 15 minutes. As a new set is produced
periodically many tines a day, a revision-date woul d be usel ess;
instead, a timestanp is included.

========== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ===========
"ietf-yang-instance-data:instance-data-set": {

"name": "acne-router-netconf-diagnostics",
"content -schema": {



"same-schema-as-file": "file:///acme-diagnostics-schema.json”
},
"timestanmp": "2018-01-25T17:00: 382",

"description": ["NETCONF statistics, \
The data may change at any tine."],
"content-data": {
"ietf-netconf-nonitoring: netconf-state": {
"statistics": {
"netconf-start-time ": "2018-12-05T17: 45: 002",
"in-bad-hellos ": "32",
"in-sessions ": "397",
"dropped-sessions ": "87",
"in-rpcs ": "8711",
"in-bad-rpcs ": "408",
"out-rpc-errors ": "408",
"out-notifications": "39007"

Fi gure 3
3.  YANG I nstance Data Mbodel
3.1. Tree Diagram

The foll owing tree di agram [ RFC8340] provi des an overview of the data
nmodel

nodul e: ietf-yang-instance-data
structure instance-data-set:

+- - name? string

+--format-version? string

+--includes-defaults? enuner ati on

+--content - schema

| +--(content-schenn-spec)?
+--:(sinplified-inline)

I

| |  +--nodul e* nmodul e-wi t h-revi si on-dat e
| +--:(inline)

| | +--inline-yang-library <anydat a>
| +--:(uri)

| +- - sanme-schema-as-fil e? i net:uri
+--description* string

+--contact ? string

+--organi zati on? string

+--dat astore? ds: dat ast or e-r ef
+--revision* [date]

| +--date string

| +--description? string

+--ti mestanp? yang: date-and-ti ne
+--cont ent - dat a? <anydat a>

3.2.  YANG Model

Thi s YANG nodul e i nports typedefs from [ RFC6991], [RFC6243],
identities from[RFC8342], and the "structure" extension from
[ RFC8791]. It also references [ RFC8525].

<CODE BEG NS> file "ietf-yang-instance-data@022-02-17.yang"
nmodul e i etf-yang-instance-data {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data";
prefix yid;



import ietf-yang-structure-ext {
prefix sx;
reference
"RFC 8791: YANG Data Structure Extensions";
}
import ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types",
}
inmport ietf-netconf-with-defaults {
prefix ncwd;
reference
"RFC 6243: Wth-defaults Capability for NETCONF";
}

organi zati on
"I ETF NETMOD Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/ netnod/ >
W5 List: <mailto:netnod@etf.org>

Aut hor: Bal azs Lengye
<mai | t o: bal azs. | engyel @ri csson. conp

Aut hor : Benoit C ai se
<mai | t o: benoi t. cl ai se@uawei . conP";
description
"The npdul e defines the structure and content of YANG
i nstance data sets.

The key words ' MJST', ' MJST NOT', 'REQUIRED , 'SHALL',
"SHALL NOT', ' SHOULD , ' SHOULD NOT', ' RECOMMENDED ,

"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license terns contained in, the Revised BSD License
set forth in Section 4.c of the IETF Trust’s

Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9195
(https://www. rfc-editor.org/info/rfc9195); see the RFC itself
for full legal notices.";

revision 2022-02-17 {
description
"Initial revision.";
ref erence



}

"RFC 9195: YANG Instance Data File Format";

typedef nodul e-with-revision-date {

}

type string {
pmtmn [a-zA-Z ][a-zA-Z0-9\- _.]*
(@d{4}-(1[0-2]] O 1- 9]) (0[1 9]|[1|2][0 9]13[0-1]))?";

}pattern’-l DXL AL AL

description
"A type defining a nmodul e name and an optional revision
date, e.g., ietf-yang-library@019-01-04.";

sx: structure instance-data-set {

description
"A data structure to define a format for YANG instance
data. The mpjority of the YANG nodes provi des mnetadata
about the instance data; the instance data itself is
contained only in the 'content-data’ node.";
| eaf nane {
type string;
description
"An arbitrary name for the YANG i nstance data set. This
value is primarily used for descriptive purposes. However,
when the instance data set is saved to a file, then the
filename MJUST encode the name’s val ue per Section 2
of RFC 9195.";

| eaf format-version {

type string {
pattern '\d{4}-(1[0-2]|0[1-9])-(O[1-9]|[1]2][0-9]]|3[0-1])

}
default "2022-01-20";
description
"The 'revision’ of the 'ietf-yang-instance-data nodule
used to encode this ’instance-data-set’.";

| eaf includes-defaults {
type ncwd: wi t h-def aul t s- node;
default "report-all";
description
"I ndi cates how data nodes with default val ues are
represented for all data nodes contained in the
i nst ance- dat a- set.

It uses the same definitions as per Section 3 of RFC 6243
but applied in the context of an instance data file rather
than a NETCONF request using the <w th-defaul ts>

par amet er .

For JSON files, the encoding of the 'report-all-tagged
option is as defined in Section 4.8.9 of RFC 8040.";
reference
"RFC 6243: Wth-defaults Capability for NETCONF";
}

contai ner content-schenma {
description
"The content schenma (i.e., YANG nodul es) used to create
the instance data set.
If not present, the user needs to obtain the information
t hrough external docunents.";
choi ce content-schema-spec {
description
"Specification of the content-schema.";
case simplified-inline {



}

leaf-1ist nodule {

}

type nodul e-wi t h-revi si on-dat e;
m n-el enents 1;
description
"The list of content-defining YANG nodul es.

The value SHALL start with the nodul e nane.
If the nodul e contains a revision statenent, the
revi sion date SHALL be included in the leaf-I|ist
entry, e.g., ietf-yang-library@019-01-04.

Usage of this leaf-list inplies the nodules are
used without any deviations and with all features
supported. Miultiple revisions of the sane nodul e
MUST NOT be specified.";

case inline {
anydata inline-yang-library {

mandat ory true;
description
"I nstance data corresponding to the

ietf-yang-1library@019-01-04 defining
the set of content-defining YANG nmodul es for
this instance-data-set.";

}
}
case uri {
| eaf sane-schema-as-file {
type inet:uri;
description
"A reference to another YANG i nstance data file.
This instance data file uses the same
content schema as the referenced file.
Ref erenced files using the "inline or the
"sinmplified-inline nethods MJST be support ed.
Ref erenced files using the 'URl nethod’ MAY be
support ed.
The URL schenes 'file://’ and 'https://’ MJST
be supported; other schemes MAY al so be
supported.”;
}
}

}

| eaf-1ist description {
type string;
description
"Description of the instance data set.";

| eaf contact {

type string;

description
"Contact information for the person or

}

organi zation to whom queries concerning this
i nstance data set should be sent.";

| eaf organization {
type string;
description
"Organi zati on responsi ble for the instance

data set.";

| eaf datastore {
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}

}

l'ist
key "date";
description

type ds:datastore-ref;
description

"The identity of the datastore with which the

i nstance data set is associated, e.g., the datastore from
where the data was read, the datastore into which the data
may be | oaded, or the datastore that is being docunmented
If a single specific datastore cannot be specified, the

| eaf MJST be absent.

If this leaf is absent, then the datastore to which the
i nstance data belongs is unspecified.";

revision {

"Instance data sets that are produced as
a result of sone sort of specification or design effort
SHOULD have at | east one revision entry. For every
publi shed editorial change, a new uni que revision SHOULD
be added in front of the revisions sequence so that al
revisions are in reverse chronol ogi cal order

In cases of instance data sets that are read from
or produced by a server or otherw se subject to
frequent updates or changes, revision

SHOULD NOT be present.";

| eaf date {

type string {
pattern '\d{4}-(1[0-2]|0[1-9])-(0O[2-9]|[1]2][0-9]]|3[0-1])"’
}

description
"Specifies the date the instance data set
was |ast nodified. Formatted as YYYY-MMDD.";

| eaf description {

type string;
description
"Description of this revision of the instance data set.";

| eaf tinestanp {

type yang: date-and-ti ne;
description

"The date and tinme when the instance data set
was | ast nodified.

In cases of instance data sets that are read fromor
produced by a server or otherw se subject to frequent
updat es or changes, the timestanp SHOULD be present.

If both a revision list entry and tinestanp are present,
the timestanp SHOULD contain the same date as the
| atest revision statenent.";

anydata content-data {

}

description

"Contains the real instance data.

The data MUST conformto the rel evant YANG nodul es
specified either in the content-schema or in sonme other
i mpl ement ati on-specific manner.";

}
<CCDE ENDS>

Security Considerations
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The YANG nodul e defined in this docunent only defines a wapper
structure specifying a format and a netadata header for YANG instance
data defined by the content-schema. Because of this, the security
consi derations tenplate for YANG nodels in Section 3.7.1 of [RFC8407]
is not followed. The instance data is designed to be accessed as a
stored file or over any file access method or protocol

The docurent does not specify any nethod to influence the behavior of
a server.

The header part is usually not security sensitive; however, sensitive
informati on may be included, in which case it needs to be handl ed
securely, as nentioned below. Information to consider includes:

* |f the URI nethod is used for specification of the content-schena
and the URI includes a userinfo subconmponent

* Any description text

The content part nay contain sensitive data. The security
sensitivity of this data is conpletely dependent on the content-
schema. Depending on the nature of the instance data, instance data
files MAY need to be handl ed securely. The sanme kind of handling
shoul d be applied to this file at rest and in transit that would be
needed for the result of a read operation returning the sane data.
These in-transit protection nmechanisns will also nmitigate integrity
i ssues when transporting the file.

Instance data files should be protected agai nst nodification or
unaut hori zed access using normal file-handling nmechanisnms. Wen
copying the original files or providing file access for additiona
users, care should be taken not to reveal information

uni ntentionally.

If the URI method is used for specification of the content-schema
there is a risk that the config schema section in the referenced YANG
instance data file may be altered maliciously or even as part of its
normal handling. 1In this case, the content-schema mght differ from
the one expected. Protecting the integrity and stability of the
referenced file shoul d be ensured.

I ANA Consi derati ons
Thi s docunent registers one URI and one YANG nodul e.
1. URI Registration

Thi s docunent registers the followwng URI in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: wurn:ietf:paranms:xm:ns:yang:ietf-yang-instance-data
Regi strant Contact: The |ESG
XM.: N A the requested URI is an XM. nanespace

2.  YANG Mbdul e Name Regi stration

This docunment registers the foll owing YANG nodul e in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nane: ietf-yang-instance-data

Nanmespace: urn:ietf:paranms: xnm:ns:yang:ietf-yang-instance-data
Prefix: vyid

Ref erence: RFC 9195
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Appendi x A.  Backwards Conpatibility

The concept of "backwards compatibility” and what changes are
backwards conpatible are not defined for instance data sets as they
are highly dependent on the specific use case and the content-schena.

In case of "instance data sets" that are the result of design or
specification activity, some changes that may be good to avoid are
l'isted bel ow.

YANG uses the concept of nanaged entities identified by key val ues;
if the connection between the represented entity and the key value is
not preserved during an update, this may lead to the foll ow ng

probl ens.

* |f the key value of a list entry that represents the sane nanaged
entity as before is changed, the user nmay mstakenly identify the
list entry as new.

* |If the meaning of a list entry is changed but the key values are
not (e.g., redefining an alarmtype but not changing its alarm
type-id), the change may not be noti ced.

* |If the key value of a previously renoved list entry is reused for
a different entity, the change may be nisinterpreted as
rei ntroduci ng the previous entity.

Appendi x B. Detailed Use Cases

This section is non-normati ve.

B.1. Use Case 1: Early Docunentation of Server Capabilities



A server has a nunber of server capabilities that are defined in YANG
nmodul es and can be retrieved fromthe server using protocols like
NETCONF or RESTCONF. Server capabilities include:

* data defined in "ietf-yang-library": YANG nodul es, subnodul es,
features, deviations, schema-nounts, and datastores supported
([ RFC8525] ).

* alarnms supported ([RFC8632]).

* data nodes and subtrees that support or do not support on-change
notifications ([RFC8641]).

* netconf-capabilities in ietf-netconf-nonitoring.

Wiile it is good practice to allow a client to query these
capabilities fromthe live server, that is often not possible.

O ten when a network node is rel eased, an associated Network
Managenent System (NVB) is also released with it. The NMS depends on
the capabilities of the server. During NVS inplenentation,

i nformati on about server capabilities is needed. |f the information
is unavailable early in some offline docunent but only as instance
data fromthe |live network node, the NVS inplementation will be

del ayed because it has to wait until the network node is ready.

Al so, assuming that all NVS inplenentors will have correctly
configured network nodes fromwhich data can be retrieved is a very
expensi ve proposition. (An NM5S may handl e dozens of node types.)

Net wor k operators often build their own honmegrown NMS systens that
need to be integrated with a vendor’s network node. The operator
needs to know the network node’'s server capabilities in order to do
this. Moreover, the network operator’s decision to buy a vendor’s
product may even be influenced by the network node’s Qperations,
Admi ni stration, and Mai ntenance (OQAM feature set docunented as the
server’s capabilities.

Besi de NVS i npl enentors, systemintegrators and nmany ot hers al so need
the sane information early. Exanples could be nodel -driven testing,
generati ng docunentation, etc.

Most server capabilities are relatively stable and change only during
upgrade or due to licensing or the addition or renoval of hardware.
They are usually defined by a vendor at design tine, before the
product is released. It is feasible and advantageous to define and
docunent themearly, e.g., in a YANG instance data file.

It is anticipated that a separate | ETF docunment will define in detai
how and which set of server capabilities should be docunented.

B.2. Use Case 2: Preloading Data

There are parts of the configuration that rmust be fully configurable
by the operator. However, a sinple default configuration often will
be sufficient.

One exanple is access control groups/roles and related rules. Wile
a sophisticated operator may define dozens of different groups, often
a basic (read-only operator, read-wite system admni nistrator,
security-admnistrator) triplet will be enough. Vendors will often
provi de such default configuration data to nake device configuration
easier for an operator.

The devi ce vendor may define a set of default groups (/nacm nacm
groups) and rules for these groups to access specific parts of the



common nodel s (/nacmnacm rul e-1ist/rule)

YANG i nstance data files can be used to docunent and/or preload the
default configuration.

B.3. Use Case 3: Docunenting Factory Default Settings

Nearly every server has a factory default configuration. |If the
systemis really badly misconfigured or if the current configuration
is to be abandoned, the systemcan be reset to the default factory
configuration.

YANG i nstance data can be used to docunent the factory default
configuration. See [RFC38808].
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