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1. I nt roducti on



Thi s docunent defines a YANG nodul e for nmanagi ng the reverse netric
extension to | S-1S [ RFC8500] [I SO 10589]. Please refer to [ RFC8500]
for the description and definition of the functionality managed by
this nmodul e.

The YANG data nopdel described in this docunent conforns to the
Net wor k Managenent Datastore Architecture defined in [ RFC8342].

2. YANG Managenent
2.1. YANG Tree

The following is the YANG tree di agram [ RFC8340] for the IS 1S
reverse netric extension additions.

modul e: ietf-isis-reverse-netric
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -plane-protocol/isis:isis:
+--rw reverse-netric
+--rw enabl e-recei ve? bool ean
augnment /rt:routing/rt:control-plane-protocols
/rt:control -plane-protocol/isis:isis/isis:interfaces
/isis:interface:
+--rw reverse-netric

+--rw metric? isis:wide-nmetric
+-rw fl ags
| +--rw whole-1an? bool ean

| +--rw all ow unreachabl e? bool ean
+--rw excl ude-te-metric? bool ean
+--rw level -1

|  +--rwmetric? isis:wide-nmetric
+-rw fl ags
| +--rw whole-1an? bool ean

| | +--rw allow unreachabl e? bool ean
| +--rw exclude-te-netric? bool ean
+--rw level -2

+--rw metric? isis:wide-nmetric
+-rw fl ags
| +--rw whole-1an? bool ean

| +--rw all ow unreachabl e? bool ean
+--rw exclude-te-netric? bool ean
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -plane-protocol/isis:isis/isis:interfaces
lisis:interfacel/isis:adjacencies/isis:adjacency:
+--1r0 reverse-netric

+--ro metric? isis:wide-metric
+--ro flags
| +--ro whol e-|an? bool ean

| +--ro allow unreachabl e? bool ean
+--ro0 te-netric? ui nt 32

2.2. YANG Mbdul e

The following is the YANG nodul e for managing the IS-1S reverse
metric functionality defined in [RFC8500]. It inports nodules from
[ RFC8349] and [ RFC9130].

Thi s YANG nodul e uses the same per-level hierarchical configuration
structure as that defined in the augmented base nodul e.

<CODE BEG NS> file "ietf-isis-reverse-netric@022-10-19. yang"
nmodul e ietf-isis-reverse-netric {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-isis-reverse-netric";
prefix isis-rmetric;



inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA Version)";
}
inmport ietf-isis {
prefix isis;
ref erence
"RFC 9130: YANG Data Mddel for the IS-1S Protocol";

}

organi zati on
"I ETF LSR Working Group (LSR)";

cont act
"WG Web: <https://datatracker.ietf.org/wg/lsr/>
W5 List: <mailto:lsr@etf.org>

Aut hor: Christian Hopps
<mai | t o: chopps@hopps. org>";

description
"This nodul e defines the configuration and operational state
for managing the 1S-1S reverse netric functionality
(RFC 8500) .

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9194; see the
RFC itself for full legal notices.";
ref erence
"RFC 8500: IS-1S Routing with Reverse Metric";

revision 2022-10-19 {
description
"Initial revision.";
ref erence
"RFC 9194: A YANG Mbdule for IS IS Reverse Metric";

}

groupi ng reverse-netric-data {
description
"IS-1S reverse netric data.";
| eaf metric {
type isis:w de-netric;
description
"The reverse netric value.";
ref erence
"RFC 8500: IS-1S Routing with Reverse Metric, Section 2";
}

contai ner flags {
description
"The reverse netric flag values.";
| eaf whol e-lan {
type bool ean;
description



"The "Whole LAN bit (Whit) (RFC 8500). |If true, then
a Designated Internediate System (DI'S) processing this
reverse metric will add the metric value to all the
nodes it advertises in the pseudonode Link State
Protocol Data Unit (LSP) for this interface.

O herwise, it will only increment the netric for the
advertising node in the pseudonode LSP for this
interface.";
reference
"RFC 8500: IS-1S Routing with Reverse Mtric,
Section 2";

| eaf all ow unreachabl e {
type bool ean;
description
"The 'Unreachable’ bit (Ubit) (RFC 8500). If true, it
al l ows the neighbor to increnment the overall netric up
to 2724-1 rather than the | esser maxi num of 2724-2
If the nmetric is then set by the neighbor to 2724-1,
it will cause traffic to stop using, rather than avoid
using, the interface.";
ref erence
"RFC 8500: IS-1S Routing with Reverse Metric,
Section 2";
}
}
}

groupi ng reverse-netric-if-config-data {
description
"I S 1S reverse nmetric config data.";
uses reverse-netric-data;
| eaf exclude-te-netric {
type bool ean;
default "fal se";
description
"If true and there is a TE netric defined for this
interface, then do not send the Traffic Engi neering
Metric sub-TLV in the Reverse Metric TLV.";

reference
"RFC 8500: IS-1S Routing with Reverse Metric, Section 2";

}
}

grouping tlvl6-reverse-netric {
description
"1 S-1S Reverse Metric TLV data.”;
uses reverse-netric-data;
|l eaf te-netric {
type uint32;
description
"The TE metric value fromthe sub-TLV, if present.";
reference
"RFC 8500: IS-1S Routing with Reverse Metric, Section 2";

}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol /"
+ "isisiisis" {
when "derived-fromor-self(../rt:type, "isis:isis )" {
description
"This augnment is only valid when the routing protoco
instance type is 'isis .";



description
"The reverse netric configuration for an I1S-1S instance.";

contai ner reverse-netric {
description
"d obal reverse nmetric configuration.”;
| eaf enabl e-receive {
type bool ean;
default "false";
description
"Enabl es handling of reverse metric announcements from
nei ghbors. By default, reverse netric handling is
di sabl ed and nmust be explicitly enabled through this
configuration.";
}
}
}

augnment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol /"
+ "isis:isis/isis:interfaces/isis:interface" {
when "derived-fromor-self(../../../rt:type, "isis:isis )" {
description
"This augnent is only valid when the routing protoco
instance type is 'isis .";

}

description
"The reverse nmetric configuration for an interface.";

container reverse-netric {
description
"Announces a reverse netric to neighbors. The
configuration is hierarchical and follows the sane
behavi or as that defined for per-level values in the
augnment ed base nodul e.

Reverse netric operation is enabled by the configuration
of a 'reverse-netric’ netric value either at the top

| evel or under a level-specific container node. If a
"reverse-netric’ netric value is only specified under a
| evel -specific container node, then operation is only
enabl ed at the specified | evel

As the reverse netric is advertised in IS-1S Hello
Protocol Data Units (I1H PDUs), |evel-specific
configuration is only avail able for broadcast interface
types.";
uses reverse-netric-if-config-data {
refine "flags/whol e-lan" {
default "false";

refine "flags/all ow unreachabl e" {
default "fal se";

}
}
contai ner level-1 {
when ' ../../isis:interface-type = "broadcast"’;
description
"Announces a reverse netric to |level-1 neighbors.”;
uses reverse-netric-if-config-data;
}
contai ner level-2 {

when ' ../../isis:interface-type = "broadcast"’;
description



"Announces a reverse netric to |level-2 neighbors.”;
uses reverse-netric-if-config-data;

augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane-protocol /"
+ "isis:isis/isis:interfaces/isis:interfacel"
+ "isis:adjacencies/isis:adjacency" {

when "derived-fromor-self(../../../[../1../rt:type,

"isisrisis')" {
description

"This augnent is only valid when the routing protoco
instance type is 'isis .";

}

description

"The reverse nmetric state advertised by an adjacency.";
contai ner reverse-netric {

description

"I S-1S Reverse Metric TLV data.";

uses tlvl6-reverse-netric;

}
}

}
<CODE ENDS>
3. | ANA Consi derati ons
3.1. Updates to the I ETF XM. Registry

Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].
Following the format in [RFC3688], the followi ng registration has
been made:

URI: wurn:ietf:params:xm:ns:yang:ietf-isis-reverse-netric
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

3.2. Updates to the YANG Modul e Nanes Regi stry

Thi s docunent registers one YANG nodul e in the "YANG Mbdul e Names"
registry [RFC6020]. Following the format in [RFC6020], the foll ow ng
regi stration has been nade:

Nanme: ietf-isis-reverse-nmetric

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params:xm:ns:yang:ietf-isis-reverse-metric
Prefix: isis-rnetric

Reference: RFC 9194

4. Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.



The YANG nodul e defined in this document can enabl e, disable, and
nmodi fy the behavior of netrics used by routing. For the security

i nplications regarding these types of changes, consult [RFC8500] --
whi ch defines the functionality -- as well as [RFC9130].

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmamy be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These YANG nodes correspond directly
to the functionality provided in RFC 8500, and the security

consi derations of the functionality are described in RFC 8500. These
are the subtrees and data nodes:

Under "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol/isis:isis"

]
~

isis-rmetric:reverse-netric/isis-rnmetric: enabl e-receive

Under "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol/isis:isis/" +
"isis:interfaces/isis:interface/" +
"isis-rmetric:reverse-netric"

lisis-rmetric:metric

[isis-rmetric:flags/isis-rnetric:whol e-Ilan

lisis-rmetric:flags/isis-rmetric:allow unreachabl e
- lisis-rnetric:exclude-te-netric

Under "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol/isis:isis/" +
"isis:interfaces/isis:interface/" +

sis-rmetric:reverse-nmetric/" +

sis-rmetric:level-1/"

[isis-rmetric:metric

[isis-rmetric:flags/isis-rnetric:whole-Ilan

[isis-rmetric:flags/isis-rnetric:all owunreachabl e
- lisis-rnetric:exclude-te-netric

Under "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol/isis:isis/" +
"isis:interfaces/isis:interface/" +

sis-rnetric:reverse-nmetric/" +

sis-rmetric:level-2/"

- lisis-rmetric:netric

- /isis-rnetric:flags/isis-rmetric:whole-Ian

- lisis-rnetric:flags/isis-rmetric:allowunreachable
- Jisis-rnetric:exclude-te-metric

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These YANG nodes correspond
directly to the functionality provided in RFC 8500, and the security
consi derations of the functionality are described in RFC 8500. These
are the subtrees and data nodes:

Under "/rt:routing/rt:control-plane-protocols/" +
"rt:control -plane-protocol/isis:isis/" +
"isis:interfaces/isis:interface/" +
"isis:adjacencies/isis:adjacency/" +
"isis-rmetric:reverse-netric"



5.

- /isis-rnetric:metric

- lisis-rnetric:flags/isis-rmetric:whole-Ilan

- lisis-rnetric:flags/isis-rmetric:allowunreachable
- lisis-rnetric:te-nmetric
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Appendi x A.  Exanpl es
A. 1. Enabl ement Exanple Using XM. YANG I nstance Data

Bel ow i s an exanple of XM. [ WBC. REC- xnl - 20081126] YANG i nstance data
[ RFC8342] to enable reverse netric processing.

<rt:routing
xmns:rt="urn:ietf:params: xm : ns:yang:ietf-routing"
xmns:isis="urn:ietf:parans: xm:ns:yang:ietf-isis"
xmns:isis-rmetric=
"urn:ietf:parans: xm:ns:yang:ietf-isis-reverse-netric">
<rt:control -pl ane- prot ocol s>
<rt:control -pl ane- prot ocol >
<rt:type>isis:isis</rt:type>
<rt:nanme>defaul t</rt: nane>
<isis:isis>
<i si s:area-address>00</i si s: ar ea- addr ess>
<isis-rnetric:reverse-netric>
<isis-rnetric:enabl e-receive>true</isis-rnetric:enabl e-receive>
</lisis-rmetric:reverse-netric>
</isis:isis>
</rt:control -pl ane- protocol >
</rt:control-pl ane-protocol s>
</rt:routing>

Figure 1: Exanple XML Data to Enabl e Reverse Metric Processing
A. 2. Usage Exanpl e Using XM. YANG | nstance Data

Bel ow i s an exanple of XM. YANG i nstance data [ RFC8342] for the
"fetf-isis-reverse-netric" nodul e.

<if:interfaces
xmns:if="urn:ietf:parans: xm :ns:yang:ietf-interfaces"
xmns:ianai ft="urn:ietf:parans: xn :ns:yang:iana-if-type">
<if:interface>
<i f: name>et hO</i f : nane>
<if:type>ianaift:ethernetCsmacd</if:type>
</if:interface>
</if:interfaces>
<rt:routing
xmns:rt="urn:ietf:paramnms: xm : ns:yang:ietf-routing"
xm ns:isis="urn:ietf:params: xm:ns:yang:ietf-isis"
xmns:isis-rmetric=
"urn:ietf:parans:xn:ns:yang:ietf-isis-reverse-netric">
<rt:control -pl ane- prot ocol s>
<rt:control -pl ane- prot ocol >
<rt:type>isis:isis</rt:type>
<rt:name>defaul t</rt:nane>



<isis:isis>
<i si s:area-address>00</i si s: area- addr ess>
<isis:interfaces>
<isis:interface>
<i si s: nanme>et hO</i si s: nane>
<isis-rnetric:reverse-netric>
<isis-rnetric:netric>
65535
</isis-rnetric:nmetric>
</isis-rnetric:reverse-netric>
</isis:interface>
</isis:interfaces>
</isis:isis>
</rt:control -pl ane- protocol >
</rt:control-pl ane-protocol s>
</rt:routing>

Figure 2: Exanple XM. Data for the "ietf-isis-reverse-netric" Mdule
A. 3. Usage Exanpl e Using JSON YANG | nstance Data

Bel ow i s an exanpl e of JSON YANG i nstance data [ RFC7951] for the
"ietf-isis-reverse-netric" nodul e.

{
"ietf-interfaces:interfaces": {
"interface": [
{
"name": "eth0",
"type": "iana-if-type:ethernetCsnacd"
]
}
"ietf-routing:routing": {
"control - pl ane-protocol s": {
"control -plane-protocol ": [
"type": "ietf-isis:isis",
"name": "default",
"ietf-isis:isis": {
"area-address": |
" 00"
I,
"interfaces": {
"interface": |
{
"name": "eth0",
"ietf-isis-reverse-netric:reverse-metric": {
"level -1": {
"metric": 65535,
"exclude-te-nmetric": true
}
}
}
]
}
}
}
]
}
}
}

Figure 3: Exanmple JSON Data for the Level-1-Only Reverse Metric
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