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Abst ract

The Sensor Measurenent Lists (SenM.) nedia types support multiple
types of values, fromnunbers to text strings and arbitrary binary

Data Values. |In order to facilitate processing of binary Data
Val ues, this docunment specifies a pair of new SenM. fields for
i ndicating the content format of those binary Data Val ues, i.e.,

their Internet nmedia type, including paraneters as well as any
content codi ngs applied.
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1. Introduction

The Sensor Measurenent Lists (SenM.) nedia types [RFC8428] can be
used to send various kinds of data. |In the exanple given in

Figure 1, a tenperature value, an indication whether a | ock is open,
and a Data Value (with SenM. field "vd") read froma Near Field
Conmruni cation (NFC) reader is sent in a single SenM. Pack. The
exanple is given in SenM. JSON representation, so the "vd" (Data
Value) field is encoded as a base64url string (w thout padding), as
per Section 5 of [RFC8428].

[
{"bn":"urn: dev: ow. 10e2073a01080063: ", "n": "tenp","u":"Cel ", "v": 7.1},

{"n":"open","vb":fal se},
{"n":"nfc-reader”, "vd":"aGkgCg"}
]

Figure 1: SenM. Pack with Unidentified Binary Data

The receiver is expected to know how to interpret the data in the
"vd" field based on the context, e.g., the nane of the data source
and out - of -band know edge of the application. However, this context
may not al ways be easily available to entities processing the SenM.
Pack, especially if the Pack is propagated over tinme and via nultiple
entities. To facilitate automatic interpretation, it is useful to be
able to indicate an Internet media type and, optionally, content
codings right in the SenM. Record.

The Constrai ned Application Protocol (CoAP) Content-Fornmat

(Section 12.3 of [RFC7252]) provides this information in the form of
a single unsigned integer. For instance, [RFC38949] defines the
Cont ent - For mat nunber 60 for Content-Type application/cbor.

Encl osing this Content-Format number in the Record is illustrated in
Figure 2. Al registered CoAP Content-Format nunbers are listed in
the "CoAP Content-Formats" registry [I ANA core-paraneters], as
specified by Section 12.3 of [RFC7252]. Note that, at the tine of
witing, the structure of this registry only provides for zero or one
content coding; nothing in the present docunent needs to change if
the registry is extended to all ow sequences of content codings.

{"n":"nfc-reader”, "vd":"gnNnb28YKg", "ct":"60"}
Figure 2: SenM. Record with Binary Data ldentified as CBOR

In this example SenM. Record, the Data Val ue contains a string "foo"
and a nurmber 42 encoded in a Concise Binary hject Representation
(CBOR) [ RFC8949] array. Since the exanple above uses the JSON for nmat
of SenM., the Data Val ue containing the binary CBOR value is base64
encoded (Section 5 of [RFC4648]). The Data Val ue after base64
decoding is shown with CBOR diagnhostic notation in Figure 3.

82 # array(2)
63 # text(3)
666F6F # "fo00"
18 2A # unsi gned(42)

Figure 3: Exanple Data Value in CBOR Diagnostic Notation
1.1. Evolution

As with SenM. in general, there is no expectation that the creator of
a SenM. Pack knows (or has negotiated with) each consuner of that



Pack, which may be very renote in space and particularly in tine.
This neans that the SenM. creator in general has no way to know
whet her the consuner knows:

* each specific Media- Type- Nanme used,

* each paraneter and each parameter val ue used,

* each content coding in use, and

* each Content-Format nunber in use for a conbination of these

VWhat SenM., as well as the new fields defined here, guarantees is
that a recipient inplementation knows_ when it needs to be updated
to understand these field values and the values controlled by them
registries are used to evolve these nane spaces in a controlled way.
SenML Packs can be processed by a consumer while not understandi ng
all the information in them and information can generally be
preserved in this processing such that it is useful for further
consuners

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Media type: A registered |abel for representations (byte strings)
prepared for interchange [ RFC1590] [RFC6838], identified by a
Medi a- Type- Nane.

Medi a- Type- Nane: A conbi nation of a type-nane and a subtype-nane
registered in [I ANA nedia-types], as per [RFC6838], conventionally
identified by the two nanmes separated by a sl ash.

Content-Type: A Medi a- Type-Nane, optionally associated with
paraneters (Section 5 of [RFC2045], separated fromthe Medi a- Type-
Nane and from each other by a semcolon). |In HTTP and nany ot her
protocols, it is used in a Content-Type header field.

Content coding: A name registered in the "HITTP Content Coding
Regi stry" [IANA. http-paraneters], as specified by Sections 16.6.1
and 18.6 of [RFC9110], indicating an encoding transformation with
semantics further specified in Section 8.4.1 of [RFC9110].
Confusingly, in HTTP, content coding values are found in a header
field called "Content-Encodi ng"; however, "content coding” is the
correct termfor the process and the regi stered val ues.

Content format: The conbination of a Content-Type and zero or nore
content codings, identified by (1) a nuneric identifier defined in
the "CoAP Content-Formats" registry [I ANA core-paraneters], as per
Section 12.3 of [RFC7252] (referred to as Content-Format nunber),
or (2) a Content-Format-String.

Content-Format-String: The string representation of the conbination
of a Content-Type and zero or nobre content codings.

Cont ent - For mat - Spec: The string representation of a content fornat;
either a Content-Format-String or the (decimal) string
representation of a Content-Format nunber.

Readers should also be familiar with the terns and concepts di scussed
in [ RFC8428].



3.

SenML Content-Format ("ct") Field

When a SenM. Record contains a Data Value field ("vd"), the Record
MAY al so include a Content-Format indication field, using |abel "ct".
The value of this field is a Content-Format-Spec, i.e., one of the
fol | owi ng:

* a CoAP Content-Format nunber in decinmal formw th no | eading zeros
(except for the value "0" itself). This value represents an
unsi gned integer in the range of 0-65535, sinlar to the "ct"
attribute defined in Section 7.2.1 of [RFC7252] for CoRE Link
Format [ RFC6690] .

* a Content-Format-String containing a Content-Type and zero or nore
content codings (see bel ow).

The syntax of this field is formally defined in Section 6

The CoAP Cont ent - Format nunber provides a sinple and efficient way to
indicate the type of the data. Since sone Internet nedia types and
their content coding and paraneter alternatives do not have assigned
CoAP Cont ent - Format nunbers, using Content-Type and zero or nore
content codings is also allowed. Both methods use a string value in
the "ct" field to keep its data type consistent across uses. Wen
the "ct" field contains only digits, it is interpreted as a CoAP
Cont ent - For mat nunber.

To indicate that one or nore content codings are used with a Content-
Type, each of the content coding values is appended to the Content-
Type value (nedia type and paraneters, if any), separated by an "@
sign, in the order of when the content codings were applied (the same
order as in Section 8.4 of [RFC9110]). For exanple (using a content
codi ng value of "deflate", as defined in Section 8.4.1.2 of

[ RFC9110] ) :

text/plain; charset=utf-8@lefl ate

If no"@ signis present after the nedia type and paraneters, then
no content codi ng has been specified, and the "identity" content
coding is used -- no encoding transformation is enpl oyed.

SenML Base Content-Format ("bct") Field

The Base Content-Format field, |abel "bct", provides a default val ue
for the Content-Format field (label "ct") within its range. The
range of the base field includes the Record containing it, up to (but
not including) the next Record containing a "bct" field, if any, or
up to the end of the Pack otherwi se. The process of resolving
(Section 4.6 of [RFCB8428]) this base field is perfornmed by adding its
value with the label "ct" to all Records in this range that carry a
"vd" field but do not already contain a Content-Format ("ct") field.

Figure 4 shows a variation of Figure 2 with nultiple records, with
the "nfc-reader" records resolving to the base field value "60" and
the "iris-photo" record overriding this with the "imge/png" nedia
type (actual data left out for brevity).

[

n":"nfc-reader”, "vd":"gmnb28YKg",

bct":"60", "bt":1627430700},

"n":"nfc-reader", "vd":"gmN YXI YKw', "t":10},
n":"iris-photo", "vd":"..... ", "ct":"imagel/ png", "t":10},
n":"nfc-reader”, "vd":"gmN YXoYLA", "t":20}

Figure 4: SenM. Pack with the bct Field
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Exanpl es

The foll owi ng exanpl es are valid values for the "ct" and "bct" fields
(expl anati on/ conments in parentheses):

*  "60" (CoAP Content-Format number for "application/cbor™)

* "0" (CoAP Content-Format nunber for "text/plain" wth paraneter
"charset =utf-8")

* "application/json" (JSON Content-Type -- equivalent to "50" CoAP
Cont ent - For mat nunber)

* "application/json@eflate" (JSON Content-Type with "deflate" as
content coding -- equivalent to "11050" CoAP Cont ent - For mat
nunber)

* "application/json@lefl ate@es128gcm (JSON Cont ent-Type with
"deflate" followed by "aesl128gcm' as content codings)

*  "text/csv" (Conme- Separated Values (CSV) [RFC4180] Content-Type)

* "text/csv; header=present @zi p" (CSV with header row, using "gzip"
as content coding)

ABNF

This specification provides a formal definition of the syntax of

Cont ent - For mat - Spec strings using ABNF notation [ RFC5234], which
contains three new rules and a nunber of rules collected and adapted
fromvarious RFCs [ RFC9110] [ RFC6838] [ RFC5234] [ RFCB866] .

; New in this docunent
Cont ent - For mat - Spec = Cont ent - For mat - Nunber / Cont ent - Format-String

Cont ent - For mat - Nunber = "0" / (POS-DIGT *DIAT)
Content-Format-String = Content-Type *("@ Content-Codi ng)

; Ceaned up from RFC 9110,

; leaving only SP as bl ank space,

; renmoving | egacy 8-bit characters, and

; leaving the paraneter as nmandatory with each sem col on:

Cont ent - Type = Medi a- Type-Nane *( *SP ";" *SP paraneter )
par anet er = token "=" ( token / quoted-string )
t oken 1*t char
t char L - B e A N AT A A B
Y B B e A A A

DA T/ ALPHA

W22 *( qdtext / quoted-pair ) 922
SP / w21 /| 9%23-5B / %5D 7E

"\'" ( SP / VCHAR)

quot ed-string
qdt ext
quot ed- pai r

o mn===11n

; Adapted from Section 8.4.1 of RFC 9110
Cont ent - Codi ng = token

; Adapted from various specs

Medi a- Type- Nane = type-nane "/" subtype-nane

;. From RFC 6838



type-nanme = restricted-name
subt ype-nane = restricted-nane

restricted-name = restricted-name-first *126restricted-name-chars

restricted-name-first = ALPHA/ DIAT

restricted-nane-chars = ALPHA/ DT/ "!" [ "#" [

R A Y A B

"." ; Characters before first dot always
; specify a facet nane

restricted-nanme-chars =/ "+" ; Characters after |ast plus al ways
; specify a structured syntax suffix

restricted-nane-chars =/

; Boilerplate from RFC 5234 and RFC 8866

DAT = 930-39 7 0-9

POS-DIAT = 9%31-39 ;1 -9

ALPHA = Ox41-5A /| W%61-7A; A- Z/ a- z

SP = 920

VCHAR = W21-7E ; printable ASCI1 (no SP)

Figure 5: ABNF Syntax of Content- Fornat- Spec
7. Security Considerations

The indication of a nmedia type in the data does not exenpt a

consumi ng application fromproperly checking its inputs. Also, the
ability for an attacker to supply crafted SenM. data that specifies
medi a types chosen by the attacker may expose vul nerabilities of
handl ers for these media types to the attacker. This includes
"deconpressi on bonbs", conpressed data that is crafted to deconpress
to extrenely large data itens.

8. | ANA Consi derati ons

I ANA has assigned the follow ng new | abels in the "SenM Label s"
subregi stry of the "Sensor Measurenent Lists (SenM.)" registry
[ANA. senml] (as defined in Section 12.2 of [RFC8428]) for the
Content-Fornmat indication, as per Table 1:

B s oo sl oo el e oo o}
| Nane | Label | JSON Type | XM. Type | Reference |
[ e sl s el s sl el ety
| Base Content-Format | bct | String | string | RFC 9193 |
I i I I +------- I I I +
| Content-Format | ct | String | string | RFC 9193 |
I I R +----- - I R I +

Table 1: | ANA Registration for New SenM. Label s

Note that, per Section 12.2 of [RFC8428], no CBOR | abel s nor
Efficient XML Interchange (EXl) schenmald values (EXI 1D colum) are
suppl i ed.
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