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Abstract

The Network Service Header (NSH) specification defines two possible
met hods of including netadata (MD): MD Type 0x1 and MD Type 0x2. MD
Type 0x1 uses a fixed-length Context Header. The allocation of this
Cont ext Header, i.e., its structure and semantics, has not been
standardi zed. This neno defines the Timestanp Context Header, which
is an NSH fixed-1ength Context Header that incorporates the packet’s
ti mestanp, a sequence nunber, and a source interface identifier

Al t hough the definition of the Context Header presented in this
docunent has not been standardized by the | ETF, it has been

i mpl emented in silicon by several manufacturers and is published here
to facilitate interoperability.
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I ntroduction

The Network Service Header (NSH), defined in [ RFC8300], is an
encapsul ati on header that is used as the service encapsulation in the
Servi ce Function Chaining (SFC) architecture [RFC7665].

In order to share netadata (MD) along a service path, the NSH

speci fication [ RFC8300] supports two nethods: a fixed-Iength Context
Header (MD Type Ox1) and a variabl e-l1 ength Context Header (MD Type
0x2). When using MD Type Ox1, the NSH includes 16 octets of Context
Header fi el ds.

The NSH specification [ RFC8300] has not defined the semantics of the
16-octet Context Header, nor does it specify how the Context Header
is used by NSH aware Service Functions (SFs), Service Function
Forwarders (SFFs), and proxies. Several Context Header formats are
defined in [NSH TLV]. Furthernore, sone allocation schenes were
proposed in the past to acconmodate specific use cases, e.g.,

[ NSH- DC- ALLOC], [ NSH BROADBAND- ALLCC], and [ RFC8592].

This meno presents an allocation for the MD Type Ox1 Context Header,
whi ch incorporates the timestanp of the packet, a sequence nunber,
and a source interface identifier. Note that other allocation schema
for MD Type O0x1 m ght be specified in the future. Although such
schema are currently not being standardi zed by the SFC Wirki ng G oup,
a consistent format (allocation schema) should be used in an SFC
enabl ed domain in order to allow interoperability.

In a nutshell, packets that enter the SFC enabl ed domain are

ti mestanped by a classifier [RFC7665]. Thus, the timestanp, sequence
nunber, and source interface are incorporated in the NSH Cont ext
Header. As discussed in [RFC8300], if reclassification is used, it
may result in an update to the NSH netadata. Specifically, when the
Ti mestanp Context Header is used, a reclassifier may either |eave it
unchanged or update the three fields: Tinmestanp, Sequence Number, and
Source Interface

The Ti nmestanp Cont ext Header includes three fields that may be used
for various purposes. The Tinestanp field may be used for |ogging,
troubl eshooti ng, delay nmeasurement, packet marking for performance
moni toring, and timestanp-based policies. The source interface
identifier indicates the interface through which the packet was
received at the classifier. This identifier may specify a physica
interface or a virtual interface. The sequence nunbers can be used
by SFs to detect out-of-order delivery or duplicate transm ssions.
Not e that out-of-order and duplicate packet detection is possible
when packets are received by the same SF but is not necessarily
possi bl e when there are multiple instances of the same SF and

mul tiple packets are spread across different instances of the SF.
The sequence nunber is mmintained on a per-source-interface basis.

Thi s docunent presents the Timestanp Context Header but does not
specify the functionality of the SFs that receive the Context Header.
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Al t hough a few possible use cases are described in this docunment, the
SF behavi or and application are outside the scope of this docunent.

Key Performance Indicator (KPI) stanping [ RFC8592] defines an NSH
ti mest anpi ng nechani smthat uses the MD Type Ox2 format. This nmeno
defines a conpact MD Type 0x1 Context Header that does not require
the packet to be extended beyond the NSH. Furthernore, the
mechani sns described in [RFC8592] and this neno can be used in
concert, as further discussed in Section 4.1

Al 't hough the definition of the Context Header presented in this
docunent has not been standardized by the | ETF, it has been
implemented in silicon by several manufacturers and is published here
to facilitate interoperability.

Ter mi nol ogy
1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Abbreviations

The foll owi ng abbreviations are used in this docunent:

KPI Key Performance | ndicator [RFC8592]

MD Met adat a [ RFC8300]

NSH Net wor k Servi ce Header [ RFC8300]

SF Servi ce Function [ RFC7665]

SFC Servi ce Function Chaini ng [ RFC7665]

SFF Servi ce Function Forwarder [RFC8300]

NSH Ti mest anp Cont ext Header All ocation

This nmeno defines the followi ng fixed-Iength Context Header
al l ocation, as presented in Figure 1.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sequence Nunber |
T T i s T b I S S S e o
| Source Interface |
e Rt T i i e o o s NI SN TR I S
| Ti mest anp |
| |

B T S i T s i i e e SEI S
Figure 1: NSH Ti mestanp All ocation

The NSH Ti mestamp al l ocation defined in this meno MJST incl ude the
followi ng fields:

Sequence Nunber: A 32-bit sequence nunber. The sequence nunber is
mai nt ai ned on a per-source-interface basis. Sequence numbers can
be used by SFs to detect out-of-order delivery or duplicate
transm ssions. The classifier increments the sequence number by 1



for each packet received through the source interface. This
requires the classifier to maintain a per-source-interface
counter. The sequence nunber is initialized to a random nunber on
startup. After it reaches its maximal value (2732-1), the
sequence nunber w aps around back to zero.

Source Interface: A 32-bit source interface identifier that is
assigned by the classifier. The conbination of the source
interface and the classifier identity is unique within the context
of an SFC-enabl ed domain. Thus, in order for an SF to be able to
use the source interface as a unique identifier, the identity of
the classifier needs to be known for each packet. The source
interface is unique in the context of the given classifier

Timestanp: A 64-bit field that specifies the tine at which the
packet was received by the classifier. Two possible tinmestanp
formats can be used for this field: the two 64-bit recomended
formats specified in [ RFC8877]. One of the formats is based on
the timestanp format defined in [|I EEE1588], and the other is based
on the format defined in [ RFC5905].

The NSH specification [ RFC8300] does not specify the possible

coexi stence of multiple MD Type Ox1 Context Header formats in a
singl e SFC-enabl ed domain. It is assuned that the Tinestanp Context
Header will be deployed in an SFC-enabl ed domain that uniquely uses
this Context Header format. Thus, operators SHOULD ensure that
either a consistent Context Header format is used in the SFC enabl ed
domain or there is a clear policy that allows SFs to know t he Context
Header format of each packet. Specifically, operators are expected
to ensure the consistent use of a timestanp format across the whol e
SFC- enabl ed domai n.

The two tinestanp formats that can be used in the Tinestanp field are
as foll ows:

Truncated Timestanp Format [| EEE1588]: This format is specified in
Section 4.3 of [RFC8877]. For the reader’s convenience, this
format is illustrated in Figure 2

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Seconds |
B T S i T s i i e e SEI S
| Nanoseconds |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 2: Truncated Ti mestanp Format (| EEE 1588)

NTP 64-bit Tinestanp Format [ RFC5905]: This format is specified in
Section 4.2.1 of [RFC8877]. For the reader’s convenience, this
format is illustrated in Figure 3.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Seconds |
O e i o R i i I R S e o
| Fraction |
i T s i o S i i S R I S I S S S M

Figure 3: NTP 64-Bit Tinestanp Format (RFC 5905)

Synchroni zati on aspects of the timestanp format in the context of the
NSH Ti mestanp all ocation are discussed in Section 5
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Ti mest anpi ng Use Cases
1. Network Anal ytics

Per - packet tinestanpi ng enabl es coarse-grai ned nonitoring of network
del ays along the Service Function Chain. Once a potential problem or
bottl eneck is detected (for exanple, when the delay exceeds a certain
policy), a highly granular nonitoring nmechani smcan be triggered (for
exanpl e, using the hop-by-hop neasurenent data defined in [ RFC8592]
or [1 OAM DATA]), allowi ng analysis and | ocalization of the problem

Ti mestanmping is also useful for |ogging, troubl eshooting, and fl ow
analytics. It is often useful to maintain the timestanp of the first
and | ast packet of the flow. Furthernore, traffic mrroring and
sanpling often require a tinestanp to be attached to anal yzed
packets. Attaching the timestanp to the NSH provides an in-band
common tine reference that can be used for various network anal ytics
appl i cations.

2. Alternate Marking

A possi bl e approach for passive performance nonitoring is to use an
Al ternat e- Marki ng Met hod [ RFC8321]. This method requires data
packets to carry a field that marks (colors) the traffic, and enables
passi ve measur enent of packet |oss, delay, and delay variation. The
value of this marking field is periodically toggled between two

val ues.

When the tinestanp is incorporated in the NSH, it can intrinsically
be used for Alternate Marking. For example, the |east significant
bit of the timestanp Seconds field can be used for this purpose,
since the value of this bit is inherently toggled every second.

3. Consistent Updates

The tinestanp can be used for naking policy decisions, such as
"Performaction Aif timestanp>=T_0’. This can be used for enforcing
time-of-day policies or periodic policies in SFs. Furthernore,

ti mest anp- based policies can be used for enforcing consistent network
updates, as discussed in [DPT]. It should be noted that, as in the
case of Alternate Marking, this use case al one does not require a
full 64-bit timestanp but could be inplenented with a significantly
smal | er number of bits.

Synchroni zati on Consi derati ons

Some of the applications that make use of the timestanp require the
classifier and SFs to be synchronized to a common time reference --
for exanple, using the Network Time Protocol [RFC5905] or the
Precision Time Protocol [IEEE1588]. Although it is not a requirenent
to use a clock synchronization nmechanism it is expected that,
dependi ng on the applications that use the tinestanp, such
synchroni zati on mechanisms will be used in nost deploynents that use
the Tinestanp all ocati on.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
Security Consi derations
The security considerations for the NSH in general are discussed in
[ RFC8300]. The NSH is typically run within a confined trust donain.
However, if a trust domain is not enough to provide the operator with

protection against the tinestanp threats as described bel ow, then the
operator SHOULD use transport-Ilevel protection between SFC processing
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nodes as described in [ RFC83300].

The security considerations of in-band tinmestanping in the context of
the NSH are discussed in [RFC8592]; this section is based on that
di scussi on.

I n-band tinestanping, as defined in this document and [ RFC8592], can
be used as a nmeans for network reconnai ssance. By passively
eavesdroppi ng on tinestanped traffic, an attacker can gather

i nformati on about network del ays and perfornmance bottl enecks. An on-
path attacker can maliciously nodify timestanps in order to attack
applications that use the timestanp val ues, such as perfornmance-

moni toring applications.

Since the tinestanping mechanismrelies on an underlying tine
synchroni zati on protocol, by attacking the time protocol an attack
can potentially conpronise the integrity of the NSH Ti mestamp. A
detai |l ed di scussion about the threats against tine protocols and how
to mtigate themis presented in [ RFC7384].
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