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4.

I nt roduction

The Extensible Authentication Protocol (EAP), defined in [RFC3748],
provi des a standard nechani smfor support of multiple authentication
nmet hods. EAP-TLS [ RFC5216] [RFC9190] relies on TLS [ RFC8446] to
provi de strong nutual authentication with certificates [RFC5280] and
is widely depl oyed and often used for network access authentication
There are al so many ot her standardi zed TLS-based EAP net hods such as
Fl exi bl e Aut hentication via Secure Tunneling (EAP-FAST) [RFC4851],
Tunnel ed Transport Layer Security (EAP-TTLS) [ RFC5281], the Tunne
Ext ensi bl e Aut hentication Protocol (TEAP) [RFC7170], as well as
several vendor-specific EAP nmethods such as the Protected Extensible
Aut henti cati on Protocol (PEAP) [PEAP].

Certificates in EAP deploynents can be relatively large, and the
certificate chains can be long. Unlike the use of TLS on the web,
where typically only the TLS server is authenticated, EAP-TLS

depl oynents typically authenticate both the EAP peer and the EAP
server. Also, from depl oynent experience, EAP peers typically have
| onger certificate chains than servers. This is because EAP peers
often foll ow organi zati onal hierarchies and tend to have many
intermedi ate certificates. Thus, EAP-TLS authentication usually

i nvol ves exchange of significantly nore octets than when TLS is used
as part of HITPS

Section 3.1 of [RFC3748] states that EAP inplenentations can assune a
Maxi mum Transm ssion Unit (MIU) of at |east 1020 octets from| ower

| ayers. The EAP fragnment size in typical deploynents is just 1020 -
1500 octets (since the maxi mum Et hernet frame size is ~ 1500 bytes).
Thus, EAP-TLS authentication needs to be fragmented into many small er
packets for transportation over the lower |layers. Such fragmentation
not only can negatively affect the latency, but also results in other
chal | enges. For exanple, some EAP authenticator (e.g., an access
point) inplementations will drop an EAP session if it has not
finished after 40 - 50 round trips. This is a nmajor problem and
means that, in many situations, the EAP peer cannot perform network
access authentication even though both the sides have valid
credentials for successful authentication and key derivation

Not all EAP depl oynents are constrai ned by the MU of the | ower

| ayer. For exanple, sone inplenentations support EAP over Ethernet
"jumbo" frames that can easily allow very | arge EAP packets. Larger
packets will naturally help | ower the number of round trips required
for successful EAP-TLS authentication. However, depl oynent
experience has shown that these junbo franmes are not al ways

i npl emrented correctly. Additionally, EAP fragnent size is also
restricted by protocols such as RADI US [ RFC2865], which are

responsi ble for transporting EAP nessages between an authenti cat or



and an EAP server. RADIUS can generally transport only about 4000
octets of EAP in a single nessage (the maxi numlength of a RADI US
packet is restricted to 4096 octets in [ RFC2865]).

Thi s docunent | ooks at related work and potential tools available for
overcom ng the depl oyment chal |l enges induced by | arge certificates
and long certificate chains. 1t then discusses the solutions

avail abl e to overcone these challenges. Many of the sol utions
require TLS 1.3 [RFC8446]. The | ETF has standardi zed EAP-TLS 1.3

[ RFC9190] and is working on specifications such as [TLS- EAP- TYPES]
for how other TLS-based EAP nethods use TLS 1. 3.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Readers are expected to be famliar with the terns and concepts used
in EAP [ RFC3748], EAP-TLS [ RFC5216], and TLS [RFC8446]. In
particular, this document frequently uses the following terns as they
have been defined in [ RFC5216]:

Authenticator: The entity initiating EAP authentication. Typically
i npl emented as part of a network switch or a wirel ess access
poi nt .

EAP peer: The entity that responds to the authenticator. In
[ EEE-802. 1X], this entity is known as the supplicant. |n EAP-
TLS, the EAP peer inplenents the TLS client role.

EAP server: The entity that term nates the EAP authentication nethod

with the peer. In the case where no backend authentication
server is used, the EAP server is part of the authenticator.
In the case where the authenticator operates in pass-through
nmode, the EAP server is |ocated on the backend authentication
server. In EAP-TLS, the EAP server inplenments the TLS server
rol e.

The docurent additionally uses the terns "trust anchor" and
"certification path" defined in [ RFC5280].

Experience with Depl oynents

As stated earlier, the EAP fragnent size in typical deploynments is
just 1020 - 1500 octets. A certificate can, however, be large for a
nunber of reasons:

* |t can have a long Subject Alternative Name field.
* It can have long Public Key and Signature fields.

* |t can contain multiple object identifiers (O Ds) that indicate
the permtted uses of the certificate as noted in Section 5.3 of
[ RFC5216]. Most inplenentations verify the presence of these O Ds
for successful authentication

* It can contain multiple organization namng fields to reflect the
mul tiple group nenberships of a user (in a client certificate).

A certificate chain (called a certification path in [RFC5280]) in
EAP- TLS can commonly have 2 - 6 internmediate certificates between the
end-entity certificate and the trust anchor



The size of certificates (and certificate chains) may al so increase
manyfold in the future with the introduction of post-quantum
cryptography. For exanple, |attice-based cryptography woul d have
public keys of approximtely 1000 bytes and signatures of

approxi matel y 2000 byt es.

Many access point inplenentations drop EAP sessions that do not
conplete within 40 - 50 round trips. This neans that if the chain is
| arger than ~ 60 kil obytes, EAP-TLS authentication cannot conplete
successfully in nost depl oyments.

4. Handling of Large Certificates and Long Certificate Chains

Thi s section discusses sone possible alternatives for overconing the
chal l enge of large certificates and long certificate chains in EAP-
TLS aut hentication. Section 4.1 considers recomendations that
require an update of the certificates or certificate chains used for
EAP- TLS aut henticati on without requiring changes to the existing EAP-
TLS code base. It also provides sone guidelines that shoul d be
fol |l owed when issuing certificates for use with EAP-TLS. Section 4.2
consi ders recomendations that rely on updates to the EAP-TLS

i mpl ementations and can be deployed with existing certificates.
Finally, Section 4.3 briefly discusses what could be done to update
or reconfigure authenticators when it is infeasible to repl ace

depl oyed conponents giving a solution that can be depl oyed w t hout
changes to existing certificates or code.

4.1. Updating Certificates and Certificate Chains

Many | ETF protocols now use elliptic curve cryptography (ECC)

[ RFC6090] for the underlying cryptographic operations. The use of
ECC can reduce the size of certificates and signatures. For exanple,
at a 128-bit security level, the size of a public key with
traditional RSA is about 384 bytes, while the size of a public key
with ECCis only 32-64 bytes. Simlarly, the size of a digita
signature with traditional RSA is 384 bytes, while the size is only
64 bytes with the elliptic curve digital signature al gorithm ( ECDSA)
and t he Edwards-curve digital signature al gorithm (EJDSA) [ RFC8032].
Using certificates that use ECC can reduce the nunber of nessages in
EAP- TLS aut henti cation, which can alleviate the problem of

aut henti cators droppi ng an EAP session because of too many round
trips. In the absence of a standard application profile specifying
otherw se, TLS 1.3 [RFC8446] requires inplenentations to support ECC
New ci pher suites that use ECC are al so specified for TLS 1.2

[ RFC8422]. Using ECC-based cipher suites with existing code can
significantly reduce the nunmber of messages in a single EAP session

4.1.1. Cuidelines for Certificates

The general guideline of keeping the certificate size small by not
popul ating fields with excessive information can help avert the
probl ems of failed EAP-TLS authentication. Mrre specific
recomrendations for certificates used with EAP-TLS are as foll ows:

* (Cbject ldentifier (OD) is an ASN.1 data type that defines unique
identifiers for objects. The OD s ASN. 1 value, which is a string
of integers, is then used to nane objects to which they rel ate.
The Di stingui shed Encodi ng Rul es (DER) specify that the first two
i ntegers always occupy one octet and subsequent integers are
base- 128 encoded in the fewest possible octets. QO Ds are used
lavishly in X. 509 certificates [ RFC5280] and while not all can be
avoi ded, e.g., ODs for extensions or algorithns and their
associ ate paraneters, sone are well within the certificate
i ssuer’s control

- Each naming attribute in a DN (Distingui shed Nane) has one.
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DNs are used in the issuer and subject fields as well as
nunerous extensions. A shallower name will be smaller, e.g.,
C=FI, O=Exanpl e, SN=BOA123499EFC as agai nst C=FI, O=Exanpl e,
OU=Di vision 1, SOPN=Sout hern Finland, CN=Cool est 10T Gadget
Ever, and SN=BOA123499EFC.

- FEvery certificate policy (and qualifier) and any mappings to
anot her policy uses identifiers. Consider carefully what
policies apply.

* DirectoryString and CGeneral Nane types are used extensively to name
things, e.g., the DN naming attribute O= (the organi zati ona
nam ng attribute) DirectoryString includes "Exanple" for the
Exanpl e organi zati on and uni fornResourceldentifier can be used to
indicate the | ocation of the Certificate Revocation List (CRL),
e.g., "http://crl.exanple.com sfig2s1-128.crl", in the CRL
Di stribution Point extension. For these particular exanples, each
character is a single byte. For sone non-ASCI| character strings,
characters can be several bytes. Cbviously, the nanes need to be
uni que, but there is nore than one way to acconplish this without
long strings. This is especially true if the nanes are not neant
to be neani ngful to users.

* Extensions are necessary to conply with [ RFC5280], but the vast
majority are optional. Include only those that are necessary to
oper at e.

* As stated earlier, certificate chains of the EAP peer often foll ow
organi zational hierarchies. |In such cases, information in
intermedi ate certificates (such as postal addresses) do not
provi de any additional value and they can be shortened (for
exanpl e, only including the departnent name i nstead of the ful
postal address).

2. Pre-distributing and Oritting CA Certificates

The TLS Certificate nmessage conveys the sending endpoint’s
certificate chain. TLS allows endpoints to reduce the size of the
Certificate nessage by onmitting certificates that the other endpoint
is known to possess. When using TLS 1.3, all certificates that
specify a trust anchor known by the other endpoint nay be onitted
(see Section 4.4.2 of [RFC38446]). \When using TLS 1.2 or earlier,
only the self-signed certificate that specifies the root certificate
authority may be omtted (see Section 7.4.2 of [RFC5246]).

Therefore, updating TLS i npl ementations to version 1.3 can help to
significantly reduce the nunmber of messages exchanged for EAP-TLS
authentication. The onitted certificates need to be pre-distributed
i ndependently of TLS, and the TLS i npl enentati ons need to be
configured to omt these pre-distributed certificates.

4.1.3. Using Fewer Internediate Certificates

The EAP peer certificate chain does not have to mirror the

organi zational hierarchy. For successful EAP-TLS authentication,
certificate chains SHOULD NOT contain nore than 4 internediate
certificates.

Admi ni strators responsi bl e for depl oynents using TLS-based EAP

met hods can exami ne the certificate chains and nake rough

cal cul ations about the nunmber of round trips required for successfu
aut hentication. For exanple, dividing the total size of all the
certificates in the peer and server certificate chain (in bytes) by
1020 bytes will indicate the nunber of round trips required. |If this
nunmber exceeds 50, then administrators can expect failures wi th many
comon aut henti cator inplenmentations.
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2. Updating TLS and EAP-TLS Code

Thi s section discusses how the fragnentati on problemcan be avoi ded
by updating the underlying TLS or EAP-TLS inplenmentation. Note that
in some cases, the new feature may already be inplenented in the
underlying library and sinply needs to be enabl ed.

2.1. URLs for Client Certificates

[ RFC6066] defines the "client_certificate_url" extension, which
allows TLS clients to send a sequence of Uniform Resource Locators
(URLs) instead of the client certificate chain. URLs can refer to a
single certificate or a certificate chain. Using this extension can
curtail the anmount of fragnentation in EAP depl oynents thereby

al | owi ng EAP sessions to successfully conplete.

2.2. Caching Certificates

The TLS Cached I nformati on Extension [ RFC7924] specifies an extension
where a server can exclude transm ssion of certificate information
cached in an earlier TLS handshake. The client and the server would
first execute the full TLS handshake. The client would then cache
the certificate provided by the server. Wen the TLS client later
connects to the sanme TLS server without using session resunption, it
can attach the "cached_i nfo" extension to the ClientHello nmessage.
This would allow the client to indicate that it has cached the
certificate. The client would also include a fingerprint of the

server certificate chain. |If the server’s certificate has not
changed, then the server does not need to send its certificate and
the corresponding certificate chain again. In case information has

changed, which can be seen fromthe fingerprint provided by the
client, the certificate payload is transmtted to the client to allow
the client to update the cache. The extension, however, necessitates
a successful full handshake before any caching. This extension can
be useful when, for exanple, a successful authentication between an
EAP peer and EAP server has occurred in the home network. If
authenticators in a roamng network are stricter at dropping | ong EAP
sessions, an EAP peer can use the Cached Information Extension to
reduce the total nunber of nessages.

However, if all authenticators drop the EAP session for a given EAP
peer and EAP server conbination, a successful full handshake is not
possible. An option in such a scenario would be to cache validated
certificate chains even if the EAP-TLS exchange fails, but such
caching is currently not specified in [ RFC7924].

4.2.3. Conpressing Certificates

4.

The TLS Working Group has standardi zed an extension for TLS 1.3

[ RFC8879] that allows conpression of certificates and certificate
chains during full handshakes. The client can indicate support for
conpressed server certificates by including this extension in the
ClientHell o message. Similarly, the server can indicate support for
compression of client certificates by including this extension in the
CertificateRequest nmessage. Wiile such an extension can alleviate
the probl em of excessive fragnentation in EAP-TLS, it can only be
used with TLS version 1.3 and higher. Deploynents that rely on ol der
versions of TLS cannot benefit fromthis extension.

2.4. Conpact TLS 1.3

[cTLS] defines a "conpact" version of TLS 1.3 and reduces the nessage
size of the protocol by renoving obsolete material and using nore
efficient encoding. It also defines a conpression profile with which
either side can define a dictionary of "known certificates". Thus,
CTLS coul d provi de anot her nechani smfor EAP-TLS depl oynents to



reduce the size of nmessages and avoi d excessive fragmentation
4.2.5. Suppressing Internediate Certificates

For a client that has all intermediate certificates in the
certificate chain, having the server send intermediates in the TLS
handshake i ncreases the size of the handshake unnecessarily.

[ TLS-SIC] proposes an extension for TLS 1.3 that allows a TLS client
that has access to the conplete set of published internediate
certificates to informservers of this fact so that the server can
avoi d sendi ng internediates, reducing the size of the TLS handshake.
The nechanismis intended to be conplenmentary with certificate

comnpr essi on.

The Authority Information Access (Al A) extension specified in

[ RFC5280] can be used with end-entity and CA certificates to access

i nformati on about the issuer of the certificate in which the

ext ensi on appears. For exanple, it can be used to provide the
address of the Online Certificate Status Protocol (OCSP) responder
fromwhere revocation status of the certificate (in which the

ext ensi on appears) can be checked. It can also be used to obtain the
i ssuer certificate. Thus, the Al A extension can reduce the size of
the certificate chain by only including a pointer to the issuer
certificate instead of including the entire issuer certificate.
However, it requires the side receiving the certificate containing
the extension to have network connectivity (unless the information is
al ready cached locally). Naturally, such indirection cannot be used
for the server certificate (since EAP peers in nost deploynents do
not have network connectivity before authentication and typically do
not maintain an up-to-date |ocal cache of issuer certificates).

4.2.6. Raw Public Keys

[ RFC7250] defines a new certificate type and TLS extensions to enable
the use of raw public keys for authentication. Raw public keys use
only a subset of information found in typical certificates and are
therefore much snmaller in size. However, raw public keys require an
out - of -band nmechanismto bind the public key with the entity
presenting the key. Using raw public keys will obviously avoid the
fragnmentation problens resulting fromlarge certificates and | ong
certificate chains. Deploynents can consider their use as |long as an
appropri ate out-of -band nechani sm for binding public keys with
identifiers is in place. Naturally, deploynments will also need to
consi der the challenges of revocation and key rotation with the use
of raw public keys.

4.2.7. New Certificate Types and Conpression Al gorithns

There is ongoing work to specify new certificate types that are
smal l er than traditional X 509 certificates. For exanple,

[ CBOR- CERT] defines a Concise Binary Object Representation (CBOR)

[ RFC8949] encoding of X. 509 Certificates. The CBOR encodi ng can be
used to conpress existing X 509 certificates or for natively signed
CBOR certificates. [TLS-CW registers a new TLS Certificate type
that woul d enable TLS inpl enentations to use CBOR Wb Tokens (CWs)

[ RFC8392] as certificates. Wile these are early initiatives, future
EAP- TLS depl oynents can consi der the use of these new certificate
types and conpression algorithnms to avoid | arge nmessage sizes

4.3. Updating Authenticators

There are several legitimte reasons that authenticators may want to
limt the nunber of packets / octets / round trips that can be sent.

The main reason has been to work around issues where the EAP peer and
EAP server end up in an infinite loop ACKing their messages. Another
reason is that unlimted comunication from an unaut henticated device
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usi ng EAP coul d provide a channel for inappropriate bulk data
transfer. A third reason is to prevent denial -of-service attacks.

Updating the nmillions of already depl oyed access points and swtches
is in many cases not realistic. Vendors may be out of business or no
| onger supporting the products and adm ni strators may have | ost the
login information to the devices. For practical purposes, the EAP
infrastructure is ossified for the tinme being.

Vendor s maki ng new aut henti cators shoul d consi der increasing the
number of round trips allowed to 100 before denying the EAP

aut hentication to conmplete. Based on the size of the certificates
and certificate chains currently depl oyed, such an increase woul d
likely ensure that peers and servers can conpl ete EAP-TLS
authentication. At the sane tinme, adm nistrators responsible for EAP
depl oynents should ensure that this 100 round-trip limt is not
exceeded in practice.

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
Security Considerations

Updating inplementations to TLS version 1.3 allows onmitting all
certificates with a trust anchor known by the other endpoint. TLS
1.3 additionally provides inproved security, privacy, and reduced

| atency for EAP-TLS [ RFC9190].

Security considerations when conpressing certificates are specified
in [ RFC8879].

Specific security considerations of the referenced docunents apply
when they are taken into use.
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