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Abst r act

The Extensible Authentication Protocol (EAP), defined in RFC 3748,
provi des a standard nechani smfor support of multiple authentication
met hods. This docunment specifies the use of EAP-TLS with TLS 1.3
whi | e remai ni ng backwards conpatible with existing inplementations of
EAP-TLS. TLS 1.3 provides significantly inproved security and
privacy, and reduced | atency when conpared to earlier versions of

TLS. EAP-TLS with TLS 1.3 (EAP-TLS 1.3) further inproves security
and privacy by always providing forward secrecy, never disclosing the
peer identity, and by mandating use of revocation checki ng when
conmpared to EAP-TLS with earlier versions of TLS. This docunment also
provi des gui dance on authentication, authorization, and resunption
for EAP-TLS in general (regardl ess of the underlying TLS version
used). This docunent updates RFC 5216
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I nt roducti on

The Extensible Authentication Protocol (EAP), defined in [RFC3748],
provi des a standard nechani smfor support of multiple authentication
met hods. EAP-TLS [ RFC5216] specifies an EAP authentication nethod
with certificate-based nmutual authentication utilizing the TLS
handshake protocol for cryptographic algorithnms and protocol version
negoti ati on and establishnment of shared secret keying nmaterial. EAP-
TLS is widely supported for authentication and key establishment in

| EEE 802. 11 [| EEE-802.11] (W-Fi) and | EEE 802. 1AE [ | EEE- 802. 1AE]
(MACsec) networks using | EEE 802. 1X [ EEE-802. 1X] and it’'s the
default mechanismfor certificate-based authentication in 3GPP 5G
[TS.33.501] and MulteFire [MulteFire] networks. Many ot her EAP

met hods such as Flexible Authentication via Secure Tunneling (EAP-
FAST) [RFC4851], Tunnel ed Transport Layer Security (EAP-TTLS)

[ RFC5281], the Tunnel Extensible Authentication Protocol (TEAP)

[ RFC7170], as well as vendor-specific EAP nmethods such as the

Prot ected Extensi bl e Authentication Protocol (PEAP) [ PEAP], depend on
TLS and EAP-TLS

EAP- TLS [ RFC5216] references TLS 1.0 [RFC2246] and TLS 1.1 [ RFC4346]
but can also work with TLS 1.2 [RFC5246]. TLS 1.0 and 1.1 are
formal |y deprecated and prohi bited from being negotiated or used

[ RFC8996]. Weaknesses found in TLS 1.2 as well as new requirenents
for security, privacy, and reduced | atency have led to the
specification of TLS 1.3 [ RFC8446], which obsoletes TLS 1.2

[ RFC5246]. TLS 1.3 is in large part a conplete renodeling of the TLS
handshake protocol including a different nessage flow, different
handshake nessages, different key schedul e, different cipher suites,
different resunption nechanism different privacy protection, and
different record padding. This nmeans that significant parts of the
normative text in the previous EAP-TLS specification [ RFC5216] are
not applicable to EAP-TLS with TLS 1.3. Therefore, aspects such as
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resunption, privacy handling, and key derivation need to be
appropriately addressed for EAP-TLS with TLS 1. 3.

Thi s docunent updates [ RFC5216] to define how to use EAP-TLS with TLS
1.3. Wen older TLS versions are negotiated, RFC 5216 applies to
mai nt ai n backwards compatibility. However, this docunment does
provi de additional gui dance on authentication, authorization, and
resunption for EAP-TLS regardl ess of the underlying TLS version used.
Thi s docunent only describes differences conpared to [ RFC5216]. Wen
EAP-TLS is used with TLS 1.3, some references are updated as
specified in Appendix A Al nessage flows are exanpl e nessage fl ows
specific to TLS 1.3 and do not apply to TLS 1.2. Since EAP-TLS
coupl es the TLS handshake state machine with the EAP state nmachine,

it is possible that new versions of TLS will cause inconpatibilities
that introduce failures or security issues if they are not carefully
integrated into the EAP-TLS protocol. Therefore, inplenentations
MUST |imt the maxi mum TLS version they use to 1.3, unless later
versions are explicitly enabled by the admi nistrator.

Thi s docunent specifies EAP-TLS 1.3 and does not specify how ot her
TLS- based EAP net hods use TLS 1.3. The specification for how ot her
TLS- based EAP nethods use TLS 1.3 is left to other docunments such as
[ TLS- EAP- TYPES] .

In addition to the inproved security and privacy offered by TLS 1.3,
there are other significant benefits of using EAP-TLS with TLS 1. 3.
Privacy, which in EAP-TLS neans that no i nformation about the
underlying peer identity is disclosed, is nandatory and achieved

wi t hout any additional round trips. Revocation checking is nandatory
and sinplified with Online Certificate Status Protocol (OCSP)
stapling, and TLS 1.3 introduces nore possibilities to reduce
fragnentati on when conpared to earlier versions of TLS

1. Requirements and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Readers are expected to be famliar with the terms and concepts used
in EAP-TLS [ RFC5216] and TLS [ RFC8446]. The term EAP-TLS peer is
used for the entity acting as EAP peer and TLS client. The term EAP-
TLS server is used for the entity acting as EAP server and TLS
server.

Thi s docunent follows the term nology from[TLS-bis] where the master
secret is renaned to the main secret and the exporter_master_secret
is renaned to the exporter _secret.

Prot ocol Overvi ew
1. Overview of the EAP-TLS Conversation

This section updates Section 2.1 of [RFC5216] by anending it in
accordance with the foll owi ng di scussion

If the TLS i nplementation correctly inplenents TLS version
negoti ati on, EAP-TLS will automatically |everage that capability.
The EAP-TLS i npl enentati on needs to know which version of TLS was
negotiated to correctly support EAP-TLS 1.3 as well as to maintain
backward conpatibility with EAP-TLS 1. 2.

TLS 1. 3 changes both the nessage flow and the handshake nessages
compared to earlier versions of TLS. Therefore, much of Section 2.1



of [RFC5216] does not apply for TLS 1.3. Except for Sections 2.2 and
5.7, this update applies only when TLS 1.3 is negotiated. Wen TLS
1.2 is negotiated, then [ RFC5216] appli es.

TLS 1.3 introduces several new handshake nessages incl udi ng

Hel | oRet ryRequest, NewSessi onTi cket, and KeyUpdate. |n general,
these nessages will be handled by the underlying TLS libraries and
are not visible to EAP-TLS; however, there are a few things to note:

*  The Hell oRetryRequest is used by the server to reject the
paraneters offered in the CientHell o and suggest new paraneters.
VWhen this message is encountered, it will increase the number of
round trips used by the protocol.

*  The NewSessionTi cket nmessage is used to convey resunption
information and is covered in Sections 2.1.2 and 2.1. 3.

* The KeyUpdate message is used to update the traffic keys used on a
TLS connection. EAP-TLS does not encrypt significant anmounts of
data so this functionality is not needed. |nplenentations SHOULD
NOT send this nessage; however, sone TLS libraries may
automatically generate and process this nessage.

* Early Data MJUST NOT be used in EAP-TLS. EAP-TLS servers MJST NOT
send an early_data extension and clients MJST NOT send an
EndOf Ear | yDat a nessage.

*  Post - handshake authenticati on MJST NOT be used in EAP-TLS
Clients MJUST NOT send a "post_handshake_aut h" extensi on and
Servers MJST NOT request post-handshake client authentication

After receiving an EAP- Request packet w th EAP- Type=EAP-TLS as
described in [ RFC5216], the conversation will continue with the TLS
handshake protocol encapsulated in the data fields of EAP-Response
and EAP- Request packets. Wen EAP-TLS is used with TLS version 1.3,
the formatting and processing of the TLS handshake SHALL be done as
specified in version 1.3 of TLS. This update only lists additiona
and different requirenents, restrictions, and processing conpared to
[ RFC8446] and [ RFC5216].

.1.1. Authentication

This section updates Section 2.1.1 of [RFC5216] by amending it in
accordance with the foll owi ng di scussion

The EAP-TLS server MJST authenticate with a certificate and SHOULD
require the EAP-TLS peer to authenticate with a certificate.
Certificates can be of any type supported by TLS including raw public
keys. Pre-Shared Key (PSK) authentication SHALL NOT be used except
for resunption. The full handshake in EAP-TLS with TLS 1.3 al ways
provi des forward secrecy by exchange of epheneral "key_ share"
extensions in the dientHello and ServerHello (e.g., containing
Ephereral Elliptic Curve Diffie-Hellman (ECDHE) public keys).
Sessionl D is deprecated in TLS 1.3; see Sections 4.1.2 and 4.1.3 of

[ RFC8446]. TLS 1.3 introduced early application data that |ike all
application data (other than the protected success indication
described below) is not used in EAP-TLS; see Section 4.2.10 of

[ RFC8446] for additional information on the "early data" extension
Resunption is handl ed as described in Section 2.1.3. As a protected
success indication [ RFC3748], the EAP-TLS server always sends TLS
application data 0x00; see Section 2.5. Note that a TLS

i npl ementati on MAY not allow the EAP-TLS layer to control in which
order things are sent and the application data MAY therefore be sent
bef ore a NewSessi onTicket. TLS application data 0x00 is therefore to
be interpreted as success after the EAP-Request that contains TLS
application data 0x00. After the EAP-TLS server has sent an EAP-



Request containing the TLS application data 0x00 and recei ved an EAP-
Response packet of EAP-Type=EAP-TLS and no data, the EAP-TLS server
sends EAP- Success.

Figure 1 shows an exanpl e nessage flow for a successful EAP-TLS ful
handshake wi th nutual authentication (and neither Hell oRetryRequest
nor post-handshake nessages are sent).

EAP- TLS Peer EAP- TLS Server
EAP- Request /
<mmmmm--- Identity
EAP- Response/
Identity (Privacy-Friendly) -------- >

EAP- Request /
EAP- Type=EAP- TLS

<o (TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLs dientHello) —  -------- >

EAP- Request /
EAP- Type=EAP- TLS
(TLS ServerHel | o,
TLS Encrypt edExt ensi ons,
TLS Certificat eRequest,
TLS Certificate,
TLS CertificateVerify,
Cmmmmmm-- TLS Fi ni shed)
EAP- Response/
EAP- Type=EAP- TLS
(TLS Certificate,
TLS CertificateVerify,
TLS Finishedy —  -------- >
EAP- Request /
EAP- Type=EAP- TLS
R (TLS Application Data 0x00)
EAP- Response/
EAP- Type=EAP-TLS = -------- >
S EAP- Success

Fi gure 1: EAP-TLS Mutual Authentication
2.1.2. Ticket Establishnent
This is a new section when conpared to [ RFC5216].

To enabl e resunption when using EAP-TLS with TLS 1.3, the EAP-TLS
server MJST send one or nore post-handshake NewSessionTi cket nessages
(each associated with a PSK, a PSK identity, a ticket lifetime, and
other paraneters) in the initial authentication. Note that TLS 1.3
[ RFC8446] limts the ticket lifetine to a naxi mum of 604800 seconds
(7 days) and EAP-TLS servers MJST respect this upper limt when
issuing tickets. The NewSessionTicket is sent after the EAP-TLS
server has received the client Finished nessage in the initia

aut henti cation. The NewSessionTicket can be sent in the same flight
as the TLS server Finished or later. The PSK associated with the

ti cket depends on the client Finished and cannot be pre-conputed (so
as to be sent in the same flight as the TLS server Finished) in
handshakes with client authentication. The NewSessionTi cket nessage
MUST NOT include an "early_data" extension. |If the "early_data"
extension is received, then it MJST be ignored. Servers should take
into account that fewer NewSessionTickets will likely be needed in
EAP-TLS than in the usual HTTPS connection scenario. |n nost cases,
a single NewSessionTicket will be sufficient. A nechani sm by which
clients can specify the desired nunber of tickets needed for future
connections is defined in [Tl CKET- REQUESTS] .



Figure 2 shows an exanpl e nessage flow for a successful EAP-TLS full
handshake wi th nutual authentication and ticket establishnent of a
single ticket.

EAP- TLS Peer EAP- TLS Server
EAP- Request /
<-mm-mm--- Identity
EAP- Response/
ldentity (Privacy-Friendly) -------- >

EAP- Request /
EAP- Type=EAP- TLS

Sm--m---- (TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLS dientHello) - ------- >

EAP- Request /
EAP- Type=EAP- TLS
(TLS ServerHel |l o,
TLS Encrypt edExt ensi ons,
TLS Certificat eRequest,
TLS Certificate,
TLS CertificateVerify,
S TLS Fi ni shed)
EAP- Response/
EAP- Type=EAP- TLS
(TLS Certificate,
TLS CertificateVerify,
TLS Finished) —  -------- >
EAP- Request /
EAP- Type=EAP- TLS
(TLS NewSessi onTi cket,
S (TLS Application Data 0x00)
EAP- Response/
EAP- Type=EAP-TLS = -------- >
S EAP- Success

Figure 2: EAP-TLS Ticket Establishnent
2.1.3. Resunption

This section updates Section 2.1.2 of [RFC5216] by amending it in
accordance with the follow ng di scussion.

EAP-TLS is typically used with client authentication and typically
fragments the TLS flights into a | arge nunber of EAP-requests and
EAP-responses. Resunption significantly reduces the nunber of round
trips and enables the EAP-TLS server to omt database | ookups needed
during a full handshake with client authentication. TLS 1.3 repl aces
the session resunption nmechanisns in earlier versions of TLS with a
new PSK exchange. Wen EAP-TLS is used with TLS version 1.3, EAP-TLS
SHALL use a resunption nechani smconpatible with version 1.3 of TLS.

For TLS 1.3, resunption is described in Section 2.2 of [RFC8446]. |If
the client has received a NewSessionTi cket nmessage fromthe EAP-TLS
server, the client can use the PSK identity associated with the
ticket to negotiate the use of the associated PSK. [|If the EAP-TLS
server accepts it, then the resuned session has been deened to be

aut henti cated and securely associated with the prior authentication
or resunption. It is up to the EAP-TLS peer to use resunption, but
it is RECOWENDED that the EAP-TLS peer use resunption if it has a
valid ticket that has not been used before. It is left to the EAP-
TLS server whether to accept resunption, but it is RECOMVENDED t hat
the EAP-TLS server accept resunption if the ticket that was issued is
still valid. However, the EAP-TLS server MAY choose to require a



full handshake. 1In the case a full handshake is required, the

negoti ati on proceeds as if the session was a new authentication, and
the resunption attenpt is ignored. The requirenents of Sections
2.1.1 and 2.1.2 then apply in their entirety. As described in
Appendi x C. 4 of [RFC8446], reuse of a ticket allows passive observers
to correlate different connections. EAP-TLS peers and EAP-TLS
servers SHOULD follow the client tracking preventions in Appendix C 4
of [ RFC8446].

It is RECOVWENDED to use Network Access ldentifiers (NAIs) with the
same real mduring resunption and the original full handshake. This
requi renent allows EAP packets to be routed to the same destination
as the original full handshake. |If this reconmendation is not
followed, resunption is likely inpossible. Wen NAl reuse can be
done without privacy inplications, it is RECOWENDED to use the sane
NAI in the resunption as was used in the original full handshake

[ RFC7542]. For exanple, the NAI @eal mcan safely be reused since it
does not provide any specific information to associate a user’s
resunption attenpt with the original full handshake. However,
reusi ng the NAI P2ZI MF+CEVAQ21nNW)2bVpgNnU=@ eal m enabl es an on-path
attacker to associate a resunption attenpt with the original ful
handshake. The TLS PSK identity is typically derived by the TLS

i npl ementati on and may be an opaque bl ob without a routable realm
The TLS PSK identity on its own is therefore unsuitable as an NAl in
the ldentity Response.

Figure 3 shows an exanpl e nessage flow for a subsequent successfu
EAP- TLS resunpti on handshake where both sides authenticate via a PSK
provi sioned via an earlier NewSessionTicket and where the server
provi sions a single new ticket.

EAP- TLS Peer EAP- TLS Server
EAP- Request /
<-------- Identity
EAP- Response/
ldentity (Privacy-Friendly) -------- >

EAP- Request /
EAP- Type=EAP- TLS
Commmmma (TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLS CientHello
+ pre_shared key) -------- >
EAP- Request /
EAP- Type=EAP- TLS
(TLS ServerHel | o,
TLS Encrypt edExt ensi ons,
S TLS Fi ni shed,
TLS NewSessi onTi cket)
EAP- Response/
EAP- Type=EAP- TLS

(TLS Finished) -------- >
EAP- Request /
EAP- Type=EAP- TLS
S-------- (TLS Application Data 0x00)
EAP- Response/
EAP- Type=EAP-TLS -------- >
<-------- EAP- Success

Figure 3: EAP-TLS Resunption

As specified in Section 2.2 of [RFC8446], the EAP-TLS peer SHOULD
supply a "key_share" extension when attenpting resunption, which
all ows the EAP-TLS server to potentially decline resunption and fal
back to a full handshake. |f the EAP-TLS peer did not supply a



"key_share" extension when attenpting resunption, the EAP-TLS server
needs to send a Hell oRetryRequest to signal that additiona
information is needed to conplete the handshake, and the EAP-TLS peer
needs to send a second dientHello containing that information.
Providing a "key_share" and using the "psk_dhe_ke" pre-shared key
exchange node is also inmportant in order to limt the inpact of a key
comprom se. When using "psk_dhe_ke", TLS 1.3 provides forward
secrecy neaning that conprom se of the PSK used for resunption does
not conproni se any earlier connections. The "psk _dh _ke" key exchange
nmode MUST be used for resunption unless the depl oynent has a | oca
requirenent to allow configuration of other nechanisns.

2.1.4. Termnation

Thi s section updates Section 2.1.3 of [RFC5216] by anending it in
accordance with the foll owi ng di scussion

TLS 1. 3 changes both the nessage flow and the handshake nessages
compared to earlier versions of TLS. Therefore, sonme normative text
in Section 2.1.3 of [ RFC5216] does not apply for TLS 1.3. The two
par agr aphs bel ow repl ace the correspondi ng paragraphs in

Section 2.1.3 of [RFC5216] when EAP-TLS is used with TLS 1.3. The
ot her paragraphs in Section 2.1.3 of [RFC5216] still apply with the
exception that SessionlD is deprecated.

If the EAP-TLS peer authenticates successfully, the EAP-TLS server
MUST send an EAP- Request packet w th EAP- Type=EAP-TLS cont ai ni ng
TLS records confornming to the version of TLS used. The nessage
flow ends with a protected success indication fromthe EAP-TLS
server, followed by an EAP- Response packet of EAP-Type=EAP-TLS and
no data fromthe EAP-TLS peer, foll owed by EAP-Success fromthe
server.

If the EAP-TLS server authenticates successfully, the EAP-TLS peer
MUST send an EAP- Response nessage W th EAP- Type=EAP-TLS cont ai ni ng
TLS records conformng to the version of TLS used.

Figures 4, 5 and 6 illustrate nessage flows in several cases where
the EAP-TLS peer or EAP-TLS server sends a TLS Error alert nessage.
In earlier versions of TLS, error alerts could be warnings or fatal
In TLS 1.3, error alerts are always fatal and the only alerts sent at
warning | evel are "close_notify" and "user_cancel ed", both of which
indicate that the connection is not going to continue normally; see

[ RFCB8446] .

In TLS 1.3 [RFC8446], error alerts are not mandatory to send after a
fatal error condition. Failure to send TLS Error alerts neans that
the peer or server would have no way of determ ning what went w ong.
EAP-TLS 1.3 strengthens this requirenent. Wenever an inplenentation
encounters a fatal error condition, it MJST send an appropriate TLS
Error alert.

Figure 4 shows an exanpl e nessage fl ow where the EAP-TLS server
rejects the ClientHello with an error alert. The EAP-TLS server can
al so partly reject the ClientHello with a Hell oRetryRequest; see
Section 2.1.6.

EAP- TLS Peer EAP- TLS Server
EAP- Request /
S=-mm---- Identity
EAP- Response/
Identity (Privacy-Friendly) -------- >

EAP- Request /
EAP- Type=EAP- TLS
R (TLS Start)



EAP- Response/
EAP- Type=EAP- TLS
-------- >

(TLS CientHello)

EAP- Response/
EAP- Type=EAP-TLS -------- >
P,

Fi gure 4: EAP-TLS Server

EAP- Request /
EAP- Type=EAP- TLS
(TLS Error Alert)

EAP- Fai | ure

Rej ection of CientHello

Figure 5 shows an exanpl e nessage fl ow where EAP-TLS server

aut hentication is unsuccessf ul

alert.
EAP- TLS Peer
-,
EAP- Response/
Identity (Privacy-Friendly) -------- >
Cmmm e e m -

EAP- Response/
EAP- Type=EAP- TLS
-------- >

(TLS dientHello)

EAP- Response/
EAP- Type=EAP- TLS
(TLS Error Alert)
-------- >

Figure 5: EAP-TLS Unsuccessf ul

and the EAP-TLS peer sends a TLS Error

EAP- TLS Server

EAP- Request /
ldentity

EAP- Request /
EAP- Type=EAP- TLS
(TLS Start)

EAP- Request /
EAP- Type=EAP- TLS
(TLS ServerHel | o,

TLS Encr ypt edExt ensi ons,
TLS Certificat eRequest,
TLS Certificate,

TLS CertificateVerify,

TLS Fi ni shed)

EAP- Fai | ure

EAP- TLS Server Authentication

Figure 6 shows an exanpl e nessage fl ow where the EAP-TLS server
but the EAP-TLS peer

aut henticates to the EAP-TLS peer successfully,
fails to authenticate to the EAP-TLS server and the server sends a

TLS Error alert.

EAP- TLS Peer
Cemm e e e =

EAP- Response/
ldentity (Privacy-Friendly) -------- >
Cemm e e e ==

EAP- Response/
EAP- Type=EAP- TLS
(TLs dientHello)y —  --------

EAP- TLS Server

EAP- Request /
ldentity

EAP- Request /
EAP- Type=EAP- TLS
(TLS Start)

EAP- Request /
EAP- Type=EAP- TLS
(TLS ServerHel | o,

TLS Encrypt edExt ensi ons,
TLS Certificat eRequest,



TLS Certificate,
TLS CertificateVerify,

Cemmmm - TLS Fi ni shed)
EAP- Response/

EAP- Type=EAP- TLS
(TLS Certificate,
TLS CertificateVerify,
TLS Finished) — -------- >
EAP- Request /
EAP- Type=EAP- TLS
<-------- (TLS Error Alert)
EAP- Response/
EAP- Type=EAP-TLS = -------- >
<------- EAP- Fai | ure

Fi gure 6: EAP-TLS Unsuccessful Cient Authentication
2.1.5. No Peer Authentication
This is a new section when conpared to [ RFC5216].
Figure 7 shows an exanpl e nessage flow for a successful EAP-TLS full

handshake wi t hout peer authentication (e.g., emergency services, as
described in [ RFC7406]) .

EAP- TLS Peer EAP- TLS Server
EAP- Request /
<-------- Identity
EAP- Response/
ldentity (Privacy-Friendly) -------- >

EAP- Request /
EAP- Type=EAP- TLS

Smmmmm--- (TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLsS dientHello) - ------- >

EAP- Request /

EAP- Type=EAP- TLS

(TLS ServerHel |l o,

TLS Encrypt edExt ensi ons,
TLS Certificate,

TLS CertificateVerify,

Commmme oo TLS Fi ni shed)
EAP- Response/

EAP- Type=EAP- TLS
(TLS Finished) -------- >
EAP- Request /
EAP- Type=EAP- TLS
Lemmmmmm- (TLS Application Data 0x00)
EAP- Response/
EAP- Type=EAP-TLS -------- >

S EAP- Success
Figure 7: EAP-TLS wi thout Peer Authentication
2.1.6. Hello Retry Request
This is a new section when conpared to [ RFC5216].

As defined in TLS 1.3 [ RFC8446], EAP-TLS servers can send a

Hel | oRet ryRequest nessage in response to a CientHello if the EAP-TLS
server finds an acceptable set of parameters but the initial
ClientHell o does not contain all the needed information to continue
the handshake. One use case is if the EAP-TLS server does not
support the groups in the "key share" extension (or there is no
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"key_share" extension) but supports one of the groups in the
"supported groups" extension. |In this case, the client should send a
new ClientHello with a "key_share" that the EAP-TLS server supports.

Figure 8 shows an exanpl e nessage flow for a successful EAP-TLS full
handshake wi th nutual authentication and Hell oRetryRequest. Note the
extra round trip as a result of the Hell oRetryRequest.

EAP- TLS Peer EAP- TLS Server
EAP- Request /
<mmmmm--- Identity
EAP- Response/
Identity (Privacy-Friendly) -------- >

EAP- Request /
EAP- Type=EAP- TLS

<o (TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLs dientHello) —  -------- >

EAP- Request /
EAP- Type=EAP- TLS
(TLS Hel | oRet r yRequest)

Cmmm e e ===
EAP- Response/
EAP- Type=EAP- TLS
(TLs dientHello) -------- >
EAP- Request /
EAP- Type=EAP- TLS
(TLS ServerHel | o,
TLS Encrypt edExt ensi ons,
TLS Certificat eRequest,
TLS Certificate,
TLS CertificateVerify,
TLS Fi ni shed)
EAP- Response/
EAP- Type=EAP- TLS
(TLS Certificate,
TLS CertificateVerify,
TLS Finished) -------- >
EAP- Request /
EAP- Type=EAP- TLS
S (TLS Application Data 0x00)
EAP- Response/
EAP- Type=EAP-TLS -------- >
R EAP- Success

Figure 8 EAP-TLS with Hell o Retry Request
7. ldentity
This is a new section when conpared to [ RFC5216].

It is RECOVWENDED to use anonynmous NAls [RFC7542] in the Identity
Response as such identities are routable and privacy-friendly. Wile
opaque bl obs are allowed by [ RFC3748], such identities are NOT
RECOMVENDED as they are not routable and should only be considered in
| ocal depl oynents where the EAP-TLS peer, EAP authenticator, and EAP-
TLS server all belong to the same network. Many client certificates
contain an identity such as an enmail address, which is already in NAl
format. When the client certificate contains an NAl as subject nane
or alternative subject name, an anonynous NAlI SHOULD be derived from
the NAI in the certificate; see Section 2.1.8. Mre details on
identities are described in Sections 2.1.3, 2.1.8, 2.2, and 5. 8.

8. Privacy



This section updates Section 2.1.4 of [RFC5216] by anending it in
accordance with the foll owi ng di scussion

EAP-TLS 1.3 significantly inproves privacy when conpared to earlier
versi ons of EAP-TLS. EAP-TLS 1.3 forbids cipher suites wthout
confidentiality, which means that TLS 1.3 is always encrypting |arge
parts of the TLS handshake including the certificate nessages.

EAP- TLS peer and server inpl enentations supporting TLS 1.3 MJST
support anonynmous Network Access ldentifiers (NAIs) (Section 2.4 of

[ RFC7542]). A client supporting TLS 1.3 MJUST NOT send its usernane
(or any other permanent identifiers) in cleartext in the Identity
Response (or any nessage used instead of the ldentity Response).
Fol l owi ng [ RFC7542], it is RECOWENDED to omit the usernane (i.e.,
the NAI is @ealn), but other constructions such as a fixed usernane
(e.g., anonynous@eal m or an encrypted usernane (e.g.,

XCZI NCPTK5+7y81Cr SYbPg+RKPE3OTr YLN4AQC4AC2U=@ eal m are al |l owed.
Note that the NAI MJST be a UTF-8 string as defined by the grammar in
Section 2.2 of [RFC7542].

The Hel | oRequest nessage used for privacy in EAP-TLS 1.2 does not
exist in TLS 1.3 but as the certificate nessages in TLS 1.3 are
encrypted, there is no need to send an enpty certificate_list and
perform a second handshake for privacy (as needed by EAP-TLS with
earlier versions of TLS). Wwen EAP-TLS is used with TLS version 1.3,
the EAP-TLS peer and EAP-TLS server SHALL follow the processing
specified by version 1.3 of TLS. This neans that the EAP-TLS peer
only sends an enpty certificate list if it does not have an
appropriate certificate to send, and the EAP-TLS server MAY treat an
enpty certificate_list as a term nal condition

EAP-TLS with TLS 1.3 is always used with privacy. This does not add
any extra round trips and the nessage flow with privacy is just the
normal nessage flow as shown in Figure 1.

2.1.9. Fragnentation

Thi s section updates Section 2.1.5 of [RFC5216] by anending it in
accordance with the foll owi ng di scussion

I ncl udi ng Content Type (1 byte), Protocol Version (2 bytes), and length
(2 bytes) headers, a single TLS record may be up to 16645 octets in

| ength. EAP-TLS fragnentation support is provided through addition
of a flags octet within the EAP-Response and EAP-Request packets, as
well as a (conditional) TLS Message Length field of four octets.

I mpl enent ati ons MUST NOT set the L bit in unfragmented nessages, but
they MJUST accept unfragmented messages with and without the L bit

set.

Sone EAP i npl ementations and access networks may limt the nunber of
EAP packet exchanges that can be handled. To avoid fragnmentation, it
i s RECOWWENDED to keep the sizes of EAP-TLS peer, EAP-TLS server, and
trust anchor certificates small and the Iength of the certificate
chains short. 1In addition, it is RECOMMENDED to use nechani sns t hat
reduce the sizes of Certificate nmessages. For a detailed discussion
on reduci ng nessage sizes to prevent fragnmentation, see [ RFC9191].

2.2. ldentity Verification
This section replaces Section 2.2 of [RFC5216] with the follow ng
di scussion. The guidance in this section is relevant for EAP-TLS in
general (regardl ess of the underlying TLS version used).

The EAP peer identity provided in the EAP-Response/ldentity is not
aut henti cated by EAP-TLS. Unauthenticated information MIUST NOT be



used for accounting purposes or to give authorization. The

aut henticator and the EAP-TLS server NMAY examine the identity
presented i n EAP- Response/ldentity for purposes such as routing and
EAP nethod sel ection. EAP-TLS servers MAY reject conversations if
the identity does not match their policy. Note that this also
applies to resunption; see Sections 2.1.3, 5.6, and 5.7.

The EAP server identity in the TLS server certificate is typically a
fully qualified domain nane (FQDN) in the SubjectAltNanme (SAN)
extension. Since EAP-TLS depl oynents nmay use nore than one EAP
server, each with a different certificate, EAP peer inplenmentations
SHOULD al l ow for the configuration of one or nore trusted root
certificates (CA certificate) to authenticate the server certificate
and one or nore server nanes to match agai nst the Subject Al t Nane
(SAN) extension in the server certificate. |If any of the configured
nanes match any of the nanes in the SAN extension, then the nane
check passes. To sinplify name matching, an EAP-TLS depl oynment can
assign a nane to represent an authorized EAP server and EAP Server
certificates can include this nane in the list of SANs for each
certificate that represents an EAP-TLS server. |If server nane

mat ching is not used, then it degrades the confidence that the EAP
server with which it is interacting is authoritative for the given
network. |If nanme matching is not used with a public root CA, then
effectively any server can obtain a certificate that will be trusted
for EAP authentication by the peer. VWhile this guidance to verify
domai n nanes is new, and was not nentioned in [RFC5216], it has been
widely inplenmented in EAP-TLS peers. As such, it is believed that
this section contains nminiml newinteroperability or inplementation
requi renents on EAP-TLS peers and can be applied to earlier versions
of TLS.

The process of configuring a root CA certificate and a server nane is
non-trivial; therefore, autonmated nethods of provisioning are
RECOMVENDED. For exanple, the eduroam federation [ RFC7593] provides
a Configuration Assistant Tool (CAT) to automate the configuration
process. In the absence of a trusted root CA certificate (user
configured or systemw de), EAP peers MAY inplenent a trust on first
use (TOFU) nechani sm where the peer trusts and stores the server
certificate during the first connection attenpt. The EAP peer
ensures that the server presents the sanme stored certificate on
subsequent interactions. Use of a TOFU nechani sm does not allow for
the server certificate to change w t hout out-of-band validation of
the certificate and is therefore not suitable for nmany depl oynents

i ncluding ones where nultiple EAP servers are deployed for high
availability. TOFU mechani sns increase the susceptibility to traffic
interception attacks and should only be used if there are adequate
controls in place to mitigate this risk

2.3. Key Hierarchy

Thi s section updates Section 2.3 of [RFC5216] by replacing it in
accordance with the foll owi ng di scussion

TLS 1.3 repl aces the TLS pseudorandom function (PRF) used in earlier
versions of TLS with the HVAC based Key Derivation Function (HKDF)
and conpl etely changes the key schedule. The key hierarchies shown
in Section 2.3 of [RFC5216] are therefore not correct when EAP-TLS is
used with TLS version 1.3. For TLS 1.3 the key schedule is described
in Section 7.1 of [RFC8446].

VWhen EAP-TLS is used with TLS version 1.3, the Key_ Material and

Met hod-1d SHALL be derived fromthe exporter_secret using the TLS
exporter interface [ RFC5705] (for TLS 1.3, this is defined in
Section 7.5 of [RFC8446]). Type is the value of the EAP Type field
defined in Section 2 of [RFC3748]. For EAP-TLS, the Type field has
val ue 0x0D



Type = 0x0D

Key Material = TLS-Exporter("EXPORTER EAP_TLS Key Material",
Type, 128)

Met hod- I d = TLS- Exporter (" EXPORTER EAP_TLS Met hod-1d",
Type, 64)

Session-1d = Type || Method-Id

The MSK and EMSK are derived fromthe Key Material in the sanme manner
as with EAP-TLS [ RFC5216], Section 2.3. The definitions are repeated
bel ow for simplicity:

MBK
EMSK

Key Material (0, 63)
Key Material (64, 127)

O her TLS-based EAP net hods can use the TLS exporter in a simlar
fashi on; see [TLS- EAP-TYPES].

[ RFC5247] deprecates the use of an Initialization Vector (1V). Thus,
RECV-1V and SEND-1V are not exported in EAP-TLS with TLS 1.3. As
noted in [ RFC5247], |ower |ayers use the MSK in a | ower-|ayer-
dependent manner. EAP-TLS with TLS 1.3 exports the MSK and does not
specify howit is used by |ower |ayers.

Note that the key derivation MIST use the | ength val ues given above.
While in TLS 1.2 and earlier it was possible to truncate the output
by requesting less data fromthe TLS-Exporter function, this practice
is not possible with TLS 1.3. If an inplenmentation intends to use
only a part of the output of the TLS-Exporter function, then it MJST
ask for the full output and then only use the desired part. Failure
to do so will result in incorrect values being calculated for the
above keying material.

By using the TLS exporter, EAP-TLS can use any TLS 1.3 inplenentation
that provides a public APl for the exporter. Note that when TLS 1.2
is used with the EAP-TLS exporter [RFC5705] it generates the same key
material as in EAP-TLS [ RFC5216].

2.4. Paraneter Negotiation and Conpliance Requirenents

This section updates Section 2.4 of [RFC5216] by amending it in
accordance with the foll ow ng di scussion.

TLS 1.3 cipher suites are defined differently than in earlier
versi ons of TLS (see Appendix B.4 of [RFC8446]), and the cipher
suites discussed in Section 2.4 of [RFC5216] can therefore not be
used when EAP-TLS is used with TLS version 1. 3.

VWhen EAP-TLS is used with TLS version 1.3, the EAP-TLS peers and EAP-
TLS servers MJST conply with the conpliance requirenments (nmandatory-
to-i npl enent ci pher suites, signature algorithns, key exchange

al gorithnms, extensions, etc.) defined in Section 9 of [RFC8446]. In
EAP-TLS with TLS 1.3, only cipher suites with confidentiality SHALL
be supported.

Wi | e EAP-TLS does not protect any application data except for the
0x00 byte that serves as protected success indication, the negotiated
ci pher suites and al gorithns MAY be used to secure data as done in
ot her TLS-based EAP net hods.

2.5. EAP State Machines

This is a new section when conpared to [ RFC5216] and only applies to
TLS 1.3. [RFC4137] offers a proposed state machine for EAP.

TLS 1.3 [ RFCB446] introduces post-handshake messages. These post -



handshake nessages use the handshake content type and can be sent
after the mmi n handshake. Exanpl es of post-handshake nmessages are
NewSessi onTi cket, which is used for resunption and KeyUpdate, which
is not useful and not expected in EAP-TLS. After sending TLS

Fi ni shed, the EAP-TLS server may send any nunber of post-handshake
messages in one or nore EAP-Requests.

To provide a protected success result indication and to decrease the
uncertainty for the EAP-TLS peer, the follow ng procedure MJST be
fol | owed:

VWhen an EAP-TLS server has successfully processed the TLS client

Fi ni shed and sent its |ast handshake message (Finished or a post-
handshake nessage), it sends an encrypted TLS record with application
data 0x00. The encrypted TLS record with application data 0x00 is a
protected success result indication, as defined in [ RFC3748]. After
sendi ng an EAP- Request that contains the protected success result

i ndi cation, the EAP-TLS server must not send any nore EAP-Requests
and may only send an EAP-Success. The EAP-TLS server MJST NOT send
an encrypted TLS record with application data 0x00 before it has
successfully processed the client Finished and sent its |ast
handshake nessage.

TLS Error alerts SHOULD be considered a failure result indication, as
defined in [RFC3748]. Inplementations follow ng [ RFC4137] set the
alternate indication of failure variable altReject after sending or
receiving an error alert. After sending or receiving a TLS Error
alert, the EAP-TLS server may only send an EAP-Failure. Protected
TLS Error alerts are protected failure result indications, and
unprotected TLS Error alerts are not.

The keying material can be derived after the TLS server Finished has
been sent or received. |Inplenentations follow ng [RFC4137] can then
set the eapKeyData and aaaEapKeyData vari abl es.

The keying material can be nade available to | ower layers and the
aut henticator after the authenticated success result indication has
been sent or received. Inplenentations follow ng [ RFC4137] can set
t he eapKeyAvail abl e and aaaEapKeyAvai | abl e vari abl es.

Det ai | ed Description of the EAP-TLS Protoco
There are no updates to Section 3 of [RFC5216].

I ANA Consi derations
Thi s section provides guidance to the Internet Assigned Numbers
Authority (1 ANA) regarding registration of values related to EAP-TLS
1.3 in accordance with [ RFC8126].

Per this docunent, |ANA has added the following | abels to the "TLS
Exporter Labels" registry defined by [ RFC5705]. These |abels are

used in derivation of Key_ Material and Method-1d as defined in
Section 2.3:

B e ey ety s el ety o
| Val ue | DTLS-OK | Reconmended | Note

[ oo e e s e g
| EXPORTER EAP_TLS Key Material | N | Y | |
I T T I I +------ +
| EXPORTER_EAP_TLS Met hod-1d | N | Y | |
B i +---- - - - i i +------ +

Table 1. TLS Exporter Labels

Security Considerations



The security considerations of TLS 1.3 [RFCB8446] apply to EAP-TLS
1.3.

5.1. Security dains

Usi ng EAP-TLS with TLS 1.3 does not change the security clains for
EAP-TLS as given in Section 5.1 of [RFC5216]. However, it

strengt hens several of the clains as described in the follow ng
updates to the notes given in Section 5.1 of [RFC5216].

[1] Mutual authentication: By nmandating revocation checki ng of
certificates, the authentication in EAP-TLS with TLS 1.3 is
stronger as authentication with revoked certificates will always
fail

[2] Confidentiality: The TLS 1.3 handshake offers much better
confidentiality than earlier versions of TLS. EAP-TLS with TLS
1.3 mandates use of cipher suites that ensure confidentiality.
TLS 1.3 also encrypts certificates and some of the extensions.
When using EAP-TLS with TLS 1.3, the use of privacy is nandatory
and does not cause any additional round trips.

[3] Cryptographic strength: TLS 1.3 only defines strong al gorithns
wi t hout maj or weaknesses and EAP-TLS with TLS 1.3 al ways provi des
forward secrecy; see [ RFC8446]. Wak al gorithnms such as 3DES,
CBC node, RC4, SHA-1, MD5, P-192, and RSA-1024 have not been
registered for use in TLS 1.3.

[4] Cryptographic negotiation: The TLS | ayer handl es the negotiation
of cryptographic paraneters. Wen EAP-TLS is used with TLS 1.3,
EAP-TLS inherits the cryptographi c negotiation of the AEAD
al gorithm HKDF hash al gorithm key exchange groups, and
signature algorithm see Section 4.1.1 of [RFCB8446].

5. 2. Peer and Server ldentities

No updates to Section 5.2 of [RFC5216]. Note that Section 2.2 has
addi ti onal discussion on identities.

5.3. Certificate Validation

No updates to Section 5.3 of [RFC5216]. |In addition to Section 5.3
of [RFC5216], guidance on server certificate validation can be found
in [ RFC6125].

5.4. Certificate Revocation

This section updates Section 5.4 of [RFC5216] by anmending it in
accordance with the foll owi ng di scussion

There are a nunber of reasons (e.g., key conpronise, CA conpromn se,
privilege withdrawn, etc.) why EAP-TLS peer, EAP-TLS server, or sub-
CA certificates have to be revoked before their expiry date.
Revocation of the EAP-TLS server’'s certificate is conplicated by the
fact that the EAP-TLS peer nmay not have Internet connectivity unti
aut henti cati on conpl et es.

When EAP-TLS is used with TLS 1.3, the revocation status of all the
certificates in the certificate chains MJST be checked (except the
trust anchor). An inplenentation my use the Certificate Revocation
List (CRL), Online Certificate Status Protocol (OSCP), or other
standardi zed/ proprietary nmethods for revocati on checking. Exanples
of proprietary nmethods are non-standard formats for distribution of
revocation lists as well as certificates with very short lifetine.



EAP- TLS servers supporting TLS 1.3 MJST inplenment Certificate Status
Requests (OCSP stapling) as specified in [ RFC6066] and

Section 4.4.2.1 of [RFC8446]. It is RECOVMMENDED t hat EAP-TLS peers
and EAP-TLS servers use OCSP stapling for verifying the status of the
EAP- TLS server’'s certificate chain. Wen an EAP-TLS peer uses
Certificate Status Requests to check the revocation status of the
EAP- TLS server’s certificate chain, it MJST treat a CertificateEntry
(but not the trust anchor) without a valid CertificateStatus
extension as invalid and abort the handshake with an appropriate
alert. The OCSP status handling in TLS 1.3 is different fromearlier
versions of TLS; see Section 4.4.2.1 of [RFC8446]. |In TLS 1.3, the
OCSP information is carried in the CertificateEntry containing the
associated certificate instead of a separate CertificateStatus
nmessage as in [ RFC6066]. This enables sending OCSP infornmation for
all certificates in the certificate chain (except the trust anchor).

To enabl e revocation checking in situations where EAP-TLS peers do
not inplenment or use OCSP stapling, and where network connectivity is
not available prior to authentication conpletion, EAP-TLS peer

i npl ement ati ons MJUST al so support checking for certificate revocation
after authentication conpletes and network connectivity is avail abl e.
An EAP peer inplenentation SHOULD NOT trust the network (and any
services) until it has verified the revocation status of the server
certificate after receiving network connectivity. An EAP peer MJST
use a secure transport to verify the revocation status of the server
certificate. An EAP peer SHOULD NOT send any other traffic before
revocation checking for the server certificate is conplete.

5.5. Packet Modification Attacks

This section updates Section 5.5 of [RFC5216] by anmending it in
accordance with the foll owi ng di scussion

As described in [RFC3748] and Section 5.5 of [RFC5216], the only
information that is integrity and replay protected in EAP-TLS are the
parts of the TLS Data that TLS protects. Al other information in
the EAP-TLS message exchange incl udi ng EAP- Request and EAP- Response
headers, the identity in the Identity Response, EAP-TLS packet header
fields, Type, Flags, EAP-Success, and EAP-Failure can be nodified,
spoof ed, or replayed.

Protected TLS Error alerts are protected failure result indications
and enabl e the EAP-TLS peer and EAP-TLS server to determne that the
failure result was not spoofed by an attacker. Protected failure
result indications provide integrity and replay protection but MAY be
unaut henticated. Protected failure results do not significantly

i nprove availability as TLS 1.3 treats nost mal formed data as a fata
error.

5.6. Authorization

This is a new section when conpared to [ RFC5216]. The gui dance in
this section is relevant for EAP-TLS in general (regardless of the
underlying TLS version used).

EAP servers will usually require the EAP peer to provide a valid
certificate and will fail the connection if one is not provided.
Sone depl oynents nay permit no peer authentication for some or al
connections. Wen peer authentication is not used, EAP-TLS server

i mpl ement ati ons MJST take care to linmit network access appropriately
for unauthenticated peers, and inplenentati ons MJIST use resunption
with caution to ensure that a resuned session is not granted nore
privilege than was intended for the original session. An exanple of
limting network access would be to invoke a vendor’s walled garden
or quarantine network functionality.



EAP-TLS is typically encapsul ated in other protocols such as PPP

[ RFC1661], RADI US [ RFC2865], Dianeter [RFC6733], or the Protocol for
Carrying Authentication for Network Access (PANA) [RFC5191]. The
encapsul ating protocols can al so provi de additional, non-EAP
informati on to an EAP-TLS server. This information can include, but
is not limted to, information about the authenticator, information
about the EAP-TLS peer, or information about the protocol |ayers
above or bel ow EAP ( MAC addresses, |P addresses, port nunbers, W-Fi
Service Set Ildentifiers (SSIDs), etc.). EAP-TLS servers inplenenting
EAP- TLS i nsi de those protocols can nmake policy decisions and enforce
aut hori zati on based on a conbi nation of information fromthe EAP-TLS
exchange and non- EAP information

As noted in Section 2.2, the identity presented i n EAP- Response/
Identity is not authenticated by EAP-TLS and is therefore trivial for
an attacker to forge, nodify, or replay. Authorization and
accounting MIUST be based on authenticated information such as
information in the certificate or the PSK identity and cached data
provi sioned for resunption as described in Section 5.7. Note that
the requirenents for Network Access ldentifiers (NAls) specified in
Section 4 of [RFC7542] still apply and MJST be foll owed.

EAP- TLS servers MAY reject conversations based on non-EAP information
provi ded by the encapsul ati ng protocol, for example if the MAC
address of the authenticator does not match the expected policy.

In addition to allow ng configuration of one or nore trusted root
certificates (CA certificate) to authenticate the server certificate
and one or nore server nanes to match agai nst the Subject Alt Name
(SAN) extension, EAP peer inplenentations MAY all ow bi nding the
configured acceptable SAN to a specific CA (or CAs) that should have
i ssued the server certificate to prevent attacks fromrogue or
conprom sed CAs.

5.7. Resunption

This is a new section when conpared to [ RFC5216]. The gui dance in
this section is relevant for EAP-TLS in general (regardless of the
underlying TLS version used).

There are a nunber of security issues related to resunption that are
not described in [RFC5216]. The probl ens, guidelines, and
requirenents in this section therefore apply to EAP-TLS when it is
used with any version of TLS

When resunption occurs, it is based on cached information at the TLS
layer. To performresunption securely, the EAP-TLS peer and EAP-TLS
server need to be able to securely retrieve authorization informtion
such as certificate chains fromthe initial full handshake. This
docunment uses the term "cached data" to describe such information

Aut hori zation during resunpti on MUST be based on such cached dat a.
The EAP-TLS peer and EAP-TLS server MAY perform fresh revocation
checks on the cached certificate data. Any security policies for

aut hori zati on MUST be foll owed al so for resunption. The certificates
may have been revoked since the initial full handshake and the

aut hori zations of the other party may have been reduced. |If the
cached revocation data is not sufficiently current, the EAP-TLS peer
or EAP-TLS server MAY force a full TLS handshake.

There are two ways to retrieve the cached data fromthe original ful
handshake. The first method is that the EAP-TLS server and client
cache the information locally. The cached infornmation is identified
by an identifier. For TLS versions before 1.3, the identifier can be
the session ID, for TLS 1.3, the identifier is the PSKidentity. The
second nmethod for retrieving cached information is via [ RFC5077] or

[ RFC8446], where the EAP-TLS server avoids storing information



|l ocally and instead encapsul ates the information into a ticket that
is sent to the client for storage. This ticket is encrypted using a
key that only the EAP-TLS server knows. Note that the client stil
needs to cache the original handshake information locally and will
obtain it while determining the session ID or PSK identity to use for
resunption. However, the EAP-TLS server is able to decrypt the
ticket or PSK to obtain the original handshake information

The EAP-TLS server or EAP client MJST cache data during the initial
full handshake sufficient to allow authorization decisions to be nmade
during resunption. |If cached data cannot be retrieved securely,
resunpti on MJUST NOT be done.

The above requirenents also apply if the EAP-TLS server expects sone
systemto performaccounting for the session. Since accounting nust
be tied to an authenticated identity, and resunpti on does not supply
such an identity, accounting is inpossible wthout access to cached
data. Therefore, systems that expect to perform accounting for the
sessi on SHOULD cache an identifier that can be used in subsequent
accounti ng.

As suggested in [ RFC8446], EAP-TLS peers MJST NOT store resunption
PSKs or tickets (and associ ated cached data) for |onger than 604800
seconds (7 days) regardless of the PSK or ticket lifetinme. The EAP-
TLS peer MAY delete themearlier based on |local policy. The cached
data MAY al so be renoved on the EAP-TLS server or EAP-TLS peer if any
certificate in the certificate chain has been revoked or has expired.
In all such cases, an attenpt at resunption results in a full TLS
handshake i nstead.

Informati on fromthe EAP-TLS exchange (e.g., the identity provided in
EAP- Response/l dentity) as well as non-EAP information (e.g., IP
addresses) may change between the initial full handshake and
resunption. This change creates a "tine-of-check time-of-use"
(TOCTOU) security vulnerability. A malicious or conprom sed user
coul d supply one set of data during the initial authentication, and a
different set of data during resunption, potentially allowng themto
obtai n access that they should not have.

I f any authorization, accounting, or policy decisions were made with
information that has changed between the initial full handshake and
resunption, and if change may lead to a different decision, such

deci sions MJST be reevaluated. It is RECOMVENDED that authorization
accounting, and policy decisions are reeval uated based on the
informati on given in the resunption. EAP-TLS servers MAY reject
resunption where the information supplied during resunption does not
mat ch the information supplied during the original authentication

If a safe decision is not possible, EAP-TLS servers SHOULD reject the
resunption and continue with a full handshake.

Sections 2.2 and 4.2.11 of [RFC8446] provide security considerations
for TLS 1.3 resunption.

.8. Privacy Considerations
This is a new section when conpared to [ RFC5216].

TLS 1.3 offers much better privacy than earlier versions of TLS as
di scussed in Section 2.1.8. In this section, we only discuss the
privacy properties of EAP-TLS with TLS 1.3. For privacy properties
of TLS 1.3 itself, see [ RFC8446].

EAP- TLS sends the standard TLS 1.3 handshake nmessages encapsul ated in
EAP packets. Additionally, the EAP-TLS peer sends an identity in the
first EAP-Response. The other fields in the EAP-TLS Request and the
EAP- TLS Response packets do not contain any cleartext privacy-



sensitive information.

Tracki ng of users by eavesdropping on ldentity Responses or
certificates is a well-known problemin nany EAP net hods. Wen EAP-
TLS is used with TLS 1.3, all certificates are encrypted, and the
usernanme part of the ldentity Response is not revealed (e.g., using
anonynous NAIs). Note that even though all certificates are
encrypted, the server’s identity is only protected agai nst passive
attackers while the client’s identity is protected agai nst both
passive and active attackers. As with other EAP nethods, even when
privacy-friendly identifiers or EAP tunneling is used, the domain
nane (i.e., the realn) in the NAl is still typically visible. How
much privacy-sensitive informati on the domain nane | eaks is highly
dependent on how nany other users are using the sane domain nane in
the particular access network. |If all EAP-TLS peers have the sane
domain, no additional information is |eaked. |If a domain name is
used by a small subset of the EAP-TLS peers, it may aid an attacker
in tracking or identifying the user.

W t hout paddi ng, information about the size of the client certificate
is leaked fromthe size of the EAP-TLS packets. The EAP-TLS packets
sizes may therefore leak information that can be used to track or
identify the user. If all client certificates have the sane |ength,
no information is | eaked. EAP-TLS peers SHOULD use record paddi ng;
see Section 5.4 of [RFC8446] to reduce information | eakage of
certificate sizes

I f anonynous NAls are not used, the privacy-friendly identifiers need
to be generated with care. The identities MJIST be generated in a
cryptographically secure way so that it is conputationally infeasible
for an attacker to differentiate two identities belonging to the same
user fromtwo identities belonging to different users in the sane
realm This can be achieved, for instance, by using random or
pseudo-random user nanes such as random byte strings or ciphertexts
and only using the pseudo-random usernames a single tine. Note that
the privacy-friendly usernames al so MJST NOT i ncl ude substrings that
can be used to relate the identity to a specific user. Simlarly,
privacy-friendly usernanes MJUST NOT be forned by a fixed nmapping that
stays the sanme across nultiple different authentications.

An EAP-TLS peer with a policy allow ng conmunication with EAP-TLS
servers supporting only TLS 1.2 without privacy and with a static RSA
key exchange is vulnerable to disclosure of the EAP-TLS peer

username. An active attacker can in this case nake the EAP-TLS peer
believe that an EAP-TLS server supporting TLS 1.3 only supports TLS
1.2 without privacy. The attacker can sinply inpersonate the EAP-TLS
server and negotiate TLS 1.2 with static RSA key exchange and send a
TLS al ert message when the EAP-TLS peer tries to use privacy by
sending an enpty certificate nmessage. Since the attacker

(i npersonating the EAP-TLS server) does not provide a proof-of-
possession of the private key until the Finished nessage when a
static RSA key exchange is used, an EAP-TLS peer may inadvertently
disclose its identity (usernanme) to an attacker. Therefore, it is
RECOMVENDED f or EAP-TLS peers to not use EAP-TLS with TLS 1.2 and
static RSA-based cipher suites without privacy. This inplies that an
EAP- TLS peer SHOULD NOT continue the EAP authentication attenpt if a
TLS 1.2 EAP-TLS server sends an EAP-TLS/ Request with a TLS al ert
message in response to an enpty certificate nessage fromthe peer

.9. Pervasive Mnitoring
This is a new section when conpared to [ RFC5216].
Pervasive nonitoring refers to wi despread surveillance of users. In

the context of EAP-TLS, pervasive nonitoring attacks can target EAP-
TLS peer devices for tracking them (and their users) when they join a
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network. By encrypting nore information, mandating the use of
privacy, and always providing forward secrecy, EAP-TLS with TLS 1.3
of fers much better protection against pervasive nonitoring. In
addition to the privacy attacks di scussed above, surveillance on a
| arge scal e may enabl e tracking of a user over a w de geographica
area and across different access networks. Using information from
EAP- TLS together with information gathered from other protocols
increases the risk of identifying individual users.

In TLS 1.3, the post-handshake key update nechani sm provi des forward
secrecy for the traffic secrets. EAP-TLS 1.3 does not provide a
sim lar mechani smfor MSK and EMSK. | npl enmentation using the
exported MSK and EMSK can achi eve forward secrecy by frequently
deriving new keys in a sinmlar way as described in Section 7.2 of

[ RFCB8446] .

10. Discovered Vulnerabilities

This is a new section when conpared to [ RFC5216].

Over the years, there have been several serious attacks on earlier
versi ons of Transport Layer Security (TLS), including attacks on its
nmost conmonly used ci phers and nodes of operation. [RFC7457]

summari zes the attacks that were known at the tine of publishing, and
BCP 195 [ RFC7525] [ RFC8996] provi des recomrendati ons and requirenents
for inproving the security of deployed services that use TLS

However, many of the attacks are | ess serious for EAP-TLS as EAP-TLS
only uses the TLS handshake and does not protect any application
data. EAP-TLS inplenentations MJST mitigate known attacks. EAP-TLS
i mpl ementations need to nonitor and foll ow new EAP- and TLS-rel ated
security guidance and requirenents such as [ RFC8447] and [ RFC9155].

11. Cross-Protocol Attacks

This is a new section when conpared to [ RFC5216].

Allowi ng the sanme certificate to be used in multiple protocols can
potentially allow an attacker to authenticate via one protocol and
then "resunme" that session in another protocol. Section 2.2 suggests
that certificates typically have one or nore FQDNs in the SAN
extension. However, those fields are for EAP validation only and do
not indicate that the certificates are suitable for use with HTTPS or
ot her protocols on the named host.

Section 2.1.3 suggests that authorization rules should be reapplied
on resunption but does not nandate this behavior. As a result, this
cross-protocol resunption could allow the attacker to bypass

aut hori zation policies and to obtain undesired access to secured
systens. Along with making sure that appropriate authorization
information is available and used during resunption, using different
certificates and resunption caches for different protocols is
RECOMVENDED to hel p keep different protocol usages separate.
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Appendi x A.  Updat ed References

The followi ng references in [ RFC5216] are updated as specified bel ow
when EAP-TLS is used with TLS 1. 3.

* Al references to [ RFC2560] are updated to refer to [ RFC6960].

* Al references to [RFC3280] are updated to refer to [ RFC5280].
Ref erences to Section 4.2.1.13 of [RFC3280] are updated to refer
to Section 4.2.1.12 of [RFC5280].

* Al references to [ RFC4282] are updated to refer to [ RFC7542].
Ref erences to Section 2.1 of [RFC4282] are updated to refer to
Section 2.2 of [RFC7542].
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