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Abst ract

Thi s docunent specifies how Bidirectional Forwardi ng Detection (BFD)
for multipoint networks can provide sub-second failover for routers
that participate in Protocol |ndependent Milticast - Sparse Mde
(PIMSM. An extension to the PIMHello nessage used to bootstrap a
poi nt-to-nmultipoint BFD session is also defined in this docunent.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc9186

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided w thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents
1. nt roducti on

Conventions Used in This Docunent

1. Term nol ogy

2. Requirenents Language

Di scrimnator PIMHello Option

. Using P2MP BFD in PI M Router Mnitoring

. P2WP BFD in PIM DR Load Bal anci ng

.3. Miltipoint BFD Encapsul ation

3. | ANA Consi derati ons

4. Security Considerations

5. References
5.1. Normative References
5.2. Informative References

|
1.1
1.1
1.1
2. BFD
1
2
3

2
2
2



Acknowl edgnent s
Aut hors’ Addr esses

1. Introduction

Faster convergence in the control plane mnimzes the periods of
traffic loss due to the use of stale routing information, transient
routing | oops, and other situations that nay negatively affect
service data flow. Faster convergence in the control plane is
beneficial to unicast and multicast routing protocols.

[ RFC7761] is the current specification of the Protocol |ndependent

Mul ticast - Sparse Mode (PIMSM for IPv4 and | Pv6 networks. A
conform ng inplenentation of PIMSM el ects a Designated Router (DR)
on each PIMSMinterface. Wen a group of PIM SM nodes is connected
to a shared nedi a segnent, e.g., Ethernet, the node elected as the DR
acts on behalf of directly connected hosts in the context of the PIM
SM protocol. Failure of the DR inpacts the quality of the nulticast
services it provides to directly connected hosts because the default
failure detection interval for PIMSMrouters is 105 seconds.

Bi di rectional Forwarding Detection (BFD) [ RFC5880] was originally
defined to detect a failure of a point-to-point (P2P) path, single
hop [ RFC5881], or nultihop [RFC5883]. In sone Pl M SM depl oynents, a
P2P BFD can be used to detect a failure and enable faster failover.

[ RFC8562] extends the BFD base specification [ RFC5880] for rmultipoint
and nul ticast networks, which natches the depl oynent scenarios for

Pl M SM over a LAN segnent. A BFD systemin a point-to-nultipoint
(P2MP) environment that transmits BFD Control nessages using the BFD
Demand node [ RFC5880] creates |ess BFD state than the Asynchronous
mode. P2MP BFD can enabl e faster detection of PIMSMrouter failure
conpared to PI MSM wi thout BFD and thus mnimzes nmulticast service
di sruption. The nonitored PIMSMrouter acts as the head and ot her
routers act as tails of a P2MP BFD session. This docunent defines
the monitoring of a PIM SMrouter using P2MP BFD. This docunent al so
defines the extension to PIM SM[RFC7761] to bootstrap a Pl M SM
router to join in the P2MP BFD sessi on over a shared nedi a segnent.

1.1. Conventions Used in This Document
1.1.1. Term nol ogy

Thi s docunent uses term nol ogy defined in [ RFC5880], [RFC8562], and
[RFC7761]. Familiarity with these specifications and the term nol ogy
used i s expected.

1.1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. BFD Discrimnator PIMHell o Option

Figure 1 displays the new optional BFD Discrimnator PIMHello Option
to bootstrap a tail of the P2MP BFD sessi on:
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Figure 1. BFD Discrimnator PIMHello Option
where new fields are interpreted as:
OptionType: 39
OptionLength: MJST be set to 4.

HeadDi scrinminator: the 4-octet field MJUST be included in the BFD
Di scrimnator PIMSM Hell o Option. The value MJUST NOT be zero.
It equals the value of My Discrimnator [RFC5880] allocated by the
head.

If the value of the OptionLength field is not equal to 4, the BFD
Discrimnator PIMHello Option is considered mal formed, and the

recei ver MJST stop processing PIMHello Options. |If the value of the
HeadDi scrim nator field equals zero, then the BFD Discrimnator PIM
Hell o Option MUST be considered invalid, and the receiver MJST ignore
it. The receiver SHOULD | og a notification regarding the malforned
or invalid BFD Discrimnator Hello Option under the control of a
throttling | ogging mechani sm

.1. Using P2MP BFD in PI M Router Monitoring

If the head is no |onger serving the function that pronpted it to be
moni tored, then it MJUST cease including the BFD Discrimnator PIM
Hello Option in its PIMHello nmessage, and it SHOULD shut down the
BFD session follow ng the procedures described in [ RFC8562],

Section 5.9.

The head MUST create a BFD session of type MiltipointHead [ RFC8562].
Note that any PIM SMrouter, regardless of its role, MAY becone a
head of a P2MP BFD session. To control the volune of BFD Control
traffic on a shared nmedi a segnent, an operator should carefully
select PIMSMrouters configured as a head of a P2MP BFD sessi on.
The head MUST include the BFD Discrimnator PIMHello OQption in its
PI M Hel | o nessages.

A PIMSMrouter that is configured to nmonitor the head by using P2MP
BFD is referred to throughout this docunent as a "tail". Wen such a
tail receives a PIMHell o packet with the BFD Discrimnator PIMHello
Option, the tail MAY create a P2MP BFD session of type

Mul tipointTail, as defined in [ RFC8562].

The node that includes the BFD Discrimnator PIMHello Option
transmts BFD Control packets periodically. For the tail to
correctly demul tiplex BFD [ RFC8562], the source address and My

Di scrim nator of the BFD packets MJUST be the sane as the source
address and the HeadDi scrimnator, respectively, of the PIMHello
message. If that is not the case, the tail BFD node woul d not be
able to nonitor the state of the PIM SM node -- that is, the head of
the P2MP BFD session -- though the regular Pl M SM nechani sns renain
fully operational.

If the tail detects a MiltipointHead failure [ RFC8562], it MJST

del ete the correspondi ng nei ghbor state and foll ow procedures defined
in [RFC7761] for the DR and additional neighbor state deletion after
t he nei ghbor timeout expires.

If the head ceases to include the BFD Discrimnator PIM Hello Option
inits PIMHello nessage, the tail SHOULD cl ose the correspondi ng
Mul tipointTail BFD session without affecting the PIMstate in any
way. Thus, the tail stops using BFD to nonitor the head and reverts
to the procedures defined in [ RFC7761].
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2. P2MP BFD in PIM DR Load Bal anci ng

[ RFC8775] specifies the PI M Designated Router Load-Bal anci ng (DRLB)
functionality. Any PIMrouter that advertises the DR Load-Bal anci ng
Capability (DRLB-Cap) Hello Option can becone the head of a P2MP BFD
session, as specified in Section 2.1. The head router

adm nistratively sets the bfd. SessionState to Up in the

Mul ti poi nt Head session [ RFC8562] only if it is a G oup Designated
Router (GDR) Candi date, as specified in Sections 5.5 and 5.6 of
[RFC8775]. If the router is no longer the CDR then it MJUST shut
down follow ng the procedures described in [ RFC8562], Section 5.9.
For each GDR Candi date that includes the BFD Discrimnator Option in
its PIMHello, the PIM DR MJST create a MiultipointTail session

[ RFC8562]. PIM DR denul tipl exes BFD sessi ons based on the val ue of
the My Discrimnator field and the source I P address. |If PIMDR
detects a failure of one of the sessions, it MJST renpve that router
fromthe GDR Candidate list and i mediately transmt a new DRLB-Li st
opti on.

3. Miltipoint BFD Encapsul ation

The Mul tipoi nt Head of a P2MP BFD session when transnitting BFD
Control packets:

* MJST set the TTL or Hop Limt value to 255 ([ RFC5881], Section 5).
Simlarly, all received BFD Control packets that are denultipl exed
to the session MJST be discarded if the received TTL or Hop Limt
is not equal to 255, and

* MJST use the group address ALL-PI M ROUTERS ("224.0.0.13" for |Pv4
and "ff02::d" for IPv6) as the destination |IP address.

| ANA Consi der ati ons

| ANA has all ocated a new OptionType value in the "PIMHello Options”
registry according to Table 1:

[ ittty bl gy p—p— L ———————
| Value | Length | Nane | Reference |
B bl oo el s oo el oo o}
| 39 | 4 | BFD Discrimnator Option | RFC 9186 |
+------- +---- - - - T F--- - - - +

Table 1: BFD Discrimnator Option Type
Security Considerations

Thi s docunent defines a way to accelerate detection of a failure that
affects PIMfunctionality by using BFD. The operation of either
protocol is not changed.

The security considerations discussed in [ RFC5880], [RFC5881],
[ RFC7761], [RFC8562], and [ RFC8775] apply to this docunent.
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