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Abst ract
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I nt roducti on

TRILL (Transparent Interconnection of Lots of Links) [RFC6325]
[ RFC7780] nultilevel techniques are designed to inprove TRILL
scal ability issues.

"Alternatives for Miultilevel Transparent |nterconnection of Lots of
Links (TRILL)" [RFC8243] is an educational docunent to explain
multilevel TRILL and list possible concerns. It does not specify a
protocol. As described in [RFC3243], there have been two proposed
approaches. One approach, which is referred to as the "unique

ni cknanme" approach, gives unique nicknames to all the TRILL switches
in the nultilevel canpus either by having the Level 1/Level 2 border
TRILL switches advertise which nicknanes are not avail able for
assignnent in the area or by partitioning the 16-bit nickname into an
"area" field and a "nicknane inside the area" field. [RFC8397] is
the Standards Track docunent specifying a "unique ni ckname" flavor of
TRILL nultilevel. The other approach, which is referred to in

[ RFC8243] as the "aggregated ni cknane" approach, involves assigning
ni cknames to the areas, and all ow ng nicknames to be reused inside
different areas, by having the border TRILL switches rewite the

ni cknanme fields when entering or |eaving an area. [RFC8243] makes
the case that, while unique nicknane nultilevel solutions are

si mpl er, aggregated ni cknane sol utions scale better

The approach specified in this Standards Track document is somewhat
simlar to the "aggregated ni ckname" approach in [RFC8243] but with a
very inportant difference. |In this docunent, the nickname of an area
border RBridge is used in both Level 1 (L1) and Level 2 (L2). No
addi tional nicknanes are assigned to represent L1 areas as such.
Instead, multiple border RBridges are allowed and each L1 area is
denoted by the set of all nicknanmes of those border RBridges of the
area. For this approach, nicknanes in the L2 area MJST be uni que but
ni cknanmes inside an L1 area can be reused in other L1 areas that al so
use this approach. The use of the approach specified in this
docunent in one L1 area does not prohibit the use of other approaches
in other L1 areas in the same TRILL canpus, for exanple the use of

t he uni que ni ckname approach specified in [ RFC8397]. The TRILL
packet format is unchanged by this docunent, but data pl ane
processing is changed at Border RBridges and efficient high volune
data flow at Border RBridges mght require forwardi ng hardware
change.

Acronyns and Term nol ogy

Area Border RBridge: A border RBridge between a Level 1 area and
Level 2.

Data Label: VLAN or Fine-Gained Label (FQ).

DBRB: Desi gnat ed Border RBridge



IS-1S: Internediate Systemto Internediate System[IS-19].

Level: Sinmilar to IS-1S, TRILL has Level 1 for intra-area and
Level 2 for inter-area. Routing information is exchanged between
Level 1 RBridges within the same Level 1 area, and Level 2
RBri dges can only formrel ationshi ps and exchange i nformation with
ot her Level 2 RBridges.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Fam liarity with [RFC6325] is assuned in this docunent.
Ni ckname Handl i ng on Border RBridges

This section provides an illustrative exanple and description of the
border | earning border RBridge nicknanes.

Area {2, 20} Level 2 Area {3, 30}

27 | | 39 I I 44

| | | | | |
| S--RB27---RX--Rz----RB2---Rb---Rc--Rd- - - Re- - RB3- - - Rk- - RB44- - - D

I I
| ----RB20--- ----RB30- - - |

Figure 1: An Exanpl e Topology for TRILL Miltil evel

In Figure 1, RB2, RB20, RB3, and RB30 are area border TRILL switches
(RBridges). Their nicknanes are 2, 20, 3, and 30, respectively, and
are used as TRILL switch identifiers in their areas [RFC6325]. Area
border RBridges use the set of border nicknanes to denote the L1 area
that they are attached to. For example, RB2 and RB20 use ni cknanes
{2,20} to denote the L1 area on the left.

A source Sis attached to RB27 and a destination Dis attached to
RB44. RB27 has a nicknane (say, 27), and RB44 has a ni ckname (say,
44). (In fact, they could even have the sane ni cknanme, since the
TRILL switch nickname will not be visible outside these Level 1
areas.)

.1. Actions on Unicast Packets

Let’s say that S transnmits a frame to destination D and let’s say
that D' s | ocation has been | earned by the relevant TRILL swi tches
al ready. These relevant switches have | earned the foll ow ng:

1) RB27 has learned that D is connected to ni ckname 3.

2) RB3 has learned that Dis attached to nicknanme 44.

The foll owi ng sequence of events wll occur:

1. Stransmits an Ethernet frame with source MAC = S and destination
MAC = D.

2. RB27 encapsulates with a TRILL header with ingress RBridge = 27
and egress RBridge = 3 producing a TRILL Data packet.

3. RB2 and RB20 have announced in the Level 1 IS-IS area designated
{2,20} that they are attached to the nicknanmes of all the border
RBridges in the Level 2 area including RB3 and RB30. Therefore,



IS-1S routes the packet to RB2 (or RB20, if RB20 is on the | east-
cost route from RB27 to RB3).

4. RB2, when transitioning the packet fromLevel 1 to Level 2,
repl aces the ingress TRILL switch nickname with its own nicknane,
replacing 27 with 2. Wthin Level 2, the ingress RBridge field
in the TRILL header will therefore be 2, and the egress RBridge
field will be 3. (The egress nickname MAY be replaced with any
area ni cknane selected from{3,30} such as 30. See Section 4 for
the detail of the selection nmethod. Here, suppose the egress
ni ckname remains 3.) Also, RB2 learns that Sis attached to
ni ckname 27 in area {2,20} to accommpdate return traffic. RB2
SHOULD synchroni ze with RB20 using the End Station Address
Distribution Information (ESADI) protocol [RFC7357] that MAC = S
is attached to nickname 27.

5. The packet is forwarded through Level 2, to RB3, which has
advertised, in Level 2, its L2 nicknane as 3.

6. RB3, when forwarding into area {3, 30}, replaces the egress
ni ckname in the TRILL header with RB44’s ni cknanme (44) based on
| ooking up D. (The ingress nicknane MAY be replaced with any
area ni cknane selected from{2,20}. See Section 4 for the detai
of the selection nethod. Here, suppose the ingress nicknanme
remains 2.) So, within the destination area, the ingress
nicknamre will be 2 and the egress nickname will be 44.

7. RB44, when decapsulating, learns that S is attached to ni cknane
2, which is one of the area ni cknames of the ingress.

.2. Actions on Miulti-destination Packets

Distribution trees for flooding of nulti-destination packets are

cal cul ated separately within each L1 area and in L2. Wen a nulti-
destination packet arrives at the border, it needs to be transitioned
either fromL1l to L2, or fromL2 to L1. Al border RBridges are
eligible for Level transition. However, for each nulti-destination
packet, only one of themacts as the Designated Border RBridge (DBRB)
to do the transition while other non-DBRBs MJST drop the received
copies. By default, the border RBridge with the smallest nicknane,
considered as an unsigned integer, is elected DBRB. All border

RBri dges of an area MJST agree on the mechani smused to determine the
DBRB | ocally. The use of an alternative is possible, but out of the
scope of this docunent; one such mechanismis used in Section 4 for

| oad bal anci ng.

As per [RFC6325], multi-destination packets can be classified into
three types: unicast packets with unknown destinati on MAC addresses
(unknown-uni cast packets), multicast packets, and broadcast packets.
Now suppose that D's | ocation has not been | earned by RB27 or the
frame received by RB27 is recogni zed as broadcast or nulticast. Wat
will happen within a Level 1 area (as it would in TRILL today) is
that RB27 will forward the packet as nulti-destination, setting its M
bit to 1 and choosing an L1 tree, which would fl ood the packet on
that distribution tree (subject to potential pruning).

When the copies of the multi-destination packet arrive at area border
RBri dges, non-DBRBs MUST drop the packet while the DBRB (say, RB2)
needs to do the Level transition for the nulti-destination packet.

For an unknown-uni cast packet, if the DBRB has | earned the
destination MAC address, it SHOULD convert the packet to unicast and
set its Mbit to 0. Oherwise, the nmulti-destination packet will
continue to be flooded as a multicast packet on the distribution
tree. The DBRB chooses the new distribution tree by replacing the
egress nicknanme with the new tree root RBridge nicknane fromthe area
the packet is entering. The follow ng sequence of events will occur:



1. RB2, when transitioning the packet fromLevel 1 to Level 2,
replaces the ingress TRILL switch nicknanme with its own nicknane,
replacing 27 with 2. RB2 al so MJST repl ace the egress RBridge
ni ckname with an L2 tree root RBridge nicknanme (say, 39). In
order to accomodate return traffic, RB2 records that Sis
attached to ni ckname 27 and SHOULD use the ESADI protoco
[ RFC7357] to synchronize this attachnent information with other
border RBridges (say, RB20) in the area.

2. RB20 will receive the packet flooded on the L2 tree by RB2. It
is inportant that RB20 does not transition this packet back to L1
as it does for a nulticast packet normally received from anot her
renote L1 area. RB20 shoul d exam ne the ingress nicknane of this

packet. If this nicknane is found to be a border RBridge
ni ckname of the area {2,20}, RB2 nust not forward the packet into
this area.

3. The multi-destination packet is flooded on the Level 2 tree to
reach all border routers for all L1 areas including both RB3 and
RB30. Suppose RB3 is the selected DBRB. The non- DBRB RB30 wil |
drop the packet.

4. RB3, when forwarding into area {3,30}, replaces the egress
ni ckname in the TRILL header with the root RBridge nickname of a
distribution tree of L1 area {3,30} -- say, 30. (Here, the
i ngress ni ckname MAY be replaced with a different area ni cknane
sel ected from{2,20}, the set of border RBridges to the ingress
area, as specified in Section 4.) Now suppose that RB27 has
| earned the | ocation of D (attached to nickname 3), but RB3 does
not know where D is because this information has fallen out of
cache or RB3 has restarted or sonme other reason. In that case,
RB3 rmust turn the packet into a nulti-destination packet and then
floods it on a distribution tree in the L1 area {3, 30}.

5. RB30 will receive the packet flooded on the L1 tree by RB3. It
is inportant that RB30 does not transition this packet back to
L2. RB30 should al so exami ne the ingress nicknane of this
packet. If this nickname is found to be an L2 Border RBridge
Ni ckname, RB30 nust not transition the packet back to L2

6. The multicast |istener RB44, when decapsul ating the received
packet, learns that Sis attached to nickname 2, which is one of
the area ni cknanes of the ingress.

See al so Appendi x A.
Per - Fl ow Load Bal anci ng

Area border RBridges performingress/egress nicknane repl acenent when
they transition TRILL Data packets between Level 1 and Level 2. The
egress nickname will again be replaced when the packet transitions
fromLevel 2 to Level 1. This nicknane repl acenent enabl es the per-
flow | oad bal ance, which is specified in the foll ow ng subsections.
The nmechani sm specified in Section 4.1 or that in Section 4.2 or both
is necessary in general to |oad-balance traffic across L2 paths.

.1. L2-to-L1 Ingress N cknane Repl acenent

VWhen a TRILL Data packet fromother L1 areas arrives at an area
border RBridge, this RBridge MAY sel ect one area ni ckname of the
ingress area to replace the ingress nicknane of the packet so that
the returning TRILL Data packet can be forwarded to this sel ected

ni ckname to hel p | oad-bal ance return unicast traffic over multiple
paths. The selection is sinply based on a pseudorandom al gorithm as
di scussed in Section 5.3 of [RFC7357]. Wth the random i ngress



ni ckname repl acement, the border RBridge actually achieves a per-flow
| oad bal ance for returning traffic.

Al'l area border RBridges for an L1 area MJST agree on the sane
pseudorandom al gorithm The source MAC address, ingress area

ni cknames, egress area ni cknanmes, and the Data Label of the received
TRILL Data packet are candidate factors of the input of this
pseudorandom al gorithm Note that the value of the destination MAC
address SHOULD be excluded fromthe input of this pseudorandom

al gorithm otherw se, the egress RBridge coul d see one source MAC
address flip-flopping among multiple ingress RBridges.

4.2. L1-to-L2 Egress N ckname Repl acenent

When a unicast TRILL Data packet originated froman L1 area arrives
at an area border RBridge of that L1 area, that RBridge MAY sel ect
one area ni ckname of the egress area to replace the egress nickname
of the packet. By default, it SHOULD choose the egress area border
RBridge with the |east cost route to reach or, if there are nultiple
equal cost egress area border RBridges, use the pseudorandom
algorithmas defined in Section 5.3 of [RFC7357] to select one. The
use of that al gorithm MAY be extended to sel ecti on anong sone stable
set of egress area border RBridges that include non-I|east-cost
alternatives if it is desired to obtain nore | oad spreading at the
cost of sometines using a non-least-cost Level 2 route to forward the
TRILL Data packet to the egress area.

5. Protocol Extensions for Discovery

The foll owi ng topol ogy change scenarios will trigger the discovery
processes as defined in Sections 5.1 and 5. 2:

* A new node comes up or recovers froma previous failure.
* A node goes down.
* A link or node fails and causes partition of an L1/L2 area.

* A link or node whose failure has caused partitioning of an L1/L2
area is repaired

5.1. Discovery of Border RBridges in L1

The following Level 1 Border RBridge APPsub-TLV will be included in
E-L1FS FS-LSP fragnent zero [ RFC7780] as an APPsub-TLV of the TRILL
GENI NFO- TLV. Through listening for this APPsub-TLV, an area border
RBri dge di scovers all other area border RBridges in this area.

B i T S S S s
ype = L1- BORDER- RBRI DGE | (2 bytes)
B et o i R S S
ength | (2 bytes)
N T e e e o ok NI e
nder Ni ckname | (2 bytes)
B T (i S i

+r— + -

&

+-
I
+-
I
+-
I
+-

+

Type: Level 1 Border RBridge (TRILL APPsub-TLV type 256)

Length: 2

Sender Ni ckname: The nicknane the originating 1S will use as the L1
Border RBridge Nicknane. This field is useful because the
originating I'S mght own nultiple nicknanes.

5.2. Discovery of Border RBridge Sets in L2



The foll owi ng APPsub-TLV will be included in an E-L2FS FS-LSP
fragnment zero [RFC7780] as an APPsub-TLV of the TRILL GENI NFO TLV.
Through listening to this APPsub-TLV in L2, an area border RBridge
di scovers all groups of L1 border RBridges and each such group
identifies an area.

B il s S S S S I S i

| Type = L1- BORDER- RB- GROUP | (2 bytes)
R i T S e L e

| Length | (2 bytes)
b Sk SR S NI S R R S

| L1 Border RBridge Nicknane 1 | (2 bytes)
B il s S S S S I S i
L- e R L E C R h o o +-L
| L1 Border RBridge N ckname k |
b Sk SR s S NI T R R S

(2 bytes)

Type: Level 1 Border RBridge G oup (TRILL APPsub-TLV type 257)

Length: 2 * k. If length is not a nultiple of 2, the APPsub-TLV is
corrupt and MJST be i gnored.

L1 Border RBridge N ckname: The nicknane that an area border RBridge
uses as the L1 Border RBridge N cknane. The L1- BORDER- RB- GROUP
TLV generated by an area border RBridge MJUST include all L1 Border
RBri dge Ni cknanes of the area. |It’'s RECOMVENDED that these k
ni cknames are ordered in ascending order according to the 2-octet
ni ckname consi dered as an unsi gned integer.

When an L1 area is partitioned [ RFC3243], border RBridges will re-

di scover each other in both L1 and L2 through exchanging LSPs. In
L2, the set of border RBridge nicknanes for this splitting area wll
change. Border RBridges that detect such a change MJST flush the
reachability information associated to any RBridge ni ckname fromthis
changi ng set.

One Border RBridge Connects Miltiple Areas

It's possible that one border RBridge (say, RB1l) connects multiple L1
areas. RB1 SHOULD use a single area nicknane for itself for al

these areas to mninize nickname consunption and the nunber of

ni cknanmes being advertised in L2; however, such a border RBridge

m ght have to hold multiple nicknanmes -- for exanple, it mght be the
root of nmultiple L1 or nultiple L2 distribution trees.

Ni cknames used within one of these L1 areas can be reused within
other areas. |It’s inportant that packets destined to those
duplicated nicknanes are sent to the right area. Since these areas
are connected to forma layer 2 network, duplicated {MAC, Data Label}
across these areas SHOULD NOT occur (see Section 4.2.6 of [RFC6325]
for tie breaking rules). Now suppose a TRILL Data packet arrives at
the area border nickname of RBl. For a unicast packet, RB1 can | ook
up the {MAC, Data Label} entry in its MACtable to identify the right
destination area (i.e., the outgoing interface) and the egress
RBridge’s nickname. For a nulticast packet for each attached L1
area: either RBlL is not the DBRB and RB1 will not transition the
packet, or RBlL is the DBRB. |If RBl is the DBRB, RBl1 follows the
follow ng rul es:

* |If this packet originated froman area out of the connected areas,
RB1 replicates this packet and floods it on the proper Level 1
trees of all the areas in which it acts as the DBRB.

* |f the packet originated fromone of the connected areas, RBl
replicates the packet it receives fromthe Level 1 tree and fl oods
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it on other proper Level 1 trees of all the areas in which it acts
as the DBRB except the originating area (i.e., the area connected
to the incoming interface). RB1 might also receive the
replication of the packet fromthe Level 2 tree. This replication
MUST be dropped by RB1. It recognizes such packets by their

i ngress ni ckname bei ng the nicknane of one of the border RBridges
of an L1 area for which the receiving border RBridge is DBRB

E- LIFS/ E- L2FS Backwards Conpatibility

Al'l Level 2 RBridges MJUST support E-L2FS [RFC7356] [RFC7780]. The
Ext ended TLVs defined in Section 5 are to be used in Extended Leve
1/2 Fl oodi ng Scope (E-L1FS/ E-L2FS) Protocol Data Units (PDUs). Area
border RBridges MJST support both E-L1FS and E-L2FS. RBridges that
do not support both E-L1FS or E-L2FS cannot serve as area border

RBri dges but they can appear in an L1 area acting as non-area-border
RBri dges.

Manageabi l ity Consi derations

If an L1 Border RBridge Nicknane is configured at an RBridge and that
RBri dge has both L1 and L2 adjacencies, the nultilevel feature as
specified in this docunent is turned on for that RBridge and normally
uses an L2 nicknane in both L1 and L2 although, as provided bel ow,
such an RBridge may have to fall back to nmultilevel unique nickname
behavi or [ RFC8397], in which case it uses this L1 nicknane. In
contrast, unique nickname nultilevel as specified in [RFC8397] is
enabl ed by the presence of L1 and L2 adjacencies without an L1 Border
RBri dge Ni ckname bei ng configured. RBridges supporting only unique
ni ckname multil evel do not support the configuration of an L2 Border
RBri dge Ni ckname. RBridges supporting only the single-level TRILL
base protocol specified in [RFC6325] do not support L2 adjacenci es.

RBri dges that support and are configured to use single nicknanme

mul tilevel as specified in this docunment MJST support uni que ni cknane
multilevel [RFC8397]. If there are nultiple border RBridges between
an L1 area and L2, and one or nore of themonly support or are only
configured for unique nickname nultilevel [RFC8397], any of these
border RBridges that are configured to use single nicknane nultil eve
MUST fall back to behaving as a uni que ni ckname border RBridge for
that L1 area. Because overlapping sets of RBridges may be the border
RBridges for different L1 areas, an RBridge supporting single

ni ckname MJUST be able to sinmultaneously support single nicknanme for
some of its L1 areas and uni que nicknane for others. For exanple,
RB1 and RB2 mi ght be border RBridges for L1 area Al using single

ni ckname while RB2 and RB3 are border RBridges for area A2. |If RB3
only supports uni que nicknames, then RB2 nust fall back to unique

ni ckname for area A2 but continue to support single nickname for area
Al. (Operators SHOULD be notified when this fallback occurs. The
presence of border RBridges using unique nicknane multilevel can be
det ect ed because they advertise in L1 the bl ocks of nicknanes
available within that L1 area

I'n both the uni que ni ckname approach specified in [ RFC8397] and the
singl e ni cknanme aggregated approach specified in this docunment, an
RBri dge that has L1 and L2 adjacencies uses the same nicknane in L1
and L2. If an RBridge is configured with an L1 Border RBridge

Ni cknanme for any a Level 1 area, it uses this nicknane across the
Level 2 area. This L1 Border RBridge N cknane cannot be used in any
other Level 1 area except other Level 1 areas for which the same
RBridge is a border RBridge with this L1 Border RBridge N cknane
confi gur ed.

In addition to the manageability considerations specified above, the
manageabi lity specifications in [RFC6325] still apply.
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Border RBridges replace ingress and/or egress nicknane when a TRILL
Dat a packet traverses a TRILL L2 area. A TRILL Operati ons,

Adm ni stration, and Mai ntenance (OAM nessage wll be forwarded
through the multilevel single nicknane TRILL canmpus using a MAC
address belonging to the destination RBridge [ RFC7455].

Security Considerations
For general TRILL Security Considerations, see [ RFC6325].

The newly defined TRILL APPsub-TLVs in Section 5 are transported in
IS-1S PDUs whose authenticity can be enforced using regular IS 1S
security nmechanism[1S-1S] [ RFC5310]. Malicious devices may al so
fake the APPsub-TLVs to attract TRILL Data packets, interfere with
multil evel TRILL operation, induce excessive state in TRILL switches
(or in any bridges that nmay be part of the TRILL canpus), etc. For
this reason, RBridges SHOULD be configured to use the IS-IS

Aut hentication TLV (10) in their 1S-1S PDUs so that IS- IS security

[ RFC5310] can be used to authenticate those PDUs and discard themif
they are forged.

Using a variation of aggregated ni cknanmes, and the resulting possible
duplication of nicknanes between areas, increases the possibility of
a TRILL Data packet being delivered to the wong egress RBridge if
areas are unexpectedly merged as conpared with a schene where all

ni cknames in the TRILL canpus are, except as a transient condition,
uni que such as the schene in [RFC8397]. However, in many cases, the
data woul d be discarded at that egress RBridge because it woul d not
mat ch a known end station Data Label / MAC address.

| ANA Consi der ations

| ANA has all ocated two new types under the TRILL GENI NFO TLV

[ RFC7357] fromthe range all ocated by Standards Action [ RFC8126] for
the TRILL APPsub-TLVs defined in Section 5. The follow ng entries
have been added to the "TRILL APPsub-TLV Types under |1S-1S TLV 251
Application ldentifier 1" registry on the TRILL Paranmeters | ANA web

page.

[ bl oo s s e
| Type | Name | Reference |
B ool oo bl el
| 256 | L1-BORDER-RBRIDGE | RFC 9183 |
+------ I i I R F-- - - - +
| 257 | L1-BORDER-RB-GROUP | RFC 9183 |
+------ Feom e e e e m - - - I +
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Appendi x A, Level Transition Carification

It’s possible that an L1 RBridge is only reachable froma non- DBRB
border RBridge. |If this non-DBRB RBridge refrains from Level
transition, the question is, how can a nmulticast packet reach this L1
RBri dge? The answer is, it will be reached after the DBRB perforns
the Level transition and floods the packet using an L1 distribution
tree.



Take the following figure as an exanple. RB77 is reachable fromthe
border RBridge RB30 while RB3 is the DBRB. RB3 transitions the
mul ti cast packet into L1 and floods the packet on the distribution
tree rooted fromRB3. This packet is finally flooded to RB77 via
RB30.

Area{ 3, 30}
R LR + (root) RB3 o
I I \
-RB3 | | o RB30
| | I /
- RB30- RB77 | RB77 o
R +
Exanpl e Topol ogy L1 Tree

In the above exanple, the nulticast packet is forwarded al ong a non-
optimal path. A possible inprovement is to have RB3 configured not
to belong to this area. In this way, RB30 will surely act as the
DBRB to do the Level transition.
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