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I ntroduction

The | ETF has specified YANG nodul es for VPN services, e.g., the Layer
3 VPN Service Mddel (L3SM [RFC8299] or the Layer 2 VPN Service Mdel
(L2SM [RFC8466]. Oher relevant YANG data nodels are the Layer 3
VPN Net wor k Model (L3NM [RFC9182] and the Layer 2 VPN Network Mdel
(L2NM [L2NM YANG . There are common data nodes and structures that
are present in all of these nodels or at |east a subset of them

Thi s docunent defines a common YANG nodul e that is neant to be reused
by various VPN-rel ated nodul es such as the L3NM [ RFC9182] and the
L2NM [ L2ZNM YANG : "i etf-vpn-comon" (Section 4).

The "ietf-vpn-comon" nodul e includes a set of identities, types, and
groupings that are neant to be reused by other VPN-rel ated YANG

modul es i ndependently of their layer (e.g., Layer 2, Layer 3) and the
type of the nodule (e.g., network nodel, service nodel), including
possi ble future revisions of existing nodels (e.g., the L3SM

[ RFC8299] or the L2SM [ RFC8466]) .

Ter mi nol ogy

The term nol ogy for describing YANG nodul es is defined in [ RFC7950].

The neani ngs of the synbols in tree diagrans are defined in
[ RFC8340] .

The reader may refer to [ RFC4026] and [ RFC4176] for VPN-rel ated
terns.

Thi s docunent inherits many terns from|[RFC8299] and [ RFC8466] (e.g.,

Enhanced Mobil e Broadband (eMBB), Utra-Reliable and Low Latency

Comuni cations (URLLC), Massive Machi ne Type Conmunications (nmMrC)).
Description of the VPN Commobn YANG Modul e

The "ietf-vpn-comon" nodul e defines a set of common VPN-rel ated
features, including the follow ng:

Encapsul ati on features, such as the foll ow ng:
* dot 1Q [ | EEE802. 1Q,

*  Q nQ [ EEE802. lad],

* link aggregation [|EEE802. 1AX], and

* Virtual eXtensible Local Area Networks (VXLANs) [RFC7348].
Mul ticast [ RFC6513].

Routing features, such as the foll ow ng:
*  BGP [ RFC4271],

*  OSPF [ RFC4577] [ RFC6565],
* 1S 1S [1S010589],
* R P [ RFC2080] [ RFC2453],

* Bidirectional Forwarding Detection (BFD) [RFC5880] [RFC7880],
and

* Virtual Router Redundancy Protocol (VRRP) [RFC5798].



Al so, the nodul e defines a set of identities, including the
fol | owi ng:

"service-type': Used to identify the VPN service type. Exanples of
supported service types are as follows:

*  L3VPN,

* Virtual Private LAN Service (VPLS) using BGP [ RFC4761],

* VPLS using the Label Distribution Protocol (LDP) [RFC4A762],
* Virtual Private Wre Service (VPW5) [RFC3214],

*  BGP MPLS-Based Ethernet VPN [ RFC7432],

* Ethernet VPN (EVPN) [ RFC8365], and

* Provider Backbone Bridging Conbined with Ethernet VPN
(PBB- EVPN) [ RFC7623].

"vpn-signaling-type': Used to identify the signaling node used for a
gi ven service type. Exanples of supported VPN signaling types are
as foll ows:

* L2VPNs using BGP [ RFC6624],
* LDP [ RFC5036], and
* Layer Two Tunneling Protocol (L2TP) [ RFC3931].

The nodul e covers both | Pv4 [ RFCO791] and | Pv6 [ RFC8200] identities.
It also includes multicast-related identities such as Internet G oup
Managenment Protocol version 1 (I1Gwvl) [RFC1112], |1QGwv2 [ RFC2236],

| GWv3 [ RFC3376], Multicast Listener Discovery version 1 (MDv1)

[ RFC2710], M.Dv2 [RFC3810], and Protocol I|ndependent Multicast (PIM
[ RFC7761] .

The reader should refer to Section 4 for the full |ist of supported
identities (identities related to address famlies, VPN topol ogies,

networ k access types, operational and admi nistrative status, site or
node rol e, VPN service constraints, routing protocols, route inport

and export policies, bandwidth, Quality of Service (QS), etc.).

The "ietf-vpn-comon" nodul e al so contains a set of reusable VPN
rel ated groupings. Figure 1 provides the tree diagramthat depicts
the conmon groupings for the "ietf-vpn-comon" nodul e.

nmodul e: ietf-vpn-comon
groupi ng vpn-description

+-- vpn-id? vpn-id
+-- vpn-nane? string
+-- vpn-description? string
+-- custoner - nane? string

groupi ng vpn-profile-cfg:
+-- valid-provider-identifiers
+-- external -connectivity-identifier* [id]
| {external - connectivity}?
| +--id string
+-- encryption-profile-identifier* [id]

| +--1id string
+-- qos-profile-identifier* [id]
| +--id string

+-- bfd-profile-identifier* [id]
| +--id string
+-- forwarding-profile-identifier* [id]



| +--id string
+-- routing-profile-identifier* [id]
+-id string
groupi ng oper-status-tinestanp:
+--ro status? i dentityref
+--ro | ast-change? yang: dat e-and-ti ne
groupi ng service-stat us:
+-- status
+-- admi n-status

| +-- status? i dentityref
| +-- last-change? yang: dat e-and-ti ne
+--r0 oper-status
+--ro status? identityref
+--ro | ast-change? yang: dat e-and-ti ne
groupi ng under |l ay-transport:
+-- (type)?

+--:(abstract)
| +-- transport-instance-id? string

| +-- instance-type? identityref
+--:(protocol)
+-- protocol * i dentityref

groupi ng vpn-route-targets:
+-- vpn-target* [id]

| +--id uint8

| +-- route-targets* [route-target]

| | +-- route-target rt-types:route-target

| +-- route-target-type rt-types:route-target-type

+-- vpn-policies
+-- inport-policy? string
+-- export-policy? string
groupi ng route-distingui sher

gr oupi ng vpn-conponent s- gr oup
+-- groups
+-- group* [group-id]
+-- group-id string
groupi ng pl acenent-constraints:
+-- constraint* [constraint-type]

+-- constraint-type? i dentityref
+-- target
+-- (target-flavor)?
+--:(id)

| +-- group* [group-id]
+-- group-id string
+--:(all -accesses)
| +-- all-other-accesses? enpty
+--:(all-groups)
+-- all-other-groups? enpty
groupi ng ports:

grbﬁbing gos-cl assi fication-policy:

Figure 1: VPN Conmon Tree
The descriptions of the common groupi ngs are provi ded bel ow.

"vpn-description’
A YANG groupi ng that provides conmon admi ni strative VPN
informati on such as an identifier, a name, a textual description,
and a customer nane.

"vpn-profile-cfg’
A YANG groupi ng that defines a set of valid profiles (encryption,
routing, forwarding, etc.) that can be bound to a Layer 2/3 VPN
Thi s docunent does not make any assunptions about the structure of



such profiles but allows "gluing"” a VPN service with other
paraneters that can be required locally to provide val ue-added
features to requesting custoners.

For exanple, a service provider may provide external connectivity
to a VPN custoner (e.g., to a private or public cloud, Internet).
Such a service may involve tweaking both filtering and NAT rul es
(e.g., binding a Virtual Routing and Forwarding (VRF) interface
with a NAT instance as discussed in Section 2.10 of [RFC8512]).
These val ue-added features nmay be bound to all, or a subset of,
networ k accesses. Some of these val ue-added features may be

i mpl emented in nodes other than Provider Edges (PEs) (e.g., a P
node or even a dedicated node that hosts the NAT function).

El aborating on the structure of these profiles is beyond the scope
of this docunent.

' oper-status-tinestanp’:
A YANG groupi ng that defines the operational status updates of a
VPN service or conponent.

' service-status’
A YANG groupi ng that defines the adninistrative and operationa
status of a conponent. The grouping can be applied to the whole
service or an endpoint.

"underl ay-transport’:
A YANG groupi ng that defines the type of the underlay transport
for a VPN service or how that underlay is set.

The underl ay transport can be expressed as an abstract transport
instance (e.g., an identifier of a VPN+ instance

[ Enhanced- VPN- Franmewor k], a virtual network identifier

[ ACTN- VN- YANG [ RFC8453], or a network slice nane

[ Net wor k- Sli ces- Framework]) or as an ordered list of the actua
protocols to be enabled in the network.

The nodul e supports a rich set of protocol identifiers that can be
used, for exanple, to refer to an underlay transport. Exanples of
supported protocols are as foll ows:

* |Pin |IP [RFC2003] [RFC2473],

* Ceneric Routing Encapsulation (GRE) [RFCL701] [RFC1702]
[ RFC7676] ,

* MPLS in UDP [ RFC7510],

* Ceneric Network Virtualization Encapsul ati on (Geneve)
[ RFC8926] ,

* Segnent Routing (SR) [ RFC8660] [RFC8663] [RFC8754],

* Resource ReSerVation Protocol (RSVP) with traffic engineering
ext ensi ons [ RFC3209], and

* BGP with | abel ed prefixes [RFC8277].

‘vpn-route-targets’
A YANG groupi ng that defines Route Target (RT) inport/export rules
used in a BGP-enabled VPN. This grouping can be used for both
L3VPNs [ RFC4364] and L2VPNs [RFC4664]. Note that this is nodel ed
as a list to ease the reuse of this grouping in nodul es where an
RT identifier is needed (e.g., associating an operator with RTS).

"rout e-di stinguisher’:



A YANG groupi ng that defines Route Distinguishers (RDs).

As depicted in Figure 2, the nodul e supports the followi ng RD
assi gnnent nodes: direct assignnment, full automatic assignnent,
automati c assignment froma given pool, and no assignment.

Al so, the nodul e acconmopdat es depl oynents where only the Assigned
Nunber subfield of RDs (Section 4.2 of [RFC4364]) is assigned from
a pool while the Adm nistrator subfield is set to, for exanple,
the Router IDthat is assigned to a VPN node. The nodul e supports
three nodes for nanagi ng the Assigned Nunber subfield: explicit
assi gnnent, automatic assignment froma given pool, and ful

aut omati c assi gnnent.

groupi ng route-di stingui sher
+-- (rd-choice)?
+--:(directly-assigned)

| +-- rd? rt-types:route-distinguisher
+--:(directly-assigned-suffix)
|  +-- rd-suffix? ui nt 16

+--: (aut o- assi gned)
| +-- rd-auto
| +-- (aut o- node) ?
| |  +--:(frompool)
| | +-- rd-pool - name? string
| | +--:(full-auto)
| | +-- auto? enpty
| +--ro0 aut o-assigned-rd?
| | rt-types:route-distinguisher
+--: (aut o- assi gned- suf fi x)
| +-- rd-auto-suffix
| +-- (aut o- node) ?
| |  +--:(frompool)
| | | +-- rd-pool-nanme? string
| | +--:(full-auto)
| | +-- auto? enpty
| +--ro0 aut o-assigned-rd-suffix? uint 16
+--:(no-rd)
+-- no-rd? enpty

Figure 2: Route Distinguisher Gouping Subtree

' vpn- conponent s- gr oup’
A YANG grouping that is used to group VPN nodes, VPN network
accesses, or sites. For exanple, diversity or redundancy
constraints can be applied on a per-group basis.

" pl acenment - constraints’
A YANG grouping that is used to define the placenent constraints
of a VPN node, VPN network access, or site.

‘ports’:
A YANG groupi ng that defines ranges of source and destination port
nunbers and operators. The subtree of this grouping is depicted
in Figure 3.

groupi ng ports:
+-- (source-port)?
| +--:(source-port-range-or-operator)
| +-- source-port-range-or-operator
| +-- (port-range-or-operator)?
| +--:(range)
| | +-- lower-port i net: port-nunber
| | +-- upper-port i net: port-nunber
| +--:(operator)
| +-- operator? oper at or



+-- port i net: port-nunber
+-- (destination-port)?
+--:(destinati on-port-range-or-operator)
+-- destination-port-range-or-operator
+-- (port-range-or-operator)?
+--:(range)

| +-- lower-port i net: port-nunber
| +-- upper-port i net: port-nunber
+--:(operator)

+-- operator? oper at or

+-- port i net: port-nunber

Figure 3: Port Nunmbers G ouping Subtree

" qos-classification-policy':
A YANG groupi ng that defines a set of QoS classification policies
based on various Layer 3/4 and application match criteria. The
subtree of this grouping is depicted in Figure 4.

The QoS match criteria reuse groupings that are defined in the
packet fields nmodule "ietf-packet-fields" (Section 4.2 of
[ RFC8519] ) .

Any Layer 4 protocol can be indicated in the ’'protocol’ data node
under '13, but only TCP- and UDP-specific match criteria are

el aborated on in this version, as these protocols are w dely used
in the context of VPN services. Future revisions can be
considered to add other Layer-4-specific paraneters (e.g., the
Stream Control Transnission Protocol [RFC4960]), if needed.

Sone transport protocols use existing protocols (e.g., TCP or UDP)
as the substrate. The match criteria for such protocols may rely
upon the 'protocol’ under 'I3, TCP/UDP match criteria as shown in
Figure 4, part of the TCP/UDP payl oad, or a conbination thereof.
This version of the nmodul e does not support such advanced match
criteria. Future revisions of the nodule may consi der addi ng
match criteria based on the transport protocol payload (e.g., by
means of a bitmask match).

groupi ng qos-cl assification-policy:
+-- rule* [id]
+-id string
+-- (match-type)?
|  +--:(match-fl ow)

+-- (13)?

c(ipvd)

+-- ipv4d
+-- dscp? i net:dscp
+-- ecn? uint8
+-- |l ength? uintl6
+-- ttl? uint8
+-- protocol ? uint8
+-- ihl? uint8
+-- offset? uint 16
+-- identification? ui nt 16

+-- (destination-network)?
| +--:(destination-ipv4-network)
| +-- destination-ipv4-network?
| inet:ipvéd-prefix
+-- (source-network)?
+--: (source-i pv4- net wor k)
+-- source-ipv4-net work?

+- -
I
I
|
I
I
I
I
| +-- flags? bits
|
I
I
I
I
I
|
I
I
| inet:ipvé-prefix



+-- dscp? i net:dscp

+-- ecn? uint8
+-- |l ength? uintl6
+- ttl? uint8
+-- protocol ? uint8

+-- (destination-network)?
| +--:(destination-ipv6-network)
+-- destination-ipv6-network?
| i net:ipv6-prefix
+-- (source-network)?
| +--:(source-ipv6-network)
| +-- source-ipv6-network?
| inet:ipv6-prefix
+-- flowl abel ?
i net:ipv6-flowl abel

+-- (14)?
+--:(tcp)
+-- tcp
+- - sequence- nunber ? ui nt 32
+- - acknow edgenent - nunber ? ui nt 32
+-- data-of fset? uint8
+-- reserved? uint8
+-- flags? bits
+-- W ndow si ze? uint 16
+-- urgent-pointer? uint 16
+-- options? bi nary

+-- (source-port)?

| +--:(source-port-range-or-operator)

| +-- source-port-range-or-operator

| +-- (port-range-or-operator)?

| +--:(range)

| | +-- lower-port

| | i net: port-nunber

| | +-- upper-port

| | i net: port-nunber

| +--:(operator)

| +-- operator? oper at or

| +-- port

| i net: port-nunber

+-- (destination-port)?

+--:(destinati on-port-range-or-operator)
+-- destination-port-range-or-operator
+-- (port-range-or-operator)?

+--:(range)
| +-- lower-port
| ] i net: port-nunber
| +-- upper-port
| i net: port-nunber
+--:(operator)

+-- operator? oper at or
+-- port
i net: port-nunber
+--: (udp)
+-- udp
+-- | ength? uint 16

+-- (source-port)?

| +--:(source-port-range-or-operator)
| +-- source-port-range-or-operator
| +-- (port-range-or-operator)?
| +--:(range)

| | +-- lower-port

| | i net: port - nunber
| | +-- upper-port

| | i net: port-nunber
| +--:(operator)

| +-- operator? oper at or



| | +-- port
| i net: port - nunber
| +-- (destination-port)?
| +--:(destinati on-port-range-or-operator)
| +-- destination-port-range-or-operator
| +-- (port-range-or-operator)?
| +--:(range)
| | +-- lower-port
| | i net: port-nunber
| | +-- upper-port
| | i net: port-nunber
| +--:(operator)
| +-- operator? oper at or
| +-- port
| i net: port-nunber
+--:(match-application)
+-- match-application? i dentityref
+-- target-class-id? string

Figure 4: QS Cassification Subtree
4. Layer 2/3 VPN Common Mdul e

Thi s nodul e uses types defined in [ RFC6991], [RFC3294], and
[ RFC8519]. It also uses the extension defined in [ RFC8341].

<CODE BEG NS> file "ietf-vpn-common@022-02-11. yang"
nmodul e ietf-vpn-comon {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-vpn-comon";
prefix vpn-common

import ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";
}
inmport ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";

}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types, Section 3";
}

import ietf-packet-fields {
prefix packet-fields;
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";

}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Working G oup)";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsanwg/ >

WG List: <nmailto: opsawg@etf.org>

Edi t or: Mohamed Boucadair

<mai | t o: nohaned. boucadai r @r ange. con®
Aut hor : Sanmi er Bar gui

<mai | t 0: sam er. barguil gi ral do. ext @ el ef oni ca. con®
Edi t or: GCscar Conzal ez de Dios

<mai | t 0: oscar. gonzal ezdedi os@ el ef oni ca. con»



Aut hor: Qn W
<mailto:bill.w@uawei.com";
description

"Thi s YANG nodul e defines a conmon nodul e that is neant

to be reused by various VPN-rel ated nodules (e.g., the
Layer 3 VPN Service Mdel (L3SM, the Layer 2 VPN Service
Model (L2SM, the Layer 3 VPN Network Mddel (L3NM, and
the Layer 2 VPN Network Mdel (L2NM).

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9181; see the
RFC itself for full legal notices.";

revision 2022-02-11 {
description
"Initial revision.";
ref erence
"RFC 9181: A Common YANG Data Mddel for Layer 2 and Layer 3
VPNs";
}

[**x*xx%xx (ol | ection of VPN-related features ****x*x*x/
/*

* Features related to encapsul ati on schenes

*/

feature dot1lq {
description
"I ndi cates support for dot1Q encapsul ation.";
ref erence
"I EEE Std 802.1Q |EEE Standard for Local and Metropolitan
Area Networks--Bridges and Bridged
Net wor ks";

}

feature qing {
description
"Indi cates support for Q nQ encapsul ation.”;
reference
"I EEE Std 802. lad: | EEE Standard for Local and Metropolitan
Area Networks---Virtual Bridged Loca
Area Networks---Anendnent 4: Provider
Bri dges";
}

feature vxlan {
description
"Indi cates support for Virtual eXtensible Local Area
Net wor k (VXLAN) encapsul ation.";
reference
"RFC 7348: Virtual eXtensible Local Area Network (VXLAN)
A Framework for Overlaying Virtualized Layer 2
Net wor ks over Layer 3 Networks";

}

feature qi nany {
description



"I ndi cates support for Q nAny encapsul ati on
The outer VLANtag is set to a specific value, but
the inner VLAN tag is set to any.";

}

feature |l ag-interface {
description
"I ndi cates support for Link Aggregation G oups (LAGs)
bet ween VPN network accesses.";
reference
"I EEE Std 802. 1AX: | EEE Standard for Local and Metropolitan
Area Networks--Link Aggregation”;

}

/*
* Features related to nmulticast
*/

feature nulticast {
description
"I ndi cates support for nulticast capabilities in a VPN ";
ref erence
"RFC 6513: Multicast in MPLS/BGP | P VPNs";
}

feature igm {
description
"Indi cates support for the Internet G oup Managenent
Protocol (1GW).";
ref erence
"RFC 1112: Host Extensions for IP Milticasting
RFC 2236: Internet Group Managenent Protocol, Version 2
RFC 3376: Internet G oup Managenent Protocol, Version 3";

}

feature md {
description
"I ndi cates support for Multicast Listener Discovery (MD).";
ref erence
"RFC 2710: Milticast Listener Di scovery (M.D) for |Pv6
RFC 3810: Multicast Listener Discovery Version 2 (MDv2)
for 1PvE";

}

feature pim{
description
"I'ndi cates support for Protocol |ndependent Milticast
(PIM. "
ref erence
"RFC 7761: Protocol Independent Milticast - Sparse Mde
(PIMSM: Protocol Specification (Revised)";

}

/*
* Features related to address famly types
*/

feature ipvd {
description
"Indicates I Pv4 support in a VPN. That is, IPvd traffic
can be carried in the VPN, |Pv4 addresses/prefixes can
be assigned to a VPN network access, |Pv4 routes can be
installed for the Custoner Edge to Provider Edge (CE-PE)
link, etc.";
reference
"RFC 791: Internet Protocol";



}

feature ipv6 {
description
"I'ndi cates 1 Pv6 support in a VPN. That is, IPv6 traffic
can be carried in the VPN, | Pv6 addresses/prefixes can
be assigned to a VPN network access, |Pv6 routes can be
installed for the CE-PE link, etc.";
reference
"RFC 8200: Internet Protocol, Version 6 (IPv6)
Speci fication";

}

/*
* Features related to routing protocols
*/

feature rtg-ospf {
description
"I ndi cates support for OSPF as the Provider Edge to
Custonmer Edge (PE-CE) routing protocol.";
ref erence
"RFC 4577: OSPF as the Provider/Customer Edge Protoco
for BGP/MPLS IP Virtual Private Networks (VPNs)
RFC 6565: OSPFv3 as a Provider Edge to Custoner Edge
(PE-CE) Routing Protocol”;

}

feature rtg-ospf-shamlink {
description
"I ndi cates support for OSPF sham links.";
ref erence
"RFC 4577: OSPF as the Provider/Custoner Edge Protoco
for BGP/MPLS IP Virtual Private Networks (VPNs),
Section 4.2.7
RFC 6565: OSPFv3 as a Provider Edge to Custoner Edge
(PE-CE) Routing Protocol, Section 5";

}

feature rtg-bgp {
description
"I ndi cates support for BGP as the PE-CE routing protocol.";
reference
"RFC 4271: A Border Gateway Protocol 4 (BGP-4)";

}

feature rtg-rip {
description
"Indi cates support for RIP as the PE-CE routing protocol.";
ref erence
"RFC 2453: RIP Version 2
RFC 2080: RIPng for |Pv6";

}

feature rtg-isis {
description
"I ndi cates support for 1S-1S as the PE-CE routing
protocol . ";
reference
"1 SOL0589: Information technol ogy - Tel ecomuni cations and
i nformati on exchange between systens -
Internediate Systemto Internediate System
intra-domain routeing informati on exchange
protocol for use in conjunction with the protoco
for providing the connectionl ess-node network
service (1SO 8473)";



}

feature rtg-vrrp {
description
"I'ndi cates support for the Virtual Router Redundancy
Protocol (VRRP) in the CE-PE link.";
ref erence
"RFC 5798: Virtual Router Redundancy Protocol (VRRP)
Version 3 for 1 Pv4 and | Pv6";

}

feature bfd {
description
"I ndi cates support for Bidirectional Forwardi ng Detection
(BFD) between the CE and the PE."
ref erence
"RFC 5880: Bidirectional Forwarding Detection (BFD)";
}

/*
* Features related to VPN service constraints
*/

feature bearer-reference {
description

"A bearer refers to properties of the CE-PE attachnent that
are bel ow Layer 3.
This feature indicates support for the bearer reference
access constraint, i.e., the reuse of a network connection
that was already ordered to the service provider apart from
the IP VPN site.";

}

feature placenent-diversity {
description
"I ndi cates support for placement diversity constraints in
the customer prem ses. An exanple of these constraints
may be to avoid connecting a site network access to the
same PE as a target site network access.";

}

/*
* Features related to bandwi dth and Quality of Service (QoS)
*/

feature qos {
description
"Indi cates support for Cl asses of Service (CoSes) in
the VPN ";

}

feature inbound-bw {
description
"I ndi cates support for the inbound bandwi dth in a VPN,
i.e., support for specifying the downl oad bandw dth from
the service provider network to the VPN site. Note that
the L3SM uses 'input’ to identify the sane feature.
That term nol ogy should be deprecated in favor of
the terminol ogy defined in this nodule.”;

}

feature out bound-bw {
description
"I ndi cates support for the outbound bandwi dth in a VPN,
i.e., support for specifying the upload bandwi dth from
the VPN site to the service provider network. Note that



the L3SM uses 'output’ to identify the sanme feature.
That term nol ogy should be deprecated in favor of the
term nol ogy defined in this nodule.”;

}

/*
* Features related to security and resilience
*/

feature encryption {
description
"I'ndi cates support for encryption in the VPN.";
}

feature fast-reroute {
description
"Indi cates support for Fast Reroute (FRR) capabilities for

a WN site.";
}
/*
* Features related to advanced VPN options
*/

feature external -connectivity {
description
"I ndi cates support for the VPN to provide externa
connectivity (e.g., Internet, private or public cloud).";
ref erence
"RFC 4364: BGP/MPLS I P Virtual Private Networks
(VPNs), Section 11";

}

feature extranet-vpn {
description

"Indi cates support for extranet VPNs, i.e., the capability
of a VPN to access a |list of other VPNs.";
ref erence

"RFC 4364: BG/MPLS IP Virtual Private Networks
(VPNs), Section 1.1";

}

feature carriers-carrier {
description
"Indi cates support for Carriers’ Carriers in VPNs.";
ref erence
"RFC 4364: BGP/ MPLS I P Virtual Private Networks
(VPNs), Section 9";
}

/*
* |dentities related to address famlies
*/

identity address-famly {
description
"Defines a type for the address fanmly.";
}

identity ipvd {
base address-fam|ly;
description
"Identity for an I Pv4 address famly.";
}

identity ipvé {



base address-fam|ly;
description
"lIdentity for an I Pv6 address famly.";

}

identity dual -stack {
base address-famly;
description
"Identity for IPv4 and | Pv6 address fanmilies.";

}

/*
* |dentities related to VPN topol ogy
*/

i dentity vpn-topol ogy {
description
"Base identity of the VPN topol ogy.";

}

identity any-to-any {
base vpn-topol ogy;
description
"ldentity for any-to-any VPN topology. Al VPN sites
can conmmuni cate with each other without any restrictions.”;

}

i dentity hub-spoke {
base vpn-topol ogy;
description
"ldentity for Hub-and- Spoke VPN topol ogy. All Spokes can
communi cate with Hubs only and not with each other. Hubs
can communi cate with each other.";

}

i dentity hub-spoke-disjoint {
base vpn-topol ogy;
description
"Identity for Hub-and- Spoke VPN topol ogy where Hubs cannot
communi cate with each other.";

}

identity custom {

base vpn-topol ogy;

description
"Identity for custom VPN topol ogi es where the role of the
nodes is not strictly Hub or Spoke. The VPN topology is
controlled by the inport/export policies. The custom
topol ogy reflects nore conmpl ex VPN nodes, such as a
VPN node that acts as a Hub for certain nodes and a Spoke
for others.";

}

/*
* |dentities related to network access types
*/

identity site-network-access-type {
description
"Base identity for site network access types.";

}

identity point-to-point {
base site-network-access-type;
description
"Poi nt-to-point access type.";



}

identity nultipoint {
base site-network-access-type;
description
"Ml tipoint access type.";
}

identity irb {
base site-network-access-type;
description
"Integrated Routing and Bridging (IRB)
ldentity for pseudow re connections.";

}

identity | oopback {
base site-network-access-type;
description
"Loopback access type.";
}

/*
* |dentities related to operational and adm nistrative status
*/

identity operational -status {
description
"Base identity for operational status.";
}

identity op-up {
base operational - st at us;
description
"Qperational status is Up/Enabled.";
}

identity op-down {
base operational - st at us;
description
"Qperational status is Down/Disabled. ";
}

identity op-unknown {
base operational - st at us;
description
"QOperational status is Unknown.";
}

identity administrative-status ({
description
"Base identity for administrative status.
}

identity admn-up {
base adm ni strative-stat us;
description
"Admi nistrative status is Up/Enabled.";
}

identity adm n-down {
base adm ni strative-status;
description
"Adm ni strative status is Down/ Di sabl ed. ";
}

identity admin-testing {



base adm ni strative-stat us;
description
"Admi nistrative status is Up for testing purposes.”;
}

i dentity adm n-pre-depl oynent {
base adm ni strative-stat us;
description
"Admi nistrative status reflects a pre-depl oynent phase,
i.e., prior to the actual depl oynent of a service.";

}

/*
* |dentities related to site or node roles
*/

identity role {
description
"Base identity of a site or node role.";
}

identity any-to-any-role {
base rol e;
description
"Any-to-any role.";
}

identity spoke-role {
base rol e;
description
"A node or a site is acting as a Spoke.";
}

identity hub-role {
base rol e;
description
"A node or a site is acting as a Hub.";
}

identity customrole {
base rol e;
description
"VPN node with a customor conplex role in the VPN. For
sone sources/destinations, it can behave as a Hub, but for
others, it can act as a Spoke, depending on the configured
policy.";
}

/*
* |dentities related to VPN service constraints
*/

identity placenment-diversity {
description
"Base identity for access placenent constraints."”;
}

identity bearer-diverse {
base pl acenent-di versity;
description
"Bearer diversity.

The bearers should not use conmmon el enents.”;

}

identity pe-diverse {



base pl acenent -di versity;
description
"PE diversity.";
}

identity pop-diverse {
base pl acenent -di versity;
description
"Poi nt of Presence (POP) diversity.";

}

identity linecard-diverse {
base pl acenent -diversity;
description
"Linecard diversity.";

}

identity same-pe {
base pl acenent -di versity;
description
"Havi ng sites connected on the sane PE.";

}

identity same-bearer {
base pl acenent -di versity;
description
"Havi ng sites connected using the same bearer.";

}

/*
* ldentities related to service types
*/

identity service-type {
description
"Base identity for service types.";

}

identity |3vpn {
base service-type;
description
"L3VPN service.";
ref erence
"RFC 4364: BGP/MPLS | P Virtual Private Networks (VPNs)";

}

identity vpls {
base service-type;
description
"Virtual Private LAN Service (VPLS).";
reference
"RFC 4761: Virtual Private LAN Service (VPLS) Using BGP for
Aut o- Di scovery and Signaling
RFC 4762: Virtual Private LAN Service (VPLS) Using Labe
Di stribution Protocol (LDP) Signaling”;

}

identity vpws {
base service-type;
description
"Virtual Private Wre Service (VPW5).";
ref erence
"RFC 4664: Franmework for Layer 2 Virtual Private Networks
(L2VPNs), Section 3.1.1";



identity vpws-evpn {
base service-type;
description
"Et hernet VPN (EVPN) used to support VPWS. ";
reference
"RFC 8214: Virtual Private Wre Service Support in
Et hernet VPN';

}

identity pbb-evpn {
base service-type;
description
"Provi der Backbone Bridging (PBB) EVPN service.";
ref erence
"RFC 7623: Provi der Backbone Bridging Conbined with
Et hernet VPN (PBB-EVPN)";

}

identity npls-evpn {
base service-type;
description
"MPLS- based EVPN service.";
ref erence
"RFC 7432: BGP MPLS-Based Ethernet VPN';

}

identity vxlan-evpn {
base service-type;
description
"VXLAN- based EVPN service.";
ref erence
"RFC 8365: A Network Virtualization Overlay Solution Using
Et hernet VPN (EVPN)";

}

/*
* ldentities related to VPN signaling types
*/

identity vpn-signaling-type {
description
"Base identity for VPN signaling types.";

}

identity bgp-signaling {
base vpn-signaling-type;
description
"Layer 2 VPNs using BGP signaling."”;
ref erence
"RFC 6624: Layer 2 Virtual Private Networks Using BGP for
Aut o- Di scovery and Si gnaling
RFC 7432: BGP MPLS-Based Et hernet VPN';

}

identity ldp-signaling {
base vpn-signaling-type;
description
"Targeted Label Distribution Protocol (LDP) signaling.";
reference
"RFC 5036: LDP Specification";

}

identity |2tp-signaling {
base vpn-signaling-type;
description
"Layer Two Tunneling Protocol (L2TP) signaling."”;



ref erence
"RFC 3931: Layer Two Tunneling Protocol - Version 3 (L2TPv3)";

}

/*
* |dentities related to routing protocols
*/

identity routing-protocol-type {
description
"Base identity for routing protocol types.";

}

identity static-routing {
base routing-protocol -type;
description
"Static routing protocol.";

}

identity bgp-routing {
if-feature "rtg-bgp";
base routing-protocol -type;
description
"BGP routing protocol.";
ref erence
"RFC 4271: A Border Gateway Protocol 4 (BGP-4)";

}

identity ospf-routing {
if-feature "rtg-ospf";
base routing-protocol -type;
description
"OSPF routing protocol.";
ref erence
"RFC 4577: OSPF as the Provider/Custonmer Edge Protoco
for BGP/MPLS IP Virtual Private Networks (VPNs)
RFC 6565: OSPFv3 as a Provider Edge to Custoner Edge
(PE-CE) Routing Protocol”;

}

identity rip-routing {

if-feature "rtg-rip";
base routing-protocol -type;
description

"RIP routing protocol.";
ref erence

"RFC 2453: RIP Version 2

RFC 2080: RIPng for |Pv6";

}

identity isis-routing {
if-feature "rtg-isis";
base routing-protocol -type;
description
"I'S-1S routing protocol .";
ref erence
"1 S0O10589: Information technol ogy - Tel ecomuni cations and
i nformati on exchange between systens -
Internediate Systemto Internmediate System
intra-domain routeing informtion exchange
protocol for use in conjunction with the protoco
for providing the connectionl ess-node network
service (1SO 8473)";

}

identity vrrp-routing {



if-feature "rtg-vrrp";
base routing-protocol -type;
description

"VRRP pr ot ocol

This is to be used when LANs are directly connected to
PEs. ";
ref erence
"RFC 5798: Virtual Router Redundancy Protocol (VRRP)
Version 3 for |1Pv4 and | Pv6";

}

identity direct-routing {
base routing-protocol -type;
description
"Direct routing.

This is to be used when LANs are directly connected to PEs
and nust be advertised in the VPN ";

}

identity any-routing {
base routing-protocol -type;
description
"Any routing protocol

For exanple, this can be used to set policies that apply
to any routing protocol in place.";

}

identity isis-level {
if-feature "rtg-isis";
description
"Base identity for the I1S-1S level.";
reference
"1 SOL0589: Information technol ogy - Tel ecomuni cations and
i nformati on exchange between systens -
Internediate Systemto Internediate System
intra-domain routeing informati on exchange
protocol for use in conjunction with the protoco
for providing the connectionl ess-node network
service (1SO 8473)";

}

identity level-1 {
base isis-|evel;
description
"I S-1S Level 1.";
}

identity level-2 {
base isis-|evel;
description
"I S-1S Level 2.";
}

identity level-1-2 {
base isis-|evel;
description
"I S-1S Levels 1 and 2.";
}

identity bfd-session-type {
if-feature "bfd";
description
"Base identity for the BFD session type.";



}

identity classic-bfd {
base bf d-session-type;
description
"Classic BFD.";
ref erence
"RFC 5880: Bidirectional Forwarding Detection (BFD)";

}

identity s-bfd {
base bf d-session-type;
description
" Seamnl ess BFD. ";
ref erence
"RFC 7880: Seam ess Bidirectional Forwardi ng Detection
(S-BFD)";
}

/*
* |dentities related to route inport and export policies
*/

identity ie-type {
description
"Base identity for inport/export routing profiles.
These profiles can be reused between VPN nodes.";

}

identity inport {
base ie-type;
description
"Import routing profile."”;
ref erence
"RFC 4364: BGP/ MPLS I P Virtual Private Networks
(VPNs), Section 4.3.1";

}

identity export {
base ie-type;
description
"Export routing profile.";
ref erence
"RFC 4364: BGP/MPLS | P Virtual Private Networks
(VPNs), Section 4.3.1";

}

identity inport-export {
base ie-type;
description
"I nmport/export routing profile.";

}

/*
* |dentities related to bandw dth and QS
*/

identity bwdirection {
description
"Base identity for the bandwi dth direction.";

}

i dentity inbound-bw {
if-feature "inbound-bw';
base bwdirection
description



"] nbound bandw dth.";
}

i dentity outbound-bw {
i f-feature "outbound-bw';
base bw-direction;
description
"Qut bound bandwi dth.";

}

identity bwtype {
description
"Base identity for the bandwi dth type.";

}

i dentity bw per-cos {
if-feature "qos";
base bw-type;
description
"The bandwidth is per CoS.";

}

identity bw per-port {
base bw-type;
description
"The bandwi dth is per a given site network access.";

}

identity bwper-site {
base bw-type;
description
"The bandwidth is per site. It is applicable to all the
site network accesses within a site.";

}

identity bw per-service {
base bw-type;
description
"The bandwi dth is per VPN service.";

}

identity qos-profile-direction {
if-feature "qos";
description
"Base identity for the QoS profile direction.”;

}

identity site-to-wan {
base qos-profile-direction;
description
"Fromthe custonmer site to the provider’s network.
This is typically the CE-to-PE direction.";

}

identity wan-to-site {
base qos-profile-direction;
description
"Fromthe provider’'s network to the customer site.
This is typically the PE-to-CE direction.";

}

identity both {
base qos-profile-direction;
description
"Both the WAN-to-site direction and the site-to-WAN
direction.";



}

/*
* |dentities related to underlay transport instances
*/

identity transport-instance-type {
description
"Base identity for underlay transport instance types.";
}

identity virtual -network {
base transport-instance-type;
description
"Virtual network.";
ref erence
"RFC 8453: Franework for Abstraction and Control of TE
Net wor ks (ACTN) ";

}

i dentity enhanced-vpn {
base transport-instance-type;
description
"Enhanced VPN (VPN+). VPN+ is an approach that is
based on existing VPN and Traffic Engi neering (TE)
technol ogi es but adds characteristics that specific
services require over and above cl assical VPNs.";
ref erence
"draft-ietf-teas-enhanced-vpn-009:
A Framewor k for Enhanced Virtual Private Network
(VPN+) Services";

identity ietf-network-slice {
base transport-instance-type;
description
"I ETF network slice. An IETF network slice
is a logical network topol ogy connecting a nunber of
endpoi nts using a set of shared or dedicated network
resources that are used to satisfy specific service
obj ectives.";
reference
"draft-ietf-teas-ietf-network-slices-05:
Framework for | ETF Network Slices";

}

/*
* |dentities related to protocol types. These types are

* typically used to identify the underlay transport.
*/

identity protocol-type {
description
"Base identity for protocol types.";
}

identity ip-in-ip {
base protocol -type;
description
"Transport is based on IPin IP.";
ref erence
"RFC 2003: | P Encapsulation within IP
RFC 2473: GCeneric Packet Tunneling in | Pv6e Specification”;

}
identity ip-in-ipvéd {



base ip-in-ip;
description
"Transport is based on |IP over |Pv4.";
ref erence
"RFC 2003: | P Encapsulation within IP";
}

identity ip-in-ipv6 {
base ip-in-ip;
description
"Transport is based on |IP over |Pv6.";
ref erence
"RFC 2473: Ceneric Packet Tunneling in |IPv6e Specification”;
}

identity gre {
base protocol -type;
description
"Transport is based on Generic Routing Encapsul ation
(GRE).";
reference
"RFC 1701: Ceneric Routing Encapsul ation (GRE)
RFC 1702: Generic Routing Encapsul ati on over |Pv4 networks
RFC 7676: | Pv6 Support for Generic Routing Encapsul ation
} (GRE)";

identity gre-v4 {
base gre;
description
"Transport is based on GRE over |Pv4.";

ref erence
"RFC 1702: Ceneric Routing Encapsul ation over |Pv4
net wor ks";
}
identity gre-v6 {
base gre;

description
"Transport is based on GRE over |Pv6.";
reference
"RFC 7676: |Pv6 Support for Generic Routing Encapsul ation
} (GRE)";

identity vxlan-trans {
base protocol -type;
description
"Transport is based on VXLANs.";
ref erence
"RFC 7348: Virtual eXtensible Local Area Network (VXLAN)
A Framework for Overlaying Virtualized Layer 2
Net wor ks over Layer 3 Networks";

}

identity geneve {
base protocol -type;
description
"Transport is based on Generic Network Virtualization
Encapsul ati on (Geneve).";
ref erence
"RFC 8926: Geneve: Generic Network Virtualization
Encapsul ati on";

}
identity ldp {



base protocol -type;
description

"Transport is based on LDP.";
ref erence

"RFC 5036: LDP Specification";

}

identity npls-in-udp {
base protocol -type;
description
"Transport is based on MPLS in UDP.";
ref erence
"RFC 7510: Encapsul ating MPLS in UDP";

}
identity sr {
base protocol -type;
description
"Transport is based on Segnent Routing (SR).";
ref erence
"RFC 8660: Segnent Routing with the MPLS Data Pl ane
RFC 8663: MPLS Segnment Routing over |IP
RFC 8754: | Pv6 Segnent Routing Header (SRH)";
}
identity sr-mpls {
base sr;
description
"Transport is based on SR with the MPLS data pl ane.";
ref erence
"RFC 8660: Segnent Routing with the MPLS Data Pl ane”;
}
identity srvé {
base sr;
description
"Transport is based on SR over |Pv6.";
ref erence
"RFC 8754: |Pv6 Segnent Routing Header (SRH)";
}
identity sr-npls-over-ip {
base sr;
description
"Transport is based on SR over MPLS over IP.";
ref erence
"RFC 8663: MPLS Segnent Routing over |P";
}

identity rsvp-te {
base protocol -type;
description
"Transport setup relies upon RSVP-TE. ";
reference
"RFC 3209: RSVP-TE: Extensions to RSVP for LSP Tunnel s";

}

identity bgp-lu {
base protocol -type;
description
"Transport setup relies upon BGP-based | abel ed prefixes.";
ref erence
"RFC 8277: Using BGP to Bind MPLS Labels to Address Prefixes";

}

identity unknown {



base protocol -type;
description
"Unknown protocol type.";

}

/*
* |dentities related to encapsul ati on types
*/

identity encapsul ation-type {
description
"Base identity for encapsul ation types.";

}

identity priority-tagged {
base encapsul ati on-type;
description
"Priority-tagged interface.";

}

identity dotlqg {
if-feature "dot1q";
base encapsul ati on-type;
description
"dot 1Q encapsul ation.";

}

identity ging {
if-feature "qginqg";
base encapsul ati on-type;
description
"Q nQ encapsul ation.";

}

identity ginany {
i f-feature "qi nany";
base encapsul ati on-type;
description
"Q nAny encapsul ati on.

}

identity vxlan {
if-feature "vxlan";
base encapsul ati on-type;
description
"VXLAN encapsul ation.";

}

identity ethernet-type {
base encapsul ati on-type;
description
"Et hernet encapsul ation type.";

}

identity vlan-type {
base encapsul ati on-type;
description
"VLAN encapsul ation type.";

}

identity untagged-int {
base encapsul ati on-type;
description
"Untagged interface type.";



identity tagged-int {
base encapsul ati on-type;
description
"Tagged interface type.";

identity lag-int {
if-feature "lag-interface";
base encapsul ati on-type;
description
"LAG interface type.";

}

/*
* |dentities related to VLAN tags
*/

identity tag-type {
description
"Base identity for VLAN tag types.";

}

identity c-vlan {
base tag-type;
description
"Indi cates a Custoner VLAN (C-VLAN) tag, nornally using
the 0x8100 Ethertype.";

}

identity s-vlan {
base tag-type;
description
"Indicates a Service VLAN (S-VLAN) tag.";

}

identity s-c-vlan {
base tag-type;
description
"Uses both an S-VLAN tag and a CGVLAN tag.";

}

/*
* |dentities related to VXLANs
*/

i dentity vxlan-peer-node {
if-feature "vxl an";
description
"Base identity for VXLAN peer npdes.";

}

identity static-node {
base vxl an- peer - node;
description
"VXLAN access in the static node.";

}

i dentity bgp-node {
base vxl an- peer - node;
description
"VXLAN access by BGP EVPN | earning.";

}

/*
* |dentities related to nulticast
*/



identity nulticast-gp-address-nmappi ng {
if-feature "multicast";
description
"Base identity for multicast group mapping types.";

}

identity static-mapping {
base mul ti cast-gp-address-nmappi ng;
description
"Static mapping, i.e., an interface is attached to the
mul ticast group as a static nenber.";

}

identity dynam c-mappi ng {
base mul ti cast-gp-address-nmappi ng;
description
"Dynamic mapping, i.e., an interface is added to the
mul ticast group as a result of snooping.”;

}

identity nulticast-tree-type {
if-feature "multicast";
description
"Base identity for nulticast tree types.";

}

identity ssmtree-type {
base multicast-tree-type;
description
"Sour ce-Specific Miulticast (SSM tree type.";

}

identity asmtree-type {
base multicast-tree-type;
description
"Any- Source Multicast (ASM tree type.";

}

identity bidir-tree-type {
base multicast-tree-type;
description
"Bidirectional tree type.";

}

identity nmulticast-rp-discovery-type {
if-feature "multicast";
description
"Base identity for Rendezvous Point (RP) discovery types.";

}

identity auto-rp {
base mul ticast-rp-di scovery-type;
description
"Aut o- RP di scovery type.";

}

identity static-rp {
base mul ticast-rp-di scovery-type;
description
"Static type.";

}

identity bsr-rp {
base mul ticast-rp-di scovery-type;
description



"Bootstrap Router (BSR) discovery type.";
}

i dentity group-nanagenent - protocol {
if-feature "multicast";
description
"Base identity for nulticast group nanagement protocols.";

}

identity ignmp-proto {
base group-managenent - pr ot ocol
description
"I awP.
ref erence
"RFC 1112: Host Extensions for |IP Milticasting
RFC 2236: Internet G oup Managenent Protocol, Version 2
RFC 3376: Internet G oup Managenent Protocol, Version 3";

}

identity md-proto {

base group-managenent - pr ot ocol

description
"M.D.";

ref erence
"RFC 2710: Milticast Listener D scovery (M.D) for |IPv6

RFC 3810: Multicast Listener Discovery Version 2 (MDv2)
for IPvE";

}

identity pimproto {
if-feature "pint;
base routing-protocol -type;
description
"PIM";
reference
"RFC 7761: Protocol Independent Milticast - Sparse Mde
(PIMSM: Protocol Specification (Revised)";

}

identity ignp-version {
if-feature "igm";
description
"Base identity for indicating the | GW version.";

}

identity ignpvl {
base i gnp-version
description
"I GwPvl.";
ref erence
"RFC 1112: Host Extensions for IP Milticasting";

}

identity igmpv2 {
base i gnp-version
description
"I GwWPv2. "
ref erence
"RFC 2236: Internet G oup Managenent Protocol, Version 2";

}

identity igmpv3 {
base i gnp-version
description
"I GWPv3. "
reference



"RFC 3376: Internet G oup Managenent Protocol, Version 3";
}

identity md-version {
if-feature "md";
description
"Base identity for indicating the M.D version.";
}

identity mdvl {
base m d-version
description
"M.Dv1.";
ref erence
"RFC 2710: Multicast Listener Discovery (M.D) for |Pv6";
}

identity mdv2 {
base m d-version
description

"M.Dv2.";
ref erence
"RFC 3810: Milticast Listener D scovery Version 2 (MDv2)
for | PvE";

}

/*

* |dentities related to traffic types

*/

identity tf-type {
description
"Base identity for traffic types.";

}

identity nmulticast-traffic {
base tf-type;
description
"Mul ticast traffic.";

}

identity broadcast-traffic {
base tf-type;
description
"Broadcast traffic.";

}

i dentity unknown-unicast-traffic {
base tf-type;
description
"Unknown uni cast traffic.";

}

/*
* |dentities related to custoner applications
*/

identity customer-application {
description
"Base identity for custoner applications.";

}

identity web {
base custoner-application;
description
"Web applications (e.g., HITP, HITPS).";



}

identity mail {
base custoner-application;
description
"Mai |l application.";
}

identity file-transfer {
base custoner-application;
description

"File transfer application (e.g., FTP, Secure FTP (SFTP)).";

}

identity database {
base custoner-application;
description
"Dat abase application.";
}

identity social {
base custoner-application;
description
"Soci al - network appl i cat
}

identity ganes {
base custoner-application;
description
"Gam ng application.";
}

identity p2p {
base custoner-application;
description
"Peer-to-peer application.”;
}

i dentity network-nmanagenent {
base custoner-application;
description
"Management application (e.g., Telnet, syslog, SNW).";
}

identity voice {
base custoner-application;
description
"Voi ce application.”;
}

identity video {
base custoner-application;
description
"Vi deo- conf erence application.";
}

identity enbb {

base custoner-application;
description

"Enhanced Mobil e Broadband (eMBB) application

Note that eMBB applicati ons demand network perfornance

with a wide variety of such characteristics as data rate,

| atency, loss rate, reliability, and many ot her

paranmeters. ",

on.



identity urllc {
base custoner-application;
description
"Utra-Reliable and Low Latency Communications (URLLC)
application. Note that URLLC applications denmand
networ k performance with a wide variety of such
characteristics as latency, reliability, and many ot her
paranmeters. ",

}

identity mmc {
base custoner-application;
description
"Massi ve Machi ne Type Communi cations (nMIC) application.
Note that nMIC applications demand network perfornmance
with a wide variety of such characteristics as data rate,
| atency, loss rate, reliability, and many ot her
paranmeters.";

}

/*
* |ldentities related to service bundling
*/

identity bundling-type {
description
"The base identity for the bundling type. It supports a
subset or all Customer Edge VLAN | Ds (CE-VLAN I Ds)
associated with an L2VPN service.";

}

identity multi-svc-bundling {
base bundling-type;
description
"Mul ti-service bundling, i.e., multiple CE-VLAN |IDs
can be associated with an L2VPN service at a site.";

}

i dentity one2one-bundling {
base bundling-type;
description
"One-to-one service bundling, i.e., each L2VPN can
be associated with only one CE-VLAN ID at a site.";

}

identity all2one-bundling {
base bundling-type;
description
"All -to-one bundling, i.e., all CE-VLAN IDs are mapped
to one L2VPN service.";

/*
* |dentities related to Ethernet services
*/

identity control-node {
description
"Base identity for the type of control node used with the
Layer 2 Control Protocol (L2CP).";

}

identity peer {
base control - node;
description



"' peer’ node, i.e., participate in the protocol towards
the CE. Peering is common for the Link Aggregation Contro
Protocol (LACP) and the Ethernet Local Managenent |nterface
(E-LM) and, occasionally, for the Link Layer Discovery
Protocol (LLDP). For VPLSs and VPWSs, the subscriber can
al so request that the peer service provider enable
spanning tree.";

}

identity tunnel {
base control - node;
description
""tunnel’ node, i.e., pass to the egress or destination
site. For Ethernet Private Lines (EPLs), the expectation
is that L2CP frames are tunneled.";

}

identity discard {
base control - node;
description
""Discard” npbde, i.e., discard the frane.";
}

identity neg-node {
description
"Base identity for the type of negotiation node.";
}

identity full-duplex {
base neg- node;
description
"Ful | -dupl ex negotiation node.";
}

identity auto-neg {
base neg- node;
description
" Aut o- negoti ati on node.";
}

/******** Vpl\l_rel ated type ********/

typedef vpn-id {
type string;
description
"Defines an identifier that is used with a VPN nodul e.
For exanple, this can be a service identifier, a node
identifier, etc.";

}

[***x*x*x% \'PN-rel ated reusabl e groupi ngs ****x**/

groupi ng vpn-description {
description
"Provides comon VPN information.";
| eaf vpn-id {
type vpn-conmon: vpn-i d;
description
"A VPN identifier that uniquely identifies a VPN
This identifier has a |ocal meaning, e.g., within
a service provider network.";
}
| eaf vpn-nane {
type string;
description
"Used to associate a name with the service



in order to facilitate the identification of
the service.";
}
| eaf vpn-description {
type string;
description
"Textual description of a VPN ";

| eaf custoner-nanme {
type string;
description
"Name of the customer that actually uses the VPN ";
}

}

groupi ng vpn-profile-cfg {
description
"Grouping for VPN profile configuration.";
container valid-provider-identifiers {
description
"Container for valid provider profile identifiers.";
list external -connectivity-identifier {
if-feature "external -connectivity";
key "id";
description
"List of profile identifiers that uniquely identify
profil es governing how external connectivity is
provided to a VPN. A profile indicates the type of
external connectivity (Internet, cloud, etc.), the
sites/nodes that are associated with a connectivity
profile, etc. A profile can also indicate filtering
rules and/ or address translation rules. Such features
may involve PE, P, or dedicated nodes as a function
of the depl oynent.";
leaf id {
type string;
description
"Identification of an external connectivity profile.
The profile only has significance within the service
provider’s adm nistrative donmain.";

}
}
list encryption-profile-identifier {
key "id";
description
"List of encryption profile identifiers.";
leaf id {
type string;
description
"Identification of the encryption profile to be used.
The profile only has significance within the service
provider’s adm nistrative donmain.";
}
}
list gos-profile-identifier {
key "id";

description
"List of QS profile identifiers.";
leaf id {
type string;
description
"Identification of the QoS profile to be used. The
profile only has significance within the service
provider’'s adm nistrative donain.";



list bfd-profile-identifier {
key "id";
description
"List of BFD profile identifiers."
leaf id {
type string;
description
"Identification of the BFD profile to be used. The
profile only has significance within the service
provider’s adm nistrative donmain.";

}
list forwarding-profile-identifier {
key "id";

description
"List of forwarding profile identifiers."
leaf id {
type string;
description
"Identification of the forwarding profile to be used.
The profile only has significance within the service
provider’s adm nistrative donain.";

}
}
list routing-profile-identifier {
key "id";
description
"List of routing profile identifiers.";
leaf id {
type string;
description
"lIdentification of the routing profile to be used by
the routing protocols within sites, VPN network
accesses, or VPN nodes for referring to VRF' s
i mport/export policies.
The profile only has significance within the service
provider’s adm nistrative domain.";
}
nacm def aul t -deny-write;

}
}

groupi ng oper-status-tinmestanp {
description
"Thi s groupi ng defines sone operational paraneters for the
service.";
| eaf status {
type identityref {
base operational - st at us;

config fal se;
description
"Qperational status.";

| eaf | ast-change {
type yang: date-and-ti ne;
config fal se;
description
"I ndicates the actual date and tine of the service status
change. ";
}
}

groupi ng service-status {



description
"Service status grouping.";
contai ner status {
description
"Service status.";
cont ai ner adm n-status {
description
"Admi nistrative service status.";
| eaf status {
type identityref {
base admi ni strative-status;
}
description
"Admi nistrative service status.";

| eaf | ast-change {
type yang: date-and-ti ne;
description
"Indicates the actual date and time of the service
status change.";
}
}
cont ai ner oper-status {
config fal se;
description
"Operational service status.";
uses oper-status-tinestanp;
}
}
}

groupi ng underl ay-transport {
description
"This grouping defines the type of underlay transport for
the VPN service or how that underlay is set. It can
include an identifier for an abstract transport instance to
which the VPN is grafted or indicate a technica

implementation that is expressed as an ordered |ist of
protocol s.";

choi ce type {
description
"A choi ce based on the type of underlay transport
constraints.";
case abstract {
description
"Indicates that the transport constraint is an abstract
concept.";
| eaf transport-instance-id {
type string;
description

"An optional identifier of the abstract transport
i nstance.";

}
| eaf instance-type {
type identityref {
base transport-instance-type;

}

description
"Indicates a transport instance type. For exanple,
it can be a VPN+, an | ETF network slice, a virtua
network, etc.";

}
}
case protocol {
description
"Indicates a list of protocols.";



| eaf-1ist protocol {
type identityref {
base protocol -type;

order ed- by user;
description
"Aclient-ordered list of transport protocols.";
}

}
}
}

groupi ng vpn-route-targets {
description
"A grouping that specifies Route Target (RT) inport/export
rules used in a BG-enabled VPN ";
reference
"RFC 4364: BGP/ MPLS I P Virtual Private Networks (VPNs)
RFC 4664: Framework for Layer 2 Virtual Private Networks
(L2VPNs) ";
list vpn-target {
key "id";
description
"RTs. AND/ OR operations may be defined based on the
assigned RTs.";
leaf id {
type uint8;
description
"ldentifies each VPN target.";
}
list route-targets {
key "route-target";
description
"List of RTs.";
| eaf route-target {
type rt-types:route-target;
description
"Conveys an RT value.";

}

| eaf route-target-type {
type rt-types:route-target-type;
mandat ory true;
description
"I mport/export type of the RT.";
}
}
cont ai ner vpn-policies {
description
"VPN service policies. ’'vpn-policies’ contains references
to the inport and export policies to be associated with
the VPN service.";
| eaf inmport-policy {
type string;
description
"lIdentifies the inport policy.";
}
| eaf export-policy {
type string;
description
"ldentifies the export policy.";
}

}
}

groupi ng route-di stinguisher {



description
"Grouping for Route Distinguishers (RDs).";
choi ce rd-choice {
description
"RD choi ce between several options for providing the RD
val ue. ";
case directly-assigned {
description
"Explicitly assigns an RD val ue.";
leaf rd {
type rt-types:route-distinguisher;
description
"Indicates an RD value that is explicitly assigned.";
}
}

case directly-assigned-suffix {
description
"The val ue of the Assigned Number subfield of the RD
The Adm nistrator subfield of the RDwill be
based on other configuration informati on such as the
Router | D or Autononous System Nunber (ASN).";
| eaf rd-suffix {
type uint 16;
description
"Indi cates the value of the Assigned Nunber
subfield that is explicitly assigned.";
}
}
case auto-assigned {
description
"The RD i s auto-assigned."”;
container rd-auto {
description
"The RD i s auto-assigned.";
choi ce aut o- node {
description
"I ndi cates the auto-assignment node. The RD can be
automatically assigned with or wthout
i ndi cating a pool from which the RD should be
t aken.

For both cases, the server will auto-assign an RD
val ue ’aut o-assigned-rd’ and use that val ue
operationally.";
case from pool {
| eaf rd-pool-nane {
type string;
description
"The auto-assignment will be rmade fromthe poo
identified by 'rd-pool-nane’.";

}

case full-auto {
| eaf auto {
type enpty;
description
"Indicates that an RDis fully auto-assigned.";
}

}
}

| eaf auto-assigned-rd {
type rt-types:route-distinguisher;
config fal se;
description
"The val ue of the auto-assigned RD.";



}
}
case auto-assigned-suffix {
description
"The val ue of the Assigned Number subfield will be
aut o-assigned. The Adnministrator subfield will be
based on other configuration information such as the
Router I D or ASN. "
contai ner rd-auto-suffix {
description
"The Assigned Number subfield is auto-assigned.";
choi ce aut o- node {
description
"I ndi cates the auto-assi gnment node of the
Assi gned Nunber subfield. This nunber can be
automatically assigned with or without indicating a
pool from which the val ue shoul d be taken

For both cases, the server will auto-assign
"aut o- assi gned-rd-suffix’ and use that value to
build the RD that will be used operationally.";
case from pool ({
| eaf rd-pool-nane {
type string;
description
"The assignnent will be made fromthe poo
identified by 'rd-pool-nane’.";

}

case full-auto {
| eaf auto {
type enpty;
description
"Indi cates that the Assigned Nunber subfield is
fully auto-assigned.";
}
}
}
| eaf auto-assigned-rd-suffix {
type uint 16;
config fal se;
description
"Includes the value of the Assigned Nunber subfield
that is auto-assigned.”;
}
}

case no-rd {
description
"Uses the "enpty’ type to indicate that the RD has no
value and is not to be auto-assigned.";
| eaf no-rd {
type enpty;
description
"No RD is assigned.";
}

}
}
}

groupi ng vpn-comnponent s-group {
description
"Grouping definition to assign group IDs to associate
VPN nodes, sites, or network accesses.";
cont ai ner groups {
description



"Lists the groups to which a VPN node, a site, or a
net wor k access bel ongs.";
list group {
key "group-id";
description
"List of group IDs.";
| eaf group-id {
type string;
description
"The group ID to which a VPN node, a site, or a
net wor k access bel ongs.";

}
}
}
}

groupi ng pl acenent-constraints {
description
"Constraints related to placenent of a network access.”;
list constraint {
key "constraint-type";
description
"List of constraints."”;
| eaf constraint-type {
type identityref {
base pl acenent-diversity;
}
description
"Diversity constraint type."
}
contai ner target ({
description
"The constraint will apply against this list of
groups.";
choi ce target-flavor {
description
"Choice for the group definition.";
case id {
list group {
key "group-id";
description
"List of groups.”;
| eaf group-id {
type string;
description
"The constraint will apply against this
particular group ID.";

}
}
}
case all-accesses {
| eaf all-other-accesses {
type enpty;
description
"The constraint will apply against all other
network accesses of a site.";

}

case all-groups {
| eaf all-other-groups {
type enpty;
description
"The constraint will apply against all other
groups managed by the custoner.";



}
}
}
}

groupi ng ports {
description
" Choi ce of specifying source or destination port nunbers.”;
choi ce source-port {
description
"Choi ce of specifying the source port or referring to a
group of source port numbers.";
cont ai ner source-port-range-or-operator {
description
"Source port definition.";
uses packet-fields: port-range-or-operator;

}

choi ce destination-port {
description
"Choi ce of specifying a destination port or referring to a
group of destination port nunbers.";
cont ai ner destination-port-range-or-operator {
description
"Destination port definition.";
uses packet-fields: port-range-or-operator;
}
}
}

groupi ng qos-cl assification-policy {
description
"Configuration of the traffic classification policy.";
list rule {
key "id";
or der ed- by user;
description
"List of marking rules.";
leaf id {
type string;
description
"An identifier of the QoS classification policy rule.";
}
choi ce match-type {
default "match-fl ow';
description
"Choice for classification.";
case match-fl ow {
choice 13 {
description
"Either | Pv4 or |Pv6.";
cont ai ner ipv4d {
description
"Rul e set that matches the | Pv4 header.";
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv4-header-fields;
}
cont ai ner ipv6 {
description
"Rul e set that matches the | Pv6 header.";
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv6-header-fields;

}

choice 14 {
description



"I ncludes Layer-4-specific informtion
This version focuses on TCP and UDP.";
container tcp {
description
"Rul e set that matches the TCP header.";
uses packet-fields:acl-tcp-header-fields;
uses ports;
}
cont ai ner udp {
description
"Rul e set that matches the UDP header.";
uses packet-fi el ds: acl -udp-header-fields;
uses ports;

}
}

case mat ch-application {
| eaf match-application {
type identityref {
base custoner-application;
}
description
"Defines the application to match.";

}
}
| eaf target-class-id {
type string;

description
"ldentification of the class of service. This
identifier is internal to the admnistration.";
}
}
}

}
<CODE ENDS>
Security Considerations

The YANG nodul e specified in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The "ietf-vpn-comon" nodul e defines a set of identities, types, and
groupi ngs. These nodes are intended to be reused by other YANG
modul es.  The nodul e by itself does not expose any data nodes that
are witable, data nodes that contain read-only state, or RPCs. As
such, there are no additional security issues related to the "ietf-
vpn- common” nodul e that need to be consi dered.

Modul es that use the groupings that are defined in this docunent
shoul d identify the correspondi ng security considerations. For
exanpl e, reusing sone of these groupings will expose privacy-rel ated
information (e.g., 'custoner-name’). Disclosing such information may
be considered a violation of the custoner-provider trust

rel ati onshi p.



6. | ANA Consi der ations

| ANA has registered the following URI in the "ns" subregistry within
the "I ETF XML Regi stry" [ RFC3688]:
URI: wurn:ietf:params:xm:ns:yang:ietf-vpn-conmon

Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanmespace.

I ANA has registered the followi ng YANG nodul e in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paraneters" registry.

Nane: ietf-vpn-conmon

Nanespace: urn:ietf:paranms: xnl:ns:yang:ietf-vpn-comon
Mai nt ai ned by | ANA? N

Prefix: vpn-comon

Ref erence: RFC 9181
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Appendi x A.  Exanpl e of Common Data Nodes in Early L2NM L3NM Desi gns

In order to avoid duplication of data nodes and to ease passing data
anong | ayers (i.e., fromthe service layer to the network | ayer and
vice versa), early versions of the L3NM reused many of the data nodes
that are defined in the L3SM Neverthel ess, that approach was
abandoned because that design was interpreted as if the depl oyment of
the L3NM depends on the L3SM while this is not required. For

exanpl e, a service provider may decide to use the L3NMto build its
L3VPN servi ces wi thout exposing the L3SMto custoners.

Li kewi se, early versions of the L2NM reused nany of the data nodes
that are defined in both the L2SM and the L3NM An exanpl e of L3NM
groupings reused in the L2ZNMis shown in Figure 5. Such reuse of
data nodes was interpreted as if the deploynent of the L2ZNM requires
support for the L3NM which is not required.

nmodul e ietf-12vpn-ntw {

inmport ietf-13vpn-ntw {
prefix | 3vpn-ntw;
ref erence
"RFC 9182: A YANG Network Data Mddel for Layer 3 VPNs";



contai ner |2vpn-ntw {

contai ner vpn-services {
list vpn-service {

uses | 3vpn-ntw servi ce- st at us;
uses | 3vpn-ntw svc-transport-encapsul ati on;

Figure 5: Excerpt fromthe L2NM YANG Modul e
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