I nternet Engineering Task Force (IETF) J. Arkko

Request for Comments: 9178 Eri csson
Cat egory: I nformational A. Eriksson
| SSN: 2070-1721 I ndependent
A. Kernen

Eri csson

May 2022

Bui | di ng Power-Efficient Constrai ned Application Protocol (CoAP) Devices
for Cellul ar Networks

Abst ract

This meno di scusses the use of the Constrained Application Protoco
(CoAP) in building sensors and other devices that enploy cellular
networ ks as a communi cations nmedium Buil di ng conmuni cati ng devi ces
that enpl oy these networks is obviously well known, but this neno
focuses specifically on techniques necessary to ninimze power
consunpt i on.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9178

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

I ntroduction

CGoal s for Low Power Operation
Li nk- Layer Assunptions
Scenari os

Di scovery and Regi stration
Dat a Formats

Real - Ti me Reachabl e Devi ces
Sl eepy Devi ces

NG hwbdE



8.1. Inplenentation Considerations
9. Security Considerations
10. | ANA Consi derati ons
11. References

11.1. Normative References

11.2. Infornmtive References
Acknowl edgnent s
Aut hors’ Addr esses

I nt roducti on

This meno di scusses the use of the Constrained Application Protoco
(CoAP) [RFC7252] in building sensors and other devices that enploy
cellular networks as a conmmuni cati ons nmedium Buil di ng comruni cati ng
devi ces that enploy these networks is obviously well known, but this
meno focuses specifically on techni ques necessary to mininze power
consunption. CoAP has many advantages, including being sinple to

i npl ement; a thousand lines of code for the entire application above
the IP layer is plenty for a CoAP-based sensor, for instance
However, while many of these advantages are obvious and easily
obt ai ned, optim zing power consunption remains chall engi ng and

requi res careful design [Tiny-CoAP].

This menmo primarily targets 3GPP cellular networks in their 2G 3G
LTE, and 5G variants and their future enhancements, including
possi bl e power efficiency inprovenents at the radio and link |ayers.
The exact standards or details of the |ink | ayer or radi os are not
rel evant for our purposes, however. To be nore precise, the material
inthis meno is suitable for any | arge-scale, public network that
enpl oys a poi nt-to-point communi cati ons nodel and radi o technol ogy
for the devices in the network.

Qur focus is on devices that need to be optinized for power usage and
devi ces that enploy CoAP. As a general technology, CoAP is simlar
to HTTP. It can be used in various ways, and network entities may
take on different roles. This freedomallows the technol ogy to be
used in efficient and |l ess efficient ways. Sone gui dance is needed
to understand what types of commruni cati on over CoAP are recomended
when | ow power usage is a critical goal

The recomendations in this nmeno should be taken as conplenmentary to
devi ce hardware optim zation, nicroel ectronics inprovenents, and
further evolution of the underlying link and radio |ayers. Further
gains in power efficiency can certainly be gained on several fronts;
the approach that we take in this neno is to do what can be done at
the IP, transport, and application layers to provide the best
possi bl e power efficiency. Application inplementors generally have
to use the current-generation mcroelectronics, currently avail able
radi o networks and standards, and so on. This focus in our meno
shoul d by no neans be taken as an indication that further evolution
in these other areas is unnecessary. Such evolution is useful,
ongoi ng, and generally conplenentary to the techni ques presented in
this meno. However, the list of techniques described in this
docunent as useful for a particular application nmay change with the
evol uti on of these underlying technol ogies.

The rest of this menmo is structured as follows. Section 2 discusses
the need and goals for | ow power devices. Section 3 outlines our
expectations for the |l owlayer conmunications nodel. Section 4
describes the two scenarios that we address. Sections 5, 6, 7, and 8
gi ve guidelines for the use of CoAP in these scenarios

Thi s docunent was originally finalized in 2016 but is published six
years later due to waiting for key references to reach RFC stat us.
Therefore, some of the |atest advancenents in cellular network, CoAP,
and ot her technol ogi es are not discussed here, and sone of the



ref erences point to docunents that were state of the art in 2016
CGoal s for Low Power Operation

There are many situations where power usage optinization is
unnecessary. Optimzation may not be necessary on devices that can
run on a power feed over wi red conmmunications nedia, such as in
Power - over - Et hernet (PoE) sol utions. These devices nay require a
rudi nentary | evel of power optimzation techniques just to keep
overal|l energy costs and aggregate power feed sizes at a reasonabl e
| evel, but nore extreme techni ques necessary for battery-powered
devices are not required. The situation is simlar with devices that
can easily be connected to mains power. Oher types of devices may
get an occasi onal charge of power from energy-harvesting techni ques.
For instance, sone environmental sensors can run on solar cells.
Typically, these devices still have to regulate their power usage in
a strict manner -- for instance, to be able to use solar cells that
are as small and inexpensive as possible.

In battery-operated devices, power usage is even nore inportant. For
i nstance, one of the authors enploys over a hundred di fferent sensor
devices in their hone network. A majority of these devices are wred
and run on PoE, but in nost environnents this would be inpractica
because the necessary wires do not exist. The future is in wreless
solutions that can cover buil dings and other environments without
assuning a pre-existing wired infrastructure. |In addition, in many
cases it is inpractical to provide a mains power source. Oten

there are no power sockets easily available in the |ocations that the
devices need to be in, and even if there were, setting up the wires
and power adapters would be nore conplicated than installing a

st andal one device w thout any wres.

Yet, with a large nunber of devices, the battery lifetinmes becone
critical. Cost and practical limts dictate that devices can be

| argely just bought and left on their own. For instance, with a
hundred devi ces, even a ten-year battery lifetinme results in a

mont hly battery change for one device within the network. This may

be inpractical in many environnents. In addition, sonme devices nmay
be physically difficult to reach for a battery change. O, a large
group of devices -- such as utility nmeters or environnental sensors

-- cannot be economically serviced too often, even if in theory the
batteries coul d be changed.

Many of these situations lead to a requirenment for mnimzing power
usage and/or maxim zing battery lifetines. Using the power usage
strategi es described in [ RFC7228], nai ns-powered sensor-type devices
can use the Always-on strategy, whereas battery-operated or energy-
harvesti ng devi ces need to adjust behavi or based on the comruni cation
interval. For intervals on the order of seconds, the Low power
strategy is appropriate. For intervals ranging frommnutes to
hours, either the Low power or Nornally-off strategy is suitable.
Finally, for intervals lasting days or longer, Normally-off is
usual Iy the best choice. Unfortunately, nuch of our current
technol ogy has been built with different objectives in mnd -- for

i nstance, networked devices that are "always on", gadgets that
require humans to recharge themevery couple of days, and protocols
that have been optinized to nmaxi nmize throughput rather than conserve
resour ces

Long battery lifetimes are required for many applications, however.
In sone cases, these lifetimes should be on the order of years or
even a decade or longer. Some conmunication devices al ready reach
multi-year lifetines, and continuous inprovenments in | ow power

el ectroni cs and advances in radi o technol ogy keep pushi ng these
lifetimes Ionger. However, it is perhaps fair to say that battery
lifetimes are generally too short at present.



Power usage cannot be eval uated based solely on | ower-|ayer

conmuni cations. The entire system including upper-|layer protocols
and applications, is responsible for the power consunption as a
whol e. The | ower comunication |ayers have al ready adopted nany
techni ques that can be used to reduce power usage, such as scheduling
devi ce wake-up tinmes. Further reductions will likely need sone
cooperation fromthe upper |ayers so that unnecessary conmuni cati ons,
deni al - of -service attacks on power consunption, and other power
drains are elim nated.

O course, application requirenents ultimtely determ ne what kinds
of communi cations are necessary. For instance, sone applications
require nore data to be sent than others. The purpose of the
guidelines in this neno is not to prefer one or the other
application, but to provide guidance on how to mninize the anpbunt of
conmuni cations overhead that is not directly required by the
application. VWhile such optimzation is generally useful, it is,
relatively speaking, nmobst noticeable in applications that transfer
only a small anount of data or operate only infrequently.

Li nk- Layer Assunptions

We assune that the underlying conmuni cati ons network can be any

| arge-scal e, public network that enploys a point-to-point
conmmuni cati ons nodel and radi o technology. 2G 3G LTE, and 5G

net wor ks are exanpl es of such networks but are not the only possible
networks with these characteristics.

In the followi ng, we |ook at sone of these characteristics and their
inplications. Note that in npst cases these characteristics are not
properties of the specific networks but rather are inherent in the
concept of public networks.

*  Public Networks

Using a public network service inmplies that applications can be
depl oyed wi thout having to build a network to go with them For
economni ¢ reasons, only the |argest users (such as utility

conpani es) could afford to build their own network, and even they
woul d not be able to provide worl dwi de coverage. This neans that
applications where coverage is inportant can be built. For

i nstance, nost transport-sector applications require national or
even worl dwi de coverage to work

But there are other inplications as well. By definition, the
network is not tailored for this application, and, with some
exceptions, the traffic passes through the Internet. One
inplication of this is that there are generally no application-
specific network configurations or discovery support. For

i nstance, the public network hel ps devices to get on the Internet,
set up default routers, configure DNS servers, and so on, but does
not hi ng for configuring possible higher-layer functions, such as
servers that a device m ght need to contact to performits
application functions.

Public networks often provide web proxies and other functionality
that can, in sonme cases, neke significant inprovenents related to
del ays and costs of conmunication over the wireless link. For

i nstance, resolving server DNS nanes in a proxy instead of the
user’s device may cut down on the general chattiness of the
conmmuni cati ons, therefore reducing overall delay in conpleting the
entire transaction. Likew se, a CoAP proxy or Publish-Subscribe
(pub/sub) Broker [ CoAP-PubSub] can assist a CoAP device in

conmuni cation. However, unlike HTTP web proxi es, CoAP proxies and
brokers are not yet wi dely deployed in public networks.



Simlarly, given the | ack of avail able |IPv4 addresses, chances are
that many devices are behind a Network Address Transl ati on (NAT)
device. This neans that they are not easily reachabl e as servers.
Al ternatively, the devices may be directly on the gl obal Internet
(on either 1 Pv4 or 1 Pv6) and easily reachable as servers
Unfortunately, this may mean that they al so receive unwanted
traffic, which may have inplications for both power consunption
and service costs.

* Point-to-Point Link Mdel

This is a common |ink nodel in cellular networks. One inplication
of this nodel is that there will be no other nodes on the sane
Iink, except maybe for the service provider’'s router. As a
result, multicast discovery cannot be reasonably used for any

| ocal discovery purposes. VWhile the configuration of the service
provider’s router for specific users is theoretically possible,
this is difficult to achieve in practice, at least for any snal
user that cannot afford a network-w de contract for a private APN
(Access Point Nane). The public network access service has little
per-user tailoring.

* Radi o Technol ogy

The use of radio technol ogy neans that power is needed to operate
the radi os. Transm ssion generally requires nore power than
reception. However, radio protocols have generally been desi gned
so that a device checks periodically to see whether it has
messages. |n a situation where nessages arrive sel domor not at
all, this checking consunmes energy. Research has shown that these
periodi ¢ checks (such as LTE pagi ng nessage reception) are often a
far bigger contributor to energy consunption than nessage
transm ssi on.

Note that for situations where there are several applications on
the sanme device wishing to conmunicate with the Internet in sone
manner, bundling those applications together so that they can
conmuni cate at the same tinme can be very useful. Sone gui dance
for these techniques in the snartphone context can be found in

[ Andr oi d- Bundl €] .

Natural |y, each device has the freedomto decide when it sends
messages. |In addition, we assune that there is sone way for the
devices to control when or how often they want to recei ve nessages
Speci fic nmethods for doing this depend on the specific network being
used and also tend to change as inprovenments in the design of these
networ ks are incorporated. The reception control methods generally
come in tw variants: (1) fine-grained nmechani snms that deal with how
often the device needs to wake up for pagi ng nessages and (2) cruder
mechani sns where the device sinply disconnects fromthe network for a
period of tine. There are costs and benefits associated with each
met hod, but those are not relevant for this neno, as |long as sone
control method exists. Furthernore, devices could use Del ay- Tol er ant
Net wor ki ng (DTN) mechani sms [ RFC4838] to relax the requirements for
timeliness of connectivity and nessage delivery.

Scenari os

Not all applications or situations are equal. They nmay require
different solutions or comruni cation nodels. This nmenp focuses on
two conmon scenarios in cellular networks:

* Real -Ti ne Reachabl e Devi ces

Thi s scenario involves all comunication that requires real-tinme
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or near-real-time comrunications with a device. That is, a
network entity nust be able to reach the device with a small tine
lag at any time, and no previously agreed-upon wake-up schedul e
can be arranged. By "real-tinme", we nean any reasonabl e end-to-
end communi cations |atency, be it measured in nilliseconds or
seconds. However, unpredictable sleep states are not expected.

Exanpl es of devices in this category include sensors that nust be
nmeasurabl e froma renote source at any instant in tine, such as
process autonmation sensors and actuators that require i mediate
action, such as light bul bs or door |ocks.

* Sl eepy Devices

This scenario involves the freedomto choose when a device
conmmuni cates. The device is often expected to be able to be in a
sl eep state for nuch of its tine. The device itself can choose
when it comrunicates, or it lets the network assist in this task

Exanpl es of devices in this category include sensors that track
sl ow y changi ng val ues, such as tenperature sensors and actuators
that control a relatively slow process, such as heating systens.

Note that there may be hard real -time requirements, but they are
expressed in terms of how fast the device can conmmuni cate -- not
interms of how fast it can respond to network stimuli. For
instance, a fire detector can be classified as a sl eepy device as
long as it can internally quickly wake up on detecting fire and
initiate the necessary conmuni cations wi thout del ay.

Di scovery and Registration

In both scenarios, the device will be attached to a public network.
Wt hout special arrangenments, the device will also get a dynamically
assigned | P address or an I Pv6 prefix. At |east one but typically
several router hops separate the device fromits conmunicating peers
such as application servers. As a result, the address or even the
exi stence of the device is typically not imediately obvious to the
ot her nodes participating in the application. As discussed earlier,
mul ticast discovery has limted value in public networks; network
nodes cannot practically discover individual devices in a |large
public network. And the devices cannot discover who they need to
talk to, as the public network offers just basic Internet
connectivity.

Qur recommendation is to initiate a discovery and registration
process. This allows each device to informits peers that it has
connected to the network and that it is reachable at a given IP
address. Registration also facilitates | ow power operation, since a
devi ce can del egate part of the discovery signaling and reachability
requi renents to anot her node.

The registration part is easy, e.g., with a resource directory. The
devi ce should performthe necessary registration with such a resource
directory -- for instance, as specified in [RFC9176]. |In order to do
this registration, the device needs to know its Constrai ned RESTful
Envi ronnments (CoRE) Link Format description, as specified in

[ RFC6690]. |In essence, the registration process involves performng
a CGET on .well-known/core/?rt=core-rd at the address of the resource
directory and then doing a POST on the path of the discovered
resource.

O her nechani sms enabl i ng devi ce di scovery and del egati on of
functionality to a non-sl eepy node include those discussed in
[ CORE-M rror] and [ CoAP- PubSub].



However, current CoAP specifications provide only Iimted support for
di scovering the resource directory or other registration services.
Local multicast discovery only works in LAN-type networks; it does
not work in the public cellular networks discussed in this docunent.
W recommend the follow ng alternate nethods for discovery:

* Manual Configuration

The DNS nane of the resource directory is manually configured.
Thi s approach is suitable in situations where the owner of the
devi ces has the resources and capabilities to do the
configuration. For instance, a utility conpany can typically
programits netering devices to point to the company servers

*  Manuf acturer Server

The DNS name of the directory or proxy is hardwired to the
software by the manufacturer, and the directory or proxy is
actually run by the manufacturer. This approach is suitable in
many consuner usage scenarios, where it would be unreasonable to
assune that the consunmer runs any specific network services. The
manuf acturer’s web interface and the directory/proxy servers can
cooperate to provide the desired functionality to the end user
For instance, the end user can register a device identity in the
manuf acturer’s web interface and ask that specific actions be
taken when the devi ce does sonet hi ng.

* Del egati ng Manufacturer Server

The DNS name of the directory or proxy is hardwired to the
software by the manufacturer, but this directory or proxy nerely
redirects the request to a directory or proxy run by whoever
bought the device. This approach is suitable in nany enterprise
environments, as it allows the enterprise to be in charge of

actual data collection and device registries; only the initial

boot strap goes through the manufacturer. |In many cases, there are
even |l egal requirenments (such as EU privacy |aws) that prevent
provi di ng unnecessary information to third parties.

*  Common d obal Resolution Infrastructure

The del egati ng manuf acturer server nodel could be generalized into
a reverse-DNS-|i ke discovery infrastructure that could, for
exanpl e, answer the question "This is a device with identity ID
2456; where is ny hone registration server?" However, at present,
no such resolution systemexists. (Note: The EPCA obal system for
Radi o Frequency ldentification (RFID) resolution is rem niscent of
thi s approach.)

Besi des manual configuration, these alternate nmechanisns are nostly
suitable for |arge manufacturers and depl oynents. Good autonated
mechani snms for discovery of devices that are manufactured and
deployed in small quantities are still needed.

Dat a Formats

A variety of data formats exist for passing around data. These data
formats include XM., JavaScript Object Notation (JSON) [ RFC8259],
Efficient XML Interchange (EXl) [WBC. REC-exi-20140211], Concise

Bi nary Object Representation (CBOR) [ RFC38949], and various text
formats. Message | engths can have a significant effect on the anmount
of energy required for the comunications, and as such it is highly
desirabl e to keep nessage lengths minimal. At the sane tine, extrene
optimzation can affect flexibility and ease of progranmi ng. The

aut hors recomrend that readers refer to [ RFC8428] for a conpact but
easily processed and extendable fornmat.
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Real - Ti me Reachabl e Devi ces

These devices are often best npbdel ed as CoAP servers. The device

will have limted control over when it receives nessages, and it wll
have to listen actively for nessages, up to the limts of the
underlying link layer. If in some phase of its operation the device

also acts in the role of a client, it can control how many
transmissions it nmakes on its own behal f.

The packet reception checks should be tail ored according to the
requirenents of the application. |If sub-second response tine is not
needed, a nore infrequent checking process may save sone power.

For sensor-type devices, the CoAP Chserve extension (Qobserve option)
[ RFC7641] may be supported. This allows the sensor to track changes
to the sensed val ue and make an i nmedi ate observation response upon a
change. This may reduce the anpbunt of polling needed to be done by
the client. Unfortunately, it does not reduce the time that the
device needs to be listening for requests. Subscription requests
fromclients other than the currently registered client may cone in
at any tine, the current client may change its request, and the
device still needs to respond to normal queries as a server. As a
result, the sensor cannot rely on having to conmmunicate only on its
own choi ce of observation interval

In order to act as a server, the device needs to be placed in a
public | Pv4 address, be reachable over |IPv6, or be hosted in a
private network. |If the device is hosted on a private network, then
all other nodes that need to access this device also need to reside
in the sane private network. There are multiple ways to provide
private networks over public cellular networks. One approach is to
dedi cate a special APN for the private network. Corporate access via
cellular networks has often been arranged in this nmanner, for

i nstance. Another approach is to use Virtual Private Network (VPN)
technology -- for instance, |Psec-based VPNs.

Power consunption fromunwanted traffic is problematic in these

devi ces, unless they are placed in a private network or protected by
an operator-provided firewall service. Devices on an |IPv6 network
will be afforded sone protection due to the nature of the 2764
address allocation for a single termnal in a 3GPP cellul ar network;

the attackers will be unable to guess the full IP address of the
device. However, this protects only the device from processing a
packet, but since the network will still deliver the packet to any of

the addresses within the assigned 64-bit prefix, packet reception
costs are still incurred.

Note that the VPN approach cannot prevent unwanted traffic received
at the tunnel endpoint address and nmay require keep-alive traffic.
Special APNs can solve this issue but require an explicit arrangenent
with the service provider.

Sl eepy Devi ces

These devices are best nodel ed as devices that can del egate queries
to sone other node -- for instance, as mirror servers [CoRE-Mrror]
or CoAP pub/sub dients [ CoAP-PubSub]. Wen the device initializes
itself, it nakes a registration of itself in a server or broker as
descri bed above in Section 5 and then continues to send periodic
updat es of sensor val ues.

As a result, the device acts only as a client and not as a server,
and can shut down all communication channels during its sl eeping
period. The length of the sleeping period depends on power and
application requirenents. Some environmental sensors mght use a day



or a week as the period, while other devices may use smaller val ues
rangi ng fromm nutes to hours.

The ability to shut down communi cati ons and act as only a client has
four inpacts:

* Radio transm ssion and reception can be turned off during the
sl eepi ng period, reducing power consunption significantly.

*  However, sone power and tinme are consuned by having to reattach to
the network after the end of a sleep period.

* The wi ndow of opportunity for unwanted traffic to arrive is nuch
smal ler, as the device is listening for traffic only part of the
time. Note, however, that networks may cache packets for sone
time. On the other hand, stateful firewalls can effectively
remove nuch of the unwanted traffic for client-type devices

* The device may exist behind a NAT or a firewall w thout being
impacted. Note that the "sinple security" basic |IPv6 firewal
capability [ RFC6092] bl ocks i nbound UDP traffic by default, so
just noving to IPv6 is not a direct solution to this problem

For sl eepy devices that represent actuators, it is also possible to
use the mrror server or pub/sub broker nodel. A device can receive
informati on fromthe server or broker about variable changes via
either polling or notifications.

.1. Inplenentation Considerations

There are several challenges related to inplenenting sl eepy devices.
They need hardware that can be placed in an appropriate sl eep node
but awakened when it is time to do sonething again. This is not

al ways easy in all hardware platforms. It is inportant to be able to
shut down as much of the hardware as possible, preferably down to
everything el se except a clock circuit. The platformalso needs to
support reawakening at suitable tinmescales, as otherw se the device
needs to be powered up too frequently.

Most comercial cellular nodem platfornms do not allow applications to
suspend the state of the communications stack. Hence, after a power-
of f period, they need to re-establish communi cati ons, which takes
some anount of tine and extra energy.

| mpl enent ati ons shoul d have a coordi nated understanding of the state
and sl eeping schedule. For instance, it nakes no sense to keep a CPU
powered up, waiting for a nmessage when the | ower |ayer has been told
that the next possible paging opportunity is sone time away.

The cel lul ar networks have a nunber of adjustable configuration
paraneters, such as the maxi mum used paging interval. Proper
settings of these values have an inpact on the power consunption of
the device, but with current business practices, such settings are
rarely negoti ated when the user’s subscription is provisioned.

Security Considerations

There are no particular security aspects related to what has been

di scussed in this nmeno, except for the ability to del egate queries
for a resource to another node. Depending on how this is done, there
are obvious security issues that have largely NOT yet been addressed
inthe relevant Internet-Drafts [CoRE-Mrror] [ CoAP-Alive]

[ CoAP- Publ - Moni tor]. However, we point out that, in general,
security issues in delegation can be solved through either reliance
on your local network support nodes (which nay be quite reasonable in
many environnents) or explicit end-to-end security. Explicit end-to-
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11.

11.

11.

end security through nodes that are awake at different times neans,
in practice, end-to-end data object security. W have inplenented
one such nechani smfor sl eepy nodes as described in [ RFC8387].

The security considerations relating to CoAP [ RFC7252] and the

rel evant

link Iayers should apply. Note that cellular networks

uni versally empl oy per-device authentication, integrity protection,
and, for nost of the world, encryption of all their conmunications.

Addi ti onal

protection of transport sessions is possible through

mechani snms descri bed in [ RFC7252] or data objects.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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