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Thi s docunent defines default integrity and confidentiality security
contexts that can be used with Bundl e Protocol Security (BPSec)

i mpl ement ati ons. These security contexts are intended to be used
both for testing the interoperability of BPSec inplementations and
for providing basic security operations when no other security
contexts are defined or otherwi se required for a network.
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I nt roducti on

The Bundl e Protocol Security (BPSec) specification [ RFC9172]

provi des



inter-bundle integrity and confidentiality operations for networks
depl oyi ng the Bundl e Protocol (BP) [RFC9171]. BPSec defines BP
extension blocks to carry security information produced under the
auspi ces of sone security context.

Thi s docunent defines two security contexts (one for an integrity
service and one for a confidentiality service) for popul ati ng BPSec
Bl ock Integrity Blocks (BIBs) and Bl ock Confidentiality Bl ocks
(BCBs). This docunent assunes famliarity with the concepts and
term nol ogy associated with BP and BPSec, as these security contexts
are used with BPSec security blocks and other BP bl ocks carried

wi t hi n BP bundl es.

These contexts generate information that MJST be encoded using the
Conci se Binary Ohject Representation (CBOR) specification docunented
in [ RFC8949].

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Integrity Security Context BIB-HVAC- SHA2
3.1. Overview

The BI B- HVAC- SHA2 security context provides a keyed-hash Message

Aut henti cation Code (MAC) over a set of plaintext information. This
context uses the Secure Hash Al gorithm 2 (SHA-2) discussed in [SHS]
conbi ned with the Hashed Message Authenticati on Code (HVAC) keyed
hash di scussed in [RFC2104]. The conbinati on of HVAC and SHA-2 as
the integrity mechanismfor this security context was selected for
two reasons:

1. The use of symmetric keys allows this security context to be used
in places where an asymetric-key infrastructure (such as a
public key infrastructure) mght be inpractical.

2. The conbi nati on HVAC- SHA2 represents a wel | -supported and wel | -
understood integrity mechanismw th nultiple inplenmentations
avai | abl e.

Bl B- HVAC- SHA2 supports three variants of HVAC SHA, based on the
supported length of the SHA-2 hash value. These variants correspond
to HVAC 256/ 256, HWMAC 384/ 384, and HVAC 512/512 as defined in Table 7
("HVAC Al gorithm Val ues") of [RFC8152]. The sel ection of which
variant is used by this context is provided as a security context

par amet er .

The output of the HVAC MJUST be equal to the size of the SHA2 hashing
function: 256 bits for SHA-256, 384 bits for SHA-384, and 512 bits
for SHA-512.

The Bl B- HVAC- SHA2 security context MJST have the security context
identifier specified in Section 5. 1.

3.2. Scope

The scope of BIB-HVAC-SHA2 is the set of information used to produce
the plaintext over which a keyed hash is calculated. This plaintext
is termed the "Integrity-Protected Plaintext (IPPT)". The content of
the IPPT is constructed as the concatenation of information whose
integrity is being preserved fromthe BIB-HVAC SHA2 security source



to its security acceptor. There are five types of information that
can be used in the generation of the | PPT, based on how broadly the
concept of integrity is being applied. These five types of

i nformati on, whether they are required, and why they are inportant
for integrity are discussed as foll ows.

Security target contents
The contents of the block-type-specific data field of the security
target MJUST be included in the IPPT. Including this infornmation
protects the security target data and is considered the mnimal,
required set of information for an integrity service on the
security target.

| PPT scope
The determ nation of which optional types of information were used
when constructing the | PPT MUST al ways be included in the |PPT.
Including this information ensures that the scope of the | PPT
construction at a security source matches the scope of the |IPPT
construction at security verifiers and security acceptors.

Pr

mary bl ock

The primary bl ock identifies a bundle, and once created, the
contents of this block are imutable. Changes to the primary
bl ock associated with the security target indicate that the
security target (and BIB) might no | onger be in the correct
bundl e.

For exanple, if a security target and associated BIB are copied
fromone bundle to another bundle, the BIB might still contain a
verifiable signature for the security target unless informtion
associated with the bundle primary bl ock is included in the keyed
hash carried by the BI B

Including this information in the I PPT protects the integrity of
the association of the security target with a specific bundle.

O her fields of the security target
The other fields of the security target include bl ock
identification and processing information. Changing this
i nformati on changes how the security target is treated by nodes in
the network even when the "user data" of the security target are
ot herw se unchanged.

For exanple, if the block processing control flags of a security
target are different at a security verifier than they were
originally set at the security source, then the policy for
handl i ng the security target has been nodifi ed.

Including this information in the I PPT protects the integrity of
the policy and identification of the security target data.

O her fields of the BIB
The other fields of the BIB include block identification and
processing information. Changing this information changes how the
BIBis treated by nodes in the network, even when other aspects of
the BIB are unchanged.

For exanple, if the block processing control flags of the BIB are

different at a security verifier than they were originally set at

the security source, then the policy for handling the BI B has been
nmodi fi ed.

Including this information in the | PPT protects the integrity of
the policy and identification of the security service in the
bundl e.



| NOTE: The security context identifier and security context

| paraneters of the security block are not included in the

| 1 PPT because these paraneters, by definition, are required
| to verify or accept the security service. Successfu

| wverification at security verifiers and security acceptors

| inplies that these paraneters were unchanged since being

| specified at the security source. This is the case because
| keys cannot be reused across security contexts and because
| the integrity scope flags used to define the | PPT are

| included in the IPPT itself.

The scope of the BIB-HMAC- SHA2 security context is configured using
an optional security context paraneter.

3. 3. Par anet ers

Bl B- HVAC- SHA2 can be paraneterized to select SHA-2 variants,
communi cate key information, and define the scope of the |PPT.

3.3.1. SHA Vvariant

This optional paraneter identifies which variant of the SHA-2
algorithmis to be used in the generation of the authentication code.

Thi s val ue MIST be encoded as a CBCOR unsi gned i nteger

Valid values for this paraneter are as foll ows.

| Value | Descri ption |
[} gttty e pp—p—p—p—p—(—(—————(————————(—(————————r
| 5 | HVAC 256/ 256 as defined in Table 7

| | ("HWMAC Al gorithm Val ues") of [RFC8152] |
dememaas NS +
| 6 | HMAC 384/384 as defined in Table 7 |
| | ("HMAC Al gorithm Val ues") of [RFC8152] |
R, oo e m e e e e e e e e e e e e e e e e e ma o - +
| 7 | HVAC 512/512 as defined in Table 7

| | ("HWMAC Al gorithm Val ues") of [RFC8152] |
dememaas NS +

Tabl e 1: SHA Vari ant Paraneter Val ues

When not provided, inplenentations SHOULD assune a val ue of 6
(indicating use of HVAC 384/384), unless an alternate default is
established by | ocal security policy at the security source,
verifiers, or acceptor of this integrity service.

3.3.2. Wapped Key

Thi s optional paraneter contains the output of the AES key wrap
function as defined in [RFC3394]. Specifically, this paraneter holds
the ci phertext produced when running this key wap algorithmw th the
i nput string being the symretric HVAC key used to generate the
security results present in the security block. The value of this
paraneter is used as input to the AES key wap authenticated
decryption function at security verifiers and security acceptors to
determne the symmetric HVAC key needed for the proper validation of
the security results in the security bl ock

Thi s val ue MJST be encoded as a CBOR byte string.
If this paranmeter is not present, then security verifiers and

acceptors MJST determ ne the proper key as a function of their |oca
BPSec policy and configuration



3.3.3. Integrity Scope Fl ags

This optional paraneter contains a series of flags that describe what
information is to be included with the bl ock-type-specific data when
constructing the | PPT val ue.

Thi s val ue MIST be represented as a CBOR unsigned integer, the value
of which MJUST be processed as a 16-bit field. The maxi mum val ue of
this field, as a CBOR unsigned integer, MJST be 65535.

When not provided, inplenmentations SHOULD assume a val ue of 7
(indicating all assigned fields), unless an alternate default is
established by | ocal security policy at the security source,
verifier, or acceptor of this integrity service.

I mpl enent ati ons MJUST set reserved and unassigned bits in this field
to 0 when constructing these flags at a security source. Once set,
the value of this field MUST NOT be altered until the security
service is conpleted at the security acceptor in the network and
removed fromthe bundle.
Bits in this field represent additional information to be included
when generating an integrity signature over the security target.
These bits are defined as foll ows.
Bit O (the loworder bit, 0x0001): Include prinmary bl ock flag
Bit 1 (0x0002): Include target header flag
Bit 2 (0x0004): Include security header flag
Bits 3-7: Reserved
Bits 8-15: Unassigned

3.3.4. Enunerations
The BI B- HVAC- SHA2 security context paraneters are listed in Table 2
In this table, the "Parm|d" colum refers to the expected paraneter
identifier described in Section 3.10 ("Paraneter and Result
I dentification") of [RFCO172].

An empty "Default Value" colum indicates that the security context
par anet er does not have a default val ue.

B b e oo ey oo e s
| Parmld | Parm Name | CBOR Encodi ng Type | Default Val ue

[ oo oo oo s e e s sl el
| 1 | SHA Variant | unsigned integer | 6 |
+---- - - - i i I i I R i I +
| 2 | Wapped Key | byte string | |
R I Feom e e e e m - - - I I T +
| 3 | I'ntegrity | unsigned integer | 7 |
| | Scope Flags | | |
F---- - - - F-- - - - - - I I R S I +

Tabl e 2: BI B-HVAC- SHA2 Security Context Paraneters
3.4. Results
The BI B- HVAC- SHA2 security context results are listed in Table 3. 1In
this table, the "Result 1d" columm refers to the expected result
identifier described in Section 3.10 ("Paraneter and Result
I dentification") of [RFCO172].

[ ool oo ool el s s e s °}



| Result | Result | CBOR Encoding | Descri ption |
| 1d | Name | Type I I
[ gl Sy sl ——p—p—j—(—— plp——p———p———(—————(————————
| 1 | Expected | byte string | The output of the |
| | HVAC | | HMAC cal cul ation at |
| | | | the security source. |
+---- - - - F--- - - S I R i +

Tabl e 3: BI B-HVAC- SHA2 Security Results
3.5. Key Considerations

HVAC keys used with this context MJST be symmetric and MJUST have a
key length equal to the output of the HMAC. For this reason, HVAC
key lengths will be integers divisible by 8 bytes, and speci al
paddi ng- aware AES key wap algorithns are not needed.

It is assuned that any security verifier or security acceptor
performng an integrity verification can determ ne the proper HVAC
key to be used. Potential sources of the HVAC key include (but are
not limted to) the foll ow ng:

*  Pre-placed keys sel ected based on | ocal policy.
* Keys extracted frommaterial carried in the BIB.
* Session keys negotiated via a nmechani smexternal to the BIB.

When an AES Key Wap (AES-KW [RFC3394] wapped key is present in a
security block, it is assumed that security verifiers and security

acceptors can independently determ ne the key encryption key (KEK)

used in the wapping of the symmetric HVAC key.

As di scussed in Section 6 and enphasi zed here, it is strongly
recomrended that keys be protected once generated, both when they are
stored and when they are transnitted.

3.6. Security Processing Considerations

An HMAC cal cul ated over the same | PPT with the same key will al ways
have the same value. This regularity can lead to practical side-
channel attacks whereby an attacker could produce known pl ai ntext,
guess at an HVAC tag, and observe the behavior of a verifier. Wth a
nodest nunber of trials, a side-channel attack could produce an HVAC
tag for attacker-provided plaintext without the attacker ever know ng
t he HVAC key.

A common met hod of observing the behavior of a verifier is precise
anal ysis of the timng associated with conparisons. Therefore, one
way to prevent behavior analysis of this type is to ensure that any
conpari sons of the supplied and expected authentication tag occur in
constant tine.

A constant-tine conparison function SHOULD be used for the comparison
of authentication tags by any inplenentation of this security
context. In cases where such a function is difficult or inpossible
to use, the inpact of side-channel attacks (in general) and timng
attacks (specifically) need to be considered as part of the

i mpl ement ati on.

3.7. Canonicalization Al gorithns

Thi s section defines the canonicalization algorithmused to prepare
the I PPT input to the BIB-HVAC-SHA2 integrity mechanism The
construction of the | PPT depends on the settings of the integrity
scope flags that can be provided as part of custom zing the behavi or
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of this security context.

In all cases, the canonical formof any portion of an extension bl ock
MJST be created as described in [RFCO172]. The canonicalization
algorithnms defined in [ RFCO172] adhere to the canonical forms for

ext ensi on bl ocks defined in [RFCO9171] but resolve anbiguities related
to how val ues are represented in CBOR

The I PPT is constructed using the follow ng process. Wile integrity
scope flags night not be included in the BIB representing the
security operation, they MJST be included in the | PPT value itself.

1. The canonical formof the |IPPT starts as the CBOR encodi ng of the
integrity scope flags in which all unset flags, reserved bits,
and unassi gned bits have been set to 0. For exanple, if the
primary block flag, target header flag, and security header flag
are each set, then the initial value of the canonical formof the
I PPT will be 0x07.

2. If the primary block flag of the integrity scope flags is set to
1 and the security target is not the bundle' s primary bl ock, then
a canoni cal formof the bundle's primary bl ock MJST be cal cul at ed
and the result appended to the | PPT.

3. If the target header flag of the integrity scope flags is set to
1 and the security target is not the bundle' s primary bl ock, then
the canoni cal form of the block type code, block nunber, and
bl ock processing control flags associated with the security
target MJST be cal culated and, in that order, appended to the
| PPT.

4. 1f the security header flag of the integrity scope flags is set
to 1, then the canonical formof the block type code, block
nunber, and bl ock processing control flags associated with the
Bl B MUST be cal culated and, in that order, appended to the |PPT.

5. The canonical formof the security target MJST be cal cul ated and
appended to the IPPT. |If the security target is the primary
bl ock, this is the canonical formof the primary bl ock
O herwise, this is the canonical formof the bl ock-type-specific
data of the security target.

| NOTE: When the security target is the bundle’ s primary bl ock,

| the canonicalization steps associated with the primary bl ock

| flag and the target header flag are skipped. Skipping primary
| block flag processing, in this case, avoids adding the bundle’'s
| primary block twice in the | PPT cal culation. Skipping target

| header flag processing, in this case, is necessary because the
| primary block of a bundl e does not have the expected el enents

| of a block header such as bl ock nunmber and bl ock processing

| control flags

Processi ng
1. Keyed Hash Generation

Duri ng keyed hash generation, two inputs are prepared for the
appropriate HVAC/ SHA2 al gorithm the HVAC key and the I PPT. These
data items MUST be generated as foll ows.

* The HVAC key MUST have the appropriate |ength as required by |oca
security policy. The key can be generated specifically for this
integrity service, given as part of local security policy, or
obt ai ned t hrough sone other key managenent nechani sm as di scussed
in Section 3.5.



* Prior to the generation of the IPPT, if a Cyclic Redundancy Check
(CRC) value is present for the target bl ock of the BIB, then that
CRC val ue MJST be renoved fromthe target block. This involves
bot h renoving the CRC value fromthe target block and setting the
CRC type field of the target block to "no CRC is present."

* Once CRC information is renoved, the | PPT MJST be generated as
di scussed in Section 3.7.

Upon successful hash generation, the foll owing acti on MJST occur

* The keyed hash produced by the HMAC/ SHA2 variant MJUST be added as
a security result for the BIB representing the security operation
on this security target, as discussed in Section 3.4.

Finally, the BIB containing information about this security operation
MUST be updated as follows. These operations can occur in any order

* The security context identifier for the BIB MIST be set to the
context identifier for BlB-HVAC SHA2.

* Any local flags used to generate the | PPT MUST be placed in the
integrity scope flags security context paraneter for the BIB
unl ess these flags are expected to be correctly configured at
security verifiers and acceptors in the network.

*  The HVAC key MAY be included as a security context paraneter, in
whi ch case it MJST be w apped using the AES key wap function as
defined in [RFC3394] and the results of the wappi ng added as the
wr apped key security context paraneter for the BIB

* The SHA variant used by this security context SHOULD be added as
the SHA variant security context paraneter for the BIBif it
differs fromthe default key length. Oherw se, this paraneter
MAY be onmitted if doing so provides a useful reduction in nessage
si zes.

Probl ens encountered in the keyed hash generation MJST be processed
in accordance with | ocal BPSec security policy.

3.8.2. Keyed Hash Verification

Duri ng keyed hash verification, the input of the security target and
an HVAC key are provided to the appropriate HVAC/ SHA2 al gorithm

Duri ng keyed hash verification, two inputs are prepared for the
appropri ate HVAC/ SHA2 al gorithm the HVAC key and the I PPT. These
data items MUST be generated as foll ows.

*  The HVAC key MJST be derived using the wapped key security
context paraneter if such a paraneter is included in the security
context paraneters of the BIB. Oherw se, this key MJST be
derived in accordance with security policy at the verifying node
as discussed in Section 3.5.

* The | PPT MUST be generated as discussed in Section 3.7 with the
val ue of integrity scope flags being taken fromthe integrity
scope flags security context parameter. |If the integrity scope
flags parameter is not included in the security context
paraneters, then these flags MAY be derived fromlocal security

policy.

The cal cul at ed HVAC out put MUST be conpared to the expected HVAC

out put encoded in the security results of the BIB for the security
target. |If the cal cul ated HVAC and expected HVAC are identical, the
verification MJUST be considered a success. Qherw se, the
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4.

4.

verification MIJST be considered a failure.

If the verification fails or otherw se experiences an error or if any
needed paraneters are missing, then the verification MJST be treated
as failed and processed in accordance with | ocal security policy.

This security service is renoved fromthe bundle at the security
acceptor as required by the BPSec specification [ RFC9172]. |If the
security acceptor is not the bundle destination and if no other
integrity service is being applied to the target block, then a CRC
MUST be included for the target block. The CRC type, as determn ned
by policy, is set in the target block’s CRC type field, and the
corresponding CRC value is added as the CRC field for that bl ock.

Security Context BCB-AES- GCM
1. Overview

The BCB- AES- GCM security context repl aces the bl ock-type-specific
data field of its security target with ciphertext generated using the
Advanced Encryption Standard (AES) cipher operating in Gl ois/Counter
Mode (GCM [AES-GCM . The use of AES-CGCM was sel ected as the cipher
suite for this confidentiality mechanismfor several reasons:

1. The selection of a symetric-key cipher suite allows for
relatively smaller keys than asymetric-key ci pher suites.

2. The selection of a symretric-key cipher suite allows this
security context to be used in places where an asymetric-key
infrastructure (such as a public key infrastructure) m ght be
i mpractical .

3. The use of the Gl oi s/ Counter Mdde produces ciphertext with the
same size as the plaintext naking the replacenent of target bl ock
i nformati on easier as length fields do not need to be changed.

4. The AES-GCM ci pher suite provides authenticated encryption, as
required by the BPSec protocol.

Additionally, the BCB-AES-GCM security context generates an

aut hentication tag based on the plaintext value of the bl ock-type-
specific data and other additional authenticated data (AAD) that
m ght be specified via paranmeters to this security context.

This security context supports two variants of AES-GCM based on the
supported length of the symmetric key. These variants correspond to
A128GCM and A256GCM as defined in Table 9 ("Al gorithm Val ue for AES-
GCM') of [RFC8152].

The BCB- AES- GCM security context MJST have the security context
identifier specified in Section 5. 1.

2. Scope

There are two scopes associated with BCB- AES-GCM the scope of the

confidentiality service and the scope of the authentication service.
The first defines the set of information provided to the AES-GCM

ci pher for the purpose of producing ciphertext. The second defines
the set of information used to generate an authentication tag.

The scope of the confidentiality service defines the set of

i nformati on provided to the AES-GCM ci pher for the purpose of
produci ng ci phertext. This MJST be the full set of plaintext
contained in the bl ock-type-specific data field of the security
target.



The scope of the authentication service defines the set of
informati on used to generate an authentication tag carried with the
security block. This information contains all data protected by the
confidentiality service and the scope flags used to identify other
optional information; it MAY include other information (additiona
aut henticated data), as foll ows.

Primary bl ock
The primary block identifies a bundle, and once created, the
contents of this block are imutable. Changes to the prinmary
bl ock associated with the security target indicate that the
security target (and BCB) might no | onger be in the correct
bundl e.

For exanple, if a security target and associ ated BCB are copi ed
fromone bundle to another bundle, the BCB might still be able to
decrypt the security target even though these bl ocks were never
intended to exist in the copied-to bundle.

Including this information as part of additional authenticated
data ensures that the security target (and security bl ock) appear
in the sane bundle at the tine of decryption as at the tine of
encryption.

O her fields of the security target
The other fields of the security target include bl ock
identification and processing information. Changing this
i nformati on changes how the security target is treated by nodes in
the network even when the "user data" of the security target are
ot herw se unchanged.

For exanple, if the block processing control flags of a security
target are different at a security verifier than they were
originally set at the security source, then the policy for
handl i ng the security target has been nodifi ed.

Including this information as part of additional authenticated
data ensures that the ciphertext in the security target will not
be used with a different set of block policy than originally set
at the time of encryption.

O her fields of the BCB
The other fields of the BCB include block identification and
processing information. Changing this information changes how the
BCB is treated by nodes in the network, even when other aspects of
the BCB are unchanged.

For exanple, if the block processing control flags of the BCB are

different at a security acceptor than they were originally set at

the security source, then the policy for handling the BCB has been
nodi fi ed.

Including this information as part of additional authenticated
data ensures that the policy and identification of the security
service in the bundl e has not changed.

| NOTE: The security context identifier and security context

| paraneters of the security block are not included as

| additional authenticated data because these paraneters, by

| definition, are those needed to verify or accept the

| security service. Therefore, it is expected that changes to
| these values would result in failures at security verifiers
| and security acceptors. This is the case because keys

| cannot be reused across security contexts and because the

| AAD scope flags used to identify the AAD are included in the
|  AAD.



The scope of the BCB- AES- GCM security context is configured using an
optional security context paraneter.

4.3. Paraneters
BCB- AES- GCM can be paraneterized to specify the AES variant,
initialization vector, key information, and identify additiona
aut henti cat ed dat a.

4.3.1. Initialization Vector (1V)

This optional parameter identifies the initialization vector (1V)
used to initialize the AES-GCM ci pher

The length of the initialization vector, prior to any CBOR encodi ng,
MUST be between 8-16 bytes. A value of 12 bytes SHOULD be used
unl ess |l ocal security policy requires a different |ength.

Thi s val ue MJUST be encoded as a CBOR byte string.

The initialization vector can have any value, with the caveat that a

val ue MUST NOT be reused for nultiple encryptions using the sane

encryption key. This value MAY be reused when encrypting with

different keys. For exanple, if each encryption operation using BCB-

AES- GCM uses a new y generated key, then the sane |V can be reused
4.3.2. AES Variant

This optional paraneter identifies the AES variant being used for the

AES- GCM encryption, where the variant is identified by the |length of

key used.

Thi s val ue MJUST be encoded as a CBOR unsi gned i nteger

Valid values for this paranmeter are as foll ows.

[} gttty S p—p—p—p—p—(—(—(————————————————————————————
| Value | Description |
| 1 | A128GCM as defined in Table 9 ("Al gorithm |
| | Value for AES-GCM') of [RFC8152] |
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 3 | A256GCM as defined in Table 9 ("Al gorithm|
| | Value for AES-GCM') of [RFC8152] |
dememaas NS +

Tabl e 4: AES Vari ant Paraneter Val ues

When not provided, inplenentations SHOULD assune a val ue of 3
(indicating use of A256GCM), unless an alternate default is
established by | ocal security policy at the security source,
verifier, or acceptor of this integrity service.

Regardl ess of the variant, the generated authentication tag MJST
al ways be 128 bits.

4.3.3. Wapped Key

Thi s optional paraneter contains the output of the AES key wap
function as defined in [RFC3394]. Specifically, this paraneter holds
the ci phertext produced when running this key wap algorithmwth the
i nput string being the symmetric AES key used to generate the
security results present in the security block. The value of this
paraneter is used as input to the AES key wap authenticated
decryption function at security verifiers and security acceptors to



determne the symetric AES key needed for the proper decryption of
the security results in the security bl ock

Thi s val ue MJUST be encoded as a CBOR byte string.

If this parameter is not present, then security verifiers and
acceptors MJST determ ne the proper key as a function of their |oca
BPSec policy and configuration

4.3.4. AAD Scope Fl ags

This optional paraneter contains a series of flags that describe what
information is to be included with the bl ock-type-specific data of
the security target as part of additional authenticated data (AAD).

Thi s val ue MJST be represented as a CBOR unsi gned integer, the value
of which MJUST be processed as a 16-bit field. The maxi mum val ue of
this field, as a CBOR unsigned integer, MJST be 65535

When not provided, inplenentations SHOULD assune a val ue of 7
(indicating all assigned fields), unless an alternate default is
established by | ocal security policy at the security source,
verifier, or acceptor of this integrity service.

I mpl enent ati ons MJUST set reserved and unassigned bits in this field
to 0 when constructing these flags at a security source. Once set,
the value of this field MUST NOT be altered until the security
service is conpleted at the security acceptor in the network and
removed fromthe bundl e.
Bits in this field represent additional information to be included
when generating an integrity signature over the security target.
These bits are defined as foll ows.
Bit O (the loworder bit, 0x0001): Include prinmary block flag
Bit 1 (0x0002): Include target header flag
Bit 2 (0x0004): Include security header flag
Bits 3-7: Reserved
Bits 8-15: Unassigned

4.3.5. Enumerations
The BCB- AES- GCM security context paraneters are listed in Table 5
In this table, the "Parm1d" colum refers to the expected paraneter
identifier described in Section 3.10 ("Paraneter and Result
Identification") of [RFC9172].

An enpty "Default Value" colum indicates that the security context
par aneter does not have a default val ue.

[ bbb e e e s e s el e el
| Parmid | Par m Nane | CBOR Encoding Type | Default Value

[ el oo oo el e
| 1 | Initialization | byte string | |
| | Vect or | | |
B S S o e e e e e i e o Fom e e e oo - +
| 2 | AES Vari ant | unsigned integer | 3 |
R S —— oo - - o e e e o - R +
| 3 |  Wapped Key | byte string | |
. e e e e eea oo o e ee o oaao - o e e e oo +
| 4 | AAD Scope | unsigned integer | 7 |



4. 4.

4. 4.

4. 4.

4.5.

Tabl e 5: BCB- AES- GCM Security Context Paraneters
Results

The BCB- AES- GCM security context produces a single security result
carried in the security block: the authentication tag.

NOTES

* The ciphertext generated by the cipher suite is not considered a
security result as it is stored in the bl ock-type-specific data
field of the security target block. Wen operating in GCM node,
AES produces ci phertext of the sane size as its plaintext;
therefore, no additional logic is required to handl e paddi ng or
overfl ow caused by the encryption in nost cases.

* |f the authentication tag can be separated fromthe ciphertext,
then the tag MAY be separated and stored in the authentication tag
security result field. Qherwi se, the security target block MJST
be resized to accommodate the additional 128 bits of
aut hentication tag included with the generated ciphertext
replacing the bl ock-type-specific data field of the security
target bl ock.

1. Authentication Tag

The authentication tag is generated by the cipher suite over the
security target plaintext input to the cipher suite as conbined wth
any optional additional authenticated data. This tag is used to
ensure that the plaintext (and inportant information associated with
the plaintext) is authenticated prior to decryption

If the authentication tag is included in the ciphertext placed in the
security target block-type-specific data field, then this security
result MJST NOT be included in the BCB for that security target.

The I ength of the authentication tag, prior to any CBOR encoding,
MJUST be 128 bhits.

Thi s val ue MIST be encoded as a CBOR byte string.

2.  Enunerations

The BCB- AES- GCM security context results are listed in Table 6. In
this table, the "Result 1d" colunmm refers to the expected result

identifier described in Section 3.10 ("Paraneter and Result
Identification") of [RFCI9172].

[ il oo el e e
| Result Id | Resul t Name | CBOR Encodi ng Type

| 1 | Authentication Tag | byte string |
R o e e e o e e e +

Tabl e 6: BCB- AES-GCM Security Results
Key Consi derations

Keys used with this context MJST be symetric and MJST have a key

I ength equal to the key length defined in the security context
paraneters or as defined by local security policy at security
verifiers and acceptors. For this reason, content-encrypting key
lengths will be integers divisible by 8 bytes, and special paddi ng-
aware AES key wap algorithns are not needed.



It is assuned that any security verifier or security acceptor can
determine the proper key to be used. Potential sources of the key
include (but are not linmted to) the follow ng.

* Pre-placed keys sel ected based on | ocal policy.
* Keys extracted fromnmaterial carried in the BCB
* Session keys negotiated via a nmechani smexternal to the BCB

When an AES- KW w apped key is present in a security block, it is
assuned that security verifiers and security acceptors can

i ndependently determ ne the KEK used in the wapping of the symmetric
AES content-encrypting key.

The security provided by block ciphers is reduced as nore data is
processed with the same key. The total number of AES bl ocks
processed with a single key for AES-GCM is recommended to be | ess
than 2764, as described in Appendi x B of [AES-GCM .

Additionally, there exist linmts on the nunber of encryptions that
can be performed with the same key. The total nunber of invocations
of the authenticated encryption function with a single key for AES
GCMis required to not exceed 2732, as described in Section 8.3 of

[ AES- GCM .

As di scussed in Section 6 and enphasi zed here, it is strongly
recomrended that keys be protected once generated, both when they are
stored and when they are transnitted.

.6. GCM Consi derations

The GCM crypt ographi ¢ node of AES has specific requirenents that MJST
be followed by inplenenters for the secure function of the BCB- AES-
GCM security context. Wile these requirenments are well docunented
in [AES-GCM, some of them are repeated here for emphasis.

* Wth the exception of the AES-KW function, the |Vs used by the
BCB- AES- GCM security context are considered to be per-invocation
IVs. The pairing of a per-invocation |V and a security key MJUST
be unique. A per-invocation IV MIST NOT be used with a security
key nore than one tine. |If a per-invocation IV and key pair are
repeated, then the GCMinpl enentation is vulnerable to forgery
attacks. Because the loss of integrity protection occurs with
even a single reuse, this situation is often considered to have
catastrophi c security consequences. Mre information regarding
the i nportance of the uniqueness of the IV value can be found in

Appendi x A of [AES- GCM .

Met hods of generating unique IV values are provided in Section 8
of [AES-GCM . For exanple, one nethod deconmposes the |V val ue
into a fixed field and an invocation field. The fixed fieldis a
constant val ue associated with a device, and the invocation field
changes on each invocation (such as by incrementing an integer
counter). Inplenmenters SHOULD carefully read all rel evant
sections of [AES-GCM when generating any nmechanismto create

uni que | Vs.

* The AES-KW function used to wap keys for the security contexts in
this document uses a single, globally constant IV input to the AES
ci pher operation and thus is distinct fromthe aforenenti oned
requirenent related to per-invocation |Vs.

* Wil e any tag-based authenticati on mechani sm has some |ikelihood
of being forged, this probability is increased when usi ng AES- GCM
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In particular, short tag | engths conbined with very | ong nessages
SHOULD be avoi ded when using this node. The BCB- AES- GCM security
context requires the use of 128-bit authentication tags at al
times. Concerns relating to the size of authentication tags is
di scussed in Appendi ces B and C of [AES-CGCM .

* As discussed in Appendix B of [AES-GCM, inplenentations SHOULD
limt the nunber of unsuccessful verification attenpts for each
key to reduce the |ikelihood of guessing tag values. This type of
check has potential state-keeping issues when AES-KWis used,
since an attacker could cause a | arge nunber of keys to be used at
| east once.

* As discussed in Section 8 ("Security Considerations") of
[ RFC9172], del ay-tol erant networks have a hi gher occurrence of
replay attacks due to the store-and-forward nature of the network.
Because GCM has no inherent replay attack protection, inplenmentors
SHOULD attenpt to detect replay attacks by using nechani sns such
as those described in Appendi x D of [AES GCM .

Canoni cal i zation Al gorithns

This section defines the canonicalization algorithms used to prepare
the inputs used to generate both the ciphertext and the
aut henti cation tag.

In all cases, the canonical formof any portion of an extension bl ock
MJST be created as described in [RFCO172]. The canonicalization
algorithnms defined in [ RFCO172] adhere to the canonical forms for

ext ensi on bl ocks defined in [RFCO9171] but resolve anbiguities related
to how val ues are represented in CBOR

1. Calculations Related to G phertext

The BCB operates over the bl ock-type-specific data of a bl ock, but
the BP al ways encodes these data within a single, definite-length
CBOR byte string. Therefore, the plaintext used during encryption
MUST be cal cul ated as the val ue of the bl ock-type-specific data field
of the security target excluding the BP CBOR encodi ng.

Table 7 shows two CBOR-encoded exanpl es and the plaintext that would
be extracted fromthem The first exanple is an unsigned integer,
whil e the second is a byte string.

[ e e s e e e e
| CBOR Encodi ng (Hex) | CBOR | Pl ai ntext Part (Hex) |
| | Part | |
I | (Hex) | I
E oo e ool
| 18ED | 18 | ED |
o e e e e e e eee e Fomm o - o m e e e aa oo s +

Table 7: CBOR Pl ai ntext Extraction Exanpl es

The ci phertext used during decryption MJST be cal cul ated as the
single, definite-length CBOR byte string representing the bl ock-type-
specific data field excluding the CBOR byte string identifying byte
and optional CBOR byte string length field.

Al'l other fields of the security target (such as the bl ock type code,
bl ock nunber, block processing control flags, or any CRC infornation)
MUST NOT be considered as part of encryption or decryption.

2. Additional Authenticated Data



The construction of additional authenticated data depends on the AAD
scope flags that can be provided as part of custom zing the behavior
of this security context.

The canonical formof the AAD input to the BCB- AES- GCM mechanismis
constructed using the follow ng process. VWhile the AAD scope fl ags
m ght not be included in the BCB representing the security operation,
they MUST be included in the AAD value itself. This process MJIST be
foll owed when generating AAD for either encryption or decryption

1. The canonical formof the AAD starts as the CBOR encodi ng of the
AAD scope flags in which all unset flags, reserved bits, and
unassi gned bits have been set to 0. For exanple, if the primary
bl ock flag, target header flag, and security header flag are each
set, then the initial value of the canonical formof the AAD will
be 0x07.

2. If the primary block flag of the AAD scope flags is set to 1
then a canonical formof the bundle’ s primary bl ock MJST be
cal culated and the result appended to the AAD

3. If the target header flag of the AAD scope flags is set to 1
then the canonical formof the block type code, block number, and
bl ock processing control flags associated with the security
target MJST be cal culated and, in that order, appended to the
AAD.

4. |If the security header flag of the AAD scope flags is set to 1
then the canonical formof the block type code, block number, and
bl ock processing control flags associated with the BIB MJST be
calculated and, in that order, appended to the AAD

4.8. Processing
4.8.1. Encryption

During encryption, four data elenents are prepared for input to the
AES- GCM ci pher: the encryption key, the 1V, the security target

pl ai ntext to be encrypted, and any additional authenticated data.
These data itens MJUST be generated as foll ows.

Prior to encryption, if a CRC value is present for the target bl ock,
then that CRC val ue MUST be renpved. This requires renoving the CRC
field fromthe target block and setting the CRC type field of the
target block to "no CRC is present."

* The encryption key MJST have the appropriate | ength as required by
| ocal security policy. The key m ght be generated specifically
for this encryption, given as part of |ocal security policy, or
obt ai ned t hrough sone other key managenent nechani sm as di scussed
in Section 4.5.

* The |1V sel ected MUST be of the appropriate |length. Because
replaying an IV in counter node voids the confidentiality of al
messages encrypted with said IV, this context also requires a
unique IV for every encryption perfornmed with the same key. This
means the sane key and |V conbi nati on MUST NOT be used nore than
once.

* The security target plaintext for encryption MIUST be generated as
di scussed in Section 4.7.1

* Additional authenticated data MJST be generated as discussed in
Section 4.7.2, with the value of AAD scope flags being taken from
| ocal security policy.



Upon successful encryption, the follow ng acti ons MJST occur

* The ciphertext produced by AES- GCM MUST repl ace the bytes used to
define the plaintext in the security target block’s bl ock-type-
specific data field. The block length of the security target MJST
be updated if the generated ciphertext is larger than the
pl ai ntext (whi ch can occur when the authentication tag is included
in the ciphertext calculation, as discussed in Section 4.4).

* The authentication tag cal cul ated by the AES-GCM ci pher MAY be
added as a security result for the security target in the BCB
hol ding results for this security operation, in which case it MJST
be processed as described in Section 4.4.

* The authentication tag MJST be included either as a security
result in the BCB representing the security operation or (with the
ci phertext) in the security target bl ock-type-specific data field.

Finally, the BCB containing information about this security operation
MUST be updated as follows. These operations can occur in any order

*  The security context identifier for the BCB MUST be set to the
context identifier for BCB-AES- GCM

* The IV input to the cipher MIUST be added as the IV security
context parameter for the BCB

* Any local flags used to generate AAD for this cipher MJST be
pl aced in the AAD scope flags security context paraneter for the
BCB unl ess these flags are expected to be correctly configured at
security verifiers and security acceptors in the network

* The encryption key MAY be included as a security context
parameter, in which case it MJST be w apped using the AES key wap
function as defined in [RFC3394] and the results of the w apping
added as the wapped key security context parameter for the BCB

* The AES variant used by this security context SHOULD be added as
the AES variant security context paraneter for the BCB if it
differs fromthe default key length. Oherw se, this paraneter
MAY be onmitted if doing so provides a useful reduction in nessage
si zes.

Probl ens encountered in the encrypti on MUST be processed in
accordance with local security policy. This MAY include restoring a
CRC val ue removed fromthe target block prior to encryption, if the
target block is allowed to be transnmitted after an encryption error.

4.8.2. Decryption

During decryption, five data elenments are prepared for input to the
AES- GCM ci pher: the decryption key, the 1V, the security target

ci phertext to be decrypted, any additional authenticated data, and
the authentication tag generated fromthe original encryption. These
data items MUST be generated as foll ows.

* The decryption key MJUST be derived using the wapped key security
context paraneter if such a paraneter is included in the security
context paraneters of the BCB. O herw se, this key MJST be
derived in accordance with |ocal security policy at the decrypting
node as di scussed in Section 4.5.

* The IV MJUST be set to the value of the IV security context
parameter included in the BCB. |If the IV paraneter is not
included as a security context paraneter, an |V MAY be derived as
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a function of |ocal security policy and other BCB contents, or a
lack of an IV security context paraneter in the BCB MAY be treated
as an error by the decrypting node.

* The security target ciphertext for decryption MJST be generated as
di scussed in Section 4.7.1

* Additional authenticated data MJUST be generated as di scussed in
Section 4.7.2 with the value of AAD scope flags being taken from
the AAD scope flags security context paraneter. |f the AAD scope
flags parameter is not included in the security context
paraneters, then these flags MAY be derived fromlocal security
policy in cases where the set of such flags is deternminable in the
net wor k.

* The authentication tag MJST be present either as a security result
in the BCB representing the security operation or (with the
ci phertext) in the security target bl ock-type-specific data field.

Upon successful decryption, the follow ng acti on MJST occur

* The plaintext produced by AES- GCM MJUST repl ace the bytes used to
define the ciphertext in the security target block’s bl ock-type-
specific data field. Any changes to the security target bl ock
length field MIST be corrected in cases where the plaintext has a
different length than the replaced ci phertext.

If the security acceptor is not the bundle destination and if no
other integrity or confidentiality service is being applied to the
target block, then a CRC MIUST be included for the target block. The
CRC type, as determ ned by policy, is set in the target block’s CRC
type field and the corresponding CRC value is added as the CRC field
for that bl ock.

If the ciphertext fails to authenticate, if any needed paraneters are
mssing, or if there are other problens in the decryption, then the
decryption MIST be treated as failed and processed in accordance with
| ocal security policy.

| ANA Consi derations
1. Security Context ldentifiers
This specification allocates two security context identifiers from

the "BPSec Security Context ldentifiers" registry defined in
[ RFC9172] .

[ e oo e ool e
| Value | Description | Reference

Sl et el gy
| 1 | BIB-HVAC-SHA2 | RFC 9173 |
+------- I I T I +
| 2 | BCBAESGCM | RFC 9173 |
+------- i R +

Table 8: Additional Entries for
the BPSec Security Context
Identifiers Registry

2. Integrity Scope Flags

The BI B- HVAC- SHA2 security context has an Integrity Scope Flags field
for which | ANA has created and now maintains a new regi stry naned
"BPSec BI B-HVAC- SHA2 Integrity Scope Flags" on the "Bundl e Protocol"
registry page. Table 9 shows the initial values for this registry.



The registration policy for this registry is Specification Required
[ RFC8126] .

The val ue range is unsigned 16-bit integer.

| Bit Position (right to left) | Description | Reference |
[} gt ————————————————— Ll p—p—p—_—————————————— Lp—p—p—_———————
| 0 | I'nclude primary | RFC 9173 |
| | block flag | |
o m e e e e e i e Fom e e e oo R +
| 1 | I'nclude target | RFC 9173 |
| | header flag | |
o e e e e e e e e e o e e e e oo oo S +
| 2 | I'nclude security | RFC 9173 |
| | header flag | |
o m e e e e e i e Fom e e e oo R +
| 3-7 | Reserved | RFC 9173 |
o e e e e e e e e e o o e e e e oo oo R +
| 8- 15 | Unassi gned | |
o e e e e e e eee e o e e e oo Fom e +

Tabl e 9: BPSec BIB-HVAC-SHA2 Integrity Scope Flags Registry
5.3. AAD Scope Fl ags
The BCB- AES- GCM security context has an AAD Scope Flags field for
whi ch |1 ANA has created and now mai ntains a new registry naned "BPSec
BCB- AES- GCM AAD Scope Fl ags" on the "Bundl e Protocol" registry page.
Table 10 shows the initial values for this registry.

The registration policy for this registry is Specification Required.

The val ue range is unsigned 16-bit integer.

| Bit Position (right to left) | Description | Reference |
[} gt ————————————————— Ll p—p—p—_—————————————— Lp—p—p—_———————
| 0 | I'nclude primary | RFC 9173 |
| | block flag | |
o m e e e e e i e Fom e e e oo R +
| 1 | I'nclude target | RFC 9173 |
| | header flag | |
o e e e e e e e e e o e e e e oo oo S +
| 2 | I'nclude security | RFC 9173 |
| | header flag | |
o m e e e e e i e Fom e e e oo R +
| 3-7 | Reserved | RFC 9173 |
o e e e e e e e e e o o e e e e oo oo R +
| 8- 15 | Unassi gned | |
o e e e e e e eee e o e e e oo Fom e +

Tabl e 10: BPSec BCB- AES- GCM AAD Scope Flags Registry
5.4. CGuidance for Designated Experts

New assi gnnents within the "BPSec Bl B-HVAC-SHA2 Integrity Scope

Fl ags" and "BPSec BCB- AES- GCM AAD Scope Fl ags" registries require
review by a Designhated Expert (DE). This section provides gui dance
to the DE when performng their reviews. Specifically, a DEis
expected to performthe follow ng activities.

* Ascertain the existence of suitable docunentation (a
specification) as described in [RFC8126] and verify that the
docunent is permanently and publicly avail able.



* Ensure that any changes to the "BPSec BIB-HVAC-SHA2 Integrity
Scope Flags" registry clearly state how new assi gnnents interact
with existing flags and how the inclusion of new assignnents
af fects the construction of the | PPT val ue.

* Ensure that any changes to the "BPSec BCB- AES- GCM AAD Scope Fl ags”
registry clearly state how new assignments interact with existing
flags and how the inclusion of new assignments affects the
construction of the AAD input to the BCB- AES- GCM nmechani sm

* Ensure that any processing changes proposed with new assignnments
do not alter any required behavior in this specification

Security Considerations

Security considerations specific to a single security context are
provided in the description of that context (see Sections 3 and 4).
This section discusses security considerations that should be

eval uated by inplenmenters of any security context described in this
docunent. Considerations can also be found in docunents listed as
normative references and should al so be reviewed by security context
i npl ement or s.

.1. Key Managenent

The del ayed and di srupted nature of Del ay-Tol erant Networ ki ng (DTN)
conplicates the process of key managenment because there m ght not be
reliable, tinely, round-trip exchange between security sources,
security verifiers, and security acceptors in the network. This is
true when there is a substantial signal propagation delay between
nodes, when nodes are in a highly chall enged communi cati ons

envi ronnment, and when nodes do not support bidirectiona

communi cati on

In these environnents, key establishnment protocols that rely on
round-trip informati on exchange m ght not converge on a shared secret
inatinely manner (or at all). Also, key revocation or key
verification nechanisns that rely on access to a centralized
authority (such as a certificate authority) mght simlarly fail in
the stressing conditions of DTN

For these reasons, the default security contexts described in this
docunent rely on symmretric-key cryptographi c nechani sns because
asymmetric-key infrastructure (such as a public key infrastructure)
m ght be inpractical in this environnent.

BPSec assunes that "key managenent is handled as a separate part of
net wor k managenment" [RFC9172]. This assunption is also nade by the
security contexts defined in this docunent, which do not define new
protocols for key derivation, exchange of KEKs, revocation of

exi sting keys, or the security configuration or policy used to select
certain keys for certain security operations.

Nodes using these security contexts need to performthe follow ng
kinds of activities, independent of the construction, transm ssion,
and processing of BPSec security bl ocks.

* Establish shared KEKs with other nodes in the network using an
out - of - band nmechanism This m ght include pre-sharing of KEKs or
the use of ol der key establishment mechani snms prior to the
exchange of BPSec security bl ocks.

* Determne when a key is considered exhausted and no | onger to be
used in the generation, verification, or acceptance of a security
bl ock.



* Determne when a key is considered invalid and no | onger to be
used in the generation, verification, or acceptance of a security
bl ock. Such revocations can be based on a variety of nechanisns,
including | ocal security policy, time relative to the generation
or use of the key, or other mechani sms specified through network
managemnent .

* Determ ne, through an out-of-band nechani sm such as |ocal security
policy, what keys are to be used for what security bl ocks. This
i ncludes the selection of which key should be used in the
eval uation of a security block received by a security verifier or
a security acceptor.

The failure to provide effective key managenent techni ques
appropriate for the operational networking environnent can result in
the conprom se of those unmanaged keys and the | oss of security
services in the network.

6.2. Key Handling
Once generated, keys should be handl ed as foll ows.

* It is strongly RECOMMVENDED that inpl enentations protect keys both
when they are stored and when they are transmtted.

* |In the event that a key is conpronised, any security operations
using a security context associated with that key SHOULD al so be
consi dered conproni sed. This neans that the Bl B- HVAC SHA2
security context SHOULD NOT be treated as providing integrity when
used with a conprom sed key, and BCB- AES- GCM SHOULD NOT be treated
as providing confidentiality when used with a conprom sed key.

* The sane key, whether a KEK or a wapped key, MJST NOT be used for
different algorithnms as doing so mght |leak information about the
key.

* A KEK MUST NOT be used to encrypt keys for different security
contexts. Any KEK used by a security context defined in this
docunent MUST only be used to wrap keys associated with security
operations using that security context. This neans that a
compliant security source would not use the sane KEK to wap keys
for both the Bl B-HVAC SHA2 and BCB- AES- GCM security contexts.
Simlarly, any conpliant security verifier or security acceptor
woul d not use the sanme KEK to unwrap keys for different security
cont ext s.

6.3. AES GCM

There are a significant nunber of considerations related to the use
of the GCM node of AES to provide a confidentiality service. These
considerations are provided in Section 4.6 as part of the
docunent ati on of the BCB- AES- GCM security context.

The I ength of the ciphertext produced by the GCM node of AES will be
equal to the length of the plaintext input to the cipher suite. The
aut hentication tag al so produced by this cipher suite is separate
fromthe ciphertext. However, it should be noted that

i mpl ement ati ons of the AES-CGCM ci pher suite night not separate the
concept of ciphertext and authentication tag in their Application
Programm ng Interface (API).

I npl enent ati ons of the BCB- AES- GCM security context can either keep
the length of the target bl ock unchanged by hol di ng the
authentication tag in a BCB security result or alter the | ength of
the target bl ock by including the authentication tag with the

ci phertext replacing the bl ock-type-specific data field of the target



bl ock. Inplementations MAY use the authentication tag security
result in cases where keeping target block |ength unchanged is an
i mportant processing concern. 1In all cases, the ciphertext and
aut hentication tag MJIST be processed in accordance with the APl of
the AES- GCM ci pher suites at the security source and security
acceptor.

.4. AES Key Wap

The AES-KW al gorithmused by the security contexts in this docunent
does not use a per-invocation initialization vector and does not
require any key padding. Key padding is not needed because w apped
keys used by these security contexts will always be nultiples of 8
bytes. The length of the wapped key can be deternined by inspecting
the security context paraneters. Therefore, a key can be unw apped
using only the information present in the security block and the KEK
provi ded by | ocal security policy at the security verifier or
security acceptor.

.5. Bundle Fragnmentation

Bundl e fragnmentation night prevent security services in a bundle from
being verified after a bundle is fragnmented and before the bundle is
re-assenbl ed. Exanples of potential issues include the foll ow ng.

* |f a security block and its security target do not exist in the
sanme fragnent, then the security block cannot be processed unti
the bundle is re-assenbled. |If a fragnment includes an encrypted
target block, but not its BCB, then a receiving Bundl e Protoco
Agent (BPA) will not know that the target bl ock has been
encrypt ed.

* A security block can be cryptographically bound to a bundle by
setting the integrity scope flags (for BIB-HMAC- SHA2) or the AAD
scope flags (for BCB-AES-GCM to include the bundle primary bl ock.
When a security block is cryptographically bound to a bundle, it
cannot be processed even if the security block and target both
coexist in the fragnent. This is because fragnents have different
primary bl ocks than the original bundle.

* |f security blocks and their target blocks are repeated in
multiple fragments, policy needs to determi ne howto deal with
i ssues where a security operation verifies in one fragnent but
fails in another fragnent. This m ght happen, for exanple, if a
Bl B bl ock becones corrupted in one fragnent but not in another
fragment.

I mpl enentors shoul d consi der how security bl ocks are processed when a
BPA fragnents a received bundle. For exanple, security blocks and
their targets could be placed in the sane fragnent if the security

bl ock is not otherw se cryptographically bound to the bundl e being
fragmented. Alternatively, if security blocks are cryptographically
bound to a bundle, then a fragnenting BPA shoul d consi der

encapsul ating the bundle first and then fragnmenting the encapsul ating
bundl e.
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Appendi x A.  Exanpl es
Thi s appendi x is infornmative.

Thi s appendi x presents a series of exanples of constructing BPSec
security blocks (using the security contexts defined in this
docunent) and addi ng those bl ocks to a sanpl e bundle.

The exanpl es presented in this appendi x represent valid constructions
of bundl es, security blocks, and the encodi ng of security context
paraneters and results. For this reason, they can informunit test
suites for individual inplenentations as well as interoperability
test suites anongst inplenmentations. However, these exanples do not
cover every permutation of security context paraneters, security
results, or use of security blocks in a bundle.

NOTES:

* The bundl e diagranms in this appendix are patterned after the



bundl e di agranms used in Section 3.11 ("BPSec Bl ock Exanpl es") of
[ RFC9172] .

* Figures in this appendix identified as "(CBOR Di agnostic
Not ation)" are represented using the CBOR di agnostic notation
defined in [RFC8949]. This notation is used to express CBOR data
structures in a manner that enables visual inspection. The
bundl es, security blocks, and security context contents in these
figures are represented using CBOR structures. |In cases where BP
bl ocks (to include BPSec security blocks) are conprised of a
sequence of CBOR objects, these objects are represented as a CBOR
sequence as defined in [RFC8742].
* Exanples in this appendi x use the "
nanm ng, as defined in [ RFC9171].

i pn" URl scheme for endpoint ID
* The bundl e source is presuned to be the security source for al
security blocks in this appendix, unless otherw se noted.
Al. Example 1 - Sinple Integrity

Thi s exanple shows the addition of a BIB to a sanple bundle to
provide integrity for the payl oad bl ock

A.1.1. Oiginal Bundle

The foll owi ng di agram shows the original bundl e before the BIB has
been added.

Bl ock Bl ock Bl ock

in Bundl e Type Nunber
[ s sy Cj e j—p—j— Cjjf—p—j——_—— ]
| Primary Bl ock | NA | 0 |
ot o e oo S S +
| Payl oad Bl ock | 1 | 1 |
o e e e e e e e e e e e e e e e e e e e e e e o N Fomm e - o - +

Figure 1. Exanple 1 - Oiiginal Bundle
A 1.1.1. Primary Bl ock

The Bundl e Protocol version 7 (BPv7) bundl e has no special block and
bundl e processing control flags, and no CRC is provi ded because the
primary block is expected to be protected by an integrity service BIB
usi ng the BI B-HVAC- SHA2 security context.

The bundl e is sourced at the source node ipn:2.1 and destined for the
destination node ipn:1.2. The bundle creation time is set to O,
indicating |lack of an accurate clock, with a sequence nunber of 40.
The lifetinme of the bundle is given as 1,000,000 mlliseconds since
the bundl e creation tine.

The primary block is provided as foll ows.

[

7, / BP version /
o, [/ flags /
o, / CRC type /
[2, [1,2]], [/ destination (ipn:1.2) /
[2, [2,1]], [/ source (ipn:2.1) /
[2, [2,1]], [/ report-to (ipn:2.1) /
[0, 40], [ tinmestanp /
1000000 /I lifetime /

Figure 2: Primary Bl ock (CBOR Di agnostic Notati on)



The CBOR encoding of the primary bl ock is:
0x88070000820282010282028202018202820201820018281a000f 4240
A 1.1.2. Payload Bl ock

O her than its use as a source of plaintext for security blocks, the
payl oad has no required distinguishing characteristic for the purpose
of this exanple. The sanple payload is a 35-byte string.

The payload is represented in the payload block as a byte string of
the raw payload string. It is NOT represented as a CBOR text string
wrapped within a CBOR binary string. The hex val ue of the payl oad
is:

0x526561647920746f 2067656€657261746520612033322d62797465207061796¢6f
6164

The payl oad bl ock is provided as follows.

[

1, / type code: Payl oad bl ock /
1, / bl ock number /
o, / bl ock processing control flags /
0, / CRC type /
h' 526561647920746f 206765 / type-specific-data: payl oad /

6e657261746520612033322d
62797465207061796¢c6f 6164

Figure 3: Payload Bl ock (CBOR Di agnostic Notation)

The CBOR encodi ng of the payl oad bl ock is:

0x85010100005823526561647920746f 2067656€657261746520612033322d627974
65207061796¢c6f 6164

A.1.1.3. Bundle CBOR Representation
A BPv7 bundle is represented as an indefinite-length array consisting
of the blocks conprising the bundle, with a term nator character at
t he end.
The CBOR encoding of the original bundle is:
0x9f 88070000820282010282028202018202820201820018281a000f 424085010100
005823526561647920746f 2067656€657261746520612033322d6279746520706179
6¢c6f 6164f f

A 1.2. Security Qperation Overview
This exanple adds a BIB to the bundl e using the Bl B- HVAC- SHA2
security context to provide an integrity mechani smover the payl oad

bl ock.

The foll owi ng di agram shows the resulting bundle after the BIBis
added.

Bl ock Bl ock Bl ock

in Bundl e Type Nunber
[} ettt ————————_——————_——_———————————— L —————— Lp—p—p—————
| Primary Bl ock | NA | 0 |
T dememaas S +
| Block Integrity Bl ock | 11 | 2 |

| OP(bib-integrity, target=1) | | |



Figure 4: Exanple 1 - Resulting Bundle
A.1.3. Block Integrity Bl ock

In this exanple, a BIBis used to carry an integrity signature over
t he payl oad bl ock.

A.1.3.1. Configuration, Paraneters, and Results

For this exanple, the follow ng configuration and security context
paraneters are used to generate the security results indicated

This BIB has a single target and includes a single security result:
the cal cul ated signature over the payl oad bl ock

Key : h’1la2bla2bla2bla2bla2bla2bla2bla2b’

SHA Variant : HMAC 512/512

Scope Flags : 0x00

Payl oad Data: h’'526561647920746f 2067656e65726174
6520612033322d62797465207061796¢C
6f 6164’

| PPT : h’005823526561647920746f 2067656€65
7261746520612033322d627974652070
61796¢6f 6164°

Si gnature : h’ 3bdc69b3a34a2b5d3a8554368bd1e808
f 606219d2al0a846eae3886aedecc83c
4ee550f df b1lcc636b904e2f 1a73e303d
cd4b6ccece003e95e8164dcc89als6el’

Figure 5: Exanple 1 - Configuration, Paraneters, and Results
A 1.3.2. Abstract Security Bl ock

The abstract security block structure of the BIB s bl ock-type-
specific data field for this application is as follows.

[1], / Security Target - Payl oad bl ock /
1, /| Security Context ID - BI B- HVAC- SHA2 /
1, /| Security Context Flags - Paraneters Present /
[2,[2, 117, / Security Source - ipn:2.1 /
/| Security Paraneters - 2 Paraneters /
[1, 71, / SHA Vari ant - HMVAC 512/512 /
[3, 0x00] | Scope Fl ags - No Additional Scope /

],
[ / Security Results: 1 Result /
/| Target 1 Results /
[1, h’ 3bdc69b3a34a2b5d3a8554368bd1e808 ! MAC /

f606219d2al0a846eae3886aedecc83c
4ee550f df b1cc636b904e2f 1a73e303d
cd4b6ccece003e95e8164dcc89al56el’ ]

Figure 6: Exanple 1 - BIB Abstract Security Bl ock (CBOR
Di agnostic Notation)

The CBOR encodi ng of the BIB bl ock-type-specific data field (the
abstract security block) is:

0x810101018202820201828201078203008181820158403bdc69b3a34a2b5d3a8554
368bd1e808f 606219d2a10a846eae3886ae4ecc83c4eeb50f df blcc636b904e2f 1a7
3e303dcd4b6ccece003e95e8164dcc89al56el



A.1.3.3. Representations

The conplete BIB is as follows.

[
11, / type code /
2, | block nunber /
0, [/ flags /
0, [/ CRC type /
h’ 810101018202820201828201078203008181820158403bdc69b3a34a
2b5d3a8554368bd1e808f 606219d2a10a846eae3886aed4ecc83c4ee550
fdf blcc636b904e2f 1a73e303dcd4b6ccece003e95e8164dcc89al56el’

Figure 7. Exanple 1 - BIB (CBOR Di agnhostic Notation)
The CBOR encodi ng of the BIB block is:

0x850b0200005856810101018202820201828201078203008181820158403bdc69b3
a34a2b5d3a8554368bd1e808f 606219d2al10a846eae3886aedecc83c4ee550f df blc
c636b904e2f 1a73e303dcd4b6ccece003e95e8164dcc89al56el

A 1.4. Final Bundle
The CBOR encoding of the full output bundle, with the BIB

0x9f 88070000820282010282028202018202820201820018281a000f 4240850b0200
005856810101018202820201828201078203008181820158403bdc69b3a34a2b5d3a
8554368bd1e808f 606219d2al0a846eae3886aed4ecc83c4ee550f df blcc636b904e2
f 1a73e303dcd4b6ccece003e95e8164dcc89a156e185010100005823526561647920
746f 2067656e657261746520612033322d62797465207061796¢c6f 6164f f

A 2. Example 2 - Sinple Confidentiality with Key Wap
Thi s exanpl e shows the addition of a BCB to a sanple bundle to
provi de confidentiality for the payload block. AES key wap is used
to transmt the symetric key used to generate the security results
for this service

A 2.1. Oiginal Bundle

The foll owi ng di agram shows the original bundl e before the BCB has
been added.

Bl ock Bl ock Bl ock

in Bundl e Type Nunber
| Primary Bl ock | NA | 0 |
oo mm e e e e e e e e e e e e e e m e e m i m— oo oo AR, S SRR +
| Payl oad Bl ock | 1 | 1 |
o m o e oo S S +

Figure 8 Exanple 2 - Oiginal Bundle
A.2.1.1. Primary Bl ock

The primary block used in this exanple is identical to the primary
bl ock presented for Exanple 1 in Appendix A . 1.1.1

In sunmary, the CBOR encoding of the primary bl ock is:
0x88070000820282010282028202018202820201820018281a000f 4240

A . 2.1.2. Payload Bl ock



The payl oad bl ock used in this exanple is identical to the payl oad
bl ock presented for Exanple 1 in Appendix A 1.1.2.

I'n sunmary, the CBOR encoding of the payl oad bl ock is:

0x85010100005823526561647920746f 2067656€657261746520612033322d627974
65207061796¢c6f 6164

A.2.1.3. Bundle CBOR Representation
A BPv7 bundle is represented as an indefinite-length array consisting
of the blocks conprising the bundle, with a term nator character at
t he end.
The CBOR encoding of the original bundle is:
0x9f 88070000820282010282028202018202820201820018281a000f 424085010100
005823526561647920746f 2067656e657261746520612033322d6279746520706179
6¢6f 6164f f

A.2.2. Security Qperation Overview
Thi s exanpl e adds a BCB using the BCB- AES- GCM security context using
AES key wap to provide a confidentiality nechani smover the payl oad

bl ock and transmt the symretric key.

The foll owi ng di agram shows the resulting bundle after the BCB is
added.

Bl ock Bl ock Bl ock

in Bundl e Type Nunber
[} ettt ————————_——————_——_———————————— L —————— Lp—p—p—————
| Primary Bl ock | NA | 0 |
T dememaas S +
| Block Confidentiality Bl ock | 12 | 2 |
| OP(bcb-confidentiality, target=1) | | |
oo e m e e e e e e e e e e e e e e e e e ma o - R, Fomm oo +
| Payload Bl ock (Encrypted) | 1 | 1 |
. S D S I +

Figure 9: Exanple 2 - Resulting Bundle
A.2.3. Block Confidentiality Bl ock

In this exanple, a BCB is used to encrypt the payl oad bl ock, and AES
key wap is used to encode the symetric key prior to its inclusion
in the BCB

A.2.3.1. Configuration, Paraneters, and Results

For this exanple, the follow ng configuration and security context
paraneters are used to generate the security results indicated

This BCB has a single target -- the payload bl ock. Three security
results are generated: ciphertext that replaces the plaintext block-
type-specific data to encrypt the payl oad bl ock, an authentication
tag, and the AES w apped key.

Content Encryption
Key: h’71776572747975696f 70617364666768’
Key Encryption Key: h' 6162636465666768696a6b6c6d6e6f 70’
I'V: h' 5477656c7665313231323132’
AES Variant: A128CGCM
AES W apped Key: h’'69c411276f ecddc4780df 42c8a2af 892
96f abf 34d7f ae700
Scope Fl ags: 0x00



Payl oad Data: h’'526561647920746f 2067656e65726174
6520612033322d62797465207061796¢C

6f 6164’

AAD: h’ 00

Aut henti cation Tag: h’efa4b5ac0108e3816c5606479801bc04
Payl oad Ci phertext: h’3a09cle63fe23a7f66a59c7303837241
e070b02619f c59¢c5214a22f 08cd70795

e73e9a’

Fi gure 10: Exanple 2 - Configuration, Paraneters, and Results
A . 2.3.2. Abstract Security Bl ock

The abstract security block structure of the BCB s bl ock-type-
specific data field for this application is as foll ows.

[1], / Security Target - Payl oad bl ock /
2, /| Security Context ID - BCB- AES- GCM /
1, /| Security Context Flags - Paraneters Present /
[2,[2, 117, / Security Source - ipn:2.1 /
[ /| Security Paraneters - 4 Paraneters /
[1, h'5477656c7665313231323132"], / Initialization Vector /
[2, 1], !/ AES Variant - A128GCM /
[3, h'69c411276f ecddc4780df 42c8a / AES w apped key /
2af 89296f abf 34d7f ae700’ ],
[4, 0x00] / Scope Flags - No extra scope/
],
[ /  Security Results: 1 Result /
/| Target 1 Results /

[1, h'efad4b5ac0108e3816c5606479801bc04’] [/ Payload Auth. Tag /

Figure 11: Exanple 2 - BCB Abstract Security Bl ock (CBOR
Di agnostic Notation)

The CBOR encodi ng of the BCB bl ock-type-specific data field (the
abstract security block) is:

0x8101020182028202018482014c5477656¢c76653132313231328202018203581869
c411276f ecddc4780df 42c8a2af 89296f abf 34d7f ae7008204008181820150ef a4b5
ac0108e3816c5606479801bc04

A.2.3.3. Representations

The conplete BCB is as foll ows.

[

12, / type code /
2, | block nunber /
1, / flags - block nust be replicated in every fragnent /
0, [/ CRC type /

h' 8101020182028202018482014c5477656¢c766531323132313282020182035818
69c411276f ecddc4780df 42c8a2af 89296f abf 34d7f ae7008204008181820150
ef a4b5ac0108e3816c5606479801bc04

Figure 12: Exanple 2 - BCB (CBOR Di agnostic Notation)
The CBOR encodi ng of the BCB bl ock is:
0x850c02010058508101020182028202018482014¢c5477656c766531323132313282
02018203581869c411276f ecddc4780df 42c8a2af 89296f abf 34d7f ae70082040081
81820150ef a4b5ac0108e3816¢c5606479801bc04

A 2. 4. Fi nal Bundl e



The CBOR encoding of the full output bundle, with the BCB

0x9f 88070000820282010282028202018202820201820018281a000f 4240850¢c0201
0058508101020182028202018482014¢c5477656¢7665313231323132820201820358
1869c411276f ecddc4780df 42c8a2af 89296f abf 34d7f ae7008204008181820150ef
a4b5ac0108e3816¢c5606479801bc04850101000058233a09c1e63f e23a7f 66a59c73
03837241e070b02619f c59c5214a22f 08cd70795e73e9af f

A. 3. Example 3 - Security Blocks fromMiltiple Sources
Thi s exanpl e shows the addition of a BIB and BCB to a sanpl e bundl e.
These two security blocks are added by two different nodes. The BCB
i s added by the source endpoint, and the BIB is added by a forwarding
node.

The resulting bundle contains a BCB to encrypt the Payl oad Bl ock and
a BIB to provide integrity to the primary bl ock and Bundl e Age Bl ock

A.3.1. Oiginal Bundle

The foll owi ng di agram shows the original bundle before the security
bl ocks have been added.

Bl ock Bl ock Bl ock

in Bundl e Type Nunber
[ sty ety ety o}
| Primary Bl ock | NA | 0 |
T Fommma - Fommmaa - +
| Extension Bl ock: Bundle Age Bl ock | 7 | 2 |
oo e m e e e e e e e e e e e e e e e e e ma o - R, Fomm oo +
| Payl oad Bl ock | 1 | 1 |
. S D S I +

Figure 13: Exanple 3 - Original Bundle
A.3.1.1. Primary Bl ock

The primary block used in this exanple is identical to the primary
bl ock presented for Exanple 1 in Appendix A 1.1.1

In summary, the CBOR encoding of the primary bl ock is:
0x88070000820282010282028202018202820201820018281a000f 4240
A.3.1.2. Bundle Age Bl ock

A Bundl e Age Block is added to the bundle to help other nodes in the
network determ ne the age of the bundle. The use of this block is
recommended because the bundl e source does not have an accurate cl ock
(as indicated by the DIN tinme of 0).

Because this block is specified at the time the bundle is being
forwarded, the bundle age represents the time that has el apsed from
the tinme the bundle was created to the time it is being prepared for
forwarding. In this case, the value is given as 300 nilliseconds.

The Bundl e Age extension block is provided as follows.

[

7 / type code: Bundl e Age Bl ock /
2, /bl ock nunber /
o, / bl ock processing control flags /
0 / /
< / /

3

’

<300>>

CRC type
type-specific-data: age



Figure 14: Bundl e Age Bl ock (CBOR Di agnostic Notation)
The CBOR encoding of the Bundl e Age Bl ock is:
0x85070200004319012c
A.3.1.3. Payload Bl ock

The payl oad bl ock used in this exanple is identical to the payl oad
bl ock presented for Exanple 1 in Appendix A 1.1.2.

In summary, the CBOR encoding of the payl oad bl ock is:

0x85010100005823526561647920746f 2067656€657261746520612033322d627974
65207061796¢c6f 6164

A.3.1.4. Bundle CBOR Representation
A BPv7 bundle is represented as an indefinite-length array consisting
of the blocks conprising the bundle, with a term nator character at
t he end.
The CBOR encoding of the original bundle is:
0x9f 88070000820282010282028202018202820201820018281a000f 424085070200
004319012¢85010100005823526561647920746f 2067656€65726174652061203332
2d62797465207061796¢6f 6164f f

A.3.2. Security QOperation Overview

Thi s exanpl e provi des:

* a BIBwth the Bl B-HVAC- SHA2 security context to provide an
integrity mechani smover the primary bl ock and Bundl e Age Bl ock

* a BCB with the BCB- AES- GCM security context to provide a
confidentiality nmechani smover the payl oad bl ock

The foll owi ng di agram shows the resulting bundle after the security
bl ocks are added.

Bl ock Bl ock Bl ock
in Bundl e Type Nunber
[ sty ety ety o}
| Primary Bl ock | NA | 0 |
T Fommma - Fommmaa - +
| Block Integrity Bl ock | 11 | 3 |
| OP(bib-integrity, targets=0, 2) | | |
oo mm e e e e e e e e e e e e e e m e e m i m— oo oo AR, S SRR +
| Block Confidentiality Block | 12 | 4
| OP(bcb-confidentiality, target=1) | | |
T YT Fommma - Fommmaa - +
| Extension Bl ock: Bundle Age Bl ock | 7 | 2 |
oo e m e e e e e e e e e e e e e e e e e ma o - R, Fomm oo +
| Payload Bl ock (Encrypted) | 1 | 1 |
. S D S I +

Fi gure 15: Exanple 3 - Resulting Bundle
A.3.3. Block Integrity Bl ock
In this exanple, a BIBis used to carry an integrity signature over

the Bundl e Age Bl ock and an additional signature over the payl oad
bl ock. The BIB is added by a waypoi nt node -- ipn:3.0.



A.3.3.1. Configuration, Paraneters, and Results

For this exanple, the follow ng configuration and security context
paraneters are used to generate the security results indicated

This BIB has two security targets and includes two security results,
hol di ng the cal cul ated signatures over the Bundl e Age Bl ock and
primary bl ock.

Key: h’ la2bla2bla2bla2bla2bla2bla2bla2b’
SHA Vari ant: HVAC 256/ 256
Scope Fl ags: 0x00
Primary Bl ock Data: h' 88070000820282010282028202018202
820201820018281a000f 4240
Bundl e Age Bl ock
Data: h’4319012c
Primary Bl ock | PPT: h’ 00581c88070000820282010282028202
018202820201820018281a000f 4240’
Bundl e Age Bl ock
| PPT: h’004319012c
Primary Bl ock
Si gnature: h'cac6ce8ed4c5dae57988b757e49a6dd14
31dc04763541b2845098265bc817241b
Bundl e Age Bl ock
Signature: h’3ed614c0d97f 49b3633627779aal8a33
8d212bf 3¢92b97759d9739¢cd50725596

Fi gure 16: Exanple 3 - Configuration, Paranmeters, and Results for
the BIB

A.3.3.2. Abstract Security Bl ock

The abstract security block structure of the BIB s bl ock-type-
specific data field for this application is as foll ows.

[0, 2], /| Security Targets /
1, / Security Context ID - Bl B- HVAC- SHA2 /
1, /| Security Context Flags - Paraneters Present /[
[2,[3, 011, / Security Source - ipn:3.0 /
[ /| Security Paraneters - 2 Paraneters /
[1, 5], / SHA Vari ant - HVAC 256 /
[3, O] / Scope Fl ags - No Additional Scope /
],
[ / Security Results: 2 Results /
[ /[ Primary Bl ock Results /
[1, h’cac6ce8ed4c5dae57988b757e49a6dd14
31dc04763541b2845098265bc817241b’ ] !/ MAC /
],
[ / Bundl e Age Bl ock Results /
[1, h' 3ed614c0d97f49b3633627779aal8a33
8d212bf 3¢92b97759d9739cd50725596’ ] ! MAC /

Figure 17: Exanmple 3 - BIB Abstract Security Bl ock (CBOR
Di agnostic Not ati on)

The CBOR encodi ng of the BIB bl ock-type-specific data field (the
abstract security block) is:

0x8200020101820282030082820105820300828182015820cac6ce8e4c5dae57988b
757e49a6dd1431dc04763541b2845098265bc817241h81820158203ed614c0d97f 49
b3633627779aal18a338d212bf 3¢92b97759d9739¢cd50725596

A . 3.3.3. Representations



The conplete BIB is as foll ows.

[

11, / type code /

3, /| block nunber /

0, [/ flags /

0, [/ CRC type /

h’ 8200020101820282030082820105820300828182015820cac6ce8e4c5dae5798
8b757e49a6dd1431dc04763541b2845098265bc817241b81820158203ed614c0d9
7f 49b3633627779aal18a338d212bf 3c92b97759d9739cd50725596

Figure 18: Exanple 3 - BIB (CBOR Di agnosti c Notati on)
The CBOR encoding of the BIB block is:

0x850b030000585¢8200020101820282030082820105820300828182015820cac6ce
8e4c5dae57988b757e49a6dd1431dc04763541b2845098265bc817241b8182015820
3ed614c0d97f 49b3633627779aal8a338d212bf 3¢92b97759d9739¢cd50725596

A.3.4. Block Confidentiality Block

In this example, a BCB is used encrypt the payload block. The BCB is
added by the bundl e source node, ipn:2.1

A.3.4.1. Configuration, Paraneters, and Results

For this exanple, the follow ng configuration and security context
paraneters are used to generate the security results indicated

This BCB has a single target, the payload block. Two security
results are generated: ciphertext that replaces the plaintext block-
type-specific data to encrypt the payl oad bl ock and an authentication
t ag.

Cont ent Encryption
Key: h' 71776572747975696f 70617364666768’
I'V: h'5477656¢c7665313231323132’
AES Variant: Al128GCM
Scope Fl ags: 0x00
Payl oad Data: h’'526561647920746f 2067656e65726174
6520612033322d62797465207061796¢C
6f 6164’
AAD: h’ 00
Aut hentication Tag: h’efa4b5ac0108e3816c5606479801bc04
Payl oad Ci phertext: h'3a09cle63fe23a7f66a59c7303837241
e070b02619f c59¢c5214a22f 08cd70795
e73e9a’

Figure 19: Exanple 3 - Configuration, Paraneters, and Results for
t he BCB

A . 3.4.2. Abstract Security Bl ock

The abstract security block structure of the BCB s bl ock-type-
specific data field for this application is as foll ows.

[1], / Security Target - Payl oad bl ock /
2, / Security Context ID - BCB- AES- GCM /
1, /| Security Context Flags - Paraneters Present /
[2,[2, 1]], / Security Source - ipn:2.1 /
[ /| Security Paraneters - 3 Paraneters /
[1, h’5477656c7665313231323132' ], / Initialization Vector /
[2, 1], / AES Variant - AES 128 /
[4, O] / Scope Flags - No Additional Scope /

1.



[ / Security Results: 1 Result /

[1, h’efadb5ac0108e3816c5606479801bc04’] / Payl oad Auth. Tag /

Figure 20: Exanmple 3 - BCB Abstract Security Bl ock (CBOR
Di agnosti c Not ati on)

The CBOR encodi ng of the BCB bl ock-type-specific data field (the
abstract security block) is:

0x8101020182028202018382014c5477656¢c76653132313231328202018204008181
820150ef a4b5ac0108e3816¢c5606479801bc04

A 3.4.3. Representations

The conplete BCB is as foll ows.

[

12, / type code /
4, | bl ock nunber /
1, / flags - block nust be replicated in every fragnent /
0, [/ CRC type /

h’ 8101020182028202018382014c5477656c766531323132313282020182040081
81820150ef a4b5ac0108e3816c5606479801bc04

Figure 21: Exanple 3 - BCB (CBOR Di agnostic Notation)
The CBOR encodi ng of the BCB bl ock is:

0x850c04010058348101020182028202018382014¢c5477656c766531323132313282
02018204008181820150ef a4b5ac0108e3816c5606479801bc04

A 3.5. Fi nal Bundl e

The CBOR encoding of the full output bundle, with the BIB and BCB
added i s:

0x9f 88070000820282010282028202018202820201820018281a000f 4240850b0300
00585¢8200020101820282030082820105820300828182015820cac6ce8e4c5daes57
988b757e49a6dd1431dc04763541b2845098265bc817241b81820158203ed614c0d9
7f 49b3633627779aa18a338d212bf 3¢92b97759d9739¢d50725596850c0401005834
8101020182028202018382014¢c5477656¢c7665313231323132820201820400818182
0150ef a4b5ac0108e3816¢c5606479801bc0485070200004319012¢85010100005823
3a09cle63f e23a7f 66a59¢7303837241e070b02619f c59¢5214a22f 08cd70795e73e
9af f

A 4. Example 4 - Security Blocks with Full Scope
Thi s exanple shows the addition of a BIB and BCB to a sanpl e bundl e.
A BIB is added to provide integrity over the payl oad bl ock, and a BCB

is added for confidentiality over the payl oad and BI B

The integrity scope and additional authentication data will bind the
primary bl ock, target header, and the security header.

A 4.1. Oiginal Bundle

The foll owi ng di agram shows the original bundl e before the security
bl ocks have been added.

Bl ock Bl ock Bl ock
in Bundl e Type Nunber



| Primary Bl ock | NA | 0 |

Figure 22: Example 4 - Original Bundle
A4.1.1. Primary Bl ock

The primary block used in this exanple is identical to the primary
bl ock presented for Exanple 1 in Appendix A . 1.1.1

In summary, the CBOR encoding of the primary bl ock is:
0x88070000820282010282028202018202820201820018281a000f 4240
A 4.1.2. Payload Bl ock

The payl oad bl ock used in this exanple is identical to the payl oad
bl ock presented for Exanple 1 in Appendix A 1.1.2.

In sunmary, the CBOR encoding of the payl oad bl ock is:

0x85010100005823526561647920746f 2067656€657261746520612033322d627974
65207061796¢c6f 6164

A.4.1.3. Bundle CBOR Representation
A BPv7 bundle is represented as an indefinite-length array consisting
of the blocks conprising the bundle, with a term nator character at
t he end.
The CBOR encoding of the original bundle is:
0x9f 88070000820282010282028202018202820201820018281a000f 424085010100
005823526561647920746f 2067656e657261746520612033322d6279746520706179
6¢6f 6164f f

A 4.2. Security Qperation Overview

Thi s exanpl e provi des:

* a BIBwth the Bl B-HVAC- SHA2 security context to provide an
integrity mechani smover the payl oad bl ock

* a BCB with the BCB- AES- GCM security context to provide a
confidentiality nmechani smover the payl oad bl ock and BI B

The foll owi ng di agram shows the resulting bundle after the security
bl ocks are added.

Bl ock Bl ock Bl ock

in Bundl e Type Nunber
| Primary Bl ock | NA | 0 |
oo mm e e e e e e e e e e e e e e m e e m i m— oo oo AR, S SRR +
| Block Integrity Block (Encrypted) | 11 | 3 |
| OP(bib-integrity, target=1) | | |
o m m e e e e e e e e e e e me— oo - S R +
| Block Confidentiality Bl ock | 12 | 2 |
| OP(bcb-confidentiality, targets=1, 3) | | |
oo mm e e e e e e e e e e e e e e m e e m i m— oo oo AR, S SRR +
| Payl oad Bl ock (Encrypted) | 1 | 1 |
o m e e e e e e e e e e e e e e e e eeeo— o on Fomm o - T +

Figure 23: Exanple 4 - Resulting Bundle



A.4.3. Block Integrity Bl ock

In this exanple, a BIBis used to carry an integrity signature over
the payl oad bl ock. The | PPT contains the bl ock-type-specific data of
the payl oad bl ock, the primary block data, the payl oad bl ock header,
and the BIB header. That is, all additional headers are included in
t he | PPT.

A 4.3.1. Configuration, Paraneters, and Results

For this exanple, the follow ng configuration and security context
paraneters are used to generate the security results indicated

This BIB has a single target and includes a single security result:
the cal cul ated signature over the Payl oad bl ock

Key: h’'la2bla?bla?bla?bla?bla2?2bla?bla2b’
SHA Vari ant: HVAC 384/ 384
Scope Flags: 0x07 (all additional headers)
Primary Bl ock Data: h’88070000820282010282028202018202
820201820018281a000f 4240
Payl oad Data: h’'526561647920746f 2067656e65726174
6520612033322d62797465207061796¢C
6f 6164’
Payl oad Header: h’ 010100’
Bl B Header: h’ 0b0300
| PPT: h’07880700008202820102820282020182
02820201820018281a000f 4240010100
0b03005823526561647920746f 206765
6e657261746520612033322d62797465
207061796¢c6f 6164
Payl oad Signature: h’f75fe4c37f76f046165855bd5f f 72f bf
d4e3a64b4695c40e2b787da005ae819f
0a2e30a2e8hb325527de8aef b52e73d71

Figure 24: Exanple 4 - Configuration, Paraneters, and Results for
the BI B

A 4.3.2. Abstract Security Bl ock

The abstract security block structure of the BIB s bl ock-type-
specific data field for this application is as foll ows.

[1], / Security Target - Payl oad bl ock /
1, / Security Context ID - Bl B- HVAC- SHA2 /
1, / Security Context Flags - Paraneters Present /
[2,[2, 117, / Security Source - ipn:2.1 /
[/ Security Paraneters - 2 Paraneters /
[1, 6], / SHA Vari ant - HVAC 384/ 384 /
[3, 0x07] / Scope Fl ags - Al additional headers /

],
[ / Security Results: 1 Result /
/| Target 1 Results /
[1, h'f75fedc37f76f046165855bd5f f 72f bf !/ NMAC /

d4e3a64hb4695c40e2b787da005ae819f
0a2e30a2e8h325527de8aef b52e73d71’ |

Figure 25: Exanmple 4 - BIB Abstract Security Bl ock (CBOR
Di agnostic Not ati on)

The CBOR encoding of the BIB bl ock-type-specific data field (the
abstract security block) is:



0x81010101820282020182820106820307818182015830f 75f e4c37f 76f 046165855
bd5f f 72f bf d4e3a64b4695c40e2b787da005ae819f 0a2e30a2e8b325527de8aef b52
e73d71

A . 4.3.3. Representations

The conplete BIB is as foll ows.

[

11, / type code /
3, /| block nunber /
0, [/ flags /
0, [/ CRC type /

h’' 81010101820282020182820106820307818182015830f 75f e4c37f 76f 0461658
55bd5f f 72f bf d4e3a64b4695c40e2b787da005ae819f 0a2e30a2e8b325527de8
aef b52e73d71’

Figure 26: Exanple 4 - BIB (CBOR Di agnosti c Notati on)
The CBOR encoding of the BIB block is:

0x850b030000584681010101820282020182820106820307818182015830f 75f e4c3
7f 76f 046165855bd5f f 72f bf d4e3a64b4695c40e2b787da005ae819f 0a2e30a2e8b3
25527de8aef b52e73d71

A . 4.4. Block Confidentiality Block

In this exanple, a BCB is used encrypt the payload block and the BIB
that provides integrity over the payl oad.

A 4.4.1. Configuration, Paraneters, and Results

For this exanple, the follow ng configuration and security context
paraneters are used to generate the security results indicated

This BCB has two targets: the payl oad bl ock and BIB. Four security
results are generated: ciphertext that replaces the plaintext block-
type-specific data of the payl oad bl ock, ciphertext to encrypt the
Bl B, and authentication tags for both the payl oad bl ock and BI B

Key: h' 71776572747975696f 70617364666768
71776572747975696f 70617364666768
I'V: h'5477656¢c7665313231323132’
AES Variant: A256GCM
Scope Flags: 0x07 (Al additional headers)
Payl oad Data: h’'526561647920746f 2067656e65726174
6520612033322d62797465207061796¢C
6f 6164’

BI B Data: h’81010101820282020182820106820307
818182015830f 75f e4c37f 76f 0461658
55bd5f f 72f bf d4e3a64b4695¢c40e2b78
7da005ae819f 0a2e30a2e8b325527de8
aef b52e73d71’

Primary Bl ock Data: h’88070000820282010282028202018202
820201820018281a000f 4240
Payl oad Header: h’ 010100’
Bl B Header: h'0b0300
BCB Header: h'0c0201’

Payl oad AAD: h’ 07880700008202820102820282020182
02820201820018281a000f 4240010100
0c0201’

BI B AAD: h’ 07880700008202820102820282020182
02820201820018281a000f 42400b0300
0c0201’

Payl oad Bl ock



Aut henti cation Tag: h’d2c51cb2481792dae8b21d848cede99b’
Bl B
Aut henti cation Tag: h’220ffc45c8a901999ecc60991dd78b29
Payl oad Ci phertext: h'90eab6457593379298a8724e16e61f 83
7488e127212b59ac91f 8a86287b7d076
30al22’

BI B G phertext: h'438ed6208eblclffb94d952175167df0
902902064a2983910c4f b2340790bf 42
0a7d1921d5bf 7c4721e02ab87a93able
Ob75cf 62e4948727c8b5dae46ed2af 05
439b88029191"

Figure 27: Exanple 4 - Configuration, Paraneters, and Results for
the BCB

A 4.4.2. Abstract Security Bl ock

The abstract security block structure of the BCB s bl ock-type-
specific data field for this application is as foll ows.

[3, 1], / Security Targets /
2, / Security Context ID - BCB- AES- GCM /
1, /| Security Context Flags - Paraneters Present /
[2,[2, 1]], / Security Source - ipn:2.1 /
[/ Security Paraneters - 3 Paraneters /
[1, h'5477656c7665313231323132' ], / Initialization Vector /
[2, 3], [/ AES Variant - AES 256 /
[4, 0x07] /| Scope Flags - Al headers in SHA hash /
],
[ / Security Results: 2 Results /

[1, h' 220ffc45c8a901999ecc60991dd78b29'] / BIB Auth. Tag /
][ b
[1, h'd2c51cb2481792dae8b21d848cede99b’] / Payl oad Auth. Tag /

Figure 28: Exanple 4 - BCB Abstract Security Block (CBOR
Di agnostic Notation)

The CBOR encodi ng of the BCB bl ock-type-specific data field (the
abstract security block) is:

0x820301020182028202018382014c5477656¢c766531323132313282020382040782
81820150220f f c45c8a901999ecc60991dd78b2981820150d2c51cb2481792dae8hb2
1d848cede99b

A 4.4.3. Representations

The conplete BCB is as foll ows.

[

12, / type code /
2, | block nunber /
1, / flags - block nust be replicated in every fragnent /
0, [/ CRC type /

h' 820301020182028202018382014c5477656¢7665313231323132820203820407
8281820150220f f c45¢c8a901999ecc60991dd78b2981820150d2¢51ch2481792
dae8b21d848cede99b’

Figure 29: Exanple 4 - BCB (CBOR Di agnostic Notation)

The CBOR encodi ng of the BCB bl ock is:



0x850c0201005849820301020182028202018382014c5477656¢7665313231323132
8202038204078281820150220f f c45¢8a901999ecc60991dd78b2981820150d2c51c¢
b2481792dae8b21d848cede99b

A.4.5. Final Bundle

The CBOR encoding of the full output bundle, with the security bl ocks
added and payl oad bl ock and BIB encrypted is:

0x9f 88070000820282010282028202018202820201820018281a000f 4240850b0300
005846438ed6208eblclf f b94d952175167df 0902902064a2983910c4f b2340790bf
420a7d1921d5bf 7c4721e02ab87a93ab1e0b75cf 62e4948727c8b5daed46ed2af 0543
9h88029191850c0201005849820301020182028202018382014c5477656¢c76653132
313231328202038204078281820150220f f c45¢c8a901999ecc60991dd78b29818201
50d2¢c51ch2481792dae8b21d848cede99b8501010000582390eab6457593379298a8
724e16e61f 837488e127212b59ac91f 8a86287b7d07630a122f f

Appendi x B. CDDL Expression

For informational purposes, this section contains an expression of
the I PPT and AAD structures using the Concise Data Definition
Language (CDDL).

NOTES:

* \Werever the CDDL expression is in disagreement with the textua
representation of the security block specification presented in
earlier sections of this document, the textual representation
rul es.

* The structure of BP bundl es and BPSec security bl ocks are provided
by other specifications; this appendix only provides the CDDL
expression for structures uniquely defined in this specification
Items related to el enents of a bundle, such as "primary-bl ock",
are defined in Appendix B of the Bundl e Protocol version 7
[ RFCO171] .

* The CDDL itself does not have the concept of unadorned CBOR
sequences as a top-level subject of a specification. The current
best practice, as docunented in Section 4.1 of [RFC8742], requires
representing the sequence as an array with a comrent in the CDDL
noting that the array represents a CBOR sequence.

start = scope / AAD-list / IPPT-list ; satisfy CDDL decoders

scope = uint .bits scope-flags
scope-flags = &
has- pri mary-ctx: O,
has-target-ctx: 1,
has-security-ctx: 2,

; Encoded as a CBOR sequence
AAD-list =]

AAD- structure
]

; Encoded as a CBOR sequence
I PPT-1ist = [
AAD- structure,
target-btsd: bstr ; block-type-specific data of the target bl ock

]

AAD-structure = (
scope,
? primary-block, ; present if has-primary-ctx flag set



? bl ock-netadata, ; present if has-target-ctx flag set
? bl ock-nmetadata, ; present if has-security-ctx flag set

; Selected fields of a canonical block
bl ock- et adata = (

bl ock-type-code: uint,

bl ock- nunber: uint,

bl ock-control -fl ags,

Fi gure 30: | PPT and AAD Expressions
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