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Abst r act

The Evi dence Record Syntax (ERS) and the conventions for including
these evidence records in the Server-based Certificate Validation
Protocol (SCVP) are expressed using ASN.1. This document offers
alternative ASN. 1 nodul es that conformto the 2002 version of ASN. 1
and enpl oy the conventions adopted in RFCs 5911, 5912, and 6268.
There are no bits-on-the-wire changes to any of the formats; this is
sinmply a change to the ASN. 1 syntax.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9169
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Provisions Relating to | ETF Docunents
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1.

I nt roduction

Sone devel opers would like the IETF to use the | atest version of
ASN.1 in its standards. This docunent provides alternative ASN. 1
modul es to assist in that goal

The Evi dence Record Syntax (ERS) [ RFC4998] provides two ASN. 1
nmodul es: one using the 1988 syntax [ OLD-ASN1], which has been
deprecated by the I TU-T, and another one using the newer syntax
[ NEW ASN1], which continues to be maintained and enhanced. This
docunent provides an alternative ASN. 1 nodule that follows the
conventions established in [ RFC5911], [RFC5912], and [ RFC6268].

In addition, [RFC5276] specifies the mechani smfor conveying evidence
records in the Server-based Certificate Validation Protocol (SCVP)

[ RFC5055]. There is only one ASN.1 nodule in [RFC5276], and it uses
the 1988 syntax [OLD-ASN1l]. This docunment provides an alternative
ASN. 1 nodul e using the newer syntax [ NEWASN1] and foll ows the
conventions established in [ RFC5911], [RFC5912], and [ RFC6268]. Note
that [ RFC5912] already includes an alternative ASN. 1 nodul e for SCVP
[ RFC5055] .

The original ASN. 1 nmodul es get sone of their definitions from places
outside the RFC series. Sone of the referenced definitions are
somewhat difficult to find. The alternative ASN. 1 nodul es offered in
this docunent stand on their own when conbined with the nodul es in

[ RFC5911], [RFC5912], and [ RFC6268].

The alternative ASN. 1 nodul es produce the same bits on the wire as
the original ones.

The alternative ASN. 1 nodules are informative; the original ones are
normati ve.

ASN. 1 Modul e for RFC 4998

<CODE BEG NS>
ERS- 2021
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) Itans(11) id-nod(0)
i d-nod-ers(1) id-nod-ers-v2(2) }

DEFINITIONS | MPLICI T TAGS :: =
BEG N

EXPORTS ALL,;
I MPORTS

Contentlnfo
FROM Crypt ogr aphi cMessageSynt ax-2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

Al gorithm dentifier{}, DI GEST-ALGORI THM
FROM Al gorithm nformation-2009 -- in [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58) }

AttributeSet{}, ATTRI BUTE
FROM PKI X- CommonTypes-2009 -- in [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmmon- 02(57) }



| tans OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) nmechanisns(5) |tans(11l) }

Evi denceRecord ::= SEQUENCE {
version |NTEGER { vi1(1) },
di gest Al gorithns SEQUENCE OF Al gorithm dentifier
{Dl GEST-ALGORI THM {...}},
cryptolnfos [0] Cryptolnfos OPTI ONAL,
encryptioninfo [1] Encryptionlnfo OPTI ONAL,
ar chi veTi neSt anpSequence Archi veTi neSt anpSequence }

Cryptolnfos ::= SEQUENCE SIZE (1..MAX) OF Attribute

Archi veTi meStanp ::= SEQUENCE {
digestAlgorithm[0] Algorithmdentifier
{DI GEST- ALGORI THM {...}} OPTI ONAL,
attributes [1] Attributes OPTI ONAL,
reducedHashtree [2] SEQUENCE OF Parti al Hashtree OPTI ONAL,
ti meStanp Contentinfo }

Parti al Hashtree ::= SEQUENCE OF OCTET STRI NG
Attributes ::= SET SIZE (1..MAX) OF Attribute
Archi veTi meSt anpChai n ::= SEQUENCE OF ArchiveTi neStanp
Ar chi veTi meSt anpSequence ::= SEQUENCE OF ArchiveTi neSt anpChain
Encryptionlnfo ::= SEQUENCE {
encryptionl nfoType ENCI NFO TYPE. & d
({Support edEncrypti onAl gorithns}),
encryptionl nfoVal ue ENCI NFO TYPE. &Type
({SupportedEncrypti onAl gorithnms}{@ncryptionlnfoType}) }
ENCI NFO- TYPE :: = TYPE- | DENTI FI ER
SupportedEncrypti onAl gorithms ENCINFO-TYPE ::={ ... }

aa-er-internal ATTRI BUTE ::=
{ TYPE Evi denceRecord | DENTI FI ED BY id-aa-er-internal }

id-aa-er-internal OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smine(1l6) id-aa(2) 49 }

aa-er-external ATTRIBUTE ::=
{ TYPE Evi denceRecord | DENTI FI ED BY i d-aa-er-external }

i d-aa-er-external OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smine(1l6) id-aa(2) 50 }
ERSAttrSet ATTRIBUTE ::= { aa-er-internal | aa-er-external, ... }
Attribute ::= AttributeSet {{ERSAttrSet}}
END
<CODE ENDS>

3. ASN. 1 Module for RFC 5276

<CODE BEG NS>
LTANS- SCVP- EXTENSI ON- 2021
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechanisns(5) Itans(11) id-nod(0)
i d-nod-ers-scvp(5) id-nod-ers-scvp-v2(2) }



DEFINITIONS I MPLICI T TAGS :: =
BEG N

EXPORTS ALL,;
I MPORTS

i d-swb, CertBundl e, WANT-BACK, Al Il WAntBacks
FROM SCVP- 2009 -- in [RFC5912]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- mod- scvp-02(52) }

Evi denceRecord
FROM ERS- 2021 -- in [ RFC9169]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) Itans(11) id-nod(0)
i d-nmod-ers(1) id-nod-ers-v2(2) }

Evi denceRecor dWant Back :: = SEQUENCE {
tar get Vant Back WANT- BACK. & d ({ ExpandedWant Backs}),
evi denceRecord Evi denceRecord OPTI ONAL }

Evi denceRecor dWant Backs ::= SEQUENCE SI ZE (1..MAX) OF
Evi denceRecor dWant Back
Evi denceRecords ::= SEQUENCE S| ZE (1..MAX) OF Evi denceRecord
ExpandedWant Backs WANT- BACK :: = { Al |l Want Backs |
NewMant Backs |
ERSVANt Backs, ... }
NewWant Backs WANT- BACK ::= { swhb-partial-cert-path, ... }

Swbh-partial -cert-path WANT- BACK :: =
{ CertBundl e | DENTIFI ED BY id-swh-partial-cert-path }

i d-swbh-partial-cert-path OBJECT IDENTIFIER ::= { id-swb 15 }
ERSVANt Backs WANT- BACK :: = { swb-ers-pkc-cert |
SwWh- ers-best-cert-path |
Swh-ers-partial-cert-path |
swb- ers-revocation-info
swb-ers-all, ... }

SwWh- er s- pkc-cert WANT- BACK :: =
{ Evi denceRecord | DENTI FI ED BY i d-swb-ers-pkc-cert }

i d-swbh-ers-pkc-cert OBJECT IDENTIFIER ::= { id-swb 16 }

SwWh- ers-best-cert-path WANT- BACK :: =
{ Evi denceRecord | DENTI FI ED BY i d-swb-ers-best-cert-path }

i d-swbh-ers-best-cert-path OBJECT IDENTIFIER ::= { id-swb 17 }

swh-ers-partial -cert-path WANT-BACK :: =
{ Evi denceRecord | DENTIFI ED BY id-swh-ers-partial-cert-path }

i d-swb-ers-partial-cert-path OBJECT IDENTIFIER ::= { id-swb 18 }

swb- ers-revocation-i nfo WANT- BACK :: =
{ Evi denceRecords | DENTI FI ED BY i d-swb-ers-revocation-info }

i d-swb-ers-revocation-info OBJECT IDENTIFIER ::= { id-swb 19 }



6.

6.

1.

swh-ers-all WANT-BACK :: =
{ Evi denceRecor dWant Backs | DENTI FI ED BY i d-swb-ers-all }

i d-swh-ers-all OBJECT IDENTIFIER ::={ id-swb 20 }

END
<CODE ENDS>

I ANA Consi derations

| ANA has assigned two object identifiers fromthe "SM Security for
LTANS Modul e Identifier" registry to identify the two ASN. 1 nodul es
in this docunent.

The foll owi ng object identifiers have been assi gned:

| A D Val ue | Description | Reference |
[} e ———————————— Ll —p——_————————————— Ll p—p—p—p—p—(———r L
| 1.3.6.1.5.5.11.0.1.2 | id-nod-ers-v2 | RFC 9169 |
R S +
| 1.3.6.1.5.5.11.0.5.2 | id-nod-ers-scvp-v2 | RFC 9169 |
domemmemeeeemeaeeaaas S IR +

Table 1: 1 ANA bject ldentifiers
Security Considerations

Pl ease see the security considerations in [ RFC4998] and [ RFC5276] .
Thi s docunent nakes no changes to the security considerations in

those docunments. The ASN. 1 nodules in this document preserve bits on
the wire as the ASN. 1 nodul es that they repl ace.
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