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Abst ract

The Path Conputation El ement (PCE) is a functional conponent capable
of selecting paths through a traffic engineering (TE) network. These
pat hs may be supplied in response to requests for conputation or may
be unsolicited requests issued by the PCE to network el enents. Both
approaches use the PCE Conmuni cati on Protocol (PCEP) to convey the
details of the conputed path.

Traffic flows nmay be categorized and descri bed using "Fl ow

Speci fications". RFC 8955 defines the Flow Specification and

descri bes how Fl ow Specification conponents are used to describe
traffic flows. RFC 8955 al so defi nes how Fl ow Specifications may be
distributed in BG to allow specific traffic flows to be associ ated
with routes.

Thi s docunent specifies a set of extensions to PCEP to support
di ssemi nation of Flow Specifications. This allows a PCE to indicate
what traffic should be placed on each path that it is aware of.

The extensions defined in this docunent include the creation, update,
and wi t hdrawal of Flow Specifications via PCEP and can be applied to

tunnels initiated by the PCE or to tunnels where control is del egated
to the PCE by the Path Conputation Client (PCC). Furthernore, a PCC
requesting a new path can include Flow Specifications in the request

to indicate the purpose of the tunnel allowing the PCE to factor this
into the path computation

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9168

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of



publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Term nol ogy
3. Procedures for PCE Use of Flow Specifications
3.1. Context for PCE Use of Flow Specifications
El ements of the Procedure
Capabi lity Adverti senent
PCEP Open Message
| GP PCE Capabilities Advertisenent
Di ssem nati on Procedures
Fl ow Specification Synchroni zation
PCE Fl owSpec Capability TLV
PCEP FLOWSPEC hj ect
Flow Filter TLV
FI ow Specification TLVs
Det ai | ed Procedures
Def aul t Behavi or and Backward Compatibility
Conposite Flow Specifications
Modi fyi ng Fl ow Specifications
Mul tiple Flow Specifications
Addi ng and Renovi ng Fl ow Specifications
VPN I dentifiers
Priorities and Overl appi ng Fl ow Speci fications
9. PCEP Messages
10. | ANA Consi derati ons
10.1. PCEP bjects
10.1.1. PCEP FLOWSPEC (hject Flag Field
10.2. PCEP TLV Type Indicators
10.3. Flow Specification TLV Type I ndicators
10.4. PCEP Error Codes
10.5. PCE Capability Fl ag
11. Security Considerations
12. Manageabil ity Considerations
12.1. ©Managenent of Multiple Flow Specifications
12.2. Control of Function through Configuration and Policy

!\’!\’9’.‘*’!\’
wnhhdN e
B
N

PN O~

% 0 0 o 0 o
~NoOUTRWNE

12.3. Information and Data Mdels

12. 4. Liveness Detection and Monitoring

12.5. Verifying Correct Operation

12. 6. Requirenents for Qther Protocols and Functional Components
12.7. Inpact on Network Operation

13. References
13.1. Normative References
13.2. Informmtive References
Acknowl edgenent s
Contributors
Aut hors’ Addr esses

1. Introduction

[ RFC4655] defines the Path Conputation El enent (PCE), a functiona
component capabl e of conputing paths for use in traffic engineering
networks. PCE was originally conceived for use in Miltiprotoco

Label Switching (MPLS) for traffic engineering (TE) networks to
derive the routes of Label Switched Paths (LSPs). However, the scope
of PCE was quickly extended to nake it applicable to networks
controll ed by Generalized MPLS (GWPLS), and nore recent work has
brought other traffic engineering technol ogi es and pl anni ng
applications into scope (for exanple, Segnment Routing (SR



[ RFC8664] ) .

[ RFC5440] describes the PCE Communication Protocol (PCEP). PCEP
defines the communi cation between a Path Conputation Cient (PCC) and
a PCE, or between PCE and PCE, enabling conmputation of the path for
MPLS- TE LSPs.

Stateful PCE [ RFC8231] specifies a set of extensions to PCEP to
enabl e control of TE-LSPs by a PCE that retains state about the LSPs
provisioned in the network (a stateful PCE). [RFC8281] describes the
setup, maintenance, and teardown of LSPs initiated by a stateful PCE
wi t hout the need for |ocal configuration on the PCC, thus allow ng
for a dynamic network that is centrally controlled. [RFC8283]

i ntroduces the architecture for PCE as a central controller and
descri bes how PCE can be viewed as a conponent that perforns
conmputation to place "flows" within the network and deci de how t hese
flows are routed.

The description of traffic flows by the conbination of multiple Flow
Speci fication conponents and their dissemnation as traffic flow
specifications (Flow Specifications) is described for BGP in

[ RFC8955]. In BGP, a Flow Specification is conprised of traffic
filtering rules and is associated with actions to performon the
packets that match the Flow Specification. The BGP routers that
receive a Flow Specification can classify received packets according
to the traffic filtering rules and can direct packets based on the
associ ated actions.

When a PCE is used to initiate tunnels (such as TE-LSPs or SR pat hs)
using PCEP, it is inportant that the head end of the tunnels

under stands what traffic to place on each tunnel. The data flows

i ntended for a tunnel can be described using Fl ow Specification
conmponents. Wen PCEP is in use for tunnel initiation, it nakes
sense for that sane protocol to be used to distribute the Flow

Speci fication conponents that describe what data is to flow on those
tunnel s.

Thi s docunent specifies a set of extensions to PCEP to support

di ssem nati on of Flow Specification conponents. W termthe
description of a traffic flow using Flow Specification conponents as
a "Flow Specification". This termis conceptually the same as the
termused in [ RFC8955]; however, no mechanismis provided to
distribute an action associated with the Flow Specification because
there is only one action that is applicable in the PCEP context (that
is, directing the matching traffic to the identified LSP)

The extensions defined in this docunent include the creation, update,
and wi t hdrawal of Fl ow Specifications via PCEP and can be applied to
tunnels initiated by the PCE or to tunnels where control is del egated
to the PCE by the PCC. Furthernore, a PCC requesting a new path can
i nclude Flow Specifications in the request to indicate the purpose of
the tunnel allowing the PCE to factor this into the path conputation

Fl ow Specifications are carried in TLVs within a new object called
the FLOASPEC object defined in this docunent. The flow filtering
rules indicated by the Flow Specifications are nmainly defined by BGP
Fl ow Specifications

Note that PCEP-installed Flow Specifications are intended to be
installed only at the head end of the LSP to which they direct
traffic. It is acceptable (and potentially desirable) that other
routers in the network have Fl ow Specifications installed that match
the same traffic but direct it onto different routes or to different
LSPs. Those other Flow Specifications may be installed using the
PCEP extensions defined in this docunent, distributed using BGP per
[ RFC8955], or configured using manual operations. Since this
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docunent is about PCEP-installed Flow Specifications, those other

Fl ow Specifications at other routers are out of scope. In this
context, however, it is worth noting that changes to the wi der
routing system (such as the distribution and installation of BGP Fl ow
Speci fications, or fluctuations in the I1GP link state database) m ght
mean that traffic matching the PCEP Fl ow Specification never reaches
the head end of the LSP at which the PCEP Fl ow Specification has been
installed. This may or may not be desirable according to the
operator’s traffic engineering and routing policies and is
particularly applicable at LSPs that do not have their head ends at
the ingress edge of the network, but it is not an effect that this
docunent seeks to address.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the following ternms defined in [ RFC5440]: PCC
PCE, and PCEP Peer.

The following termfrom[RFC38955] is used frequently throughout this
docunent :

| A Flow Specification is an n-tuple consisting of several natching
| criteria that can be applied to IP traffic. A given |IP packet is
| said to match the defined Flow Specification if it matches all the
| specified criteria.

[ RFC8955] also states that "[a] given Flow Specification my be
associated with a set of attributes" and that "...attributes can be
used to encode a set of predetermned actions.” However, in the
context of this document, no action is explicitly specified as
associated with the Flow Specification since the action of forwarding
all matching traffic onto the associated path is inplicit.

How an inpl enentation decides to filter traffic that matches a Fl ow
Speci fication does not formpart of this specification, but a flag is
provided to indicate whether the sender of a PCEP nessage that
includes a Flow Specification intends it to be installed as a Longest
Prefix Match (LPM route or as a Flow Specification policy.

This docunent uses the terns "stateful PCE' and "active PCE" as
advocated in [ RFC7399].

Procedures for PCE Use of Flow Specifications
1. Context for PCE Use of Flow Specifications

In the PCE architecture, there are five steps in the setup and use of
LSPs:

1. Decide which LSPs to set up. The decision nay be made by a user,
by a PCC, or by the PCE. There can be a nunber of triggers for
this, including user intervention and dynam ¢ response to changes
in traffic demands

2. Decide what properties to assign to an LSP. This can include
bandwi dth reservations, priorities, and the Differentiated
Servi ces Code Point (DSCP) (i.e., MPLS Traffic Class field).
This function is also determ ned by user configuration or in
response to predicted or observed traffic demands.



3. Decide what traffic to put on the LSP. This is effectively
determning which traffic flows to assign to which LSPs;
practically, this is closely linked to the first two decisions
|isted above.

4. Cause the LSP to be set up and nodified to have the right
characteristics. This will usually involve the PCE advising or
instructing the PCC at the head end of the LSP, and the PCC wil|
then signal the LSP across the network.

5. Tell the head end of the LSP what traffic to put on the LSP
This may happen after or at the same time as the LSP is set up
This step is the subject of this docunent.

3.2. FElenents of the Procedure
There are three elenents in the procedure:

1. A PCE and a PCC nust be able to indicate whether or not they
support the use of Flow Specifications.

2. A PCE or PCC nust be able to include Flow Specifications in PCEP
messages with a clear understanding of the applicability of those
Fl ow Specifications in each case. This includes whether the use
of such information is mandatory, constrained, or optional and
how over |l appi ng Fl ow Specifications will be resolved

3. Flow Specification information/state nmust be synchroni zed between
PCEP peers so that, on recovery, the peers have the sane
under st andi ng of which Flow Specifications apply just as is
required in the case of stateful PCE and LSP del egation (see
Section 5.6 of [RFC8231]).

The foll owi ng subsections describe these points.
3.2.1. Capability Advertisenent

As with nost PCEP capability advertisenments, the ability to support
Fl ow Specifications can be indicated in the PCEP Open nessage or in
| GP PCE capability advertisenents.

3.2.1.1. PCEP Open Message

Duri ng PCEP session establishnent, a PCC or PCE that supports the
procedures described in this docunent announces this fact by

i ncluding the PCE Fl owSpec Capability TLV (described in Section 4) in
the OPEN object carried in the PCEP Open nessage.

The presence of the PCE Fl owSpec Capability TLV in the OPEN object in
a PCE' s Open nessage indicates that the PCE can distribute FlowSpecs
to PCCs and can receive FlowSpecs in nessages from PCCs.

The presence of the PCE Fl owSpec Capability TLV in the OPEN object in
a PCC s Open nessage indicates that the PCC supports the Fl owSpec
functionality described in this docunent.

If either one of a pair of PCEP peers does not include the PCE

Fl owSpec Capability TLV in the OPEN object in its Open nessage, then
the ot her peer MJUST NOT include a FLOASPEC object in any PCEP nessage
sent to the peer. |If a FLOABPEC object is received when support has
not been indicated, the receiver will respond with a PCErr nessage
reporting the objects containing the Fl owSpec as described in

[ RFC5440]: that is, it will use "Unknown Cbject" if it does not
support this specification and "Not supported object" if it supports
this specification but has not chosen to support FLOASPEC objects on
this PCEP sessi on.



3.2.1.2. |1 GP PCE Capabilities Advertisenent

The ability to advertise support for PCEP and PCE features in |IGP
advertisements is provided for OSPF in [RFC5088] and for IS-1Sin

[ RFC5089]. The nmechani sm uses the PCE Di scovery TLV, which has a
PCE- CAP- FLAGS sub-TLV containing bit flags, each of which indicates
support for a different feature.

Thi s docunent defines a new PCE- CAP- FLAGS sub-TLV bit, the Fl owSpec
Capabl e flag (bit nunber 16). Setting the bit indicates that an
advertising PCE supports the procedures defined in this docunent.

Note that while PCE Fl owSpec capability nmay be advertised during

di scovery, PCEP speakers that wi sh to use Flow Specification in PCEP
MJUST negoti ate PCE Fl owSpec capability during PCEP session setup, as
specified in Section 3.2.1.1. A PCC MAY initiate PCE Fl owSpec
capability negotiation at PCEP session setup even if it did not
receive any | GP PCE capability advertisenment, and a PCEP peer that
advertised support for FlowSpec in the IGP is not obliged to support
t hese procedures on any given PCEP session.

3.2.2. Dissem nation Procedures

This section describes the procedures to support Fl ow Specifications
in PCEP nessages.

The primary purpose of distributing Flow Specification information is
to allow a PCE to indicate to a PCC what traffic it should place on a
path (such as an LSP or an SR path). This neans that the Fl ow

Speci fication may be included in:

* PClnitiate nessages so that an active PCE can indicate the traffic
to place on a path at the tinme that the PCE instantiates the path.

*  PCUpd messages so that an active PCE can indicate or change the
traffic to place on a path that has al ready been set up.

*  PCRpt nessages so that a PCC can report the traffic that the PCC
will place on the path.

*  PCReq messages so that a PCC can indicate what traffic it plans to
pl ace on a path when it requests that the PCE performa
conputation in case that infornmation aids the PCE in its work.

*  PCRep nessages so that a PCE that has been asked to conpute a path
can suggest which traffic could be placed on a path that a PCC may
be about to set up.

* PCErr nessages so that issues related to paths and the traffic
they carry can be reported to the PCE by the PCC and problens with
ot her PCEP nessages that carry Flow Specifications can be
report ed.

To carry Flow Specifications in PCEP nessages, this docunent defines
a new PCEP object called the "PCEP FLOASPEC object”. The object is
OPTI ONAL in the nessages descri bed above and MAY appear nore than
once in each nessage.

To describe a traffic flow, the PCEP FLOASPEC object carries a Flow
Filter TLV.

The inclusion of nultiple PCEP FLOAMSPEC obj ects allows nmultiple
traffic flows to be placed on a single path.

Once a PCE and PCC have established that they can both support the



use of Flow Specifications in PCEP nessages, such information may be
exchanged at any tinme for new or existing paths.

The application and prioritization of Flow Specifications are
descri bed in Section 8.7.

As per [RFCB8231], any attributes of the path received froma PCE are
subject to the PCC's local policy. This holds true for the Fl ow
Speci fications as well.

3.2.3. Flow Specification Synchronization

The Fl ow Specifications are carried along with the LSP state
informati on as per [RFC8231], nmking the Fl ow Specifications part of
the LSP database (LSP-DB). Thus, the synchroni zation of the Flow
Specification information is done as part of LSP-DB synchroni zation
This may be achi eved using nornmal state synchronization procedures as
described in [ RFC8231] or enhanced state synchroni zati on procedures
as defined in [ RFC8232].

The approach selected will be inplenentati on and depl oynment specific
and wi |l depend on issues such as how t he databases are constructed
and what | evel of synchronization support is needed.

4. PCE Fl owSpec Capability TLV

The PCE- FLOASPEC- CAPABI LI TY TLV is an optional TLV that can be
carried in the OPEN object [ RFC5440] to exchange the PCE Fl owSpec
capabilities of the PCEP speakers.

The format of the PCE- FLOMSPEC- CAPABI LI TY TLV follows the format of
all PCEP TLVs as defined in [RFC5440] and is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type=51 | Lengt h=2 |
i i i T i I S i e s o o i i
| Val ue=0 | Paddi ng |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mme— oo - +

Fi gure 1: PCE- FLOASPEC- CAPABI LI TY TLV For mat

The type of the PCE- FLONSPEC- CAPABILITY TLV is 51, and it has a fixed
I ength of 2 octets. The Value field MUST be set to 0 and MJST be

i gnored on receipt. The two bytes of padding MIUST be set to zero and
i gnored on receipt.

The inclusion of this TLV in an OPEN object indicates that the sender
can perform Fl owSpec handling as defined in this docunent.

5. PCEP FLOMASPEC nj ect
The PCEP FLOASPEC obj ect defined in this docunent is conpliant with
the PCEP object format defined in [RFC5440]. It is OPTIONAL in the
PCReq, PCRep, PCErr, PClnitiate, PCRpt, and PCUpd nmessages and MAY be
present zero, one, or nore tinmes. Each instance of the object
specifies a separate traffic flow

The PCEP FLOASPEC obj ect MAY carry a FlowSpec filter rule encoded in
a Flow Filter TLV as defined in Section 6.

The FLONSPEC bject-Class is 43 (to be assigned by | ANA)

The FLOANSPEC (bj ect-Type is 1.



The format of the body of the PCEP FLOASPEC object is shown in
Fi gure 2.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| FS-1D |
i e R i e i i i e i i St S N e S
| AFI | Reserved | Fl ags | L] R
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
11 TLVs 11
I I
i e R i e i i i e i i St S N e S

Figure 2: PCEP FLOASPEC Obj ect Body For nat

FS-1D (32 bits): A PCEP-specific identifier for the Fl owSpec
information. A PCE or PCC creates an FS-1D for each Fl owSpec that
it originates, and the value is unique within the scope of that
PCE or PCC and is constant for the lifetime of a PCEP session.

Al'l subsequent PCEP nmessages can identify the Fl owSpec using the
FS-1D. The values 0 and OxFFFFFFFF are reserved and MJST NOT be
used. Note that [NUMERI C-1DS-SEC] gives advice on assigning
transient nunmeric identifiers such as the FS-1D so as to mnim ze
security risks.

AFl (16 bits): Address Famly ldentifier as used in BGP [ RFC4760]
(AFlI =1 for 1Pv4 or VPNv4, AFI=2 for IPv6 and VPNv6 as per
[ RFC8956] ) .

Reserved (8 bits): MJST be set to zero on transnission and ignored
on receipt.

Flags (8 bits): Two flags are currently assigned:

R bit: The Renove bit is set when a PCEP FLOASPEC object is
included in a PCEP nessage to indicate renpval of the Flow
Specification fromthe associated tunnel. |[If the bit is clear,
the Flow Specification is being added or nodifi ed.

L bit: The Longest Prefix Match (LPM bit is set to indicate that
the Flow Specification is to be installed as a route subject to

LPM forwarding. |If the bit is clear, the Flow Specification
described by the Flow Filter TLV (see Section 6) is to be
installed as a Flow Specification. |If the bit is set, only

Fl ow Specifications that describe IPv4 or |1 Pv6 destinations are
meani ngful in the Flow Filter TLV, and others are ignored. |If

the L is set and the receiver does not support the use of Flow
Specifications that are present in the Flow Filter TLV for the
installation of a route subject to LPM forwarding, then the
PCEP peer MUST respond with a PCErr nessage with Error-Type 30
(Fl owSpec Error) and Error-value 5 (Unsupported LPM Route).

Unassi gned bits MJST be set to zero on transm ssion and ignored on
receipt.

If the PCEP speaker receives a nessage with the R bit set in the
FLOANSPEC obj ect and the Flow Specification identified with an FS-1D
does not exist, it MJST generate a PCErr with Error-Type 30 (Fl owSpec
Error) and Error-value 4 (Unknown Fl owSpec).

If the PCEP speaker does not understand or support the AFl in the
FLOANSPEC nessage, the PCEP peer MJST respond with a PCErr nessage



with Error-Type 30 (Fl owSpec Error) and Error-value 2 (Ml formed
Fl owSpec) .

The following TLVs can be used in the FLOASPEC obj ect:

Speaker Entity ldentifier TLV: As specified in [RFC3232], the
SPEAKER- ENTI TY-1 D TLV encodes a uni que identifier for the node
that does not change during the lifetinme of the PCEP speaker
This is used to uniquely identify the FlowSpec originator and thus
is used in conjunction with the FS-1D to uniquely identify the
Fl owSpec information. This TLV MJST be included. |If the TLV is
m ssing, the PCEP peer MJST respond with a PCErr nessage with
Error-Type 30 (Fl owSpec Error) and Error-value 2 (Malfornmed
Fl owSpec). |If nore than one instance of this TLV is present, the
first MUST be processed, and subsequent instances MJST be ignored.

Flow Filter TLV (variable): One TLV MAY be included. The Flow
Filter TLV is OPTIONAL when the R bit is set.

The Flow Filter TLV MJST be present when the R bit is clear. If the
TLV is mssing when the R bit is clear, the PCEP peer MJST respond
with a PCErr nessage with Error-Type 30 (Fl owSpec Error) and Error-
val ue 2 (Mal formed Fl owSpec).

Filtering based on the L2 fields is out of scope of this docunent.
Flow Filter TLV

One new PCEP TLV is defined to convey Flow Specification filtering
rul es that specify what traffic is carried on a path. The TLV
follows the format of all PCEP TLVs as defined in [ RFC5440]. The
Type field values come fromthe code point space for PCEP TLVs and
has the value 52 for Flow Filter TLV.

The Value field of the TLV contains one or nore sub-TLVs (the Flow
Speci fication TLVsS) as defined in Section 7, and they represent the
compl ete definition of a Flow Specification for traffic to be placed
on the tunnel. This tunnel is indicated by the PCEP nessage in which
the PCEP FLOANSPEC object is carried. The set of Flow Specification
TLVs in a single instance of a Flow Filter TLV is conbined to

i ndicate the specific Flow Specification. Note that the PCEP
FLONSPEC obj ect can include just one Flow Filter TLV.

Further Flow Specifications can be included in a PCEP nessage by
i ncludi ng addi ti onal FLOANSPEC obj ect s.

In the future, there may be a desire to add support for L2 Fl ow
Speci fications (such as described in [BGP-L2VPN ).

Fl ow Specification TLVs

The Flow Filter TLV carries one or nore Fl ow Specification TLVs. The
FI ow Specification TLV follows the format of all PCEP TLVs as defined
in [ RFC5440]. However, the Type values are selected froma separate

| ANA registry (see Section 10.3) rather than fromthe common PCEP TLV
registry

Type val ues are chosen so that there can be commnality with Fl ow
Speci fications defined for use with BGP [ RFC8955] [RFC8956]. This is
possi bl e because the BGP Fl ow Spec encodi ng uses a single octet to
encode the type, whereas PCEP uses 2 octets. Thus, the space of

val ues for the Type field is partitioned as shown in Table 1.

| Range | Description |



| Per BGP Fl ow Spec registry defined by
| [RFC8955] and [ RFC8956] .
I
I

Not to be allocated in this registry.

| 256-65535 | New PCEP Fl ow Specifications |
| | allocated according to the registry
| | defined in this docunent.

Table 1: Flow Specification TLV Type Ranges

[ RFC8955] is the reference for the "Fl ow Spec Conponent Types"
registry and defines the allocations it contains. [RFC8956]
requested the creation of the "Flow Spec | Pv6 Conponent Types"
registry, as well as its initial allocations. |If the AFl (in the
FLOWNSPEC object) is set to | Pv4, the range 0..255 is as per "Fl ow
Spec Conponent Types" [RFC8955]; if the AFl is set to | Pv6, the range
0..255 is as per "Flow Spec | Pv6 Conponent Types" [ RFC8956].

The content of the Value field in each TLV is specific to the type/
AFl and describes the paraneters of the Flow Specification. The
definition of the format of many of these Value fields is inherited
fromBGP specifications. Specifically, the inheritance is from

[ RFC8955] and [ RFC8956], but it may also be inherited fromfuture BGP
speci fications.

When nultiple Flow Specification TLVs are present in a single Flow
Filter TLV, they are conbined to produce a nore detail ed
specification of a flow For examples and rul es about how this is
achi eved, see [ RFC8955]. As described in [RFC38955], where it says "A
gi ven conponent type MAY (exactly once) be present in the Flow
Specification", a Flow Filter TLV MJST NOT contain nore than one Fl ow
Speci fication TLV of the sane type: an inplenentation that receives a
PCEP nessage with a Flow Filter TLV that contains nore than one Fl ow
Speci fication TLV of the same type MIST respond with a PCErr nessage
with Error-Type 30 (Fl owSpec Error) and Error-value 2 (Ml formed

Fl owSpec) and MJST NOT install the Flow Specification.

An inplenentation that receives a PCEP nessage carrying a Fl ow
Specification TLV with a type value that it does not recognize or
support MJST respond with a PCErr nmessage with Error-Type 30

(Fl owSpec Error) and Error-value 1 (Unsupported Fl owSpec) and MJST
NOT install the Flow Specification

When used in other protocols (such as BGP), these Flow Specifications
are al so associated with actions to indicate how traffic matching the
Fl ow Specification should be treated. |In PCEP, however, the only
action is to associate the traffic with a tunnel and to forward

mat ching traffic onto that path, so no encoding of an action is
needed.

Section 8.7 describes how overl appi ng Fl ow Specifications are
prioritized and handl ed.

Al'l Flow Specification TLVs with Types in the range 0 to 255 have
val ues defined for use in BG (for exanmple, in [RFC8955] and

[ RFC8956]) and are set using the BGP encodi ng but wthout the type
octet (the relevant information is in the Type field of the TLV).
The Value field is padded with trailing zeros to achieve 4-byte

al i gnnment .

Thi s docunent defines the follow ng new types:

B oo oo s, oo o1
| Type | Description | Value Defined In



T oo oo +
| 257 | IPv4 Miulticast Flow | RFC 9168 |
R i o e e oo +
| 258 | IPv6 Miulticast Flow | RFC 9168 |
N o o e e eaa +

Table 2: Fl ow Specification TLV Types Defi ned
in this Docunent

To allow identification of a VPN in PCEP via a Route Distinguisher
(RD) [RFC4364], a new TLV, ROUTE-DI STI NGUI SHER TLV, is defined in
this docunment. A Flow Specification TLV with Type 256 ( ROUTE-

DI STI NGUI SHER TLV) carries an RD value, which is used to identify
that other flow filter information (for exanple, an |Pv4 destination
prefix) is associated with a specific VPN identified by the RD. See
Section 8.6 for further discussion of VPN identification.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type=256 | Lengt h=8 |
B i s T T i i o S o T Ji I
| Rout e Di stinguisher |

T S e S i i SR SR S et i i
Figure 3: The Format of the ROUTE- D STI NGU SHER TLV
The format of the RDis as per [RFC4364].

Al though it may be possible to describe a nulticast Flow
Specification fromthe conbination of other Flow Specification TLVs
with specific values, it is nore convenient to use a dedicated Fl ow
Speci fication TLV. Flow Specification TLVs with Type val ues 257 and
258 are used to identify a nmulticast flow for |1Pv4 and | Pv6,
respectively. The Value field is encoded as shown in Figure 4.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Reserved | S| Src Mask Len | Gp Mask Len |
I S i o T s S S S e s s T
~ Sour ce Address ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S
~ G oup mul ticast Address ~
B T S i T s i i e e SEI S

Figure 4. Milticast Flow Specification TLV Encodi ng

The address fields and address mask | engths of the two Miulticast Flow
Speci fication TLVs contain source and group prefixes for matching
agai nst packet flows. Note that the two address fields are 32 bits
for an I Pv4 Multicast Flow and 128 bits for an | Pv6 Milticast Flow.

The Reserved field MJUST be set to zero and ignored on receipt.

Two bit flags (S and G are defined to describe the multicast
Wi ldcarding in use. |If the Sbhit is set, then source wildcarding is
in use, and the values in the Source Mask Length and Source Address
fields MJUST be ignored. |If the Ghit is set, then group w | dcarding
is in use, and the values in the G oup Mask Length and G oup
mul ti cast Address fields MUST be ignored. The G bit MJST NOT be set
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unless the S bit is also set: if a Milticast Flow Specification TLV
is received with Sbhit = 0 and Gbit = 1, the receiver MJST respond
with a PCErr with Error-Type 30 (Fl owSpec Error) and Error-val ue 2
(Mal forned Fl owSpec) .

The three multicast mappi ngs may be achieved as foll ows:

(S, G - Shit =0, Gbhit =0, the Source Address and G oup
mul ticast Address prefixes are both used to define the multicast
flow.

(*, G - Sbit =1, Gbhit =0, the Goup nulticast Address prefix
is used to define the nmulticast flow, but the Source Address
prefix is ignored.

(*, *) - Sbit =1, Gbhit =1, the Source Address and G oup
mul ticast Address prefixes are both ignored.

Det ai | ed Procedures

This section outlines sone specific detail ed procedures for using the
protocol extensions defined in this docunent.

Def aul t Behavi or and Backward Conmpatibility

The default behavior is that no Fl ow Specification is applied to a
tunnel. That is, the default is that the FLOASPEC object is not
used, as is the case in all systens before the inplementation of this
speci fication.

In this case, it is a local matter (such as through configuration)
how tunnel head ends are instructed in terns of what traffic to place
on a tunnel.

[ RFC5440] describes how receivers respond when they see unknown PCEP
obj ect s.

Conposite Flow Specifications

Fl ow Specifications may be represented by a single Flow Specification
TLV or may require a nore conplex description using multiple Flow
Speci fication TLVs. For exanple, a flow indicated by a source-
destination pair of |IPv6 addresses woul d be described by the

conbi nation of Destination |Pv6 Prefix and Source | Pv6 Prefix Flow
Speci fication TLVs.

Modi fyi ng Fl ow Specifications

A PCE may want to nodify a Flow Specification associated with a
tunnel, or a PCC may want to report a change to the Fl ow
Specification it is using with a tunnel.

It is inportant to identify the specific Flow Specification so it is
clear that this is a nodification of an existing flow and not the
addition of a new flow as described in Section 8.4. The FS-IDfield
of the PCEP FLOASBPEC object is used to identify a specific Flow
Specification in the context of the content of the Speaker Entity
Identifier TLV.

When nodi fying a Fl ow Specification, all Flow Specification TLVs for
the intended specification of the flow MIST be included in the PCEP
FLOWNSPEC object. The FS-1D MJUST be retained fromthe previous
description of the flow, and the sane Speaker Entity ldentifier TLV
MUST be used.

Mul tiple Fl ow Specifications



It is possible that traffic frommultiple flows will be placed on a
single tunnel. In sonme cases, it is possible to define these within
a single PCEP FLOASPEC object by wi dening the scope of a Fl ow
Specification TLV: for example, traffic to two destination |Pv4
prefixes m ght be captured by a single Flow Specification TLV with
type "Destination” with a suitably adjusted prefix. However, this is
unlikely to be possible in nbost scenarios, and it nust be recalled
that it is not permitted to include two Flow Specification TLVs of
the sane type within one Flow Filter TLV.

The normal procedure, therefore, is to carry each Fl ow Specification
inits om PCEP FLOASPEC object. Miltiple objects may be present on
a single PCEP nessage, or multiple PCEP nessages nay be used.

8.5. Adding and Renoving Fl ow Specifications

The Renove bit in the PCEP FLOASPEC object is left clear when a Fl ow
Specification is being added or nodifi ed.

To renove a Flow Specification, a PCEP FLOAMSPEC object is included
with the FS-I1D matching the one being renoved, and the R bit is set
to indicate removal. 1In this case, it is not necessary to include
any Fl ow Specification TLVs.

If the Rbit is set and Flow Specification TLVs are present, an

i npl ementation MAY ignore them |If the inplenentation checks the

Fl ow Specification TLVs agai nst those recorded for the FS-1D and
Speaker Entity ldentifier of the Flow Specification being renmoved and
finds a msmatch, the Flow Specification matching the FS-1D MJST
still be renoved, and the inplenmentati on SHOULD record a | oca
exception or |og.

8.6. VPN ldentifiers

VPN i nstances are identified in BGP using RDs [ RFC4364]. These

val ues are not normally considered to have any neani ng outside of the
network, and they are not encoded in data packets belonging to the
VPNs. However, RDs provide a useful way of identifying VPN instances
and are often nmanually or autonmatically assigned to VPNs as they are
provi si oned.

Thus, the RD provides a useful way to indicate that traffic for a
particul ar VPN should be placed on a given tunnel. The tunnel head
end will need to interpret this Flow Specification not as a filter on
the fields of data packets but rather using the other mechani snms that
it already uses to identify VPN traffic. These mechanisnms could be
based on the incom ng port (for port-based VPNs) or may | everage
know edge of the VPN Routing and Forwarding (VRF) that is in use for
the traffic.

8.7. Priorities and Overl appi ng Fl ow Speci fications

Fl ow Specifications can overlap. For exanple, two different Fl ow
Speci fications may be identical except for the length of the prefix
in the destination address. |n these cases, the PCC nust determ ne
how to prioritize the Flow Specifications so as to know which path to
assign packets that match both Fl ow Specifications. That is, the PCC
must assign a precedence to the Flow Specifications so that it checks
each incom ng packet for a match in a predictable order.

The processing of BGP Fl ow Specifications is described in [ RFC8955].
Section 5.1 of that docunent explains the order of traffic filtering
rules to be executed by an inplenentation of that specification

PCCs MUST apply the same ordering rules as defined in [ RFC8955].



Furthernore, it is possible that Flow Specifications will be
distributed by BGP as well as by PCEP as described in this docunent.
In such cases, inplenentations supporting both approaches MJST apply
the prioritization and ordering rules as set out in [ RFC8955]

regardl ess of which protocol distributed the Fl ow Specifications.
However, inplenmentations MAY provide a configuration control to allow
one protocol to take precedence over the other; this may be
particularly useful if the Flow Specifications nmake identical natches
on traffic but have different actions. It is RECOWENDED that a
message be | ogged for the operator to understand the behavi or when
two Fl ow Specifications distributed by different protocols overl ap,
especially when one acts to repl ace anot her

Section 12.1 of this docunent covers nanageability considerations
relevant to the prioritized ordering of Flow Specifications

An impl enentation that receives a PCEP nessage carrying a Fl ow
Specification that it cannot resolve agai nst other Flow
Specifications already installed (for exanple, because the new Fl ow
Specification has irresolvable conflicts with other Flow
Specifications that are already installed) MJST respond with a PCErr
message with Error-Type 30 (Fl owSpec Error) and Error-value 3
(Unresol vable Conflict) and MJUST NOT install the Flow Specification.

PCEP Messages

This section describes the format of nessages that contain FLOASPEC
objects. The only difference from previous nmessage formats is the
i nclusion of that object.

The figures in this section use the notation defined in [ RFC5511].

The FLOWSPEC object is OPTIONAL and MAY be carried in the PCEP
nmessages.

The PCInitiate message is defined in [ RFC3281] and updated as bel ow

<PClnitiate Message> ::= <Commopn Header >
<PCE-initiated-I|sp-list>

Wher e:
<PCE-initiated-Isp-list> ::= <PCE-initiated-I|sp-request>
[<PCE-initiated-Isp-1list>]

<PCE-initiated-Isp-request> ::=
( <PCE-initiated-Isp-instantiation>|
<PCE-initiated-Isp-deletion>)

<PCE-initiated-Isp-instantiation> ::= <SRP>
<LSP>
[ <END- POl NTS>]
<ERC>
[<attribute-Iist>]
[ <fl owspec-Iist>]

Wher e:
<fl owspec-list> ::= <FLONBPEC> [ <fl owspec-1|i st>]

The PCUpd message is defined in [ RFC8231] and updated as bel ow

<PCUpd Message> ::= <Common Header >
<updat e-request-1list>

Wher e:
<updat e-request-list> ::= <updat e-request >



[ <updat e-request-1i st>]

<updat e-request> ::= <SRP>
<LSP>
<pat h>
[ <fl owspec-Iist>]
Wher e:
<pat h>: : = <i nt ended- pat h><i nt ended-attribute-1list>
<fl owspec-list> ::= <FLONBPEC> [ <fl owspec-1|i st>]

The PCRpt message is defined in [ RFC8231] and updated as bel ow

<PCRpt Message> ::= <Common Header >
<state-report-list>
Wher e:
<state-report-list> ::= <state-report>[<state-report-1|ist>]
<state-report> ::= [ <SRP>]
<LSP>
<pat h>
[ <fl owspec-Iist>]
Wher e:
<pat h>: : = <i nt ended- pat h>
[<actual -attribute-list><actual - pat h>]
<intended-attribute-list>
<flowspec-list> ::= <FLOAMSPEC> [ <fl owspec-1i st>]

The PCReq nessage is defined in [ RFC5440] and updated in [ RFC8231];
it is further updated bel ow for a Fl ow Specification

<PCReq Message>::= <Comopn Header >
[ <svec-li st >]
<request-list>

Wher e:
<svec-list>::= <SVEC>[ <svec-|i st >]
<request-list>:= <request>[<request-list>]
<request >:: = <RP>
<END- POl NTS>
[ <LSP>]
[ <LSPA>]
[ <BANDW DTH>]
[<metric-list>]
[ <RRC>[ <BANDW DTH>] ]
[ <I RO>]
[ <LOAD- BALANCI NG>]
[ <fl owspec-Iist>]
Wher e:
<flowspec-list> ::= <FLOMSPEC> [ <fl owspec-1i st >]

The PCRep nmessage is defined in [ RFC5440] and updated in [ RFC8231];
it is further updated below for a Fl ow Specification

<PCRep Message> ::= <Common Header >
<response-|ist>

Wher e:
<response-|ist>::=<response>[ <response-|ist>]
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<response>: : =<RP>
[ <LSP>]
[ <NO PATH>]
[<attribute-list>]
[ <pat h-1i st >]
[ <fl owspec-Iist>]

Wher e:
<fl owspec-list> ::= <FLONSPEC> [ <fl owspec-1|i st>]

| ANA Consi der ati ons

Thi s docunent requests that |1 ANA allocate code points for the
protocol elenents defined in this docunent.

1. PCEP bjects

I ANA mai ntains a subregistry called "PCEP Objects” within the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry. Each PCEP

obj ect has an Object-C ass and an Obj ect-Type, and | ANA has al |l ocat ed
new code points in this subregistry as follows:

| Object-C ass Value | Nane | Object-Type | Reference |
[ e —————————— L ———————— L —_—_———————————————— Ll p—p—p—_—————
| 43 | FLOANSPEC | 0: Reserved | RFC 9168 |
| | e . +
| | | 1: Flow | RFC 9168 |
| | | Specification | |
o e e e o - - S o e e e e e oo oo S +

Table 3: PCEP Objects Subregistry Additions
1.1. PCEP FLOASPEC nject Flag Field
Thi s docunent requests that a new subregistry, "FLOASPEC (bject Flag
Field', be created within the "Path Conputation El emrent Protocol
(PCEP) Nunbers" registry to nanage the Flag field of the FLOASPEC
object. New values are to be assigned by Standards Action [ RFC8126].
Each bit should be tracked with the follow ng qualities:
* Bit number (counting frombit 0 as the nost significant bit)
* Capability description
* Defining RFC

The initial population of this registry is as follows:

=4 ————————————————+t———————————+
| Bit | Description | Reference |
[ bbb ool oo
| 0-5 ] Unassigned | |
+----- i T F--- - - - +
| 6 | LPM(L bit) | RFC 9168 |
+----- I I T I +
| 7 | Remove (R bit) | RFC 9168 |
+----- S I A ] I +

Table 4: Initial Contents of the
FLONSPEC (bj ect Flag Field
Regi stry

2. PCEP TLV Type Indicators



I ANA mai ntains a subregistry called "PCEP TLV Type Indicators” within
the "Path Conputation El enent Protocol (PCEP) Nunbers" registry.
| ANA has nade the following allocations in this subregistry:

B el sy ey
| Value | Description | Reference |
S el s e e e
| 51 | PCE- FLOASPEC- CAPABI LI TY TLV | RFC 9168 |
+------- I T I S i +
| 52 | FLOWFILTER TLV | RFC 9168 |
+----- - I T I +

Table 5: PCEP TLV Type Indicators Subregistry
Addi tions

.3. Flow Specification TLV Type Indicators

| ANA has created a new subregistry called "PCEP Fl ow Specification
TLV Type Indicators” within the "Path Conputation El enent Protocol
(PCEP) Nunbers" registry.

Al locations fromthis registry are to be nade according to the
foll owi ng assignnent policies [RFC8126]:

| 0-255 Reserved - must not be allocated. |
I I
| Usage mirrors the BGP Fl ow Spec |
| regi stry [ RFC8955] [ RFCB8956] . |
S o e e e e e e e e e e e e oo oo +
| 256-64506 | Specification Required |
S S +
| 64507-65531 | First Come First Served |
o m e e e oo - o e e e e e e e e e e mmmemao - +
| 65532-65535 | Experinmental Use |
S o e e e e e e e e e e e e oo oo +

Tabl e 6: Registration Procedures for the PCEP
Fl ow Specification TLV Type Indicators
Subregistry

| ANA has popul ated this registry with values defined in this docunent
as follows, taking the new values fromthe range 256 to 64506:

[ b ool oo s oo Y
| Value | Meaning |
e el ety
| 256 | Route Distinguisher |
+------- I i I I +
| 257 | 1Pv4 Miulticast |
+----- - I I R +
| 258 | I'Pv6 Miulticast |
+------- B +

Table 7: Initial Contents
of the PCEP Fl ow
Speci fication TLV Type
I ndi cators Subregistry

.4. PCEP Error Codes
I ANA nmai ntains a subregistry call ed "PCEP- ERROR Ohject Error Types

and Val ues" within the "Path Computation El ement Protocol (PCEP)
Nunbers" registry. Entries in this subregistry are described by
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Error-Type and Error-value. |1ANA has added the follow ng assi gnment
to this subregistry:

| Error-Type | Meaning | Error-value | Reference

| 30 | FlowSpec error | 0: Unassigned | RFC 9168 |
| | o e e e e e e e e oo oo S +
| | | 1: Unsupported | RFC 9168 |
| | | Fl owSpec | |
| | S e +
| | | 2: Malformed | RFC 9168 |
| | | Fl owSpec | |
| | o e e e e e e e e oo oo S +
| | | 3: Unresol vable | RFC 9168 |
| | | Conflict | |
| | S e +
| | | 4: Unknown | RFC 9168 |
| | | Fl owSpec | |
| | o e e e e e e e e oo oo S +
| | | 5: Unsupported | RFC 9168 |
| | | LPM Route | |
| | S e +
| | | 6-255: | RFC 9168

| | | Unassi gned | |
R S o e e e e e e e e oo oo S +

Tabl e 8: PCEP- ERROR bj ect Error Types and Val ues Subregistry
Addi ti ons

5. PCE Capability Fl ag

| ANA has registered a new capability bit in the CSPF Paraneters "Path
Conput ati on El enent (PCE) Capability Flags" registry as foll ows:

[ ool oo e el
| Bit | Capability Description | Reference

B el s el ety
| 16 | Fl owSpec | RFC 9168 |
+----- B I I I A R I +

Table 9: Path Computation El erent (PCE)
Capability Flags Registry Additions

Security Considerations

We nmay assune that a systemthat utilizes a renote PCE is subject to
a nunber of vulnerabilities that could all ow spurious LSPs or SR
paths to be established or that could result in existing paths being
nmodi fied or torn down. Such systens, therefore, apply security
consi derati ons as described in [RFC5440], Section 2.5 of [RFC6952],

[ RFC8253], and [ RFC8955].

The description of Flow Specifications associated with paths set up
or controlled by a PCE adds a further detail that could be attacked
wi t hout tearing down LSPs or SR paths but causes traffic to be

m srouted within the network. Therefore, the use of the security
mechani sms for PCEP referenced above is inportant.

Visibility into the information carried in PCEP does not have direct
privacy concerns for end users’ data; however, know edge of how data
is routed in a network may make that data nore vulnerable. O
course, the ability to interfere with the way data is routed al so
makes the data nore vul nerable. Furthernore, know edge of the
connect ed endpoints (such as multicast receivers or VPN sites) is
usual Iy considered private customer information. Therefore,



12.

12.

12.

i mpl ement ati ons or depl oynents concerned with protecting privacy MJST
apply the nechani sns described in the docunents referenced above, in
particular, to secure the PCEP session using | Psec per Sections 10.4
to 10.6 of [RFC5440] or TLS per [RFC8253]. Note that TCP- MD5
security as originally suggested in [RFC5440] does not provide
sufficient security or privacy guarantees and SHOULD NOT be relied
upon.

Experience with Flow Specifications in BGP systens indicates that
they can becone conplex and that the overlap of Flow Specifications
installed in different orders can |l ead to unexpected results.

Al though this is not directly a security issue per se, the confusion
and unexpected forwardi ng behavi or may be engi neered or exploited by
an attacker. Furthernore, this conplexity mght give rise to a
situation where the forwardi ng behaviors m ght create gaps in the
moni toring and inspection of particular traffic or provide a path
that avoids expected mtigations. Therefore, inplenmenters and
operators SHOULD pay careful attention to the manageability

consi derations described in Section 12 and famliarize thensel ves
with the careful explanations in [ RFC8955].

Manageabi |l ity Consi derations

The feature introduced by this docunent enabl es operationa
manageabi l ity of networks operated in conjunction with a PCE and
using PCEP. In the case of a stateful active PCE or with PCE-
initiated services, in the absence of this feature, additional nanual
configuration is needed to tell the head ends what traffic to place
on the network services (LSPs, SR paths, etc.).

This section follows the advice and gui dance of [RFC6123].
1. Managenent of Miltiple Flow Specifications

Experience with Fl ow Specification in BG suggests that there can be
a lot of conplexity when two or nore Fl ow Specifications overl ap.
This can arise, for exanple, with addresses indicated using prefixes
and coul d cause confusion about what traffic should be placed on
which path. Unlike the behavior in a distributed routing system it
is not inportant to the routing stability and consistency of the
networ k that each head-end inplementation applies the sane rules to
di sanbi guat e overl appi ng Fl ow Specifications, but it is imnportant

t hat :

* a network operator can easily find out what traffic is being
pl aced on which path and why. This will facilitate analysis of
the network and di agnosis of faults.

* a PCE be able to correctly predict the effect of instructions it
gives to a PCC. This will ensure that traffic is correctly placed
on the network w thout causing congestion or other network
inefficiencies and that traffic is correctly delivered.

To that end, a PCC MUST enabl e an operator to view the Fl ow
Specifications that it has installed, and these MJST be presented in
order of precedence such that when two Fl ow Specifications overl ap,
the one that will be serviced with higher precedence is presented to
the operator first.

A di scussi on of precedence ordering for Flow Specifications is found
in Section 8.7.

2. Control of Function through Configuration and Policy

Support for the function described in this docunment inplies that a
functional elenment that is capable of requesting that a PCE conpute
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and control a path is also able to configure the specification of
what traffic should be placed on that path. Were there is a human
involved in this action, configuration of the Fl ow Specification nust
be avail able through an interface (such as a graphical user interface
or a Command Line Interface). Where a distinct software conponent
(i.e., one not co-inplenmented with the PCE) is used, a protoco
mechanismw || be required that could be PCEP itself or a data nodel,
such as extensions to the YANG nodel for requesting path conputation
[ TEAS- YANG PATH] .

I mpl ement ati ons MAY be constructed with a configurable switch to

i ndi cate whether they support the functions defined in this docunent.
O herwi se, such inplementations MIST indicate that they support the
function as described in Section 4. If an inplenmentation allows
configurabl e support of this function, that support MAY be
configurabl e per peer or once for the whole inplenmentation

As nentioned in Section 12.1, a PCE inpl enmentati on SHOULD provi de a
mechanismto configure variations in the precedence ordering of Flow
Speci fications per PCC

3. Information and Data Model s

The YANG nodel in [PCE-PCEP- YANG can be used to nmodel and nonitor
PCEP st ates and nessages. To make that YANG nodel useful for the
ext ensi ons described in this docunment, it would need to be augnented
to cover the new protocol el enents.

Simlarly, as noted in Section 12.2, the YANG nodel defined in
[ TEAS- YANG PATH] coul d be extended to all ow the specification of Flow
Speci ficati ons.

Finally, as mentioned in Section 12.1, a PCC inplenmentati on SHOULD
provide a nmechanismto allow an operator to read the Flow
Specifications froma PCC and to understand in what order they wll
be executed. This could be achieved using a new YANG nodel

4. Liveness Detection and Mnitoring

The extensions defined in this docunent do not require any additiona
i veness detection and nonitoring support. See [RFC5440] and
[ RFC5886] for more information

5. Verifying Correct Qperation

The chief el enment of operation that needs to be verified (in addition
to the operation of the protocol elenments as described in [ RFC5440])
is the installation, precedence, and correct operation of the Flow
Speci fications at a PCC

In addition to the YANG nodel, for reading Flow Specifications
described in Section 12.3, tools may be needed to inject Operations
and Managenment (OAM traffic at the PCC that matches specific
criteria so that it can be nonitored while traveling along the
desired path. Such tools are outside the scope of this docunent.

6. Requirenents for @her Protocols and Functional Conponents

Thi s docunent places no requirenments on other protocols or
component s.

7. Inpact on Network QOperation
The use of the features described in this docunent clearly have an

i nportant inpact on network traffic since they cause traffic to be
routed on specific paths in the network. However, in practice, these
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changes make no direct changes to the network operation because
traffic is already placed on those paths using some pre-existing
configuration nechanism Thus, the significant change is the
reduction in mechani snms that have to be applied rather than a change
to how the traffic is passed through the network.
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