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1. I nt roducti on

The Extensible Provisioning Protocol (EPP), as defined in [ RFC5730],
is a protocol whose original notivation is to provide a standard

I nternet domain nane registration protocol for use between registries
and registrars.

Regi stries routinely update systenms to ensure a higher quality of
service, inplenent new services, or upgrade protocols to the | atest
standards. These updates are pushed to various registry environnents
during tine frames comunicated to registrars as "nmmi nt enance
events". Maintenance events may require nmaking services unavail able
for sone limted tine while the upgrade happens. Registries usually
informregistrars about mai ntenance events in various formats, none
of which are standardi zed between registries.

The DNS nanmespace expansion has led to many additional registries
that registrars nust interact with, adding nore nmaintenance events
and formats. It is now desirable to provide an efficient approach to
notify registrars.

Thi s docunent describes an extension mapping for version 1.0 of the
EPP to provide a mechani sm by which EPP servers may notify EPP
clients of and allow EPP clients to query EPP servers on upcom ng
mai nt enance events.

1.1. Termnology and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

XML [WBC. REC- xm -20081126] is case sensitive. Unless stated

ot herwi se, XM specifications and exanples provided in this docunent
MJST be interpreted in the character case presented in order to
devel op a conform ng inpl enmentation

The XML nanespace prefix "maint" is used for the nanespace
"urn:ietf:parans: xm :ns: epp: mai nt enance-1.0", but inplenentations
MUST NOT depend on it and instead enpl oy a proper nanespace-aware XM
parser and serializer to interpret and output the XM. documents

ote" is an abbreviation for "Qperational Test and Eval uation"

In exanples, "C." represents lines sent by a protocol client, and
"S:" represents lines returned by a protocol server. Indentation and
white space in exanples are provided only to illustrate el ement

rel ati onships and are not a required feature of this protocol

2. Mgrating to Newer Versions of This Extension

Servers that inplement this extension SHOULD provide a way for
clients to progressively update their inplenentati ons when a new



version of the extension is deployed. A newer version of the
extension is expected to use an XM. nanmespace with a hi gher version
nunber than the prior versions.

Servers SHOULD (for a tenporary mgration period up to server policy)
provi de support for ol der versions of the extension in parallel to
the newest version and allow clients to execute their preferred
versi on of the <info> command based on the maintenance <obj URl >

el ements of the server <greeting>  The version of the maintenance
<i nfo> response MJUST match the version of the maintenance <info>
command executed by the server.

Servers MJST return a Registry Miintenance Notification poll nessage
mat chi ng the newest negoti ated version of the nai ntenance extension,
based on an intersection of the mai ntenance <obj URI > el enents in the
server <greeting> and the client <login> conmand. If the

i ntersection of the naintenance <obj URI > el enments of the server
<greeting> and the client <login> command results in an enpty set,

the server MJST return the newest version of the Registry Mintenance

Notification poll nessage supported by the server based on "Usage
wi th Pol | - Message EPP Responses” in Section 6 of [RFC9038].

3. Object Attributes
3.1. Internationalized Donai n Nanes

Nanes of affected hosts MJST be provided in A-label form according
to [ RFC5891].

3. 2. Dat es and Ti nes

Al date and tinme attribute val ues MIST be expressed in Universa
Coordinated Tinme (UTC) using the Gregorian cal endar. The date-tine
format defined as "date-tine" in [RFC3339], with tinme-offset="2",
MUST be used.

3. 3. Mai nt enance El ement s

The <maint:itenk el ement describes a single registry maintenance
event during a specific period. This elenent is used in a

mai nt enance item EPP <i nfo> comuand and response as well as in a
<pol | > response.

If an elenent is not marked as optional, it is mandatory.

<mai nt:id>
The server-unique identifier for the maintenance event with the
OPTI ONAL "nane" attribute that includes a human-readabl e nane of
the event. The server-unique identifier SHALL NOT be changed if
the event is updated or deleted. Wen the "nane" attribute is
set, the OPTIONAL "lang" attribute, per the |l anguage structure in
[ RFC5646], MAY be present to identify the |language if the
negoti ated value is something other than the default value of "en
(Engli sh).

<mai nt: type>
Zero or nore OPTIONAL types of the naintenance event, with the
possi bl e set of val ues defined by server policy, such as "Routine
Mai nt enance", "Software Update", "Software Upgrade", or "Extended
Qut age". The OPTIONAL "l ang" attribute MAY be present to identify
the language if the negotiated value is sonething other than the
default value of "en" (English).

<mai nt : pol | Type>
The OPTI ONAL <mai nt: pol | Type> el ement for a Registry Mintenance
Notification poll nessage; values MJST be "create", "update",



"del ete", "courtesy", or "end". For the "create" and "update”
types, the server includes the state of the maintenance event
after the creation or update. For the "delete" type, the server
includes the state of the event before the delete. The "courtesy"
provides a rem nder of an event, and the "end" provides a
notification of the end of the event w thout updating the

mai nt enance obj ect and includes the |atest state of the event.
This el ement MJUST be present only for poll nessages.

<mai nt: syst ens>
One or nore <mmint:systenm> elenents that are affected by the
mai nt enance event.

<mai nt: systene
The <nmi nt:systenr el enent contains the following child
el enent s:

<mai nt : name>
The nane of the affected system such as "EPP', "WHO S",
"DNS', "Portal", "RDAP", etc.

<mai nt : host >
The OPTI ONAL affected nai ntai ned systenis hostnane, which
SHALL be in A-label form according to [ RFC5891].

<mai nt: i npact >

The inpact |evel; the values MJST be "full", "partial", or
"none". If access is expected to be intermittently
unavail able, it is "partial". |If access is expected to be
compl etely unavailable, it is "full". [If access is not

affected, it is "none".

<mai nt : envi r onnent >
The type of the affected system the attribute "type" is REQU RED
and MJUST be "production", "ote", "staging", "dev", or "custoni.
For extensibility, the <maint:environnment> el erent includes the
OPTI ONAL "nane" attribute that can define the name of the custom
envi ronment when the <nmaint:environnent> el enent "type" attribute
has the "custon value. For exanple, for the custom "marketing"
envi ronnment, the <mmint:environnment> el enent shoul d be:
<mai nt: envi ronment type="custoni' nane="marketing"/>.

<mai nt:start>
The date and tine of the start of the nmi ntenance event.

<mmi nt: end>
The date and tine of the end of the maintenance event. The
<mai nt: end> el enent MJUST be greater than the <maint:start>
el enent.

<mmi nt: reason>
The reason behind the mai nt enance event; the val ues MJST be either
"pl anned" or "emergency".

<mai nt: detail >
The OPTIONAL URI to the detail ed maintenance event description,
formatted according to [ RFC3986].

<mai nt : descri ption>
Zero or nore OPTIONAL free-formdescriptions of the maintenance
event, usable wi thout creating and traversing an external resource
as defined by the <maint:detail> element. The OPTIONAL "Il ang"”
attribute MAY be present to identify the | anguage if the
negoti ated value is sonething other than the default val ue of "en"
(English). The OPTIONAL "type" attribute MAY be present to
identify the format of the description. It MJST be either "plain"



for plain text or "htm" for HTM. text, as defined in [HTM.5], and
XM.- escaped, with a default value of "plain".

<maint:tlds>
The OPTIONAL <nmint:tlds> el enent contains one or nore <maint:tld>
child elements. If the <maint:tlds> is not present, the entire
systemis affected.

<maint:tld>
The affected top-level domain or registry zone, which SHALL be
in A-label form according to [ RFC5891].

<mmi nt:intervention>
The OPTIONAL <nmint:intervention> el enent contains the
followi ng child el ements:

<mai nt: connecti on>
The val ue SHALL be bool ean and indicates if a client needs
to performa connection-related action such as a reconnect.
The attribute should only be used as a flag to indicate
connections will be affected. Servers SHOULD include a
description of how the connections are affected in the
<mai nt: descri pti on> el enent or use the <maint:detail >
el ement above.

<mai nt: i npl enent ati on>
The val ue SHALL be bool ean and indicates if a client needs
to performan inplenentation-related acti on such as a code
change. The attribute should only be used as a flag to
indicate inplenmentation will be affected. Servers SHOULD
include a description of how the inplenentation is affected
in the <mmint:description> elenent or use the <maint:detail >
el ement above.

<mai nt: cr Dat e>
The date and time of the maintenance object creation

<mai nt : upbDat e>
The OPTIONAL date and tinme of the nost recent naintenance
object modification. This elenent MUST NOT be present if the
mai nt enance obj ect has never been nodifi ed.

4. EPP Conmand Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [RFC5730]. The conmand

mappi ngs descri bed here are specifically used to notify registrars of
regi stry mai ntenance events and object mapping.

4.1. EPP Query Conmands

EPP [ RFC5730] provides three commands to retrieve object information:
<check> to deternmine if an object is known to the server, <info>to
retrieve detailed informati on associated with an object, and
<transfer> to retrieve object transfer status information.

Thi s extension does not add any el enents to EPP <check> and
<transfer> commands or responses.

4.1.1. EPP <i nf o> Conmmand

EPP provides the <info> conmand that is used to retrieve registry

mai nt enance information. 1In addition to the standard EPP conmand

el ements, the <info> command MJST contain a <maint:info> el erent that
identifies the nmai ntenance namespace.



The <maint:info> el ement MJUST contain a child element. It is either
the <maint:id> child elenent, described in Section 4.1.1.1, to query
for a specific maintenance itemor the <maint:list> child el enent,
described in Section 4.1.1.2, to query all maintenance itens.

4.1.1.1. I nfo Mai ntenance |tem

The information regarding a specific maintenance item can be
retrieved by using the <info> command with the <maint:info> el enent
and the <maint:id> child element, defined in Section 3.3. If the
mai nt enance identifier does not exist, the server MJST return an EPP
error result code of 2303 ("Onhject does not exist") [RFC5730].

The following is an exanple of retrieving a specific nmaintenance item
in an <info> conmand.

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0" >
<commrand>
<i nf o>
<mai nt:info
xm ns: mai nt="urn:ietf:parans: xnl : ns: epp: nai nt enance-1. 0" >
<mai nt : i d>2e6df 9b0- 4092- 4491- bcc8- 9f b2166dceeb</ mai nt : i d>
</ mai nt:i nfo>
</info>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
C. </ epp>

000000000

VWhen an <i nfo> command has been processed successfully, the EPP
<resData> el ement MJST contain a child <maint:infData> el ement that
i dentifies the naintenance nanespace. The <maint:infData> el enent
contains the <maint:itenm> el ement defined in Section 3.3.

The following is an exanple of returning a specific maintenance item
in an <info> response.

S: <?xm version="1.0" encodi ng="UTF-8"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<r esDat a>
<mai nt: i nf Dat a
xm ns: mai nt="urn:ietf:parans: xnl : ns: epp: nai nt enance-1. 0" >
<maint:itenp
<mai nt : i d>2e6df 9b0- 4092- 4491- bcc8- 9f b2166dceeb
</ maint:id>
<mai nt:type | ang="en">Routi ne Mi ntenance</maint:type>
<mai nt: syst ens>
<mai nt: systenp
<mai nt : name>EPP</ mai nt : name>
<mai nt : host >epp. regi stry. exanpl e
</ mai nt: host >
<mai nt: i npact >f ul | </ mai nt: i npact >
</ mai nt: syst enp
</ mai nt: systenms>
<mai nt : envi ronment type="production"/>
<mai nt: start>2021-12-30T06: 00: 00Z</ mai nt: start >
<mai nt : end>2021- 12- 30TO7: 00: 00Z</ i nt : end>
<mai nt: r eason>pl anned</ mai nt : r eason>
<mai nt : det ai | >
https://ww. regi stry. exanpl e/ noti ce?123
</ maint:detail >



<mai nt: description | ang="en">free-text
</ mai nt: descri pti on>
<mai nt: description | ang="de" >Freitext
</ mai nt: description>
<maint:tlds>
<mai nt:tl d>exanpl e</ maint:tld>
<maint:tld>test</maint:tld>
</maint:tlds>
<mai nt:intervention>
<mai nt: connecti on>f al se</ nai nt: connecti on>
<mai nt : i mpl ement ati on>f al se</ mai nt:i npl ement ati on>
</maint:intervention>
<mai nt: cr Dat e>2021- 11- 08T22: 10: 00Z</ mai nt : cr Dat e>
</maint:itenpr
</ mai nt: i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</tr|D>
</ response>
. </ epp>

4.1.1. 2. I nf o Mai nt enance Li st

The information for a list of maintenance itens can be retrieved by
using the <info> comand with the <maint:info> elenent and the enpty
<maint:list> child elenent. Server policy determnes if conpleted
mai nt enance events will be included in the list of maintenance itens.

The following is an exanple of retrieving the Iist of maintenance
items in an <info> command.

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<comand>
<i nf 0>
<maint:info
xm ns: mai nt="urn:ietf:parans: xnl : ns: epp: nai nt enance-1. 0" >
<maint:list/>
</ mai nt:info>
</info>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
C. </ epp>

000000000

When an <info> conmand has been processed successfully, the EPP
<resDat a> el ement MJST contain a child <maint:infData> el erent that
identifies the maintenance nanespace. The <maint:infData> el enent
contains the <maint:list> element with zero or nore <maint:listltene
child elenents. The <nmaint:listltenr el enent contains the foll ow ng
child el ements:

<mai nt:id>
The <maint:id> el ement defined in Section 3. 3.

<mmi nt:start>
The <maint:start> el enent defined in Section 3.3.

<mai nt : end>
The <maint:end> el enent defined in Section 3. 3.

<mmi nt : cr Dat e>
The <nmaint:crDate> el enent defined in Section 3.3.

<mai nt : upbDat e>



4.

1.

The OPTI ONAL <nui nt: upDate> el ement defined in Section 3. 3.

The following is an exanple of returning the |list of naintenance
items in an <i nfo> response.

S: <?xm version="1.0" encodi ng="UTF- 8" ?>
S: <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nsg>
</result>
<r esDat a>
<mai nt : i nf Dat a
xm ns: mai nt="urn:ietf:parans: xnl : ns: epp: nai nt enance-1. 0" >
<maint:list>
<maint:listlten
<mai nt : i d>2e6df 9b0- 4092- 4491- bcc8- 9f b2166dceeb
</ maint:id>
<mai nt:start>2021-12- 30T06: 00: 00Z</ mai nt:start>
<mai nt : end>2021- 12- 30T07: 00: 00Z</ mai nt : end>
<mmi nt: cr Dat e>2021- 11- 08T22: 10: 00Z</ mai nt : cr Dat e>
</mint:listltenp
<maint:listltenp
<mai nt : i d>91e9dabf - c4e9- 4c19- a56¢- 78e3e89c2e2f
</ maint:id>
<mmi nt:start>2021-12-15T04: 30: 00Z</ mai nt:start>
<mai nt: end>2021- 12- 15T05: 30: 00Z</ mai nt : end>
<mmai nt: cr Dat e>2021- 11- 08T22: 11: 00Z</ mai nt : cr Dat e>
<mai nt : upDat e>2021- 11- 17T15: 00: 00Z</ mai nt : upDat e>
</maint:listltenp
</maint:list>
</ mai nt : i nf Dat a>
</ r esDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>
</trl D>
</ response>
. </ epp>
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2. EPP <pol | > Comrand

The EPP <pol | > conmand and response are defined in Section 2.9.2.3 of
[ RFC5730]. The Registry Miintenance Notification is included in the
EPP <pol | > response in [ RFC5730].

There are five types of poll messages for the Regi stry Mi ntenance
Notification, defined by the <maint:poll Type> elenent in Section 3.3.
A poll message m ght be generated when a mai ntenance event is
created, updated, or deleted. A courtesy poll nessage can be sent as
a reninder of an upcom ng nai ntenance event. An end poll nessage can

be sent when the naintenance event is conpleted. |n the case of a
message specific to Registry Miintenance, a <maint:infData> el ement
that identifies the maintenance nanespace will be included within the

<resDat a> el ement of the standard <poll|> response. The
<mmi nt:infData> el enent contains the <maint:iten> el ement defined in
Section 3.3.

The following is an exanple of a <poll> command:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0">

C. <command>

C <pol|l op="req"/>

C <cl TRI D>ABC- 12345</ ¢l TRI D>

C. </ comand>
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5.

C. </ epp>
Exampl e <pol | > response:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<r esponse>
<result code="1301">
<msg>Conmand conpl et ed successfully; ack to dequeue</nsg>
</result>
<msgQ count ="1" id="12345">
<gDat €>2021- 11- 08T22: 10: 00Z</ gDat e>
<nmsg | ang="en">Regi stry Mi ntenance Notifi cation</nsg>
</ msgQ>
<r esDat a>
<mai nt: i nf Dat a
xm ns: mai nt="urn:ietf:paranms: xnl : ns: epp: nai nt enance-1. 0" >
<maint:itenp
<mai nt : i d>2e6df 9b0- 4092- 4491- bcc8- 9f b2166dceeb</ mai nt : i d>
<mai nt: pol | Type>cr eat e</ nai nt : pol | Type>
<mai nt: syst ens>
<mai nt : systen
<mai nt : name>EPP</ mai nt : name>
<mai nt : host >epp. regi stry. exanpl e
</ mai nt : host >
<mai nt: i npact >f ul | </ mai nt: i npact >
</ mai nt: systenp
</ mai nt: systens>
<mai nt: envi ronment type="production"/>
<mai nt: start>2021-12-30T06: 00: 00Z</ mai nt: start >
<mai nt : end>2021- 12- 30T07: 00: 00Z</ mai nt : end>
<mai nt: r eason>pl anned</ mai nt : r eason>
<mai nt : det ai | >
https://ww. regi stry. exanpl e/ noti ce?123
</ maint:detail >
<mai nt:tlds>
<mai nt:tl d>exanpl e</maint:tld>
<maint:tld>test</maint:tld>
</maint:tlds>
<mai nt:intervention>
<mai nt : connecti on>f al se</ nai nt: connecti on>
<mai nt : i mpl ement ati on>f al se</ mai nt:i nmpl ement ati on>
</ maint:intervention>
<mai nt : cr Dat €>2021- 11- 08T22: 10: 00Z</ mai nt : cr Dat e>
</maint:itenr
</ mai nt: i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>
</tr|D>
</ response>
</ epp>

2. EPP Tr ansf or m Commands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an

obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change informati on associated with an object.

Thi s extension does not add any elenents to the EPP <create>,
<del ete>, <renew>, <transfer>, and <update> conmands.

For mal Synt ax



The EPP Regi stry Miintenance Notification schema is presented here.

The formal syntax is a conplete schema representati on of the object
mappi ng suitable for autonmated validation of EPP XM instances. The
<CODE BEG NS> and <CODE ENDS> tags are not part of the schenmm; they
are used to note the beginning and end of the schema for UR

regi stration purposes.

5.1. Registry Miintenance Notification EPP Mappi ng Schenma

<CODE BEG NS>
<?xm version="1. 0" encodi ng="UTF-8"?>
<schema t ar get Nanespace="urn: i etf: parans: xnl : ns: epp
mai nt enance- 1. 0"
xm ns: eppconE"urn:ietf:parans: xm : ns: eppcom 1. 0"
xm ns: epp="urn:ietf:parans: xm :ns:epp-1.0"
xm ns: mai nt ="urn:ietf:paranms: xm : ns: epp: mai nt enance-1. 0"
xm ns="https://ww. w3. or g/ 2001/ XM_Schema"
el ement For mDef aul t =" qual i fi ed">
<l--
I mport common el ement types
-->
<i nport nanespace="urn:ietf:parans: xm :ns: eppcom1.0"/>
<i nport nanmespace="urn:ietf:parans: xnl:ns:epp-1.0"/>
<annot ati on>
<docunent ati on>
Ext ensi bl e Provi si oning Protocol v1.0
Regi stry Mai ntenance Notification Mappi hg Schema
</ docurent ati on>
</ annot ati on>

<l --
Child elenments found in EPP commands.
-->
<el ement nane="info" type="maint:infoType"/>
<l--
Child el enents of the <info> conmand.
-->
<conpl exType nane="i nf oType" >
<seguence>
<choi ce>
<el ement name="list"/>
<el enent nanme="id" type="maint:idType"/>
</ choi ce>

</ sequence>
</ conpl exType>
<I--
Human-r eadabl e text may descri be the maintenance
-->
<conpl exType nane="idType" >
<si npl eCont ent >
<ext ensi on base="t oken">
<attribute nanme="nane" type="token"/>
<attribute name="| ang" type="language" default="en"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<l--
I nfo Response el ement
-->
<el enent nane="inf Data" type="maint:infDataType"/>
<l--
<i nf o> response el enents.
-->

<conpl exType nane="i nf Dat aType" >
<choi ce>



<el enent nanme="list" type="maint:|istDataType"/>
<el enent nanme="itenl type="nmaint: naintDataType"/>
</ choi ce>
</ conpl exType>
<l--
Attributes associated with the list info response
-->
<conpl exType nane="li st Dat aType" >
<sequence>
<el enent name="listltem type="nmmint:nmaintltenlype"
nm nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
<l--
Attributes associated with the list iteminfo response
-->
<conpl exType nane="rnmi ntltenilype">
<sequence>
<el enent nanme="id" type="maint:idType"/>
<el enent nane="start" type="dateTi me"/>
<el enent nanme="end" type="dateTinme"/>
<el enent nanme="crDate" type="dateTi nme"/>
<el enent nanme="upDate" type="dateTi me" ni nCccurs="0"/>
</ sequence>
</ conpl exType>
<l--
Attributes associated with the mai ntenance info response
-->
<conpl exType nane="rmi nt Dat aType" >
<sequence>
<el enent nanme="id" type="maint:idType"/>
<el enent nane="type" type="maint:typeType" m nCccurs="0"
maxQccur s="unbounded"/ >
<el enent nane="pol | Type" type="mmint: poll Type" mi nCccurs="0"/>
<el enent nanme="systens" type="naint:systensType"/>
<el enent nanme="envi ronnment" type="maint:envType"/>
<el enent nanme="start" type="dateTi me"/>
<el enent nane="end" type="dateTi nme"/>
<el enent nane="reason" type="mmint:reasonkEnuni/>
<el enent nanme="detail" type="anyURI" mi nCccurs="0"/>
<el enent name="description" type="maint:descriptionType"
m nCccur s="0" maxCOccur s="unbounded"/ >
<el enent nanme="tlds" type="maint:tldsType" m nCccurs="0"/>
<el enent nane="intervention" type="maint:interventionType"
m nCccurs="0"/>
<el enent nanme="crDate" type="dateTi nme"/>
<el enent nanme="upDate" type="dateTi me" ni nQccurs="0"/>
</ sequence>
</ conpl exType>
<l--
systens el enent
-->
<conpl exType nane="systensType">
<sequence>
<el enent nanme="systen! type="maint:systenilype"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
<l--
Enumerated list of poll types
-->
<si npl eType nane="pol | Type" >
<restriction base="token">
<enuneration val ue="create"/>
<enuner ation val ue="update"/>
<enuneration val ue="del ete"/>



<enuner ati on val ue="courtesy"/>
<enurneration val ue="end"/ >
</restriction>
</ si npl eType>
<l--
Enunerated |ist of inpacts
-->
<si npl eType nanme="i npact Enuni' >
<restriction base="token">
<enuneration val ue="none"/>
<enumeration value="partial"/>
<enuneration value="full"/>
</restriction>
</ si npl eType>
<l--
description el enent
-->
<conpl exType nane="descri pti onType">
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="l| ang" type="|anguage" default="en"/>
<attribute name="type" type="nmmint:descEnunmt defaul t="pl ain"
/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<l--
Enunerated |ist of description mnme types
-->
<si npl eType name="descEnum' >
<restriction base="t oken">
<enuneration val ue="plain"/>
<enumeration value="htm"/>
</restriction>
</ si npl eType>
<I--
type el enent
-->
<conpl exType nane="t ypeType" >
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="| ang" type="language" default="en"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<I--
system el enment
-->
<conpl exType nane="syst enilype" >
<sequence>
<el enent nanme="nane" type="token"/>
<el enent nanme="host" type="eppcom | abel Type" mi nCccurs="0"/>
<el enent nane="inpact" type="maint:inpact Enuni'/>
</ sequence>
</ conpl exType>
<l--
Enunerated |ist of environments
-->
<si npl eType nane="envEnuni >
<restriction base="t oken">
<enuner ati on val ue="production"/>
<enurneration val ue="ote"/>
<enuneration val ue="stagi ng"/>
<enuneration val ue="dev"/>
<enuner ation val ue="custoni'/>
</restriction>
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</ si npl eType>
<l --
envi ronnent el emrent
-->
<conpl exType nane="envType">
<si npl eCont ent >
<ext ensi on base="t oken">

<attribute name="type" type="nmint:envEnuni use="required"/>

<attribute name="nane" type="token" use="optional"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<I--
Enunerated |ist of reasons
-->
<si npl eType nanme="r easonEnun' >
<restriction base="token">
<enumer ati on val ue="pl anned"/ >
<enuner ati on val ue="emergency"/>
</restriction>
</ si npl eType>
<I--
tlds el enent
-->
<conpl exType nanme="t| dsType" >
<sequence>
<el enent nane="tld" type="eppcom | abel Type"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<l--

intervention el ement

-->

<conpl exType nane="interventi onType">
<sequence>

<el enent name="connecti on" type="bool ean"/>
<el enent nane="i npl enent ati on" type="bool ean"/>
</ sequence>
</ conpl exType>
<l--
End of schena.
-->
</ schema>
<CODE ENDS>

| ANA Consi der ati ons
XM. Nanespace

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry nmechani smdefined in [ RFC3688].

The following entry has been registered as an XM. nanespace:

URI: wurn:ietf:paranms: xm :ns:epp: mai ntenance-1.0

Regi strant Contact: |ESG

XM.:  None. Namespace URIs do not represent an XM. specification

The following entry has been registered to the XML mai nt enance
schema:

URI: wurn:ietf:parans: xm :schema: epp: mai nt enance-1.0
Regi strant Contact: |ESG
XM.: See the "Fornmal Syntax" section of this docunent.

EPP Ext ensi on Registry
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The followi ng entry has been added to the "Extensions for the
Ext ensi bl e Provi sioning Protocol (EPP)" registry, described in
[ RFC7451] :

Nanme of Extension: Registry Miintenance Notification for the
Ext ensi bl e Provi sioni ng Protocol (EPP)

Docunent status: Standards Track

Ref erence: RFC 9167

Regi strant Nane and Enail Address: |ESG <iesg@etf.org>

TLDs: Any

I PR Di scl osure: None

Status: Active

Not es: None

Security Considerations

The security considerations of [RFC5730] apply in this docunent.
Additionally, a server MJST only provide mai ntenance information to
clients that are authorized. Suppose a client queries a maintenance
identifier that it is not authorized to access per Section 4.1.1.1,
"I'nfo Maintenance Item'. In that case, the server SHOULD return an
EPP error result code of 2201 ("Authorization error") or 2303

("Obj ect does not exist") [RFC5730]. The list of top-level domains
or registry zones returned in the "Info Miintenance Item response
SHOULD be filtered based on the top-level domains or registry zones
for which the client is authorized. Authorization of poll nessages
is done at the tine of poll nessage insertion and not at the tinme of
pol | message consunpti on.
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