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Abst ract

Thi s docunent defines a YANG data nodel that can be used to configure
and manage |Internet G oup Managenent Protocol (1GW) and Milticast

Li stener Di scovery (MD) snooping devices. The YANG nmodule in this
docunent confornms to the Network Managenent Datastore Architecture
(NVDA) .
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I nt roducti on

Thi s docunent defines a YANG [ RFC7950] data nodel for the nmanagenent
of IGW and M.D snoopi ng [ RFC4541] devi ces.

The YANG nodule in this docunment conforms to the NVDA defined in
[ RFC8342]. The NVDA adds the ability to inspect the current
operational values for configuration, allowing clients to use
identical paths for retrieving the configured values and the
operational val ues.

Ter mi nol ogy

The term nol ogy for describing YANG data nmpodels is found in [ RFC6020]
and [ RFC7950], i ncl udi ng:

* augnent

* data nodel

* data node

* identity

*  modul e

The following ternmi nologies are used in this docunent:

mouter: multicast router, which is a router that has nulticast
routing enabl ed [ RFC4286] .

nrouter interfaces: snooping switch ports where nulticast routers
are attached [ RFC4541].

The foll owi ng abbreviations are used in this document and defi ned
nodel :

I GW: Internet G oup Managenent Protocol [RFC3376].
MLD: Multicast Listener Discovery [RFC3810].
Tree Di agrans

Tree diagranms used in this document follow the notation defined in
[ RFC8340] .

Prefi xes in Data Node Nanes

In this docunent, nanmes of data nodes, actions, and other data node



2.

2.

2.

1.

2.

objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. O herw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

[ e el e s el sl 1)
| Prefix | YANG nodul e | Reference |
[ sl e fums s ey e pj——_—
| inet | ietf-inet-types | [ RFC6991] |
S T T T +
| yang | ietf-yang-types | [RFC6991] |
Fomm e e e oo o e e e e e e e oo o m e e e - +
| if | ietf-interfaces | [ RFC8343] |
N o e e e e o o - M +
| rt | ietf-routing | [ RFC8349] |
S T T T +
| rt-types | ietf-routing-types | [ RFC8294] |
Fomm e e e oo o e e e e e e e oo o m e e e - +
| dot1q | ieee802-dot1qg-bridge | [dotl1Qcp] |
N o e e e e o o - M +

Tabl e 1. Prefixes and Correspondi ng YANG
Modul es

Desi gn of Data Mbdel

An | GW/ MLD snoopi ng switch [ RFC4541] anal yzes | GW/ M.D packets and

sets up forwarding tables for nulticast traffic. If a switch does
not run | GW/ M.D snooping, nulticast traffic will be flooded in the
broadcast domain. |If a switch runs | Gw/ M.D snoopi ng, multicast

traffic will be forwarded based on the forwarding tables to avoid
wasti ng bandwi dth. The | GW/ M.D snhoopi ng switch does not need to run
any of the | GW/ M.D protocols. Because the | GvW/ M.D snooping is

i ndependent of the | GW/ M.D protocols, the data nmodel defined in this
docunent does not augment, or even require, the | GWwW/ M.D data nodel
defined in [ RFC8652]. The nodel covers considerations for | GWwW and
M.D snoopi hg swi tches [ RFC4541].

| GWP and M.D snoopi ng switches do not adhere to the conceptual nodel
that provides the strict separation of functionality between
different conmunications layers in the |1 SO nodel and instead utilize
information in the upper-|evel protocol headers as factors to be
considered in processing at the |ower |evels [ RFC4541].

| GWP snooping switches utilize |GW and coul d support | GWwWvl

[ RFC1112], I1GWv2 [RFC2236], and | GwWv3 [ RFC3376]. M.D snoopi ng
switches utilize M.D and coul d support MDvl [ RFC2710] and M.Dv2

[ RFC3810]. The goal of this docurment is to define a data nodel that
provi des a comon user interface to | GWw and M.D snoopi ng.

Overvi ew

The YANG nodul e on | GW and M.D snoopi ng defined in this docunent has
all the common buil ding blocks for the | GWw and M.D snoopi ng
swi t ches.

The YANG nodul e includes an | GW and M.D snoopi ng i nstance definition
that uses the instance in the L2 service type of bridge [dotlQcp].

It also includes actions for clearing | GW and M.D snhoopi ng group
tabl es.

The YANG nodul e doesn’t cover L2VPN, which will be specified in a
separ at e docunent.

Optional Capabilities



This nodel is designed to represent the basic capability subsets of
| GWP and M.D snooping. The main design goals of this docunent are
that the basic capabilities described in the nbdel are supported by
any nmaj or now existing inplenmentation and that the configuration of
all inplenentations neeting the specifications is easy to express

t hrough some conbi nati on of the optional features in the nodel and
si mpl e vendor augnentati ons.

There is also value in widely supported features being standardized
to provide a standardi zed way to access these features, to save work
for individual vendors, and to ensure that mapping between different
vendors’ configuration is not needl essly conmplicated. Therefore,
this nmodel declares a nunber of features representing capabilities
that not all depl oyed devices support.

The extensive use of feature declarations should al so substantially
sinplify the capability negotiation process for a vendor’'s | GW and
M_.D snoopi ng i mpl enent ati ons.

On the other hand, operational state paraneters are not so widely
designated as features, as there are many cases where the defaulting
of an operational state parameter would not cause any harmto the
system and it is rmuch nore likely that an inplenentation without
intrinsic support for a piece of operational state would be able to
derive a suitable value for a state variable that is not
intrinsically supported.

2.3. Position of Address Famly in Hi erarchy

| GWP snoopi ng only supports | Pv4, while M.D snooping only supports
| Pv6. The data nodel defined in this docunent can be used for both
| Pv4 and | Pv6 address fanilies.

Thi s docunent defines | GW snooping and M.D snhoopi ng as separate
schema branches in the structure. The benefits are:

* The nodel can support |GV snooping (1Pv4), MD snooping (IPv6),
or both optionally and i ndependently. Such flexibility cannot be
achi eved cleanly with a conbi ned branch

* The structure is consistent with other YANG data nodels such as
[ RFC8652], which uses separate branches for |Pv4 and | Pv6.

* Having separate branches for | GW snoopi ng and M.D snoopi ng al |l ows
m nor differences in their behavior to be nodel ed nore sinply and
cleanly. The two branches can better support different features
and node types.

3. Modul e Structure

Thi s nodel augnents the core routing data nodel specified in
[ RFC8349] .

+--rw routing
+--rw router-id?
+--rw control -pl ane-protocol s
| +--rw control-plane-protocol* [type nane]
| +--rw type
| +--rw name
| +--rw i gnp- snoopi ng-i nstance <= Augnented by this Mde

| +——rm1n1dléﬁooping—instance <= Augrented by this Mde

The "ignp-snoopi ng-i nstance" container instantiates an | GW snoopi ng
instance. The "ml d-snoopi ng-i nstance" container instantiates an M.D



snoopi ng i nst ance.

The YANG data nodel defined in this document confornms to the NVDA
[ RFC8342]. The operational state data is conbined with the
associ ated configuration data in the same hierarchy [ RFC8407].

.1. 1 GW Snoopi ng | nstances

The YANG nodul e ietf-ignp-md-snooping augnents /rt:routing/
rt:control -plane-protocol s/rt:control-plane-protocol to add the ignp-
snhoopi ng-i nst ance cont ai ner

Al the I GW snooping-related attributes have been defined in the
i gnp- snoopi ng-i nstance. The read-wite attributes represent
configurable data. The read-only attributes represent state data.

One i gnp-snoopi ng-i nstance could be used in one bridge [dotl1Qp]
instance, and it corresponds to one bridge instance.

Currently, the value of |2-service-type in ignp-snooping-instance
could only be set to "bridge’. After it is set, ignp-snooping-
i nstance could be used in the bridge service.

The val ues of bridge-nmrouter-interface are filled by the snooping
device dynamically. It is different fromstatic-bridge-nrouter-
interface, which is configured.

The attributes under the interfaces show the statistics of | GW
snoopi ng-rel at ed packets.

augnment /rt:routing/rt:control-pl ane-protocols
[rt:control-pl ane-protocol
+--rw i gnp-shoopi ng-i nstance {i gnp-snoopi ng}?

+--rw | 2-service-type? | 2-service-type
+--rw enabl ed? bool ean

+--rw forwardi ng-tabl e-type? enumer ati on
+--rw explicit-tracking? bool ean

| {explicit-tracking}?

+--rw lite-exclude-filter? enpty

| {lite-exclude-filter}?

+--rw send- query? bool ean

+--rw fast-1 eave? enpty {fast-Ileave}?
+--rw | ast-nmenber - query-interval ? uint 16

+--rw query-interval ? uintl6

+--rw query-nmax-response-time? uintl6
+--rwrequire-router-alert? bool ean

| {require-router-alert}?

+--rw robust ness-vari abl e? uint8

+--rw static-bridge-nrouter-interface* if:interface-ref

| {static-nrouter-interface}?

+--rw i gnp-version? uint8

+--rw queri er-source? i net:ipv4-address

+--rw static-12-multicast-group* [group source-addr]
| {static-12-nulticast-group}?

| +--rw group

| rt-types:ipv4-nulticast-group-address

| +--rw source-addr

| ] rt-types:ipv4-multicast-source-address

| +--rw bridge-outgoing-interface* if:interface-ref
+--ro0 entries-count? yang: gauge32
+--ro0 bridge-nrouter-interface* if:interface-ref

+--1r0 group* [address]

| +--ro address

| ] rt-types:ipv4-nmulticast-group-address

| +--ro mac-address? yang: phys- addr ess

| +--ro expire? rt-types:timer-val ue-seconds16



| +--ro up-time ui nt 32

| +--ro last-reporter? i net:ipv4-address

| +--ro source* [address]

| +--ro0 address

| | rt-types:ipv4-multicast-source-address

| +--ro bridge-outgoing-interface* if:interface-ref
| +--ro up-time ui nt 32

| +--ro expire?

| | rt-types:tiner-val ue-secondsl6

I
I
I
|
I
I

+--ro0 host-count? yang: gauge32
| {explicit-tracking}?
+--ro last-reporter? i net:ipv4-address
+--ro0 host* [address] {explicit-tracking}?
+--ro0 address i net:ipv4-address
+--ro filter-node filter-node-type

+--ro interfaces
+--ro interface* [name]
+--ro0 name if:interface-ref
+--ro statistics
+--ro discontinuity-tinme? yang: dat e-and-ti ne
+--ro received
+--ro query-count? yang: count er 64
+--ro menbershi p-report-vl-count? yang: count er 64
+--ro menbershi p-report-v2-count? yang: count er 64
+--ro menbershi p-report-v3-count? yang: count er 64

f—

+--ro | eave-count ? yang: count er 64

+--ro pi mhell o-count? yang: count er 64
--ro sent

+--ro query-count? yang: count er 64

+--ro menbershi p-report-vl-count? yang: count er 64
+--ro menbershi p-report-v2-count? yang: count er 64
+--ro nmenbershi p-report-v3-count? yang: count er 64
+--ro | eave-count ? yang: count er 64
+--ro pi mhell o-count? yang: count er 64

3.2. M.D Snoopi ng I nstances

The YANG nodul e ietf-ignp-md-snooping augnents /rt:routing/
rt:control -pl ane-protocol s/rt:control-plane-protocol to add the m d-
snoopi ng-i nstance contai ner. The m d-snoopi ng-i nstance coul d be used
in the bridge [dot1l(cp] service to enabl e M.D snoopi ng.

Al the M.D snooping-related attributes have been defined in the md-
snoopi ng-instance. The read-wite attributes represent configurable
data. The read-only attributes represent state data.

The m d- snoopi ng-i nstance has a simlar structure to | GV snoopi ng.
Sone | eaves are protocol related. The m d-snooping-instance uses

| Pv6 addresses and m d-version, while ignmp-snooping-instance uses

| Pv4 addresses and i gnp-version. Statistic counters in each of the
above snooping instances are also tailored to the specific protocol
type. One nld-snooping-instance could be used in one bridge instance
and corresponds to one bridge instance.

Currently, the value of |2-service-type in md-snooping-instance
could only be set to "bridge’. After it is set, nld-snooping-
i nstance could be used in the bridge service.

The val ue of bridge-nrouter-interface is filled by the snooping
device dynamically. It is different fromstatic-bridge-nrouter-
interface, which is configured.

The attributes under the interfaces show the statistics of M.D
snoopi ng-rel at ed packets.

augnment /rt:routing/rt:control-pl ane-protocols



[rt:control-plane-protocol
+--rw m d- snoopi ng-i nstance {mn d-snoopi ng}?
+--rw | 2-servi ce-type?

+--rw enabl ed?

+--rw forwardi ng-tabl e-type?

+--rw explicit-tracking?

| {explicit-tracking}?

+--rw lite-exclude-filter?

| {l'ite-exclude-filter}?
+--rw send- query?

+--rw fast-| eave?

+--rw | ast - menber - query-interval ?
+--rw query-interval ?

+--rw query-max-response-ti ne?
+--rwrequire-router-alert?

| {require-router-alert}?
+--rw robust ness-vari abl e?

+--rw static-bridge-nrouter-interface*
| {static-nrouter-interface}?
+--rw m d-version?

+--rw querier-source?

| 2-service-type
bool ean
enuner ati on
bool ean

enpty

bool ean
enpty {fast-Ileave}?
ui nt 16
ui nt 16
ui nt 16
bool ean

ui nt8
if:interface-ref

uint8
i net:ipv6-address

+--rw static-12-nmulticast-group* [group source-addr]

| {static-12-nulticast-group}?
+--rw group

| rt-types:ipv6-multicast-group-address

I
|
| +--rw source-addr
I

| rt-types:ipv6-nmulticast-source-address
| +--rw bridge-outgoing-interface* if:interface-ref

+--ro entries-count?
+--ro0 bridge-nrouter-interface*
+--ro0 group* [address]

+--ro0 address

yang: gauge32
if:interface-ref

| rt-types:ipv6-nulticast-group-address

+--ro0 nmac- addr ess? yang: phys- addr ess

+--r0 expire? rt-types:timer-val ue-seconds16
+--ro up-time ui nt 32

+--ro last-reporter? i net:ipv6-address

+--r0 source* [address]
+--ro address

| rt-types:ipv6-multicast-source-address

+--ro up-time
+--ro0 expire?

if:interface-ref
ui nt 32

| rt-types:tinmer-val ue-secondsl16

+--ro host-count?
| {explicit-tracking}?

I

I

I

I

I

|

I

I

I

| +--ro bridge-outgoing-interface*
I

|

I

I

I

| +--ro last-reporter?
I

|

I

yang: gauge32

i net:ipv6-address

+--ro host* [address] {explicit-tracking}?
+--ro address i net:ipv6-address
+--ro filter-node filter-node-type

+--ro interfaces
+--ro interface* [name]

+--ro name if:interface-ref

+--ro0 statistics

+--ro discontinuity-time? yang:

+--ro received

—

+--ro pi mhell o-count? yang:
--ro sent
+--1r0 query-count? yang:

+--1r0 report-vl-count? yang:
+--1r0 report-v2-count? yang:
+--ro done-count? yang:

+--ro query-count? yang:
+--1r0 report-vl-count? yang:
+--1r0 report-v2-count? yang:
+--ro done-count? yang:

date-and-ti ne

count er 64
count er 64
count er 64
count er 64
count er 64

count er 64
count er 64
count er 64
count er 64



+--ro pi mhell o-count? yang: count er 64
3.3. Using I GW and M.D Snoopi ng | nstances

The i gnp-snoopi ng-instance could be used in the service of bridge
[dot 1Qcp] to configure the | GVWP snoopi ng.

For the bridge service, this nodel augnments /dot1q: bridges/
dot 1qg: bridge to use ignp-snoopi ng-instance. It neans | GVWP snoopi ng
is enabled in the bridge.

It al so augnments /dot 1qg: bri dges/ dot 1q: bri dge/ dot 1q: conponent /
dot 1q: bri dge-vl an/dot 1g: vl an to use i gnp-snoopi ng-i nstance. It neans
| GWP snooping is enabled in the specified VLAN on the bridge.

The nl d- snoopi ng-i nstance could be used in concurrence with ignp-
snoopi ng-i nstance to configure the M.D snoopi ng.

augnment /dot 1qg: bri dges/ dot 1q: bri dge:
+--rw i gnp- snoopi ng-i nst ance? i gnp- m d- snoopi ng-i nst ance-r ef
+--rw m d- snoopi ng-i nstance? i gnp- m d- snoopi ng-i nst ance-r ef

augrment /dot 1qg: bri dges/ dot 1q: bri dge/ dot 1q: conmponent
/ dot 1q: bri dge- vl an/ dot 1q: vl an:
+--rw i gnp- snoopi ng-i nst ance? i gnp- m d- snoopi ng-i nst ance-r ef
+--rw m d- snoopi ng-i nst ance? i gnp- m d- snoopi ng-i nst ance-r ef

3.4. 1GwW and M.D Snoopi ng Actions

| GWP and M.D snooping actions clear the specified | GWw and M.D
snooping group tables. [If both source X and group Y are specified,
only source X fromgroup Y in that specific instance will be cleared.

augnment /rt:routing/rt:control-plane-protocols
[rt:control-plane-protocol
+--rw i gnp- snoopi ng-i nstance {i gnp-snoopi ng}?
+---x cl ear-ignp-snoopi ng-groups {action-clear-groups}?
+---w i nput
+---w group uni on
+---W source rt-types:ipv4-multicast-source-address

augnment /rt:routing/rt:control-pl ane-protocols
[rt:control-plane-protocol
+--rw m d- snoopi ng-i nstance {mn d-snoopi ng}?
+---x cl ear-m d-snoopi ng-groups {action-cl ear-groups}?
+---w i nput
+---w group uni on
+---w source rt-types:ipv6-multicast-source-address

4. 1GVW and M.D Snoopi ng YANG Modul e

This nmodul e references [RFCL112], [RFC2236], [RFC2710], [RFC3376],
[ RFC3810], [RFC4541], [RFC5790], [RFC6636], [RFC6991], [RFC7761],
[ RFC8343], and [dot 1Qcp].

<CODE BEG NS> file "ietf-ignmp-m d-snoopi ng@022-01-31. yang"
nmodul e ietf-ignmp-m d-snoopi ng {
yang-version 1.1;
namespace "urn:ietf:paramns: xm :ns:yang:ietf-ignmp-n d-snoopi ng";
prefix irms;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";



import ietf-yang-types {
prefi x yang;
reference
"RFC 6991: Common YANG Data Types";
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}
import ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent (NVDA
Version)";
}
import ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area”;
}
i mport ieee802-dot1lqg-bridge {
prefix dot 1q;
reference
"dot 1Qcp: | EEE 802. 1Qcp-2018 Standard for Local and
Metropol i tan area networks--Bridges and Bri dged Networks
-- Amendment 30: YANG Data Mdel *;

}

organi zati on
"I ETF PI M Working G oup”;

cont act
"WG Web: <http://datatracker.ietf.org/ wy/ pinf>
WG List: <mailto:pim@etf.org>

Editors: Hongji Zhao
<mai | t 0: hongj i . zhao@ri csson. conp

Xufeng Liu
<mailto:xufeng.liu.ietf@nmail.com

Yi song Liu
<mai | to: i uyi song@hi nanobi | e. con»

Ani sh Pet er
<mailto:anish.ietf@mil.coner

Mahesh Sivakunmar
<mai | t o: si vakumar . mmhesh@mai | . con®

description
"The nodul e defines a collection of YANG definitions comon for
all devices that inplenent Internet G oup Managenent Protoco
(Iaw) and Multicast Listener Discovery (MD) snooping, which is
described in RFC 4541.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).



This version of this YANG nodule is part of RFC 9166; see the
RFC itself for full legal notices.";

revision 2022-01-31 {
description
"Initial revision.";
ref erence
"RFC 9166: A YANG Data Model for Internet G oup Managenent
Protocol (1GwP) and Milticast Listener Discovery (MD)

Snoopi ng";
}
/*
* Features
*/

feature ignmp-snooping {
description
"Support | GVWP snooping.";
ref erence
"RFC 4541: Considerations for Internet Goup Managenent
Protocol (1GwP) and Milticast Listener Discovery (MD)
Snoopi ng Swi tches”;
}

feature m d-snoopi ng {
description
"Support M.D snooping. ";
ref erence
"RFC 4541: Considerations for Internet G oup Manhagenent
Protocol (I1GwW) and Milticast Listener Discovery (M.D)
Snoopi ng Swi tches";
}

feature fast-|eave {
description
"Support configuration of fast |eave. The fast |eave feature
does not send | ast nenber query nessages to hosts.";
ref erence
"RFC 3376: Internet G oup Managenent Protocol, Version 3";
}

feature static-12-multicast-group {
description
"Support configuration of static L2 multicast group.";
}

feature static-nrouter-interface {
description
"Support nulticast router interface explicitly configured
by managenent.";
reference
"RFC 4541: Considerations for Internet Goup Mahagenent
Protocol (I1GwW) and Miulticast Listener D scovery (MD)
Snoopi ng Swi tches";

}

feature action-cl ear-groups {
description
"Support clearing statistics by action for |1GW and M.D
snoopi ng. ";

}

feature require-router-alert {
description



"Support configuration of require-router-alert.”;
ref erence
"RFC 3376: Internet G oup Managenent Protocol, Version 3";

}

feature lite-exclude-filter {
description
"Enabl e the support of the sinplified EXCLUDE filter.";
ref erence
"RFC 5790: Lightweight Internet G oup Managenment Protoco
Version 3 (1 Gwv3) and Multicast Listener Discovery Version
2 (M.Dv2) Protocols";

}

feature explicit-tracking {
description
"Support configuration of per-instance explicit-tracking.";
reference
"RFC 6636: Tuning the Behavior of the Internet G oup Managenent
Protocol (I1GwW) and Multicast Listener Discovery (M.D) for
Routers in Mbile and Wrel ess Networks";

}
/* identities */

identity | 2-service-type {
description
"Base identity for L2 service type in |IGW and M.D snooping.";

}

identity bridge {
base | 2-service-type;
description
"This identity represents bridge service.";

}

identity filter-node {
description
"Base identity for filter node in | GW and M.D snooping.";

}

identity include {
base filter-node;
description
"This identity represents include node.";

}

identity exclude {
base filter-node;
description
"This identity represents exclude node.";

}

identity ignp-snooping {
base rt:control -pl ane-protocol ;
description
"1 GWP snooping.";
}

identity m d-snooping {
base rt:control -pl ane-protocol ;
description
"M.D snoopi ng. ";

/*



* Typedefs
*/

typedef | 2-service-type {
type identityref {
base | 2-service-type;
}
description
"The L2 service type used with | GW and M.D
snoopi ng. ";

}

typedef filter-node-type {
type identityref {
base filter-node;
}
description
"The host filter node.";

}

typedef ignmp-m d-snoopi ng-i nstance-ref {
type leafref {
path "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol /rt: name";
}

description
"This type is used by data nodels that need to
reference | GW or M.D snoopi ng instance.";

}

/*
* & oupi ngs
*/

groupi ng i nstance-config-attributes-ignp-nl d-snooping {
description
"I GW and M.D snoopi ng configuration of each VLAN. ";
| eaf enabl ed {
type bool ean;
default "false";
description
"Set the value to true to enable I Gw and M.D snoopi ng.";

| eaf forwarding-table-type {
type enuneration {
enum mac {
description
"MAC- based | ookup node.";
}

enumip {
description
"1 P-based | ookup node.";
}

default "ip";
description
"The default forwarding table type is ip.";

| eaf explicit-tracking {
if-feature "explicit-tracking";
type bool ean;
default "fal se";
description
"Track the | GWwv3 and M.Dv2 snoopi ng nenbership reports
fromindividual hosts. It contributes to saving network
resources and shortening | eave | atency.";



leaf lite-exclude-filter {
if-feature "lite-exclude-filter";
type enpty;
description
"For |1 GWP snoopi ng, the presence of this
| eaf enabl es the support of the sinplified EXCLUDE filter
in the Lightweight |GWwv3 protocol, which sinmplifies the
standard versions of | GWv3.
For M.D Snoopi ng, the presence of this
| eaf enabl es the support of the sinplified EXCLUDE filter
in the Lightweight M.Dv2 protocol, which sinplifies the
standard versions of MDv2.";
ref erence
"RFC 5790: Lightweight Internet G oup Managenent Protoco
Version 3 (1 Gwv3) and Multicast Listener Discovery Version
2 (M.Dv2) Protocols";

| eaf send-query {
type bool ean;
default "fal se";
description
"When it is true, this switch will send out a periodic | GW
General Query Message or M.D General Query Message.";

| eaf fast-Ileave {
if-feature "fast-1|eave";
type enpty;
description
"When fast | eave is enabled, the software assunes
that no nore than one host is present on each VLAN port.";
}
| eaf | ast-nenber-query-interval {
type uintl1l6 {
range "10..10230";

units "deci seconds”;
default "10";
description
"Last Menber Query Interval, which nay be tuned to nodify
the | eave | atency of the network.
It is represented in units of 1/10 second.";

ref erence
"RFC 3376: Internet G oup Managenent Protocol, Version 3,
Section 8.8";
}
| eaf query-interval {
type uint 16;

units "seconds";
default "125";
description
"The Query Interval is the interval between General Queries
sent by the Querier.";
reference
"RFC 3376: Internet G oup Managenent Protocol, Version 3,
Sections 4.1.7, 8.2, and 8.14.2";
}
| eaf query-nmax-response-tinme {
type uint 16;
units "deci seconds"”;
default "100";
description
"Query maxi mum response tinme specifies the maxi mumtine
al | oned before sending a responding report.
It is represented in units of 1/10 second.";
reference



"RFC 3376: Internet G oup Managenent Protocol, Version 3,
Sections 4.1.1, 8.3, and 8.14.3";
}
| eaf require-router-alert {
if-feature "require-router-alert"
type bool ean;
default "fal se";
description
"When the value is true, a router alert should exist
in the | P header of the I1GW or M.D packet. [If it
doesn’t exist, the |GW or MD packet will be ignored.";
ref erence
"RFC 3376: Internet G oup Managenent Protocol, Version 3,
Sections 9.1, 9.2, and 9.3";

| eaf robustness-variable {

type uint8 {
range "1..7";

}

default "2";

description
"Querier’s Robustness Variable allows tuning for the
expect ed packet |oss on a network.";
ref erence
"RFC 3376: Internet G oup Managenent Protocol, Version 3,
Sections 4.1.6, 8.1, and 8.14.1";

leaf-list static-bridge-nmouter-interface {
when ' derived-fromor-self(../12-service-type,"ins:bridge")’
if-feature "static-nrouter-interface";
type if:interface-ref;
description
"Static mrouter interface in bridge forwarding";

} /1 instance-config-attributes-ignp-m d-snoopi ng

groupi ng instance-state-group-attributes-ignp-n d-snooping {
description
"Attributes for both | GW and M.D snoopi nhg groups.";
| eaf mac-address {
type yang: phys- address;
description
"Destination MAC address for L2 nulticast.";

| eaf expire {
type rt-types:tiner-val ue-secondslé;
units "seconds";
description
"The time left before nulticast group tineout.";
}
| eaf up-tine {
type uint32;
units "seconds";
mandat ory true;
description
"The time el apsed since the L2 nulticast record was
created.";

} /] instance-state-group-attributes-ignmp-m d-snooping

groupi ng instance-state-attri butes-ignp-m d-snoopi ng {
description
"State attributes for IGW or M.D snhoopi ng instance.";
| eaf entries-count {
type yang: gauge32;
config fal se;



description
"The nunber of L2 nulticast entries in | GW and M.D
snhoopi ng. ";

leaf-1ist bridge-nrouter-interface {
when ' derived-fromor-self(../l2-service-type,"ins:bridge")’;
type if:interface-ref;
config fal se;
description
"Indicates a list of mouter interfaces dynamically |earned
in a bridge. Wen this switch receives | GW/ M.D queries
froma multicast router on an interface, the interface wll
becone an nrouter interface for | GW/ M.D snooping.";
}

} /] instance-config-attributes-ignp-nld-snooping

groupi ng i nstance-state-source-attributes-ignp-m d-snooping {
description
"State attributes for IGW or MD snooping instance.";
| eaf-1ist bridge-outgoing-interface {
when 'derived-fromor-self(../../../12-service-type,
"ims:bridge")’;
type if:interface-ref;
description
"Qutgoing interface in bridge forwarding.";

| eaf up-tine {
type uint32;
units "seconds";
mandat ory true;
description
"The time el apsed since L2 nulticast record was created.";

| eaf expire {
type rt-types:tiner-val ue-secondslé;
units "seconds";
description
"The time left before nmulticast group tineout.";
}
| eaf host-count {
if-feature "explicit-tracking";
type yang: gauge32;
description
"The number of host addresses.";

} // instance-state-source-attributes-ignp-nd-snooping

groupi ng i gnp-snoopi ng-statistics {
description
"The statistics attributes for | GVWP snooping.";
| eaf query-count {
type yang: count er 64;
description
"The number of Menbership Query nessages."”;
reference
"RFC 2236: Internet G oup Managenent Protocol, Version 2";
}
| eaf menbershi p-report-vil-count {
type yang: count er 64;
description
"The nunber of Version 1 Menbership Report nessages.”;
ref erence
"RFC 1112: Host extensions for IP nmulticasting";
}
| eaf menbershi p-report-v2-count {
type yang: count er 64;



description

"The nunber of Version 2 Menbership Report nessages.”;
reference

"RFC 2236: Internet G oup Managenent Protocol, Version 2";

| eaf menbershi p-report-v3-count {
type yang: count er 64;
description
"The nunber of Version 3 Menbership Report nessages.”;
reference
"RFC 3376: Internet G oup Managenent Protocol, Version 3";

| eaf | eave-count {
type yang: count er 64;
description
"The nunber of Leave G oup nessages.";
reference
"RFC 2236: Internet G oup Managenent Protocol, Version 2";

| eaf pimhello-count {
type yang: count er 64;
description
"The nunber of PIMhello nmessages.";
ref erence
"RFC 7761: Protocol Independent Milticast - Sparse Mde
(PIMSM: Protocol Specification (Revised)";

} /1 ignp-snooping-statistics

groupi ng m d-snoopi ng-statistics {
description
"The statistics attributes for M.D snooping.";
| eaf query-count {
type yang: count er 64;
description
"The nunber of Multicast Listener Query nessages.";
ref erence
"RFC 3810: Multicast Listener Discovery Version 2 (MDv2)
for IPvE";
}
| eaf report-vil-count {
type yang: count er 64;
description
"The nunber of Version 1 Multicast Listener Report.";
ref erence
"RFC 2710: Milticast Listener Discovery (M.D) for |Pv6";
}

| eaf report-v2-count {
type yang: count er 64;
description
"The nunber of Version 2 Multicast Listener Report.";
ref erence
"RFC 3810: Milticast Listener D scovery Version 2 (MDv2)
for 1PvE";

| eaf done-count {
type yang: count er 64;
description
"The nunber of Version 1 Multicast Listener Done.";
reference
"RFC 2710: Multicast Listener Discovery (M.D) for |Pv6";

| eaf pimhello-count {
type yang: count er 64;
description
"The number of PIMhello nessages.”;



ref erence
"RFC 7761: Protocol Independent Milticast - Sparse Mde
(PIMSM: Protocol Specification (Revised)";

} // md-snooping-statistics

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol " {
when ' derived-fromor-self(rt:type, "ins:ignp-snooping")’ {
description
"This container is only valid for | GW snooping.";
}

description
"1 GWP snoopi ng augnentation to control -plane protoco
configuration and state.";
cont ai ner i gnp-snoopi ng-i nstance {
i f-feature "ignp-snoopi ng";
description
"1 GWP snoopi ng i nstance to configure ignmp-snooping."”;
| eaf |2-service-type {
type | 2-servi ce-type;
default "bridge";
description
"I't indicates bridge or other services.";
}
uses instance-config-attributes-ignp-n d-snooping;
| eaf ignp-version {

type uint8 {
range "1..3";

}

default "2";

description
"I GWP version.";
}
| eaf querier-source {
type inet:ipv4-address;
description
"The source address of the | GW Ceneral Query nessage,
which is sent out by this switch.";

list static-12-nulticast-group {
if-feature "static-12-multicast-group”;
key "group source-addr”;
description
"A static nulticast route, (*,G or (S, 0G.";
| eaf group {
type rt-types:ipv4-nul ticast-group-address;
description
"Mul ticast group |Pv4 address.”;
}

| eaf source-addr {
type rt-types:ipv4-nul ticast-source-address;
description
"Mul ticast source |Pv4 address."”;

| eaf-1ist bridge-outgoing-interface {
when ' derived-fromor-self(../../12-service-type,
"ims: bridge")’;
type if:interface-ref;
description
"Qutgoing interface in bridge forwarding.";

} /] static-12-multicast-group
uses instance-state-attributes-ignp-m d-snoopi ng;
list group {

key "address";



config fal se;
description
"1 GWP snooping i nformation.";
| eaf address {
type rt-types:ipv4-nul ticast-group-address;
description
"Mul ticast group |Pv4 address.”;
}

uses instance-state-group-attributes-ignp-mn d-snooping;
| eaf | ast-reporter {
type inet:ipv4-address;
description
"Address of the last host that has sent a report to join
the nmulticast group.”;

list source {
key "address";
description
"Source | Pv4 address for nulticast stream”;
| eaf address {
type rt-types:ipv4-nulticast-source-address;
description
"Source | Pv4 address for nulticast stream";
}
uses instance-state-source-attributes-ignp-m d-snoopi ng;
| eaf | ast-reporter {
type inet:ipv4-address;
description
"Address of the last host that has sent a report
to join the multicast group.”;

list host {
if-feature "explicit-tracking";
key "address";
description
"List of nulticast nenbership hosts
of the specific multicast source group.”;
| eaf address {
type inet:ipv4-address;
description
"Mul ticast nenbership host address."”;
}

leaf filter-node {
type filter-node-type;
mandat ory true;
description
"Filter nmode for a nulticast menmbership
host may be either include or exclude.";

}
} /1 list host
} /] list source
} /1 list group
container interfaces {
config fal se;
description
"Contains the interfaces associated with the | GW snoopi ng
i nstance.";
list interface {
key "nane";
description
"Alist of interfaces associated with the | GW snoopi ng
i nstance.";
| eaf nane {
type if:interface-ref;
description
"The name of the interface.";



}

contai ner statistics {
description
"The interface statistics for | GW snooping.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time on the nbst recent occasion at which any
one or nore of the statistic counters suffered a
di scontinuity. |f no such discontinuities have
occurred since the last re-initialization of the
| ocal managenent subsystem then this node contains
the time the | ocal management subsystem
re-initialized itself.";
}
cont ai ner received {
description
"Number of received snooped | GW packets.";
uses i gnp-snoopi ng-statistics;

contai ner sent {
description
"Number of sent snooped | GW packets."”;
uses i gnp- snoopi ng-stati stics;
}
}
}
}
action clear-ignp-snoopi ng-groups {
if-feature "action-cl ear-groups”;
description
"Cl ear | QWP snoopi ng cache tables.";
i nput {
| eaf group {
type union {
type enuneration {
enum al | - groups {
description
"Al'l multicast group addresses.";
}

}

type rt-types:ipv4-nul ticast-group-address;

mandat ory true;
description

"Multicast group |IPv4 address. |f value
"all-groups’ is specified, all |GV snooping

group entries are cleared for the specified source
address.";

}

| eaf source {
type rt-types:ipv4-nul ticast-source-address;
mandat ory true;
description
"Mul ticast source |IPv4 address. If value "*' is
specified, all | QVP snoopi ng source-group tables
are cleared.";

}

} // action clear-ignmp-snoopi ng-groups
} // ignp-snooping-instance
} // augnent

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol " {
when ' derived-fromor-self(rt:type, "inms:m d-snooping")’ ({



description
"This container is only valid for M.D snooping.";
}

description
"M.D snoopi ng augnentation to control -plane protoco
configuration and state.";
cont ai ner m d-snoopi ng-i nstance {
if-feature "m d-snoopi ng";
description
"M.D snoopi ng instance to configure mnld-snooping.";
| eaf |2-service-type {
type | 2-servi ce-type;
default "bridge";
description
"I't indicates bridge or other services.";
}
uses instance-config-attributes-ignp-nmn d-snoopi ng;
| eaf m d-version {

type uint8 {
range "1..2",

}

default "2";

description
"M.D version.";
}
| eaf querier-source {
type inet:ipv6-address;
description
"The source address of M.D General Query message,
is sent out by this switch.";
}
list static-12-nulticast-group {
if-feature "static-12-multicast-group”;
key "group source-addr";
description
"A static multicast route, (*,G or (S,G.";
| eaf group {
type rt-types:ipv6-nulticast-group-address;
description
"Mul ticast group |Pv6 address.";
}

| eaf source-addr {
type rt-types:ipv6-nulticast-source-address;
description
"Mul ticast source | Pv6 address.";
}

| eaf-1ist bridge-outgoing-interface {
when ' derived-fromor-self(../../12-service-type,
"inms: bridge")’;
type if:interface-ref;
description
"Qutgoing interface in bridge forwarding.";
}

} /] static-12-multicast-group
uses instance-state-attributes-ignp-nld-snooping;
list group {
key "address";
config fal se;
description
"M.D snooping statistics information.";
| eaf address {
type rt-types:ipv6-nulticast-group-address;
description
"Mul ticast group |Pv6 address.";
}

whi ch

uses i nstance-state-group-attributes-ignp-mn d-snooping;



| eaf last-reporter {
type inet:ipv6-address;
description
"Address of the last host that has sent report
to join the nulticast group."”;
}
list source {
key "address";
description
"Source | Pv6 address for nulticast stream";
| eaf address {
type rt-types:ipv6-nulticast-source-address;
description
"Source | Pv6 address for nulticast stream";
}

uses instance-state-source-attributes-ignmp-m d-snooping;
| eaf last-reporter {
type inet:ipv6-address;
description
"Address of the last host that has sent report
to join the multicast group.”;

}
l'ist host {
if-feature "explicit-tracking";
key "address";
description
"List of nulticast nenbership hosts
of the specific multicast source group.";
| eaf address {
type inet:ipv6-address;
description
"Mul ticast nenbership host address.";

| eaf filter-node {
type filter-node-type;
mandat ory true;
description
"Filter nmode for a nulticast nmenbership
host nay be either include or exclude.";

}
} /] list host
} /] list source
Y} /] list group
contai ner interfaces {
config fal se;
description
"Contains the interfaces associated with the M.D snoopi ng
i nstance.";
list interface {
key "nane";
description
"Alist of interfaces associated with the M.D snoopi ng
i nstance.";
| eaf nane {
type if:interface-ref;
description
"The name of the interface.";
}

contai ner statistics {
description
"The interface statistics for M.D snooping.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time on the nost recent occasion at which
any one or nore of the statistic counters suffered



a discontinuity. |If no such discontinuities have
occurred since the last re-initialization of the
| ocal managenent subsystem then this node contains
the tine the | ocal nanagenent subsystem
re-initialized itself.";
}
cont ai ner received {
description
"Nunmber of received snooped M.D packets.";
uses m d- snoopi ng-statistics;
}
cont ai ner sent {
description
"Nunmber of sent snooped M.D packets.";
uses ml d-snoopi ng-statistics;
}
}
}

action cl ear-nmn d-snoopi ng-groups {
if-feature "action-cl ear-groups";
description
"Cl ear MLD snoopi ng cache tables.";
i nput {
| eaf group {
type union {
type enuneration {
enum al | - groups {
description
"Al'l multicast group addresses.";
}

}

type rt-types:ipv6-nulticast-group-address;

mandat ory true;

description
"Multicast group IPv6 address. |If value ’"all-groups
is specified, all M.D snooping group entries are
cleared for the specified source address.";

| eaf source {
type rt-types:ipv6-nulticast-source-address;
mandat ory true;
description
"Mul ticast source |Pv6 address. |If value '*' is
specified, all M.D snooping source-group tables
are cleared.";

}

} // action clear-m d-snoopi ng-groups
} // md-snoopi ng-i nstance
} /] augnent

augnment "/dot 1q: bri dges/ dot 1q: bri dge" {
description
"Use | GWP or M.D snooping instance in bridge.";
| eaf i gnp-snoopi ng-instance {
type ignp-m d- snoopi ng-i nstance-ref;
description
"Configure | GW snoopi ng instance under bridge view";

| eaf m d-snoopi ng-instance {
type ignp-m d- snoopi ng-i nstance-ref;
description
"Configure M.D snoopi ng i nstance under bridge view";



}

augnment "/dot 1q: bri dges/ dot 1q: bri dge"
+ "/ dot 1g: conponent / dot 1q: bri dge- vl an/ dot 1q: vl an" {
description
"Use | GW or M.D snooping instance in a certain VLAN
of bridge.";
| eaf i gnp-snoopi ng-instance {
type ignp-m d- snoopi ng-i nstance-ref;
description
"Configure | GW snoopi ng i nstance under VLAN view ";

| eaf m d-snoopi ng-instance {
type ignp-m d- snoopi ng-i nstance-ref;
description
"Configure M.D snooping instance under VLAN view ";
}

}
}
<CODE ENDS>

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocols/rt:control-plane-
protocol :/

i ms: i gnp- snoopi ng-i nst ance
i ms: M d- snoopi ng-i nst ance
The subtrees under /dot1q: bri dges/dot1q: bridge
i ms: i gnp- snoopi ng-i nst ance
i ms: M d- snoopi ng-i nst ance

The subtrees under /dot1q: bri dges/dot1q: bri dge/ dot 1q: conponent/
dot 1q: bri dge-vl an/ dot 1q: vl an

i ms: i gnp- snoopi ng-i nst ance
i ms: M d- snoopi ng-i nst ance

Unaut hori zed access to any data node of these subtrees can adversely
affect the | GW and M.D snoopi ng subsystem of both the |ocal device
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and the network. This may |ead to network mal functions, delivery of
packets to inappropriate destinations, and ot her problens.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocols/rt:control-plane-
prot ocol :/

i ms: i gnp- snoopi ng-i nst ance
i ms: M d- snoopi ng-i nst ance

Unaut hori zed access to any data node of these subtrees can discl ose
the operational state information of |IGW and M.D snooping on this
device. The group/source/host information may expose multicast group
menber shi ps and, transitively, the associations between the user on
the host and the contents fromthe source, which could be privately
sensitive. Sone of the action operations in this YANG nodul e may be
consi dered sensitive or vulnerable in some network environnents. It
is thus inportant to control access to these operations. These are
the operations and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocols/rt:control-plane-
protocol :/

i ms: i gnp- snoopi ng-i nstance/ins: cl ear-i gnp- snoopi ng- gr oups
i ms: M d- snoopi ng-i nstance/i nms: cl ear - nl d- snoopi ng- gr oups

Sone of the actions in this YANG nodul e may be considered sensitive
or vulnerable in sone network environnents. The |GW and M.D
snoopi ng YANG nodul e supports the "cl ear-ignp-snoopi ng-groups” and
"cl ear-m d- snoopi ng- groups” actions. |f unauthorized action is

i nvoked, the I GvwP and M.D snooping group tables will be cleared
unexpectedly. Especially when using wildcard, all the multicast
traffic will be flooded in the broadcast domain. The devices that
use this YANG nodul e shoul d heed the security considerations in

[ RFC4541] .

| ANA Consi der ati ons
1. XM Registry

Thi s docunent registers the foll owing nanespace URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: wurn:ietf:parans: xm:ns:yang:ietf-ignmp-m d-snooping
Regi strant Contact: The |ETF.

XM: N A; the requested URI is an XML nanmespace
2. YANG Mbdul e Nanmes Registry

Thi s docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanes" registry [ RFC7950]:

Nane: i etf-ignp-nd-snooping

Nanespace: urn:ietf:paramnms: xm:ns:yang:ietf-ignmp-m d-snoopi ng
Prefix: i ms

Ref er ence: RFC 9166
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Appendi x A. Data Tree Exanple

This section contains an exanple of bridge service in the JSON
encodi ng [ RFC7951], containing both configuration and state data.

Fomme e e e e n +
+ Source +
S S +
I
................. o e e e e e e e e e e e e e e e e e e m -
| ethl/1
+o- - - - -+
+ R1 +
- - - - -+
ethl/ 2 | \ ethl/3
| \
| \
| \
| \
eth2/1 | \ eth3/1

S S E s
+ R + + R3 +
N T L E

eth2/2 | | eth3/2
I I
_______________ o

I I
I I

B +- -+ R +

+ Receiverl + + Receiver2 +

M + Fom e m oo - - +

The configuration data for Rl in the above figure could be as
fol | ows:

"ietf-interfaces:interfaces":{
"interface":|

{

"nanme":"ethl/ 1",
"type":"iana-if-type:ethernetCsmacd"

}
]
Zetf—routing:routing":{

"control - pl ane-protocol s":{
"control - pl ane-protocol ": [

}

"type":"ietf-ignp-n d-snooping:ignp-snoopi ng",
"name": " bisl",
"ietf-ignmp-m d-snoopi ng:ignp-snoopi ng-instance": {
"l 2-service-type":"ietf-ignmp-m d-snooping: bridge",
"enabl ed": true
}
}
]
}
"

eee802-dot 1g- bri dge: bri dges": {



"bridge":[
{ .
"name":"ispl",
"address":"00-23-ef-ab-77-12",
"bridge-type":"i eee802-dot 1g- bri dge: cust onmer - vl an- bri dge",
"conponent " : [
{
"name": " conpl"”,
"type":"ieeeB802-dot 1g- bri dge: c-vl an-conponent ",
"bridge-vlan": {
"vlan":[

"vid": 101,
"ietf-ignmp-nm d-snoopi ng:ignp-snoopi ng-i nstance": "bi s1"

The correspondi ng operational state data for RL could be as foll ows:

"ietf-interfaces:interfaces": {
"interface": |

{
"name": "ethl/1",
"type": "iana-if-type:ethernetCsmacd",
"oper-status": "up",

"statistics": {
"discontinuity-time": "2018-05-23T12: 34: 56- 05: 00"
}
}
]
}
"ietf-routing:routing": {
"control - pl ane-protocol s": {

"control -plane-protocol ": [
{
"type": "ietf-ignmp-nm d-snooping:ignp-snooping”,
"name": "bisl",
"ietf-ignmp-m d-snoopi ng: i gnp-snoopi ng-i nstance": {
"l 2-service-type": "ietf-ignp-nld-snooping: bridge",
"enabl ed": true
}
}
]
}
}
"i eee802- dot 1g- bri dge: bri dges": {
"bridge": [
"name": "ispl",
"address": "00-23-ef-ab-77-12",
"bridge-type": "ieee802-dot1lg-bridge: custoner-vlan-bridge",
"conponent": |
{

"name": "conpl",
"type": "ieee802-dot 1qg-bridge: c-vl an-conponent",
"bridge-vlan": {

"vlian": [

{



"vid": 101,
"ietf-ignmp-m d-snoopi ng:ignp-snoopi ng-i nstance": "bisl"

The following action is to clear all the entries whose group address
is 225.1.1.1 for ignp-snooping-instance bisl.

PCST /restconf/operations/ietf-routing:routing/\

control - pl ane- prot ocol s/\

control - pl ane- protocol =i etf-i gnp-nl d- snoopi ng: i gnp- snoopi ng, bi s1/\
i etf-ignp-n d-snooping:ignp-snoopi ng-i nstance/\

cl ear-i gnp- snoopi ng-groups HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

{
"ietf-ignmp-md-snooping:input” : {
"group": "225.1.1.1",
"source": "*"
}
}
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