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Abst r act

The Conci se Data Definition Language (CDDL), standardized in RFC
8610, provides "control operators" as its main | anguage extension
poi nt .

The present docurent defines a nunber of control operators that were
not yet ready at the time RFC 8610 was conpl eted: .plus, .cat, and
.det for the construction of constants; .abnf/.abnfb for including
ABNF (RFC 5234 and RFC 7405) in CDDL specifications; and .feature for
i ndi cating the use of a non-basic feature in an instance.
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I nformation about the current status of this docunent, any errata,
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I ntroduction
The Concise Data Definition Language (CDDL), standardized in
[ RFC8610], provides "control operators" as its nain | anguage
extension point (Section 3.8 of [RFC8610]).

The present docunent defines a nunber of control operators that were
not yet ready at the tine [RFC8610] was conpl et ed:

| Nane | Purpose |
| .plus | Nureric addition |
TS oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| .cat | String concatenation |
S o m e e e e e e e e e e e e e e e e e e e eeee e +
| .det | String concatenation, pre-dedenting |
Fomm oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| .abnf | ABNF in CDDL (text strings) |
TS oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| .abnfb | ABNF in CDDL (byte strings) |
S o m e e e e e e e e e e e e e e e e e e e eeee e +
| .feature | Indicates name of feature used (extension point) |
Fomm oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +

Table 1: New Control Operators in this Docunent
. 1.  Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses term nology from|[RFC8610]. In particular,
with respect to control operators, "target"” refers to the |eft-hand
side operand and "controller"” to the right-hand side operand. "Tool"

refers to tools along the Iines of that described in Appendix F of

[ RFC8610]. Note also that the data nodel underlying CDDL provides
for text strings as well as byte strings as two separate types, which
are then collectively referred to as "strings".

The term "ABNF" in this specification stands for the conbination of

[ RFC5234] and [RFC7405]; i.e., the ABNF control operators defined by
this docunment allow use of the case-sensitive extensions defined in

[ RFC7405] .

Conputed Literals

CDDL as defined in [ RFC8610] does not have any nechani sns to conpute
literals. To cover a large part of the use cases, this specification
adds three control operators: .plus for numeric addition, .cat for
string concatenation, and .det for string concatenation with
dedenting of both sides (target and controller).

For these operators, as with all control operators, targets and
controllers are types. The resulting type is therefore formally a
function of the el enents of the cross-product of the two types. Not
all tools may be able to work with non-unique targets or controllers.
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1. Nuneric Addition

In many cases, nunbers are needed relative to a base nunmber in a
specification. The .plus control identifies a nunber that is
constructed by adding the numeric values of the target and the
controller.

The target and controller both MJST be nunmeric. |If the target is a
floating point nunber and the controller an integer nunber, or vice
versa, the sumis converted into the type of the target; converting
froma floating point nunber to an integer selects its floor (the

| argest integer less than or equal to the floating point nunber,
i.e., rounding towards negative infinity).

i nterval <BASE> = (

BASE => int ; |l ower bound
(BASE .plus 1) =>int ; upper bound
? (BASE .plus 2) =>int ; tolerance

)

X=0

Y =3

rect = {
i nterval <X>
i nterval <Y>

}

Figure 1: An Exanple of Addition to a Base Val ue

The exanmple in Figure 1 contains the generic definition of a CDDL
group interval that gives a | ower and upper bound and, optionally, a
tol erance. The paraneter BASE all ows the non-conflicting use of a
mul tiple of these interval groups in one nap by assigning different

| abels to the entries of the interval. The rule rect comnbines two of
these interval groups into a nmap, one group for the X dimension
(using 0, 1, and 2 as |labels) and one for the Y dinmension (using 3,
4, and 5 as | abels).

2. String Concatenation

It is often useful to be able to conmpose string literals out of
component literals defined in different places in the specification

The .cat control identifies a string that is built froma
concatenation of the target and the controller. The target and
controller both MUST be strings. The result of the operation has the
same type as the target. The concatenation is perforned on the bytes
in both strings. |If the target is a text string, the result of that
concat enati on MUST be valid UTF-8.

c = "foo" .cat
bar
baz

; on a systemwhere the newwine is \n, is the sane string as:
b ="foo\n bar\n baz\n"

Figure 2: An Exanpl e of Concatenation of Text and Byte Strings

The exanmple in Figure 2 builds a text string named c from
concatenating the target text string "foo" and the controller byte
string entered in a text formbyte string literal. (This particular
idiomis useful when the text string contains new ines, which, as
shown in the exanple for b, may be harder to read when entered in the
format that the pure CDDL text string notation inherits from JSON.)
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3.

String Concatenation with Dedenting

Multi-line string literals for various applications, including
enbedded ABNF (Section 3), need to be set flush left, at |east
partially. Often, having sone indentation in the source code for the
literal can pronote readability, as in Figure 3.

oid = bytes .abnfb ("oid" .det cbor-tags-oid)
roid = bytes .abnfb ("roid" .det cbor-tags-oid)
cbor-tags-oid ="

oid = 1*arc

roid = *arc

arc = [nlsb] 9%O00-7f
nlsb = %&81-ff *9%80-ff

Figure 3: An Exanpl e of Dedenting Concatenation

The control operator .det works |like .cat, except that both argunents
(target and controller) are independently dedented_ before the
concat enati on takes pl ace.

For the first rule in Figure 3, the result is equivalent to Figure 4.

oid = bytes .abnfb 'oid
oid = 1*arc

roid = *arc

arc = [nlsb] 9%O00-7f
nlsb = %&81-ff *%80-ff

Fi gure 4: Dedenting Exanple: Result of First .det
For the purposes of this specification, we define "dedenting" as:

1. determning the snmallest amount of |eftnost bl ank space (nunber
of | eading space characters) present in all the non-blank |ines,
and

2. renoving exactly that nunber of |eading space characters from
each line. For blank (blank space only or enpty) lines, there
may be fewer (or no) |eading space characters than this anount,
in which case all |eading space is renoved.

(The nane .det is a shortcut for "dedenting cat". The maybe nore
obvi ous name .dedcat has not been chosen as it is |longer and nmay
i nvoke unpl easant i mages.)

Cccasionally, dedenting of only a single itemis needed. This can be

achi eved by using this operator with an enpty string, e.g., "" .det
rhs or lhs .det "", which can in turn be conbined with a .cat: in the
construct lhs .cat ("" .det rhs), only rhs is dedented.

Enbedded ABNF

Many | ETF protocols define allowable values for their text strings in
ABNF [ RFC5234] [RFC7405]. It is often desirable to define a text
string type in CDDL by enpl oyi ng existing ABNF enbedded into the CDDL
specification. Wthout specific ABNF support in CDDL, that ABNF
woul d usually need to be translated into a regular expression (if
that is even possible).

ABNF is added to CDDL in the same way that regul ar expressions were
added: by defining a .abnf control operator. The target is usually



text or sonme restriction on it, and the controller is the text of an
ABNF speci fication.

There are several small issues; the solutions are given here:

* ABNF can be used to define byte sequences as well as UTF-8 text
strings interpreted as Unicode scal ar sequences. This nmeans this
specification defines two control operators: .abnfb for ABNF
denoting byte sequences and .abnf for denoting sequences of
Uni code scal ar val ues (code points) represented as UTF-8 text
strings. Both control operators can be applied to targets of
either string type; the ABNF is applied to the sequence of bytes
in the string and interprets it as a sequence of bytes (.abnfb) or
as a sequence of code points represented as an UTF-8 text string
(.abnf). The controller string MJST be a string. Wen a byte
string, it MJST be valid UTF-8 and is interpreted as the text
string that has the sane sequence of bytes.

* ABNF defines a list of rules, not a single expression (called
"el enents" in [ RFC5234]). This is resolved by requiring the
controller string to be one valid "elenment”, followed by zero or
more valid "rules" separated fromthe el enent by a newine; thus,
the controller string can be built by preceding a piece of valid
ABNF by an "element" that selects fromthat ABNF and a new i ne.

* For the sanme reason, ABNF requires new ines; specifying newines
in CDDL text strings is tedious (and |leads to essentially
unreadabl e ABNF). The workaround enpl oys the .cat operator
introduced in Section 2.2 and the syntax for text in byte strings.
As is customary for ABNF, the syntax of ABNF itself (_not_ the
syntax expressed in ABNF!') is relaxed to allow a single |line feed
as a new i ne:

CRLF = %O0A / 9%O0D. OA

* (One set of rules provided in an ABNF specification is often used
in multiple positions, particularly staples such as DIG@ T and
ALPHA.  (Note that all rules referenced need to be defined in each
ABNF operator controller string -- there is no inplicit inmport of
core ABNF rules from[RFC5234] or other rules.) The conposition
this calls for can be provided by the .cat operator and/or by .det
if there is indentation to be disposed of.

These points are conbined into an exanple in Figure 5, which uses
ABNF from [ RFC3339] to specify one of each of the Concise Binary
oj ect Representation (CBOR) tags defined in [ RFC8943] and [ RFC8949].

; for RFC 8943

Tagl004 = #6.1004(text .abnf full-date)
; for RFC 8949

Tag0 = #6.0(text .abnf date-tine)

"full-date" .cat rfc3339
"date-tinme" .cat rfc3339

full-date
date-tine

; Note the trick of idiomatically starting with a newline, separating
; off the elenent in the concatenations above fromthe rule-Iist
rfc3339 =’

date-full year =4DIGA T
dat e- nont h =2DAT ; 01-12
dat e- nday =2DIGAT ; 01-28, 01-29, 01-30, 01-31 based on
; nonth/year
ti me- hour =2DIAT ; 00-23
time-mnute =2DIAT ; 00-59
ti me-second =2DIGAT ; 00-58, 00-59, 00-60 based on | eap sec

rul es



ti me-secfrac LT 1*DIAT
ti me- nunof f set "+ "-") tinme-hour
time-of fset "Z" | tinme-nunoffset

time-mnute

partial-tine = tinme-hour ":" time-mnute ":" time-second
[time-secfrac]

full -date = date-fullyear "-" date-nonth "-" date-nday

full-tinme = partial-tine tinme-offset

date-time = full-date "T" full-tine

" .det rfcb5234-core

rfc5234-core =’
DAT = 9%30-39 ; 0-9
; abbrevi ated here

Figure 5: An Exanpl e of Enpl oying ABNF from RFC 3339 for Defining
CBOR Tags

Feat ur es

Conmonl y, the kind of validation enabled by | anguages such as CDDL
provi des a Boolean result: valid or invalid.

In rapidly evolving environnments, this is too sinplistic. The data
nodel s described by a CDDL specification nay continually be enhanced
by additional features, and it would be useful even for a
specification that does not yet describe a specific future feature to
identify the extension point the feature can use and accept such

ext ensi ons whil e marki ng them as extensions.

The .feature control annotates the target as naking use of the
feature named by the controller. The latter will usually be a
string. A tool that validates an instance against that specification
may mark the instance as using a feature that is annotated by the
speci fication.

More specifically, the tool’s diagnostic output mght contain the
controller (right-hand side) as a feature nanme and the target (left-

hand side) as a feature detail. However, in sone cases, the target
has too nmuch detail, and the specification mght want to hint to the
tool that nmore limted detail is appropriate. In this case, the

controller should be an array, with the first el enent being the
feature name (that would otherwi se be the entire controller) and the
second el ement being the detail (usually another string), as
illustrated in Figure 6

foo = {
kind: bar / baz .feature (["foo-extensions", "bazify"])
}
bar = ...
baz = ... ; conplex stuff that doesn't all need to be in the detai

Figure 6: Providing Explicit Detail with .feature

Figure 7 shows what could be the definition of a person, with
potenti al extensions beyond name and organi zati on bei ng marked
further-person-extension. Extensions that are known at the tinme this
definition is witten can be collected i nto $$person-ext ensi ons.
However, future extensions would be deened invalid unless the

wi ldcard at the end of the map is added. These extensions could then
be specifically examned by a user or a tool that nmakes use of the
validation result; the label (map key) actually used nmakes a fine
feature detail for the tool’s diagnostic output.



Leaving out the entire extension point would nean that instances that
make use of an extensi on woul d be marked as whol esal e invalid, naking
the entire validation approach nmuch | ess useful. Leaving the
extension point in but not marking its use as special would render

m st akes (such as using the | abel "organisation" instead of

"organi zation") invisible.

person = {
? name: text
? organization: text
$$Sper son- ext ensi ons
* (text .feature "further-person-extension") => any

}

$$person-extensions //= (? bl oodgroup: text)
Figure 7: Map Extensibility with .feature

Fi gure 8 shows anot her exanple where .feature provides for type
extensibility.

al | oned-types = nunber / text / bool / nul
[ [* nunmber] / [* text] / [* bool]
[/ (any .feature "all owed-type-extension")

Figure 8: Type Extensibility with .feature

A CDDL tool may sinply report the set of features being used; the
control then only provides information to the process requesting the
validation. One could also inagine a tool that takes argunents,
allowing the tool to accept certain features and reject others
(enabl e/ di sabl e). The latter approach could, for instance, be used
for a JSOVCBOR switch, as illustrated in Figure 9, using Sensor
Measurenent Lists (SenM.) [RFC8428] as the exanple data nodel used
with both JSON and CBOR

SenM.- Record = {

? v => nunber
}
v = JC<"v", 2>
JC<J,C = J .feature "json" / C .feature "cbor"

Figure 9: Describing Variants with .feature
It remains to be seen if the enabl e/ di sable approach can lead to new
i dions of using CDDL. The |anguage currently has no way to enforce
mut ual Iy excl usive use of features, as would be needed in this
exanpl e.

| ANA Consi der ati ons

| ANA has registered the contents of Table 2 into the "CDDL Contr ol
Qperators” registry of [IANA cddl]:

R ettty b p—p—p—
| Nare | Reference

R bl Sl
| .plus | RFC 9165 |
F--- - - F--- - - - +
| .cat | RFC 9165 |
I I +
| . det | RFC 9165 |
R I +

| . abnf | RFC 9165 |



Tabl e 2: New Control
Operators

6. Security Considerations

The security considerations of [RFC8610] apply.

Wil e both [ RFC5234] and [ RFC7405] state that security is truly
believed to be irrelevant to the respective docunent, the use of
formal description techniques cannot only sinplify but sonetines al so
conplicate a specification. This can |lead to security problens in

i npl ementations and in the specification itself. As with CDDL
itself, ABNF should be judiciously applied, and overly conplex (or
"cute") constructions should be avoi ded.
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