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I ntroduction

As specified in [RFC7432], the |IP Address field in the Ethernet
Virtual Private Network (EVPN) Media Access Control (MAC) / IP
Advertisement route may optionally carry one of the |IP addresses
associated with the MAC address. A Provider Edge (PE) may |earn

| ocal I P->MAC pairs and advertise themin EVPN MAC/ I P Adverti senent
routes. Renote PEs inporting those routes in the sane Broadcast
Domain (BD) may add those | P->MAC pairs to their Proxy ARP/ND tabl es
and reply to local ARP Requests or Neighbor Solicitations (or

"uni cast-forward" those packets to the owner MAC), reducing and even
suppressing, in sonme cases, the flooding in the EVPN network.

EVPN and its associated Proxy ARP/ND function are extrenely useful in
Data Centers (DCs) or Internet Exchange Points (I XPs) with |arge

Br oadcast Donmi ns, where the ampunt of ARP/ND fl ooded traffic causes
i ssues on connected routers and Custoner Edges (CEs). [RFC6820]
describes the address resolution problens in | arge DC networks.

Thi s docunent describes the Proxy ARP/ND function in [ RFC7432]

net wor ks, augmented by the capability of the ARP/ND Ext ended
Conmunity [ RFC9047]. Fromthat perspective, this docunent updates
[ RFC7432] .

Proxy ARP/ ND nay be inplenmented to help | XPs, DCs, and ot her
operators deal with the issues derived from address resolution in
| arge Broadcast Donains.

.1. The Data Center Use Case

As described in [ RFC6820], the IPv4 and | Pv6 address resol ution can
create a lot of issues in large DCs. |In particular, the issues
created by | Pv4 Address Resol ution Protocol procedures nmay be
significant.

On one hand, ARP Requests use broadcast MAC addresses; therefore, any
Tenant Systemin a |arge Broadcast Domain will see a | arge anmount of
ARP traffic, which is not addressed to npst of the receivers.

On the other hand, the flooding i ssue becomes even worse if sone
Tenant Systens di sappear fromthe Broadcast Domain, since some



inpl ementations will persistently retry sending ARP Requests. As

[ RFC6820] states, there are no clear requirenents for retransnmtting
ARP Requests in the absence of replies; hence, an inplenentation may
choose to keep retrying endlessly even if there are no replies.

The anount of flooding that address resolution creates can be
mtigated by the use of EVPN and its Proxy ARP/ND functi on.

1.2. The Internet Exchange Point Use Case

The inplementation described in this document is especially useful in
I XP net wor ks.

A typical | XP provides access to a |large Layer 2 Broadcast Donmain for
peering purposes (referred to as "the peering network"), where
(hundreds of) Internet routers are connected. W refer to these
Internet routers as CE devices in this section. Because of the
requirenent to connect all routers to a single Layer 2 network, the
peering networks use | Pv4 addresses in length ranges from/21 to /24
(and even bigger for 1 Pv6), which can create very |arge Broadcast
Domains. This peering network is transparent to the CEs and
therefore floods any ARP Requests or NS nessages to all the CEs in
the network. Gratuitous ARP and NA nessages are flooded to all the
CEs too.

In these | XP networks, nost of the CEs are typically peering routers
and roughly all the Broadcast, Unknown Uni cast, and Milticast (BUM
traffic is originated by the ARP and ND address resol ution
procedures. This ARP/ND BUMtraffic causes significant data vol unes
that reach every single router in the peering network. Since the
ARP/ ND nessages are processed in "slow path" software processors and
they take high priority in the routers, heavy |loads of ARP/ND traffic
can cause sone routers to run out of resources. CEs disappearing
fromthe network may cause address resol ution expl osions that can
make a router with limted processing power fail to keep BGP sessions
runni ng.

The issue might be better in IPv6 routers if Milticast Listener

Di scovery (M.D) snoopi ng was enabl ed, since ND uses an SN-nul ticast
address in NS nessages; however, ARP uses broadcast and has to be
processed by all the routers in the network. Sone routers nmay al so
be configured to broadcast periodic G atuitous ARPs (GARPS)

[ RFC5227]. For 1Pv6, the fact that | Pv6 CEs have nore than one | Pv6
address contributes to the growth of ND flooding in the network. The
anount of ARP/ND fl ooded traffic grows linearly with the nunber of

| XP participants; therefore, the issue can only grow worse as new CEs
are added.

In order to deal with this issue, |XPs have devel oped certain
solutions over the past years. Wile these solutions may mitigate
the i ssues of address resolution in |arge Broadcast Dommi ns, EVPN
provi des new nore efficient possibilities to I XPs. EVPN and its
Proxy ARP/ ND function rmay help solve the issue in a distributed and
scal able way, fully integrated with the PE network.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
ARP: Addr ess Resol ution Protoco

AS- MAC: Anti-spoofing MAC. It is a special MAC configured on all



the PEs attached to the sanme BD and used for the
duplicate | P detection procedures.

BD: Broadcast Domai n

BUM Br oadcast, Unknown Unicast, and Multicast Layer 2 traffic
CE: Cust omer Edge router

DAD: Duplicate Address Detection, as per [RFC4861]

DC: Data Center

EVI : EVPN I nst ance

EVPN: Et hernet Virtual Private Network, as per [RFC7432]

GARP: G at ui tous ARP

| P- >MAC: An | P address associated to a MAC address. | P->MAC

entries are programmed in Proxy ARP/ND tables and may be
of three different types: dynanmic, static, or EVPN

| ear ned.
| XP: I nternet Exchange Poi nt
I XP- LAN: The | XP's | arge Broadcast Dommin to where |nternet

routers are connected.
LAG Li nk Aggregation G oup
MAC or |IP DA: MAC or | P Destination Address

MAC or IP SA: MAC or | P Source Address

ND: Nei ghbor Di scovery

NS: Nei ghbor Solicitation

NA: Nei ghbor Adverti senent

NUD: Nei ghbor Unreachability Detection, as per [RFC4861]

O Fl ag: Override Flag in NA nessages, as per [RFC4861]

PE: Provi der Edge router

R Fl ag: Router Flag in NA nessages, as per [RFC4861]

RT2: EVPN Route type 2 or EVPN MAC/ | P Advertisenment route, as

per [ RFC7432]
S Fl ag: Solicited Flag in NA nmessages, as per [ RFC4861]

SN-mul ti cast address: Solicited-Node | Pv6 nulticast address used by
NS nmessages

TLLA: Target Link Layer Address, as per [RFC4861]
VPLS: Virtual Private LAN Service

Thi s docunent assunes famliarity with the term nology used in
[ RFC7432] .

3. Solution Description



Figure 1 illustrates an exanple EVPN network where the Proxy ARP/ ND
function is enabl ed.

BD1
Proxy ARP/ ND
Fommme e +
| P1/ ML R LR LR R + | 1 P1->ML EVPN|
GARP --->Proxy ARP/ND | | 1 P2->M2 EVPN|
+---+ R EEEEEE + RT2(1 P1/ ML) | | 1 P3->M3 sta |
| CE1+------ | BD1I | @ ------ > Fooomo- +---| 1 P4->M4 dyn |
+-- -+ E - + | . +
PE1 | +-------- + Who has | P1?
| EVPN | | BD1 | <----- +-- -+
| EVI 1 | | ---- > | CE3|
I P2/ M2 | | ] | IP1->ML +---+
GARP --->Proxy ARP/ ND | +-------- + | | P3/ MB
+-- -+ S - + RT2(1 P2/ M2) | |
| CE2+- - - - | BD1 |  ------ > R R +
+-- -+ E S + PE3| +-- -+
PE2 | +----+CE4|
T + +---+

<---1P4/ M4 GARP
Figure 1: Proxy ARP/ND Network Exanple

When the Proxy ARP/ND function is enabled in a BD (Broadcast Donain)
of the EVPN PEs, each PE creates a Proxy table specific to that BD
that can contain three types of Proxy ARP/ND entries:

Dynami c entries:
Learned by snooping a CE's ARP and ND nessages; for instance, see
| P4->M4 in Figure 1.

Static entries:
Provi si oned on the PE by the managenment system for instance, see
I P3->MB in Figure 1.

EVPN-| earned entri es:
Learned fromthe | P/ MAC i nformati on encoded in the received RT2's
comng fromrenote PEs; for instance, see |IP1->ML and | P2->M2 in
Fi gure 1.

As a high-level exanple, the operation of the EVPN Proxy ARP/ ND
function in the network of Figure 1 is described below. In this
exanple, we assune IP1, P2, and IP3 are |Pv4 addresses:

1. Proxy ARP/ND is enabled in BDl of PEl, PE2, and PE3.

2. The PEs start adding dynamc, static, and EVPN-| earned entries to
their Proxy tables:

a. PE3 adds IP1l->ML and | P2->M2 based on the EVPN routes
received fromPEL and PE2. Those entries were previously
| earned as dynanmic entries in PEl and PE2, respectively, and
advertised in BG? EVPN

b. PE3 adds |P4->M4 as dynamic. This entry is |earned by
snoopi ng the correspondi ng ARP nessages sent by CEA4.

c. An operator also provisions the static entry |P3->M.

3. Wen CE3 sends an ARP Request asking for the MAC address of |P1,
PE3 will:

a. Intercept the ARP Request and performa Proxy ARP | ookup for
| P1.



b. If the |lookup is successful (as in Figure 1), PE3 will send
an ARP Reply with I P1->ML. The ARP Request will not be
flooded to the EVPN network or any other |ocal CEs.

c. |If the lookup is not successful, PE3 will flood the ARP
Request in the EVPN network and the other |ocal CEs.

In the sane exanple, if we assune IP1, IP2, IP3, and | P4 are now | Pv6
addresses and Proxy ARP/ND is enabled in BDL:

1. PEs will start adding entries in a simlar way as they would for
| Pv4; however, there are sone differences

a. |Pl1->ML and | P2->M2 are | earned as dynamic entries in PE1 and
PE2, respectively, by snoopi ng NA nessages and not by
snoopi ng NS nessages. In the | Pv4 case, any ARP franme can be

snooped to learn the dynanic Proxy ARP entry. \Wen | earning
the dynam c entries, the R and O Flags contained in the
snooped NA nessages will be added to the Proxy ND entries

t 00.

b. PEl1 and PE2 will advertise those entries in EVPN MAC/I P
Advertisement routes, including the corresponding | earned R
and O Flags in the ARP/ND Ext ended Comunity.

c. PE3 also adds | P4->M4 as dynam c after snooping an NA nessage
sent by CE4.

2. When CE3 sends an NS nessage asking for the MAC address of |P1
PE3 behaves as in the | Pv4 exanple, by intercepting the NS,
performing a | ookup on the IP, and replying with an NA if the
| ookup is successful. If it is successful, the NSis not flooded
to the EVPN PEs or any other |ocal CEs.

3. If the lookup is not successful, PE3 will flood the NS to renote
EVPN PEs attached to the sane BD and the other local CEs as in
the | Pv4 case

As PE3 learns nmore and nore host entries in the Proxy ARP/ND tabl e,
the floodi ng of ARP Request nessages ampong PEs is reduced and in some
cases, it can even be suppressed. In a network where nost of the
partici pant CEs are not noving between PEs and are advertising their
presence with GARPs or unsolicited-NA nessages, the ARP/ND fl oodi ng
anong PEs, as well as the unknown unicast flooding, can practically
be suppressed. |In an EVPN-based | XP network, where all the entries
are static, the ARP/ND fl ooding anong PEs is in fact totally

suppr essed.

In a network where CEs nove between PEs, the Proxy ARP/ND function
relies on the CE signaling its new |location via GARP or unsolicited-
NA nmessages so that tables are imediately updated. |f a CE noves
"silently", that is, without issuing any GARP or NA nessage upon
getting attached to the destination PE, the mechani snms described in
Section 3.5 nmake sure that the Proxy ARP/ND tables are eventually
updat ed.

.1.  Proxy ARP/ND Sub-functions

The Proxy ARP/ND function can be structured in six sub-functions or
pr ocedur es:

1. Learning sub-function

2. Reply sub-function



3. Unicast-forward sub-function

4. Muintenance sub-function

5. Flood handling sub-function

6. Duplicate IP detection sub-function

A Proxy ARP/ND inpl enentation MJST at | east support the Learning,
Reply, Mintenance, and duplicate |IP detection sub-functions. The
foll ow ng sections describe each individual sub-function.

3.2. Learning Sub-function

A Proxy ARP/ND inplenentation in an EVPN BD MJST support dynanic and
EVPN- | earned entries and SHOULD support static entries.

Static entries are provisioned fromthe managenent plane. A static
entry is configured on the PE attached to the host using the IP
address in that entry. The provisioned static | P->MAC entry MJST be
advertised in EVPN with an ARP/ ND Ext ended Community where the

I mMmut able ARP/ND Binding Flag (1) is set to 1, as per [RFC9047].

Wien the | Flag in the ARP/ND Extended Conmunity is 1, the
advertising PE indicates that the | P address nust not be associ ated
to a MAC other than the one included in the EVPN MAC/ I P Adverti senent
route. The advertisenent of | = 1 in the ARP/ND Extended Conmunity
is compatible with any value of the Sticky bit (S) or sequence nunber
in the [RFC7432] MAC Mobility Extended Community. Note that the |
bit in the ARP/ND Extended Community refers to the inmutable
configured associ ation between the IP and the MAC address in the

| P->MAC bi ndi ng, whereas the S bit in the MAC Mbility Extended
Community refers to the fact that the adverti sed MAC address i s not
subject to the [RFC7432] nobility procedures.

An entry nmay associate a configured static IPto a list of potential
MACs, i.e., |P1->(MACL, MAC2.. MACN). Until a frame (including a |ocal
ARP/ NA nmessage) is received fromthe CE, the PE will not advertise
any | P1->MAC in EVPN. Upon receiving traffic fromthe CE, the PE
will check that the source MAC, e.g., MACLl, is included in the |ist
of allowed MACs. Only in that case, the PE will activate the

| P1->MACL and advertise only that IP1 and MACL in an EVPN MAC/ | P
Advertisenment route.

The PE MJST create EVPN-learned entries fromthe received valid EVPN
MAC/ | P Advertisenment routes containing a MAC and | P address.

Dynamic entries are learned in different ways dependi ng on whet her
the entry contains an I Pv4 or | Pv6 address:

Proxy ARP dynamic entries:
The PE MJST snoop all ARP packets (that is, all franes with
Et hert ype 0x0806) received fromthe CEs attached to the BD in
order to learn dynam c entries. ARP packets received fromrenote
EVPN PEs attached to the same BD are not snooped. The Learning
function will add the sender MAC and sender |P of the snooped ARP
packet to the Proxy ARP table. Note that a MAC or an |IP address
with value 0 SHOULD NOT be | earned.

Proxy ND dynanic entries:
The PE MJST snoop the NA nessages (Ethertype 0x86dd, | CWMPv6 type
136) received fromthe CEs attached to the BD and | earn dynanic
entries fromthe Target Address and TLLA information. NA nessages
received fromrenote EVPN PEs are not snooped. A PE inplenenting
Proxy ND as in this docunment MJST NOT create dynam c | P->MAC
entries fromNS nessages because they don't contain the R Fl ag
required by the Proxy ND reply function. See Section 3.2.1 for



nmore i nformati on about the R Fl ag.

Thi s docunent specifies an "anycast" capability that can be
configured for the Proxy ND function of the PE and affects how
dynanic Proxy ND entries are | earned based on the O Flag of the

snooped NA nessages. |If the OFlag is zero in the received NA
message, the I P->MAC SHOULD only be | earned in case the |IPv6
"anycast" capability is enabled in the BD. Irrespective, an NA

message with OFlag = 0 will be normally forwarded by the PE based
on a MAC DA | ookup.

The foll owi ng procedure associated to the Learning sub-function is
RECOMVENDED:

*  \When a new Proxy ARP/ND EVPN or static active entry is learned (or
provi sioned), the PE SHOULD send a GARP or unsolicited-NA nessage
to all the connected access CEs. The PE SHOULD send a GARP or
unsol i cited- NA nessage for dynanmic entries only if the ARP/NA
message that previously created the entry on the PE was NOT
flooded to all the |ocal connected CEs before. This GARP/
unsol i ci ted- NA nessage nakes sure the CE ARP/ND caches are updated
even if the ARP/ NS/ NA nessages from CEs connected to renote PEs
are not flooded in the EVPN network.

Note that if a static entry is provisioned with the sane |IP as an
exi sting EVPN-|l earned or dynamic entry, the static entry takes
pr ecedence.

In case of a PE reboot, the static and EVPN entries will be re-added
as soon as the PE is back online and receives all the EVPN routes for
the BD. However, the dynamic entries will be gone. Due to that
reason, new NS and ARP Requests will be flooded by the PE to renote
PEs and dynamic entries gradually rel earned again.

.2.1. Proxy ND and the NA Fl ags
[ RFC4861] describes the use of the R Flag in I Pv6 address resol ution

* Nodes capabl e of routing | Pv6 packets nust reply to NS nessages
with NA nessages where the RFlag is set (RFlag = 1).

* Hosts that are not able to route | Pv6 packets nust indicate that
inability by replying with NA nessages that contain R Flag = O.

The use of the R Flag in NA nmessages has an inpact on how hosts
sel ect their default gateways when sendi ng packets off-1link, as per
[ RFC4861] :

* Hosts build a Default Router List based on the received RAs and
NAs with R Flag = 1. Each cache entry has an IsRouter flag, which
must be set for received RAs and is set based on the R Flag in the
received NAs. A host can choose one or nore Default Routers when
sendi ng packets of f-Iink.

* |In those cases where the IsRouter flag changes from TRUE to FALSE
as a result of an NA update, the node nust renove that router from
the Default Router List and update the Destination Cache entries
for all destinations using that neighbor as a router, as specified
in Section 7.3.3 of [RFC4861]. This is needed to detect when a
node that is used as a router stops forwardi ng packets due to
bei ng configured as a host.

The R and O Flags for a Proxy ARP/ND entry will be learned in the
foll owi ng ways:

* The R Flag informati on SHOULD be added to the static entries by



the managenent interface. The O Flag informati on MAY al so be
added by the managenent interface. |If the R and O Flags are not
configured, the default value is 1.

* Dynamic entries SHOULD |l earn the R Flag and MAY | earn the O Fl ag
fromthe snooped NA nessages used to learn the IP->MAC itself.

* EVPN-learned entries SHOULD |l earn the R Flag and MAY |earn the O
Flag fromthe ARP/ND Ext ended Conmunity [RFCO047] received from
EVPN along with the RT2 used to learn the IP->MAC itself. If no
ARP/ ND Ext ended Community is received, the PE will add a
configured RFlag / OFlag to the entry. These configured R and O
Fl ags MAY be an adm nistrative choice with a default val ue of 1.
The configuration of this adm nistrative choice provides a
backwar ds- conpati bl e option with EVPN PEs that follow [ RFC7432]
but do not support this specification.

Note that, typically, IP->MAC entries with O= 0 will not be |earned;
therefore, the Proxy ND function will reply to NS nessages with NA
messages that contain O = 1. However, this docunent allows the
configuration of the "anycast" capability in the BD where the Proxy

ND function is enabled. |f "anycast" is enabled in the BD and an NA
message with O = 0 is received, the associated |IP->MAC entry will be
learned with O= 0. |If this "anycast" capability is enabled in the

BD, duplicate |IP detection nmust be disabled so that the PEis able to
| earn the sanme | P mapped to different MACs in the same Proxy ND
table. |If the "anycast" capability is disabled, NA nessages with O
Flag = 0 will not create a Proxy ND entry (although they will be
forwarded normally); hence, no EVPN advertisement with ARP/ ND

Ext ended Community will be generated.

.3. Reply Sub-function

This sub-function will reply to address resol ution requests/
solicitations upon successful lookup in the Proxy ARP/ND table for a
given | P address. The follow ng considerations should be taken into
account, assumng that the ARP Request / NS | ookup hits a Proxy ARP/
ND entry | P1->MACL:

a. Wen replying to ARP Requests or NS nessages:

* The PE SHOULD use the Proxy ARP/ND entry MAC address MACl as
MAC SA. This is RECOWENDED so that the resol ved MAC can be
| earned in the MAC forwardi ng database of potential Layer 2
switches sitting between the PE and the CE requesting the
address resol ution.

* For an ARP reply, the PE MJST use the Proxy ARP entry |IP1 and
MACL1 addresses in the sender Protocol Address and Hardware
Address fields, respectively.

* For an NA nessage in response to an address resolution NS or
DAD NS, the PE MUST use IP1 as the I P SA and Target Address.
ML MJUST be used as the Target Link Local Address (TLLA).

b. A PE SHOULD NOT reply to a request/solicitation received on the
sane attachment circuit over which the IP->MAC is learned. In
this case, the requester and the requested IP are assuned to be
connected to the sane Layer 2 CE/ access network |linked to the
PE' s attachment circuit; therefore, the requested IP owner will
receive the request directly.

c. A PE SHOULD reply to broadcast/nulticast address resolution
messages, i.e., ARP Requests, ARP probes, NS nessages, as well as
DAD NS nessages. An ARP probe is an ARP Request constructed with
an all-zero sender | P address that may be used by hosts for |Pv4



Address Conflict Detection as specified in [RFC5227]. A PE
SHOULD NOT reply to unicast address resolution requests (for
i nstance, NUD NS nessages).

d. Wen replying to an NS, a PE SHOULD set the Flags in the NA
messages as foll ows:

* The Rbit is set as it was learned for the IP->MAC entry in
the NA nessages that created the entry (see Section 3.2.1).

* The S Flag will be set/unset as per [RFC4861].

* The OFlag will be set in all the NA nessages issued by the PE
except in the case in which the BDis configured with the
"anycast" capability and the entry was previously learned with
O=0. |If "anycast" is enabled and there is nore than one MAC
for a given IPin the Proxy ND table, the PEwill reply to NS
messages with as many NA responses as "anycast" entries there
are in the Proxy ND table.

e. For Proxy ARP, a PE MJST only reply to ARP Requests with the
format specified in [ RFC0826] .

f. For Proxy ND, a PE MIST reply to NS nmessages with known options
with the format and options specified in [ RFC4861] and MAY reply,
di scard, forward, or unicast-forward NS nessages contai ni ng ot her
options. An adm nistrative choice to control the behavior for
received NS nessages with unknown options ("reply", "discard",
"uni cast-forward", or "forward") MAY be support ed.

* The "reply" option inplies that the PE ignores the unknown
options and replies with NA nmessages, assum ng a successfu
| ookup on the Proxy ND table. An unsuccessful |ookup will
result in a "forward" behavior (i.e., flood the NS nessage
based on the MAC DA).

* |f "discard" is avail able, the operator should assess if
fl oodi ng NS unknown options may be a security risk for the
EVPN BD (and if so, enable "discard") or, on the contrary, if
not forwardi ng/fl ooding NS unknown options may di srupt
connectivity. This option discards NS nmessages with unknown
options irrespective of the result of the | ookup on the Proxy
ND t abl e.

* The "unicast-forward" option is described in Section 3.4.

*  The "forward" option inplies flooding the NS nessage based on
the MAC DA. This option forwards NS nessages w th unknown
options irrespective of the result of the | ookup on the Proxy
ND table. The "forward" option is RECOVENDED by this
docunent .

3.4. Unicast-Forward Sub-function
As discussed in Section 3.3, in sone cases, the operator may want to
"uni cast-forward" certain ARP Requests and NS nessages as opposed to
reply to them The inplenentation of a "unicast-forward" function is
RECOMMENDED. This option can be enabled with one of the follow ng
par amet er s
a. unicast-forward al ways
b. unicast-forward unknown-opti ons

If "unicast-forward al ways" is enabled, the PE will performa Proxy
ARP/ ND tabl e | ookup and, in case of a hit, the PEwll forward the



packet to the owner of the MAC found in the Proxy ARP/ND table. This
is irrespective of the options carried in the ARP/ND packet. This
option provides total transparency in the BD and yet reduces the
amount of flooding significantly.

If "unicast-forward unknown-options" is enabl ed, upon a successful
Proxy ARP/ ND | ookup, the PE will performa "unicast-forward" action
only if the ARP Requests or NS nessages carry unknown options, as
explained in Section 3.3. The "unicast-forward unknown-opti ons"
configuration allows the support of new applications using ARP/ND in
the BD while still reducing the flooding.

Irrespective of the enabled option, if there is no successful Proxy
ARP/ ND | ookup, the unknown ARP Request / NS nessage will be flooded
in the context of the BD, as per Section 3.6.

.5.  Mai ntenance Sub-function

The Proxy ARP/ ND tables SHOULD foll ow a nunber of maintenance
procedures so that the dynamic I P->MAC entries are kept if the owner
is active and flushed (and the associated RT2 withdrawn) or if the
owner is no longer in the network. The follow ng procedures are
RECOMVENDED:

Age-ti me:
A dynami ¢ Proxy ARP/ND entry MUST be flushed out of the table if
the I P->MAC has not been refreshed within a given age-tinme. The
entry is refreshed if an ARP or NA nessage is received for the
same | P->MAC entry. The age-time is an administrative option, and
its value should be carefully chosen depending on the specific use
case; in I XP networks (where the CE routers are fairly static),
the age-tinme may nornally be |onger than in DC networks (where
mobility is required).

Send-refresh option:
The PE MAY send periodic refresh nmessages (ARP/ND "probes"”) to the
owners of the dynamc Proxy ARP/ND entries, so that the entries
can be refreshed before they age out. The owner of the |IP->MAC
entry would reply to the ARP/ND probe and the corresponding entry
age-tine reset. The periodic send-refresh tiner is an
adm ni strative option and is RECOWENDED to be a third of the age-
time or a half of the age-time in scal ed networKks.

An ARP refresh issued by the PE will be an ARP Request nessage
with the sender’s IP = 0 sent fromthe PEs MAC SA. |If the PE has
an | P address in the subnet, for instance, on an Integrated
Routing and Bridging (IRB) interface, then it MAY use it as a
source for the ARP Request (instead of sender’s IP =0). An ND
refresh will be an NS nessage issued fromthe PEs MAC SA and a

Li nk Local Address associated to the PE' s MAC

The refresh request nmessages SHOULD be sent only for dynanic
entries and not for static or EVPN-1earned entries. Even though
the refresh request nessages are broadcast or multicast, the PE
SHOULD only send the message to the attachment circuit associ ated
to the MACin the | P->MAC entry.

The age-tine and send-refresh options are used in EVPN networks to
avoi d unnecessary EVPN RT2 withdrawals; if refresh messages are sent
bef ore the correspondi ng BD Bri dge-Tabl e and Proxy ARP/ ND age-time
for a given entry expires, inactive but existing hosts will reply,
refreshing the entry and therefore avoi di ng unnecessary EVPN MAC/ | P
Advertisement withdrawals in EVPN. Both entries (MAC in the BD and
I P->MAC in the Proxy ARP/ND) are reset when the owner replies to the
ARP/ ND probe. |If there is no response to the ARP/ND probe, the MAC
and | P->MAC entries will be legitimately flushed and the RT2s
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wi t hdr awn.
6. Flood (to Renpte PEs) Handling

The Proxy ARP/ND function inplicitly hel ps reduce the floodi ng of ARP
Requests and NS nessages to renote PEs in an EVPN network. However,
in certain use cases, the flooding of ARP/ NS/ NA nessages (and even

t he unknown uni cast flooding) to renbte PEs can be suppressed
conpletely in an EVPN net worKk.

For instance, in an | XP network, since all the participant CEs are
well known and will not nove to a different PE, the IP->MAC entries
for the local CEs may be all provisioned on the PEs by a managenent
system Assunming the entries for the CEs are all provisioned on the
|l ocal PE, a given Proxy ARP/ND table will only contain static and
EVPN-| earned entries. In this case, the operator may choose to
suppress the flooding of ARP/NS/NA fromthe |Iocal PE to the renpte
PEs compl etely.

The fl ooding may al so be suppressed conpletely in I XP networks with
dynanmi ¢ Proxy ARP/ND entries assumng that all the CEs are directly
connected to the PEs and that they all advertise their presence with
a GARP/unsolicited-NA when they connect to the network. |[|f any of
those two assunptions are not true and any of the PEs may not |earn
all the local Proxy ARP/ND entries, flooding of the ARP/ NS/ NA
messages fromthe local PE to the renbte PEs SHOULD NOT be
suppressed, or the address resolution process for some CEs will not
be conpl et ed.

In networks where fast nobility is expected (DC use case), it is NOT
RECOMVENDED t o suppress the flooding of unknown ARP Requests / NS
messages or GARPs/unsolicited-NAs. Unknown ARP Requests / NS
nmessages refer to those ARP Requests / NS nessages for which the
Proxy ARP/ ND | ookups for the requested I Ps do not succeed.

In order to give the operator the choice to suppress/allow the
flooding to renmbte PEs, a PE MAY support administrative options to
i ndi vidual ly suppress/allow the flooding of:

* Unknown ARP Requests and NS nessages.
* GARP and unsolicited- NA nmessages.

The operator will use these options based on the expected behavi or on
t he CEs.

7. Duplicate |P Detection

The Proxy ARP/ ND function MJST support duplicate |IP detection as per
this section so that ARP/ ND-spoofing attacks or duplicate IPs due to
human errors can be detected. For |Pv6 addresses, CEs will continue
to carry out the DAD procedures as per [RFC4862]. The sol ution
described in this section is an additional security mechanismcarried
out by the PEs that guarantees |Pv6 address noves between PEs are
legitimate and not the result of an attack. [RFC6957] describes a
solution for the 1 Pv6 Duplicate Address Detection Proxy; however, it
is defined for point-to-multipoint topologies with a split-horizon
forwardi ng, where the "CEs" have no direct conmunication within the
same L2 link; therefore, it is not suitable for EVPN Broadcast
Domains. In addition, the solution described in this section

i ncludes the use of the AS-MAC for additional security.

ARP/ ND spoofing is a technique whereby an attacker sends "fake" ARP/
ND messages onto a Broadcast Domain. Generally, the aimis to
associ ate the attacker’s MAC address with the | P address of another
host causing any traffic meant for that I P address to be sent to the



attacker instead.

The distributed nature of EVPN and Proxy ARP/ND all ows the easy
detection of duplicated IPs in the network in a simlar way to the
MAC duplication detection function supported by [ RFC7432] for MAC
addr esses.

Duplicate I P detection nonitors "IP-noves" in the Proxy ARP/ND tabl e
in the foll owi ng way:

a.

When an existing active IP1->MACL entry is nodified, a PE starts
an Msecond tiner (default value of M= 180), and if it detects N
I P noves before the timer expires (default value of N = g5), it
concludes that a duplicate IP situation has occurred. An |IP nove
i s considered when, for instance, |Pl->MACL is replaced by

I P1->MAC2 in the Proxy ARP/ND table. Static |IP->MAC entries,
i.e., locally provisioned or EVPN-l1earned entries with |l =1 in
the ARP/ ND Extended Community, are not subject to this procedure.
Static entries MJUST NOT be overridden by dynam c Proxy ARP/ ND
entries.

In order to detect the duplicate IP faster, the PE SHOULD send a
Confirm message to the former owner of the IP. A Confirm nmessage
is a unicast ARP Request / NS nessage sent by the PE to the MAC
addresses that previously owned the I P, when the MAC changes in
the Proxy ARP/ND table. The Confirm nessage uses a sender’'s |IP
0.0.0.0 in case of ARP (if the PE has an |IP address in the
subnet, then it MAY use it) and an | Pv6 Link Local Address in
case of NS. If the PE does not receive an answer within a given
time, the newentry will be confirned and activated. The default
RECOMVENDED time to receive the confirmation is 30 seconds. In
case of spoofing, for instance, if |IP1->MACL noves to | Pl->MAC2,
the PE may send a unicast ARP Request / NS nessage for IP1 with
MAC DA = MAC1 and MAC SA = PE's MAC. This will force the
legitimate owner to respond if the nove to MAC2 was spoofed and
make the PE issue another Confirm message, this time to MAC DA =
MAC2. |If both, the legitimte owner and spoofer keep replying to
the Confirm nessage. The PE would then detect the duplicate IP
within the Msecond tinmer, and a response would be triggered as
fol |l ows:

* |f the I P1->MAC1 pair was previously owned by the spoofer and
the new I P1->MAC2 was froma valid CE, then the issued Confirm
message would trigger a response fromthe spoofer.

* |f it were the other way around, that is, |P1->MACL was
previously owned by a valid CE, the Confirm nessage woul d
trigger a response fromthe CE

Either way, if this process continues, then duplicate
detection will kick in.

Upon detecting a duplicate IP situation:

1. The entry in duplicate detected state cannot be updated with
new dynam c or EVPN-|learned entries for the sane IP. The
operator MAY override the entry, though, with a static
| P- >MAC.

2. The PE SHOULD al ert the operator and stop responding to ARP/
NS for the duplicate IP until a corrective action is taken.

3. Optionally, the PE MAY associate an "anti-spoofing-mac" (AS-
MAC) to the duplicate IP in the Proxy ARP/ND table. The PE
will send a GARP/unsolicited-NA nessage with | P1->AS-MAC to
the local CEs as well as an RT2 (with | P1->AS-MAC) to the
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renote PEs. This will update the ARP/ND caches on all the
CEs in the BD;, hence, all the CEs in the BD will use the AS-
MAC as MAC DA when sending traffic to IP1L. This procedure
prevents the spoofer fromattracting any traffic for |PL.
Since the AS-MAC is a managed MAC address known by all the
PEs in the BD, all the PEs MAY apply filters to drop and/or
log any frame with MAC DA = AS-MAC. The advertisenent of the
AS- MAC as a "drop-MAC' (by using an indication in the RT2)
that can be used directly in the BDto drop franes is for
further study.

d. The duplicate IP situation will be cleared when a corrective
action is taken by the operator or, alternatively, after a HOLD
DOM tinmer (default value of 540 seconds).

The values of M N, and HOLD-DOMN ti mer SHOULD be a confi gurabl e
adm nistrative option to allow for the required flexibility in
di fferent scenari os.

For Proxy ND, the duplicate IP detection described in this section
SHOULD only nonitor |IP noves for | P->MACs | earned from NA nessages
with OFlag = 1. NA nessages with OFlag = 0 would not override the
ND cache entries for an existing IP;, therefore, the procedure in this
section would not detect duplicate IPs. This duplicate |IP detection
for 1Pv6 SHOULD be di sabl ed when the | Pv6 "anycast" capability is
activated in a given BD.

Sol ution Benefits

The solution described in this docunent provides the follow ng
benefits:

a. My conpletely suppress the flooding of the ARP/ND nessages in
the EVPN network, assuming that all the CE | P->MAC addresses
Il ocal to the PEs are known or provisioned on the PEs froma
managenment system Note that in this case, the unknown uni cast
flooded traffic can al so be suppressed, since all the expected
unicast traffic will be destined to known MAC addresses in the PE
BDs.

b. Significantly reduces the flooding of the ARP/ND nessages in the
EVPN network, assumi ng that some or all the CE | P->MAC addresses
are |l earned on the data plane by snoopi ng ARP/ ND messages i ssued
by the CEs.

c. Provides a way to refresh periodically the CE | P->MAC entries
| earned through the data plane so that the I P->MAC entries are
not wi thdrawn by EVPN when they age out unless the CE is not
active anynore. This option hel ps reducing the EVPN control
pl ane overhead in a network with active CEs that do not send
packets frequently.

d. Provides a nmechanismto detect duplicate |IP addresses and avoid
ARP/ ND- spoof attacks or the effects of duplicate addresses due to
human errors.

Depl oynment Scenari os

Four depl oynment scenarios with different levels of ARP/ND control are
avail abl e to operators using this solution depending on their
requirenents to manage ARP/ND:. all dynamic |earning, all dynamc

| earning with Proxy ARP/ND, hybrid dynam c |learning and static
provisioning with Proxy ARP/ND, and all static provisioning with
Proxy ARP/ ND.

Al'l Dynam c Learni ng



In this scenario for mninmumsecurity and nmitigation, EVPN is
deployed in the BD with the Proxy ARP/ND function shutdown. PEs do
not intercept ARP/ND requests and flood all requests issued by the
CEs as a conventional Layer 2 network ampong those CEs woul d suffice.
VWhile no ARP/ND mitigation is used in this scenario, the operator can
still take advantage of EVPN features such as control plane |earning
and all-active nmultihoming in the peering network

Al t hough this option does not require any of the procedures described
in this docunent, it is added as a baseline/default option for

compl eteness. This option is equivalent to VPLS as far as ARP/ND i s
concerned. The options described in Sections 5.2, 5.3, and 5.4 are
only possible in EVPN networks in conbination with their Proxy ARP/ ND
capabilities.

5.2. Dynanmic Learning with Proxy ARP/ND

This scenario mnimzes flooding while enabling dynam c | earning of

I P->MAC entries. The Proxy ARP/ND function is enabled in the BDs of
the EVPN PEs so that the PEs snoop ARP/ND nessages issued by the CEs
and respond to CE ARP Requests / NS nmessages.

PEs will flood requests if the entry is not in their Proxy table.
Any unknown source | P->MAC entries will be | earned and advertised in
EVPN, and traffic to unknown entries is discarded at the ingress PE

Thi s scenario nakes use of the Learning, Reply, and Mui ntenance sub-
functions, with an optional use of the Unicast-forward and duplicate
I P detection sub-functions. The Flood handling sub-function uses
default flooding for unknown ARP Requests / NS nessages.

5.3. Hybrid Dynanic Learning and Static Provisioning with Proxy ARP/ ND

Sone | XPs and ot her operators want to protect particular hosts on the
BD whil e all owi ng dynamic | earning of CE addresses. For exanple, an
operator may want to configure static |IP->MAC entries for nanagenent
and infrastructure hosts that provide critical services. |In this
scenario, static entries are provisioned fromthe managenent pl ane
for protected |P->MAC addresses, and dynami c |earning with Proxy ARP/
ND i s enabl ed as described in Section 5.2 on the BD

Thi s scenari o makes use of the sanme sub-functions as in Section 5.2
but with static entries added by the Learning sub-function

5.4. Al Static Provisioning with Proxy ARP/ ND

For a solution that maxim zes security and elimnates floodi ng and
unknown uni cast in the peering network, all IP->MAC entries are
provi sioned fromthe nmanagenment plane. The Proxy ARP/ND function is
enabled in the BDs of the EVPN PEs so that the PEs intercept and
respond to CE requests. Dynanic |earning and ARP/ ND snooping is

di sabl ed so that ARP Requests and NS nessages to unknown | Ps are

di scarded at the ingress PE. This scenario provides an operator the
most control over |IP->MAC entries and allows an operator to manage
all entries froma nmanagenent system

In this scenario, the Learning sub-function is limted to static
entries, the Miintenance sub-function will not require any procedures
due to the static entries, and the Fl ood handling sub-function wll
compl etely suppress unknown ARP Requests / NS nessages as well as
GARP and unsolicited-NA nessages.

5.5. Exanpl e of Deploynment in Internet Exchange Points

Nowadays, alnmost all |XPs install sonme security rules in order to



protect the peering network (BD). These rules are often called port
security. Port security summarizes different operational steps that
limt the access to the | XP-LAN and the customer router and controls
the kind of traffic that the routers are allowed to exchange (e.g.,
Et hernet, I Pv4, and IPv6). Due to this, the deploynment scenario as
described in Section 5.4, "All Static Provisioning with Proxy ARP/
ND', is the predom nant scenario for | XPs.

In addition to the "All Static Provisioning" behavior, in I XP
networks it is recommended to configure the Reply sub-function to
"di scard" ARP Requests / NS messages with unrecogni zed opti ons.

At | XPs, custoners usually follow a certain operational life cycle.
For each step of the operational life cycle, specific operationa
procedures are executed.

The foll owi ng describes the operational procedures that are needed to
guarantee port security throughout the life cycle of a customer with
focus on EVPN features:

1. A new custoner is connected the first time to the I XP

Bef ore the connection between the custoner router and the | XP-LAN
is activated, the MAC of the router is allowisted on the I XP' s
switch port. Al other MAC addresses are bl ocked. Pre-defined

I Pv4 and | Pv6 addresses of the | XP peering network space are
configured at the custoner router. The IP->MAC static entries
(IPv4 and 1 Pv6) are configured in the nanagenent system of the

I XP for the customer’s port in order to support Proxy ARP/ ND.

In case a custoner uses multiple ports aggregated to a single

| ogi cal port (LAG, sone vendors randomy sel ect the MAC address
of the LAG fromthe different MAC addresses assigned to the
ports. In this case, the static entry will be used and
associated to a list of allowed MACs.

2. Replacenent of custoner router:

If a custoner router is about to be replaced, the new MAC
address(es) nust be installed in the managenent systemin
addition to the MAC address(es) of the currently connected
router. This allows the custoner to replace the router without
any active involvenment of the | XP operator. For this, static
entries are also used. After the replacenent takes place, the
MAC address(es) of the replaced router can be renoved.

3. Decomnissioning a custoner router

If a custoner router is decomm ssioned, the router is

di sconnected fromthe I XP PE. Right after that, the MAC
address(es) of the router and | P->MAC bi ndi ngs can be renoved
fromthe nmanagenent system

.6. Exanple of Deployment in Data Centers

DCs normal |y have different requirenents than | XPs in terns of Proxy
ARP/ ND. Sone differences are |isted bel ow

a. The required mobility in virtualized DCs makes the "Dynanic
Learning" or "Hybrid Dynamic and Static Provisioning" nodels nore
appropriate than the "All Static Provisioning" nodel

b. [IPv6 "anycast" may be required in DCs, while it is typically not
a requirenent in | XP networks. Therefore, if the DC needs |Pv6
anycast addresses, the "anycast" capability will be explicitly
enabled in the Proxy ND function and hence the Proxy ND sub-
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functions nodi fied accordingly. For instance, if IPv6 "anycast"
is enabled in the Proxy ND function, the duplicate |IP detection
procedure in Section 3.7 nust be disabl ed.

c. DCs may require special options on ARP/ND as opposed to the
address resolution function, which is the only one typically
required in I XPs. Based on that, the Reply sub-function may be
nodi fied to forward or di scard unknown options.

Security Considerations

The security considerations of [RFC7432] and [ RFC9047] apply to this
docunent too. Note that EVPN does not inherently provide
cryptographic protection (including confidentiality protection).

The procedures in this document reduce the anmount of ARP/ND nmessage
flooding, which in itself provides a protection to "slow path"
software processors of routers and Tenant Systens in |large BDs. The
ARP/ ND requests that are replied to by the Proxy ARP/ND function
(hence not flooded) are normally targeted to existing hosts in the
BD. ARP/ND requests targeted to absent hosts are still normally

fl ooded; however, the suppression of unknown ARP Requests and NS
messages described in Section 3.6 can provide an additional |evel of
security agai nst ARP Requests / NS nessages issued to non-existing
host s.

Wil e the unicast-forward and/or flood suppression sub-functions
provi de an added security mechanismfor the BD, they can al so
increase the risk of blocking the service for a CEif the EVPN PEs
cannot provide the ARP/ND resol ution that the CE needs.

The solution al so provides protection agai nst Denial -of-Service (DoS)
attacks that use ARP/ND spoofing as a first step. The duplicate IP
detection and the use of an AS-MAC as explained in Section 3.7
protects the BD agai nst ARP/ ND spoofi ng.

The Proxy ARP/ND function specified in this docunent does not allow
for the learning of an | P address mapped to nultiple MAC addresses in
the sane table unless the "anycast" capability is enabled (and only
in case of Proxy ND). Wen "anycast" is enabled in the Proxy ND
function, the number of allowed entries for the same | P address MJST
be limted by the operator to prevent DoS attacks that attenpt to
fill the Proxy ND table with a significant nunber of entries for the
same | P.

Thi s docunent provi des sone exanpl es and gui delines that can be used
by I XPs in their EVPN BDs. Wen EVPN and its associated Proxy ARP/ND
function are used in I XP networks, they provide ARP/ND security and
mtigation. |XPs nmust still enploy additional security nechanisns
that protect the peering network as per the established BCPs such as
the ones described in [EUROC | X-BCP]. For exanple, |XPs should

di sabl e all unneeded control protocols and bl ock unwanted protocols
fromCEs so that only I Pv4, ARP, and | Pv6 Ethertypes are permtted on
the peering network. 1In addition, port security features and ACLs
can provide an additional |evel of security.

Finally, it is worth noting that the Proxy ARP/ND solution in this
docunment will not work if there is a mechani sm securing ARP/ ND
exchanges anong CEs because the PE is not able to secure the
"proxi ed" ND messages.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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