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Abst r act

Thi s docunent introduces new | P Flow I nformati on Export (IPFIX) code
points to identify which traffic is being forwarded based on which
MPLS control plane protocol is used within a Segment Routing domain.
In particular, this document defines five code points for the |IPFIX
nmpl sTopLabel Type Information El emrent for Path Conputation El enent
(PCE), IS 1S, OSPFv2, OSPFv3, and BGP MPLS Segnent Routing

ext ensi ons.
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Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.
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approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9160
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1.

I ntroduction

Four routing protocol extensions -- OSPFv2 Extensions [ RFC8665],
OSPFv3 Extensions [ RFC8666], |S-1S Extensions [ RFC8667], and BGP
Prefix Segnent Identifiers (Prefix-SIDs) [ RFC8669] -- and one Path
Conput ati on El enent Communi cati on Protocol (PCEP) Extension [ RFC8664]
have been defined to be able to propagate Segnent Routing (SR) | abels
for the MPLS data pl ane [ RFC8660] .

Al so, [SR-Traffic-Accounting] describes how IP Flow I nformation
Export (1PFIX) [RFC7012] can be | everaged in dinensional data
nmodel i ng to account for traffic to MPLS SR | abel dinensions within a
Segnent Routing donain.

In [RFC7012], the Information Elenment (IE) npl sTopLabel Type(46)

i dentifies which MPLS control plane protocol allocated the top-of-
stack label in the MPLS | abel stack. Per Section 7.2 of [RFC7012],
the "I PFI X MPLS | abel type (Value 46)" subregistry [IANA-IPFI X] was
created, where new MPLS | abel type entries should be added. This
docunent defines new code points to address typical use cases that
are discussed in Section 2

MPLS Segnent Routing Top Label Type

By introducing five new code points to the IPFIX IE

nmpl sTopLabel Type(46) for Path Conputation Element (PCE), IS-1S,
OSPFv2, OSPFv3, and BGP Prefix-SIDs, it is possible to identify which
traffic is being forwarded based upon which MPLS SR control plane
protocol is in use.

A typical use case is to nonitor MPLS control plane migrations from
LDP to IS-1S or OSPF Segnent Routing. Such a migration can be done
node by node as described in Appendi x A of [ RFC8661].

Anot her use case is to nmonitor MPLS control plane migrations from
dynanmi ¢ BGP | abel s [ RFC8277] to BGP Prefix-SIDs [ RFC8669]. For
exanple, the notivation for, and benefits of, such a migration in
| arge-scal e data centers are described in [ RFC8670].

Bot h use cases can be verified by using npl sTopLabel Type(46),
mpl sTopLabel | Pv4Addr ess(47), npl sTopLabel | Pv6Addr ess(140),
mpl sTopLabel St ackSecti on(70), and forwardi ngStatus(89) IEs to infer
* how many packets are forwarded or dropped
* if packets are dropped, for which reasons, and
* the MPLS provider edge | oopback address and | abel protoco
By | ooking at the MPLS | abel value itself, it is not always clear to
whi ch | abel protocol it belongs. This is because they may share the
sane | abel allocation range. This is, for exanple, the case for |GP-
Adj acency SIDs, LDP, and dynam c BGP | abel s.
I ANA Consi derations
I ANA has allocated the followi ng code points in the "IPFI X MPLS | abel

type (Value 46)" subregistry within the "I PFI X I nformation El erents"
registry [RFC7012]. See [ ANA-1PFI X]

[ bbbl oo ey e bbby
| Value | Description | Reference |
| 6 | Path Conputation El enment | RFC 9160, RFC 8664

N o m e e e e e e e e e Fom e e e e oo o +



| 7 | OSPFv2 Segment Routing | RFC 9160, RFC 8665 |

AR, T o e e e e oo +
| 8 | OSPFv3 Segnent Routing | RFC 9160, RFC 8666 |
Fomm o - o m e e e e e e i e e ee oo o e e oo +
| 9 | 1S-1S Segnent Routing | RFC 9160, RFC 8667 |
N o m e e e e e e e e e Fom e e e e oo o +
| 10 | BGP Segnment Routing Prefix-SID| RFC 9160, RFC 8669 |
AR, T o e e e e oo +

Table 1. Updates to "IPFI X MPLS | abel type (Val ue 46)"
Subregistry

Ref erences to RFCs 4364, 4271, and 5036 have been added to the
"Reference" colum in the "I PFI X MPLS | abel type (Value 46)"
subregistry [ ANA-1PFI X] for code points 3, 4, and 5, respectively.
Previously, these references appeared in the "Additional Infornmation"
columm for npl sTopLabel Type(46) in the "IPFI X I nformati on El enents”
registry [IANA-1PFI X].

4. Operational Considerations

In the | E npl sTopLabel Type(46), BGP code point 4 refers to the | abel
value in the MP_REACH NLRI path attribute described in Section 2 of

[ RFC8277], while BGP Segment Routing Prefix-SID code point 10
corresponds to the | abel index value in the Label-Index TLV descri bed
in Section 3.1 of [RFC8669]. These values are thus used for those

di stinct purposes.

5. Security Considerations

There exist no significant extra security considerations regarding
the allocation of these new | PFI X | Es as conpared to [ RFC7012].
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