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Abst r act

Thi s docunent defines a base profile for TLS protocol versions 1.2
and 1.3 as well as DTLS protocol versions 1.2 and 1.3 for use with
the US Comrercial National Security Algorithm (CNSA) Suite

The profile applies to the capabilities, configuration, and operation
of all conponents of US National Security Systens that use TLS or
DTILS. It is also appropriate for all other US Government systemns
that process hi gh-val ue infornmation.

The profile is made publicly avail able here for use by devel opers and
operators of these and any other system depl oynents.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i mpl ement ati on or depl oynent. Docunments approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc9151

Copyright Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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I nt roducti on

Thi s docunent specifies a profile of TLS version 1.2 [RFC5246] and
TLS version 1.3 [ RFC8446] as well as DITLS version 1.2 [RFC6347] and
DTLS version 1.3 [RFC9147] for use by applications that support the
Nati onal Security Agency’s (NSA) Commercial National Security

Al gorithm (CNSA) Suite [CNSA]. The profile applies to the
capabilities, configuration, and operation of all conponents of US
Nati onal Security Systens [SP80059]. It is also appropriate for al
other US Government systens that process high-value information. It
is made publicly available for use by devel opers and operators of
these and any other system depl oynents.

Thi s docunent does not define any new ci pher suites; instead, it
defines a CNSA-conpliant profile of TLS and DTLS, and the ci pher
suites defined in [ RFC5288], [RFC5289], and [RFC8446]. This profile
uses only algorithnms in the CNSA Suite.

The reader is assunmed to have famliarity with the TLS 1.2 and 1.3 as
well as the DTLS 1.2 and 1.3 protocol specifications: [RFC5246],

[ RFC8446], [RFC6347], and [ RFC9147], respectively. Al MJST-I|eve
requirenents fromthe protocol docunments apply throughout this
profile; they are generally not repeated. This profile contains
changes that el evate some SHOULD-I evel options to MJST-level; this
profil e al so contains changes that el evate some MAY-|evel options to
SHOULD- | evel or MJST-level. Al options that are not nentioned in
this profile remain at their original requirenent |evel

CNSA

The National Security Agency (NSA) profiles comrercial cryptographic
al gorithnms and protocols as part of its mssion to support secure,

i nt eroperabl e communi cations for US National Security Systens. To
this end, it publishes guidance both to assist with the US Governnent
transition to new algorithms and to provide vendors -- and the
Internet community in general -- with information concerning their
proper use and configuration.

Recently, cryptographic transition plans have beconme overshadowed by
the prospect of the devel opnment of a cryptographically rel evant
quant um conputer. The NSA has established the CNSA Suite to provide
vendors and I T users near-termflexibility in nmeeting their

I nformati on Assurance (1 A) interoperability requirenments. The



pur pose behind this flexibility is to avoid having vendors and
custoners nmake two major transitions in a relatively short tinefrane,
as we anticipate a need to shift to quantumresi stant cryptography in
the near future

The NSA is authoring a set of RFCs, including this one, to provide
updat ed gui dance concerning the use of certain conmonly avail abl e
commercial algorithns in I ETF protocols. These RFCs can be used in
conjunction with other RFCs and cryptographic guidance (e.g., N ST
Speci al Publications) to properly protect Internet traffic and data-
at-rest for US National Security Systens.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

"ECDSA" and "ECDH' refer to the use of the Elliptic Curve Digital
Signature Al gorithm (ECDSA) and Elliptic Curve Diffie Hellman (ECDH),
respectively. ECDSA and ECDH are used with the N ST P-384 curve
(which is based on a 384-bit prime nodul us) and the SHA- 384 hash
function. Simlarly, "RSA" and "DH' refer to R vest-Shamr-Adl eman
(RSA) and Finite Field Diffie-Hell man (DH), respectively. RSA and DH
are used with a 3072-bit or 4096-bit nodulus. Wen RSA is used for
digital signature, it is used with the SHA-384 hash function.

Henceforth, this document refers to TLS versions 1.2 and 1.3 and DTLS
versions 1.2 and 1.3 collectively as " (D) TLS".

CNSA Sui tes

[ CNSA] approves the use of both Finite Field and elliptic curve
versions of the DH key agreenment algorithmas well as RSA-based key
establishnent. [CNSA] al so approves certain versions of the RSA and
elliptic curve digital signature algorithns. The approved encryption
techni ques include the Advanced Encryption Standard (AES) used with a
256-bit key in an Authenticated Encryption with Associ ated Data
(AEAD) node.

In particular, CNSA includes the foll ow ng:

Encrypti on:
AES [ AES] (with key size 256 bits), operating in Galois/Counter

Mode (GCM) [ GCM

Di gital Signature:
ECDSA [DSS] (using the NIST P-384 elliptic curve)

RSA [DSS] (with a nmodulus of 3072 bits or 4096 bits)

Key Establishnent (includes key agreenment and key transport):
ECDH [ PWKE-A] (using the NIST P-384 elliptic curve)

DH [ PAKE-A] (with a prine nodulus of 3072 or 4096 bits)

RSA [ PMKE-B] (with a nodul us of 3072 or 4096 bits, but only in
(D)TLS 1.2)

[ CNSA] al so approves the use of SHA-384 [SHS] as the hash al gorithm
for mask generation, signature generation, Pseudorandom Function
(PRF) in TLS 1.2 and HVAC-based Key Derivation Function (HKDF) in TLS
1.3.



4.1. CNSA (D) TLS Key Establishrment Al gorithns

The foll owi ng conmbi nation of algorithms and key sizes are used in
CNSA (D) TLS:

AES with 256-bit key, operating in GCM node

ECDH [ PWKE- A] using the Epheneral Unified Mddel Schene with
cofactor set to 1 (see Section 6.1.2.2 in [ PWKE-A])

TLS PRF/ HKDF with SHA-384 [ SHS]

O
AES with 256-bit key, operating in GCM node
RSA key transport using 3072-bit or 4096-bit nodul us
[ PWKE- B] [ RFC8017]
TLS PRF/ HKDF with SHA- 384 [ SHS]
o

AES with 256-bit key, operating in GCM node

DH usi ng dhEphem wi th domai n paraneters specified below in
Section 5.3 (see Section 6.1.2.1 in [PWKE-A])

TLS PRF/ HKDF with SHA- 384 [ SHS]
The specific CNSA-conpliant cipher suites are listed in Section 5.
4.2. CNSA TLS Authentication

For server and/or client authentication, CNSA (D) TLS MJST generate
and verify either ECDSA signatures or RSA signatures.

In all cases, the client MJST authenticate the server. The server
MAY al so authenticate the client, as needed by the specific
appl i cation.

The public keys used to verify these signhatures MJST be contained in
a certificate (see Section 5.4 for nore information).

5. CNSA Conpliance and Interoperability Requirenents

CNSA (D) TLS MUST NOT use TLS versions prior to (D)TLS 1.2 in a CNSA-
compliant system CNSA (D) TLS servers and clients MJST inpl enent and
use either (D)TLS version 1.2 [RFC5246] [RFC6347] or (D) TLS version
1.3 [ RFC8446] [ RFC9147].

5.1. Acceptable Elliptic Curve Cryptography (ECC) Curves
The elliptic curves used in the CNSA Suite appear in the literature

under two different names [DSS] [SECG . For the sake of clarity,
both nanes are |isted bel ow

B el e e peme et oo
| Curve | NI ST nanme | SECG nane |
[ el s oo ool e oo 1}
| P-384 | nistp384 | secp384r1l |
+------- F-- - - - F-- - - - +

Table 1. Elliptic Curves in
CNSA Suite



5.

5.

5.

[ RFC8422] defines a variety of elliptic curves. CNSA (D)TLS
connecti ons MJST use secp384rl (also called nistp384), and the
unconpressed form MJUST be used, as required by [RFC8422] and

[ RFC8446] .

Key pairs MUST be generated followi ng Section 5.6.1.2 of [PVWKE-A].
2. Acceptabl e RSA Schenes, Paraneters, and Checks

[ CNSA] specifies a mnimum nodul us size of 3072 bits; however, only
two nmodul us sizes (3072 bits and 4096 bits) are supported by this
profile.

For (D) TLS 1. 2:
For certificate signatures, RSASSA-PKCSl1-vl 5 [ RFC8017] MJST be
supported, and RSASSA- PSS [DSS] SHOULD be supported.

For signatures in TLS handshake messages, RSASSA- PKCS1-v1 5
[ RFC8017] MUST be supported, and RSASSA- PSS [ DSS] SHOULD be
support ed.

For key transport, RSAES-PKCSl1l-v1l 5 [ RFC8017] MJUST be support ed.

For (D) TLS 1.3:
For certificate signatures, RSASSA-PKCSl1-vl1l 5 [RFC3017] MJIST be
supported, and RSASSA- PSS [DSS] SHOULD be support ed.

For signatures in TLS handshake nessages, RSASSA-PSS [DSS] MJUST be
support ed.

For key transport, TLS 1.3 does not support RSA key transport.

For all versions of (D)TLS:
RSA exponent e MUST satisfy 2716<e<2”256 and be odd per [DSS].

I f RSASSA-PSS is supported (using rsa_pss_rsae_sha384 for
exanple), then the inplenentati on MIST assert rsaEncryption as the
public key algorithm the hash algorithm (used for both nmask
generation and signature generation) MJST be SHA-384, the nask
generation function 1 (M3F1) from[RFC8017] MJST be used, and the
salt length MJUST be 48 octets.

3. Acceptable Finite Field G oups
[ CNSA] specifies a mnimum nodul us size of 3072 bits; however, only
two nodul us sizes (3072 bits and 4096 bits) are supported by this
profile.
Epheneral key pairs MJST be generated follow ng Section 5.6.1.1.1 of
[ PAKE- A] using the approved safe prine groups specified in [ RFC7919]
for DH epheneral key agreenent. The nanmed groups are:
ffdhe3072 (1 D=257)
ffdhe4096 (| D=258)
4. Certificates
Certificates used to establish a CNSA (D) TLS connecti on MJST be
signed with ECDSA or RSA and MJUST be conpliant with the CNSA Suite
Certificate and Certificate Revocation List (CRL) Profile [RFC38603].
(D) TLS 1.2 Requirenents

Al though TLS 1.2 has technically been obsoleted by the | ETF in favor
of TLS 1.3, many inplenentations and depl oynents of TLS 1.2 wll



continue to exist. For the cases where TLS 1.2 continues to be used,
i mpl ement ati ons MJUST use [ RFC5246] and SHOULD i npl enent the updates
specified in [ RFC8446] (outlined in Section 1.3 of that docunent).

The CNSA (D) TLS 1.2 client MJST offer at |east one of these cipher
sui tes:

TLS_ECDHE_ECDSA W TH_AES 256_GCM SHA384 [ RFC5289] [ RFC8422]
TLS_ECDHE_RSA W TH_AES 256_GCM SHA384 [ RFC5289] [ RFC8422]
TLS_RSA W TH_AES 256_GCM SHA384 [ RFC5288]

TLS_DHE_RSA W TH_AES 256_GCM SHA384 [ RFC5288] [ RFC7919]

The CNSA cipher suites |isted above MUST be the first (nost
preferred) cipher suites in the dientHello nmessage.

A CNSA (D)TLS client that offers interoperability with servers that
are not CNSA conpliant MAY offer additional cipher suites, but any
addi tional cipher suites MJST appear after the CNSA cipher suites in
the dientHell o nessage.

A CNSA (D) TLS server MUIST accept one of the CNSA Suites above if they
are offered in the dientHell o message before accepting a non- CNSA-
conpliant suite.

If interoperability is not desired with non-CNSA-conpliant clients or
servers, then the session MJST fail if no CNSA Suites are offered or
accept ed.

6.1. The "extended nmster_secret" Extension

A CNSA (D) TLS client SHOULD include and a CNSA (D) TLS server SHOULD
accept the "extended_master_secret" extension as specified in

[ RFC7627]. See Section 1 of [RFC7627] for security concerns when
this extension is not used.

6.2. The "signature_al gorithns" Extension

A CNSA (D) TLS client MUST include and a CNSA (D) TLS server MJST al so
accept the "signature_al gorithns" extension. The CNSA (D) TLS client
MUST offer and the CNSA (D) TLS server MJST al so accept at |east one

of the following values in the "signature_algorithns" extensions as

specified in [ RFC8446]:

ecdsa_secp384r1 _sha384
rsa_pkcsl_sha384

And, if supported, the client SHOULD offer and/or the server SHOULD
al so accept:

rsa_pss_pss_sha384
rsa_pss_rsae_sha384

Fol | owi ng the gui dance in [ RFC8603], CNSA (D) TLS servers MJST only
accept ECDSA or RSA for signatures on Server KeyExchange nessages and
for certification path validation

O her client offerings MAY be included to indicate the acceptable
signature algorithns in cipher suites that are offered for
interoperability with servers not conpliant with CNSA and to indicate
the signature algorithnms that are acceptable for ServerKeyExchange
messages and for certification path validation in non-conpliant CNSA



(D) TLS connections. These offerings MJUST NOT be accepted by a CNSA-
conpliant (D) TLS server.

6.3. The "signature_algorithnms_cert" Extension
A CNSA (D) TLS client MAY include the "signature_al gorithns_cert”
extensi on. CNSA (D) TLS servers MJIST process the
"signature_algorithns _cert" extension if it is offered per
Section 4.2.3 of [ RFC8446].

Both CNSA (D) TLS clients and servers MJST use one of the follow ng
val ues for certificate path validation

ecdsa_secp384r1 sha384
rsa_pkcsl sha384
And, if supported, SHOULD of fer/accept:
rsa_pss_pss_sha384
rsa_pss_rsae_sha384
6.4. The CertificateRequest Message
When a CNSA (D) TLS server is configured to authenticate the client,
the server MUST include the following values in its
CertificateRequest. supported_signature_al gorithnms [ RFC5246] offer
ecdsa_secp384r1 _sha384
rsa_pkcsl sha384
And, if supported as specified in [ RFC8446], SHOULD of fer/accept:
rsa_pss_pss_sha384
rsa_pss_rsae_sha384
6.5. The CertificateVerify Message
A CNSA (D) TLS client MUST use ECDSA or RSA when sending the
CertificateVerify message. CNSA (D) TLS servers MJIST only accept
ECDSA or RSA in the CertificateVerify nessage
6.6. The Signature in the ServerKeyExchange Message

A CNSA (D) TLS server MJIST sign the ServerKeyExchange nessage using
ECDSA or RSA.

6.7. Certificate Status

Certificate Authorities (CAs) providing certificates to a CNSA (D) TLS
server or client MJST provide certificate revocati on status
information via a Certificate Revocation List (CRL) distribution
point or using the Online Certificate Status Protocol (OCSP). A CNSA
client SHOULD request it according to Section 4.4.2.1 of [RFC8446].

If OCSP is supported, the (D) TLS server SHOULD provi de OCSP responses
in the CertificateStatus nessage.

7. (D)TLS 1.3 Requirenents

The CNSA (D) TLS client MJST offer the followi ng cipher suite in the
ClientHell o:

TLS_AES 256_GCM SHA384



The CNSA (D) TLS client MJST include at |east one of the follow ng
val ues in the "supported_groups" extension

ECDHE: secp384r1l
DHE: ffdhe3072
DHE: ff dhe4096

The CNSA ci pher suite MJUST be the first (nmost preferred) cipher suite
in the CientHell o message and in the extensions.

A CNSA (D)TLS client that offers interoperability with servers that
are not CNSA conpliant MAY offer additional cipher suites, but any
addi tional cipher suites MJST appear after the CNSA-conpliant cipher
suites in the dientHello nmessage.

A CNSA (D) TLS server MUIST accept one of the CNSA algorithnms |isted
above if they are offered in the CientHello nessage.

If interoperability is not desired with non-CNSA-conpliant clients or
servers, then the session MJST fail if no CNSA Suites are offered or
accept ed.
.1. The "signature_algorithns" Extension
A CNSA (D) TLS client MJUST include the "signature_algorithnms"
extension. The CNSA (D) TLS client MJST offer at |east one of the
followi ng values in the "signature_al gorithms" extension

ecdsa_secp384r1 sha384

rsa _pss_pss_sha384

rsa_pss_rsae_sha384
Clients that allow negotiating TLS 1.2 MAY offer rsa_pkcsl sha384 for
use with TLS 1.2. Oher offerings MAY be included to indicate the
acceptabl e signature algorithms in cipher suites that are offered for
interoperability with servers not conpliant with CNSA in non-
compliant CNSA (D) TLS connections. These offerings MJST NOT be
accepted by a CNSA-conpliant (D) TLS server
.2. The "signature_algorithns_cert" Extension
A CNSA (D) TLS client SHOULD include the "signature_algorithnms_cert"
extension. And, if offered, the CNSA (D) TLS client MJST offer at
| east one of the followi ng values in the "signature_algorithms_cert"
ext ensi on:

ecdsa_secp384r1 sha384

rsa_pkcsl_sha384
And, if supported, SHOULD offer

rsa_pss_pss_sha384

rsa_pss_rsae_sha384

Fol | owi ng the guidance in [ RFC8603], CNSA (D) TLS servers MJST only
accept ECDSA or RSA for certificate path validation.

O her offerings MAY be included to indicate the signature algorithns
that are acceptable for certification path validation in non-



7.
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compliant CNSA (D) TLS connections. These offerings MJUST NOT be
accepted by a CNSA-conpliant (D) TLS server.

The "early_data" Extension

A CNSA (D) TLS client or server MJST NOT include the "early_data"
extension. See Section 2.3 of [RFCB8446] for security concerns.

Resunpti on

A CNSA (D) TLS server MAY send a CNSA (D) TLS client a NewSessionTi cket
message to enabl e resunption. A CNSA (D) TLS client MJST request
"psk_dhe_ke" via the "psk_key_exchange_nodes"” CientHell o extension
to resune a session. A CNSA (D) TLS client MJST of fer Epheneral
Elliptic Curve Diffie-Hellman (ECDHE) with SHA-384 and/ or Epheneral
Diffie-Hellman (DHE) with SHA-384 in the "supported groups" and/or
"key_share" extensions.

Certificate Status

Certificate Authorities (CAs) providing certificates to a CNSA (D) TLS
server or client MJST provide certificate revocati on status
information via a Certificate Revocation List (CRL) distribution
point or using the Online Certificate Status Protocol (OCSP). A CNSA
client SHOULD request it according to Section 4.4.2.1 of [RFC3446].

If OCSP is supported, the (D) TLS server SHOULD provi de OCSP responses
inthe "CertificateEntry".

Security Considerations

Most of the security considerations for this docunent are described
in [ RFC5246], [RFC8446], [RFC6347], and [RFC9147]. In addition, the
security considerations for Elliptic Curve Cryptography (ECC) rel ated
to TLS are described in [ RFC8422], [RFC5288], and [ RFC5289]. Readers
shoul d consult those docunents.

In order to neet the goal of a consistent security level for the
entire cipher suite, CNSA (D) TLS i npl enentati ons MJST only use the
elliptic curves, RSA schenes, and Finite Fields defined in

Section 5.1, Section 5.2, and Section 5.3, respectively. |If thisis
not the case, then security may be weaker than is required.

As noted in TLS version 1.3 [RFCB446], TLS does not provide inherent
replay protections for early data. For this reason, this profile
forbids the use of early data.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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