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TLS Ticket Requests
Abst r act

TLS session tickets enable statel ess connection resunption for
clients without server-side, per-client state. Servers vend an
arbitrary nunber of session tickets to clients, at their discretion,
upon connection establishnent. Cdients store and use tickets when
resum ng future connections. This docunent describes a mechani sm by
whi ch clients can specify the desired nunber of tickets needed for
future connections. This extension ainms to provide a means for
servers to determ ne the nunber of tickets to generate in order to
reduce ticket waste while sinultaneously primng clients for future
connection attenpts.
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1. I nt roduction

As described in [ RFC8446], TLS servers vend clients an arbitrary
nunber of session tickets at their own discretion in NewSessionTi cket
messages. There are at least three limtations with this design

First, servers vend sonme (often hard-coded) nunber of tickets per
connection. Sonme server inplenentations return a different default
nunber of tickets for session resunption than for the initial
connection that created the session. No static choice, whether fixed
or dependent upon resunption, is ideal for all situations.

Second, clients do not have a way of expressing their desired nunber
of tickets, which can inpact future connection establishnent. For
exanpl e, clients can open parallel TLS connections to the sane server
for HTTP, or they can race TLS connections across different network
interfaces. The latter is especially useful in transport systemns
that inplement Happy Eyeballs [RFC8305]. Since clients contro
connection concurrency and resunption, a standard nechani sm for
requesting nore than one ticket is desirable for avoiding ticket
reuse. See Appendix C. 4 of [RFC8446] for discussion of ticket reuse
ri sks.

Third, all tickets in the client’s possession ultimtely derive from
some initial connection. Especially when the client was initially
authenticated with a client certificate, that session nay need to be
refreshed fromtine to tine. Consequently, a server may periodically
force a new connection even when the client presents a valid ticket.
When that happens, it is possible that any other tickets derived from
the sane original session are equally invalid. A client avoids a
full handshake on subsequent connections if it replaces all stored
tickets with new ones obtained fromthe just-performed ful

handshake. The nunber of tickets the server should vend for a new
connection may therefore need to be | arger than the nunber for
routine resunption.

Thi s docunent specifies a new TLS extension, "ticket_request”, that
clients can use to express their desired nunber of session tickets.
Servers can use this extension as a hint for the nunber of
NewSessi onTi cket messages to vend. This extension is only applicable
to TLS 1.3 [ RFC8446], DTLS 1.3 [RFC9147], and future versions of

(D) TLS.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Use Cases

The ability to request one or nore tickets is useful for a variety of
pur poses:

Paral | el HTTP connections: To inprove performance, a client nmay open
paral |l el connections. To avoid ticket reuse, the client nmay use
di stinct tickets on each connection. dients nust therefore bound
the nunber of parallel connections they initiate by the nunber of



tickets in their possession or risk ticket reuse.

Connection racing: Happy Eyeballs V2 [ RFC8305] describes techni ques
for perform ng connection racing. The Transport Services
I mpl enent ati on docunment [ TAPS] al so descri bes how connections can
race across interfaces and address famlies. 1In such cases,
clients may use nore than one ticket while racing connection
attenpts in order to establish one successful connection. Having
multiple tickets equips clients with enough tickets to initiate
connection racing while avoiding ticket reuse and ensuring that
their cache of tickets does not enpty during such races.
Mor eover, as sone servers may inplenment single-use tickets,
distinct tickets prevent premature ticket invalidation by racing.

Less ticket waste: Currently, TLS servers use application-specific,
and often inplenmentation-specific, logic to deternine how nany
tickets to issue. By moving the burden of ticket count to
clients, servers do not generate wasteful tickets. As an exanpl e,
clients mght only request one ticket during resunption
Moreover, as ticket generation m ght involve expensive
conputation, e.g., public key cryptographi c operations, avoiding
waste i s desirable.

Decline resunption: Cients can indicate they do not intend to
resune a connection by sending a ticket request with count of
zero.

Ti cket Requests

As discussed in Section 1, clients may want different numbers of
tickets for new or resumed connections. Cients may indicate to
servers their desired nunber of tickets to receive on a single
connection, in the case of a new or resumed connection, via the
following "ticket request" extension

enum {
ticket _request(58), (65535)
} Ext ensionType;

Clients MAY send this extension in ClientHello. It contains the
foll owi ng structure:

struct {
ui nt 8 new _sessi on_count;
uint8 resunption_count;
} dientTicket Request;

new sessi on_count: The number of tickets desired by the client if
the server chooses to negotiate a new connecti on.

resunption_count: The nunber of tickets desired by the client if the
server is willing to resune using a ticket presented in this
ClientHello.

A client starting a new connection SHOULD set new session_count to
the desired nunber of session tickets and resunption_count to O.
Once a client’s ticket cache is prinmed, a resunption_count of 1 is a
good choice that allows the server to replace each ticket with a new
ticket w thout over-provisioning the client with excess tickets.
However, clients that race multiple connections and place a separate
ticket in each will ultimately end up with just the tickets froma

single resuned session. 1In that case, clients can send a
resunption_count equal to the nunber of connections they are
attenpting in parallel. (Cients that send a resunption_count |ess

than the nunber of parallel connection attenpts might end up with
zero tickets.)



When a client presenting a previously obtained ticket finds that the
server neverthel ess negotiates a new connection, the client SHOULD
assune that any other tickets associated with the sane session as the
presented ticket are also no longer valid for resunption. This
includes tickets obtained during the initial (new) connection and all
ti ckets subsequently obtained as part of subsequent resunptions.
Requesting nore than one ticket when servers conplete a new
connecti on hel ps keep the session cache prined.

Servers SHOULD NOT send nore tickets than requested for the
connection type selected by the server (new or resunmed connection).
Mor eover, servers SHOULD place a limt on the nunmber of tickets they
are willing to send, whether for new or resunmed connections, to save
resources. Therefore, the nunber of NewSessionTi cket nessages sent
will typically be the mininmumof the server’s self-inposed linmt and
t he nunmber requested. Servers MAY send additional tickets, typically
using the sane limt, if the tickets that are originally sent are
sonehow i nval i dat ed

A server that supports and uses a client "ticket request" extension
MUST al so send the "ticket _request" extension in the
Encrypt edExt ensi ons nessage. |t contains the followi ng structure:

struct {
ui nt 8 expected_count;
} ServerTi cket Request Hi nt ;

expected_count: The number of tickets the server expects to send in
this connecti on.

Servers MJST NOT send the "ticket _request" extension in any handshake
message, including ServerHello or Hell oRetryRequest nmessages. A
client MUST abort the connection with an "illegal _paraneter” alert if
the "ticket_request" extension is present in any server handshake
nessage

If a client receives a Hell oRetryRequest, the presence (or absence)
of the "ticket_request" extension MJST be naintained in the second
ClientHell o message. Moreover, if this extension is present, a
client MJUST NOT change the value of CientTicketRequest in the second
ClientHell o nessage.

| ANA Consi der ati ons

| ANA has added the following entry to the "TLS Extensi onType Val ues”
registry [ RFC8446] [ RFCB8447]:

B ool s ool e sty
| Value | Extension Nanme | TLS 1.3 | DILS-Only | Recommended

F =4 -t —————————+4———————————+t—————————————+
| 58 | ticket request | CH, EE | N | Y |
+----- - S I A ] Fo-m e - - I I i +

Table 1: Addition to TLS ExtensionType Val ues Registry
Per f or mance Consi derati ons

Servers can send tickets in NewSessionTi cket messages any tinme after
the server Finished nessage (see Section 4.6.1 of [RFC8446]). A
server that chooses to send a | arge nunber of tickets to a client can
potentially harmapplication performance if the tickets are sent
before application data. For exanple, if the transport connection
has a constrai ned congesti on wi ndow, ticket nessages could del ay
sendi ng application data. To avoid this, servers should prioritize
sendi ng application data over tickets when possible.



6. Security Considerations

Ticket reuse is a security and privacy concern. Moreover, clients
must take care when pooling tickets as a neans of avoiding or
anortizi ng handshake costs. |If servers do not rotate session ticket
encryption keys frequently, clients may be encouraged to obtain and
use tickets beyond common |ifetinme wi ndows of, e.g., 24 hours.
Despite ticket lifetine hints provided by servers, clients SHOULD

di spose of cached tickets after some reasonabl e anount of time that
m nmcs the session ticket encryption key rotation period.
Specifically, as specified in Section 4.6.1 of [RFC8446], clients
MUST NOT cache tickets for |onger than 7 days.

In sone cases, a server may send NewSessi onTi cket nessages

i medi at el y upon sendi ng the server Finished nessage rather than

wai ting for the client Finished nessage. |If the server has not
verified the client’s ownership of its IP address, e.g., with the TLS
cooki e extension (see Section 4.2.2 of [RFC8446]), an attacker may
take advantage of this behavior to create an anplification attack
proportional to the count value toward a target by performng a
(DTLS) key exchange over UDP w th spoofed packets. Servers SHOULD
limt the nunber of NewSessionTi cket nmessages they send until they
have verified the client’s ownership of its |IP address.

Servers that do not enforce a limt on the nunber of NewSessionTi cket
nmessages sent in response to a "ticket_request" extension could | eave
t hensel ves open to DoS attacks, especially if ticket creation is
expensi ve.
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