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I nt roducti on

The revi sed NVDA [ RFC8342] introduces a set of new datastores that
each hold YANG defined data [ RFC7950] and represent a different
"viewpoi nt" on the data that is maintained by a server. New YANG
datastores that are introduced include <intended> which contains
val idated configuration data that a client application intends to be
in effect, and <operational > which contains operational state data
(such as statistics) as well as configuration data that is actually
in effect.

NVDA i ntroduces, in effect, a concept of "lifecycle" for nmanagenent
data, distinguishing between data that is part of a configuration
that was supplied by a user, configuration data that has actually
been successfully applied and that is part of the operational state,
and the overall operational state that includes applied configuration
data as well as status and statistics.

As a result, data fromthe sane nanagenment nodel can be reflected in
multiple datastores. Cdients need to specify the target datastore to
be specific about which viewpoint of the data they want to access.

For exanple, a client application can differentiate whether they are
interested in the configuration that is supplied to a server and is
supposed to be in effect or the configuration that has been applied
and is actually in effect on the server.

Due to the fact that data can propagate fromone datastore to
another, it is possible for differences between datastores to occur.
Sone of this is entirely expected, as there may be a tinme |ag between
when a configuration is given to the device and reflected in
<intended> until when it actually takes effect and is reflected in
<operational >. However, there may be cases when a configuration item
that was to be applied may not actually take effect at all or needs
an unusually long time to do so. This can be the case due to certain
conditions not being nmet, certain parts of the configuration not
propagati ng because they are considered inactive, resource
dependenci es not being resol ved, or even inplenentation errors in
corner conditions.

When the configuration that is in effect is different fromthe
configuration that was applied, nmany issues can result. |t becones
more difficult to operate the network properly due to limted
visibility of the actual operational status, which nmakes it nore
difficult to anal yze and understand what is going on in the network.
Services may be negatively affected (for exanple, degrading or
breaki ng a custoner service), and network resources nmay be

m sal | ocat ed.

Applications can potentially analyze any differences between two
datastores by retrieving the contents from both datastores and
conparing them However, in many cases, this will be both costly and
extrenely wast ef ul

Thi s docurment introduces a YANG data nodel that defines RPCs intended
to be used in conjunction with NETCONF [ RFC6241] or RESTCONF

[ RFC8040]. These RPCs allow a client to request a server to conpare
two NVDA datastores and report any differences.

Key Words

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Dat a Mbdel Overvi ew

The core of the solution is a new managenent operation, <conpare>,
that conpares the data tree contents of two datastores. The
operation checks whether there are any differences in values or in
data nodes that are contained in either datastore and returns any
differences as output. The output is returned in the format
specified in YANG Patch [ RFC8072].

The YANG data nodel defines the <conpare> operation as a new RPC
The operation takes the follow ng input paraneters:

source: The source identifies the datastore to serve as the
reference for the conparison -- for exanple, <intended>

target: The target identifies the datastore to conpare agai nst the
source -- for exanple, <operational>.

filter-spec: This is a choice between different filter constructs to
identify the parts of the datastore to be retrieved. It acts as a
node sel ector that specifies which data nodes are within the scope
of the conparison and which nodes are outside the scope. This
all ows a conpari son operation to be applied only to a specific
part of the datastore that is of interest, such as a particul ar
subtree. Note that the filter does not allow expressions that
mat ch agai nst data node val ues, since this may incur
inmplementation difficulties and is not required for nornmal use
cases.

all: \Wen set, this paraneter indicates that all differences should
be included, including differences pertaining to schema nodes that
exist in only one of the datastores. Wen this paranmeter is not
included, a prefiltering step is automatically applied to exclude
data fromthe conparison that does not pertain to both datastores
if the sane schema node is not present in both datastores, then
all instances of that schema node and all its descendants are
excluded fromthe conmparison. This allows client applications to
focus on the differences that constitute true m smatches of
i nstance data without needing to specify nore conplex filter
constructs.

report-origin: Wen set, this paranmeter indicates that origin
met adat a shoul d be included as part of RPC output. Wen this
paraneter is omtted, origin metadata in conparisons that involve
<operational > is by default omtted. Note that origin netadata
only applies to <operational>; it is therefore also omtted in
conpari sons that do not involve <operational > regardl ess of
whet her or not the paraneter is set.

The operation provides the foll ow ng output paraneter

differences: This paraneter contains the list of differences. Those
di fferences are encoded per the YANG Patch data nodel defined in
[ RFC8072]. When a datastore node in the source of the comparison
is not present in the target of the conparison, this can be
indicated either as a "delete” or as a "rempove" in the patch as
there is no differentiation between those operations for the
pur poses of the conparison. The YANG Patch data nodel is
augnmented to indicate the value of source datastore nodes in
addition to the patch itself that would need to be applied to the
source to produce the target. When the target datastore is
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<operational > and the input paranmeter "report-origin"” is set,
origin nmetadata is included as part of the patch. Including
origin metadata can hel p explain the cause of a difference in sone
cases -- for exanple, when a data node is part of <intended> but
the origin of the same data node in <operational> is reported as
"systent'.

The data nodel is defined in the ietf-nnda-conpare YANG nodule. Its
structure is shown in the following figure. The notation syntax
foll ows [ RFC8340].

modul e: i etf-nnda- conpare
rpcs:
+---X conpare
+---w i nput

+---Ww source i dentityref
+---w target i dentityref
+---wall? enpty
+---w report-origin? enpty

+--:(subtree-filter)
| +---w subtree-filter?
+--:(xpath-filter)
+---w xpath-filter? yang: xpat hl1. 0 {nc: xpat h}?
+--ro0 out put
+--ro (conpare-response)?
+--: (no- mat ches)
| +--ro no-matches? enpty
+--:(differences)
+--ro differences
+--ro0 yang-patch

I
I
|
| +---w (filter-spec)?
I
I
I
I

+--ro patch-id string

+--ro0 coment ? string

+--ro edit* [edit-id]
+--ro edit-id string
+--ro0 operation enumer ati on
+--ro target target-resource-of f set
+--r0 point? target - resour ce- of f set
+--ro where? enumer ation

+--ro val ue?
+--ro source-val ue?

Figure 1: Structure of ietf-nnda-conpare
YANG Dat a Model

Thi s YANG nmodul e includes references to [ RFC6991], [ RFC8342],
[ RFC8072], and [ RFC6241].

<CODE BEG NS> file "ietf-nnda-conpare@021-12-10. yang"
nmodul e i etf-nnda-conpare {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-nnda-conpare”
prefix cnp;

import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Commobn YANG Data Types";
}
inmport ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore
Architecture (NVDA)";



import ietf-yang-patch {
prefix ypatch
reference
"RFC 8072: YANG Patch Media Type";

}
import ietf-netconf ({
prefix nc;
reference
"RFC 6241: Network Configuration Protocol (NETCONF)";
}

organi zati on
"I ETF NETMOD ( Networ k Mbdel i ng) Working G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wgy/ netnod/ >
WG List: <nailto:netnod@etf. org>

Aut hor: Al exander C enm
<mui | to: | udwi g@l enm or g>

Aut hor: Yi ngzhen Qu
<mai | t 0: yqu@ ut ur ewei . conw

Aut hor: Jeff Tantsura
<mailto:jefftant.ietf@mail.conpr

Aut hor: Andy Bi er man
<mai | t 0: andy @ unawor ks. con®";
description
"The YANG data model defines a new operation, <compare>, that
can be used to conpare NVDA dat astores

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9144; see the
RFC itself for full legal notices.";

revision 2021-12-10 {
description
"lInitial revision.";
ref erence
"RFC 9144: Conparison of Network Managenent Datastore
Architecture (NVDA) Datastores”;

}
/* RPC */

rpc conpare {
description
"NMDA dat ast ore conpare operation.";
i nput {
| eaf source {
type identityref {
base ds: dat astore;

mandat ory true;
description
"The source datastore to be conpared.”;



| eaf target {
type identityref {
base ds: dat astore;

mandat ory true;
description
"The target datastore to be conpared.”;

| eaf all {
type enpty;
description
"When this leaf is provided, all data nodes are conpared,
whet her their schema node pertains to both datastores or
not. Wien this leaf is omtted, a prefiltering step is
automatically applied that excludes data nodes fromthe
compari son that can occur in only one datastore but not
the other. Specifically, if one of the datastores
(source or target) contains only configuration data and
the other datastore is <operational > data nodes for
the config that is false are excluded fromthe
comparison.";
}
| eaf report-origin {
type enpty;
description
"When this leaf is provided, origin netadata is
included as part of RPC output. Wen this leaf is
omtted, origin metadata in conparisons that involve
<operational > is by default omtted.";

choice filter-spec {
description
"Identifies the portions of the datastores to be
compared. ";
anydata subtree-filter {
description
"This paraneter identifies the portions of the
target datastore to retrieve.";
ref erence
"RFC 6241, Section 6.";
}

| eaf xpath-filter {
if-feature "nc: xpath";
type yang: xpat hl. 0;
description
"This parameter contains an XPath expression
identifying the portions of the target
datastore to retrieve.";
ref erence
"RFC 6991: Common YANG Data Types";
}

}

out put {
choi ce conpare-response {
description
"Conparison results.";
| eaf no-mat ches {
type enpty;
description
"This leaf indicates that the filter did not match
anyt hi ng and not hing was conpared.";
}
container differences {
description



"The list of differences, encoded per RFC 8072 with an
augnentation to include source val ues where applicable.
When a datastore node in the source is not present in
the target, this can be indicated either as a 'delete
or as a 'renmove’ as there is no difference between
them for the purposes of the conparison."”;

uses ypat ch: yang- patch {
augnment "yang-patch/edit" {
description
"Provides the val ue of the source of the patch
respectively of the source of the conparison, in
addition to the target value, where applicable.”;
anydat a source-val ue {

when "../operation = 'delete "
+ "or ../operation = 'nerge'"
+ "or ../operation = 'nove"
+ "or ../operation = 'replace "
+ "or ../operation = 'renove'";

description
"The anydata 'value’ is only used for 'delete’,
"move’, 'nerge’, 'replace’, and 'renove’
operations.";

}
ref erence
"RFC 8072: YANG Patch Media Type";
}
}
}
}
}
}
}
<CODE ENDS>
Exanpl e

The foll owi ng exanpl e conpares the difference between <operational >
and <intended> for a subtree under "interfaces". The subtree
contains a subset of objects that are defined in a YANG data nodel
for the managenent of interfaces defined in [RFC8343]. For the

pur poses of understandi ng the subsequent exanple, the follow ng
excerpt of the data nodel whose instantiation is the basis of the
compari son is provided:

contai ner interfaces {
description
"Interface parameters."”;
list interface {
key "nane";
| eaf nane {
type string;
description
"The name of the interface.";

| eaf description {
type string;
description
"A textual description of the interface.";

| eaf enabl ed {
type bool ean;
default "true";
description
"This | eaf contains the configured, desired state of the
interface.";



}
}

The contents of <intended> and <operational > datastores in XM
[ WBC. REC- xri - 20081126] :

<! - - | NTENDED- - >
<interfaces xm ns="urn:ietf:parans: xnm :ns:yang:ietf-interfaces">
<interface>
<nane>et h0</ nanme>
<enabl ed>f al se</ enabl ed>
<description>i p interface</description>
</interface>
</interfaces>

<! - - OPERATI ONAL- - >
<interfaces
xm ns="urn:ietf:paranms: xnm :ns:yang:ietf-interfaces"
xm ns:or="urn:ietf:parans: xnm :ns:yang:ietf-origin'>
<interface or:origin="or:|earned">
<nane>et h0</ nanme>
<enabl ed>t r ue</ enabl ed>
</interface>
</interfaces>

<operational > does not contain an instance for |eaf "description”
that is contained in <intended>  Another |eaf, "enabled", has
different values in the two datastores, being "true" in <operational >
and "false" in <intended>. A third leaf, "name", is the sanme in both
cases. The origin of the leaf instances in <operational> is

"l earned", which may hel p explain the discrepancies.

RPC request to conpare <operational > (source of the conparison) with
<i ntended> (target of the conparison):

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<conpare xm ns="urn:ietf:parans: xm :ns:yang:ietf-nnda-conpare"”
xm ns:ds="urn:ietf:parans: xm :ns:yang:ietf-datastores">
<sour ce>ds: oper ati onal </ source>
<t arget >ds: i nt ended</t ar get >
<report-origin/>
<xpath-filter
xmns:if="urn:ietf:parans: xm :ns:yang:ietf-interfaces">
lif:interfaces
</ xpath-filter>
</ conpar e>
</rpc>

RPC reply when a difference is detected:

<rpc-reply
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
message-i d="101">
<di fferences
xm ns="urn:ietf:parans: xm : ns:yang:ietf-nnda-conpare"
xm ns:or="urn:ietf:parans: xm :ns:yang:ietf-origin">
<yang- pat ch>
<pat ch-id>i nterface status</patch-id>
<comment >
di ff between operational (source) and intended (target)
</ comment >
<edit>
<edit-id>l</edit-id>
<oper ati on>r epl ace</ oper ati on>
<target>/ietf-interfaces:interface=ethO/enabl ed</target>



<val ue>

<i f:enabl ed>fal se</if: enabl ed>

</ val ue>

<sour ce-val ue>

<i f: enabl

</ source-va
</edit>
<edi t >

<edit-id>2</

ed or:origin="or:|earned">true</if:enabl ed>
ue>

edit-id>

<oper ati on>cr eat e</ operati on>

<target>/iet
<val ue>
<if:descri
</val ue>
</edit>
</ yang- pat ch>
</di fferences>
</rpc-reply>

The sane request in

f-interfaces:interface=ethO/description</target>

ption>ip interface</if:description>

RESTCONF (using JSON format [ RFC7951]):

PCST /restconf/operations/ietf-nnda-conpare: conpare HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

Accept: application/

yang- dat a+j son

{ "ietf-nnda-conpare:input" : {

"source" : "ietf-
"target" : "ietf-
"report-origin"
"xpath-filter"
}

}

dat ast or es: operational ",
dat ast ores: i nt ended",

nul |,
"lietf-interfaces:interfaces"

The sane response in RESTCONF (using JSON format):

HTTP/ 1.1 200 &K

Date: Thu, 24 Jan 2019 20:56: 30 GMI
Server: exanpl e-server
Cont ent - Type: appli cati on/yang-dat a+j son

{ "ietf-nnmda-conpare: output" : {

"di fferences”
"i etf-yang- pat

{
ch: yang-patch" : {

"patch-id" "interface status",
"coment " "di ff between intended (source) and operational",
"edit" |

{

"edit-id" : "1",

"operation" : "replace",

"target" : "l/ietf-interfaces:interface=eth0/enabl ed",

"val ue" {

"ietf-interfaces:interface/enabled" : "fal se"

},

"source-value" : {
"ietf-interfaces:interface/enabled" : "true",
"@etf-interfaces:interface/enabled" : {

"ietf-origin:origin' : "ietf-origin:learned"
}
}
H
{

"edit-id" : "2,

"operation" : "create",

"target" : "/ietf-interfaces:interface=ethO/description",

"val ue" {
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"ietf-interface:interface/description” : "ip interface"

Per f or mance Consi der ati ons

The <compare> operation can be conputationally expensive. Wile
responsible client applications are expected to use the operation
responsi bly and sparingly only when warranted, inplenmentations need
to be aware of the fact that excessive invocation of this operation
wi || burden systemresources and need to ensure that system
performance will not be adversely inpacted. One possibility for an
inplementation to mtigate against this is to limt the nunmber of
requests that are served to a client, or to any nunber of clients, in
any one tinme interval, by rejecting requests made at a hi gher
frequency than the inplenentati on can reasonably sustain.

Whi | e useful, tools such as YANG data nodels that allow for the
moni toring of server resources, system performance, and statistics
about RPCs and RPC rates are outside the scope of this docunent.
When defined, any such nodel should be general in nature and not
limted to the RPC operation defined in this docunent.

I ANA Consi derations
1. Update to the I ETF XM. Registry

| ANA has registered the following URI in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: wurn:ietf:params:xm:ns:yang:ietf-nnmda-conpare
Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. nanespace
2. Update to the YANG Modul e Nanmes Registry

| ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanes" registry [ RFC6020]:

nane: ietf-nnda-conpare
nanespace: urn:ietf:parans:xnl:ns:yang:ietf-nnda-conpare
prefix: cnp

reference: RFC 9144
Security Considerations

The YANG nodul e specified in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

NACM specifies access for the server inits entirety, and the sane
access rules apply to all datastores. Any subtrees to which a



requestor does not have read access are silently skipped and not
i ncluded in the conpari son.

The RPC operation defined in this YANG nodul e, <conpare>, nmay be
consi dered sensitive or vulnerable in sonme network environnents. It
is thus inportant to control access to this operation. This is the
sensitivity/vulnerability of RPC operation <conpare>:

Conparing datastores for differences requires a certain anmount of
processing resources at the server. An attacker could attenpt to
attack a server by naking a high volunme of conparison requests.

Server inplenentations can guard agai nst such scenarios in severa
ways. For one, they can inplement the NACMin order to require
proper authorization for requests to be nade. Second, server

i mpl ementations can limt the nunber of requests that they serve to a
client in any one time interval, rejecting requests nmade at a hi gher
frequency than the inplenentati on can reasonably sustain.
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Appendi x A.  Possi bl e Future Extensions

It is conceivable to extend the <conpare> operation with a nunber of
possi bl e additional features in the future.

Specifically, it is possible to define an extension with an opti onal
feature for dampening. This will allow clients to specify a m ninum
time period for which a difference nmust persist for it to be
reported. This will enable clients to distinguish between
differences that are only fleeting fromones that are not and that
may represent a real operational issue and inconsistency within the
devi ce.

For this purpose, an additional input paraneter can be added to
specify the danpening period. Only differences that pertain for at

| east the danpening tine are reported. A value of 0 or om ssion of
the paraneter indicates no danpening. Reporting of differences MAY
correspondi ngly be del ayed by the danpening period fromthe tinme the
request is received.

To inplenment this feature, a server inplementation mght run a
conpari son when the RPCis first invoked and tenporarily store the
result. Subsequently, it could wait until after the end of the
danpeni ng period to check whether the sane differences are still
observed. The differences that still persist are then returned.
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